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PREFACE

Our Spring 2026 Issue—Volume 15, Number 2—brings to-
gether scholarship that grapples with a shared, increasingly urgent
set of questions: how law should respond when decision-making,
speech governance, and even cultural and geopolitical “infrastruc-
ture” are mediated by opaque systems such as algorithmic models,
platform architectures, and export-control regimes.

First, Professors Ignacio Cofone and Katherine J. Strand-
burg reframe algorithmic transparency as a classic principal-agent
problem. That is, claims of “gaming” and “trade secrecy” can
sometimes reflect not genuine social costs of disclosure, but strate-
gic incentives to preserve opacity and avoid accountability. Co-
fone and Strandburg propose a decision-quality-anchored frame-
work that uses error profiles and outcome distributions across groups
as diagnostic signals of misalignment, triggering rebuttable pre-
sumptions in favor of tailored disclosure. The Article ultimately
presses a practical point for regulators and courts: disclosure is not
binary. Effective regimes can be staged, mediated, and audience-
specific without collapsing into either full secrecy or full exposure.

Second, Elisabeth Paar takes aim at a growing tempta-
tion in legal technology discourse: if AI can draft something that
sounds like an opinion, why not let it judge? Paar argues that the
resemblance is misleading because judicial decision-making is not
reducible to text production. Drawing on normative accounts of
judging, she contends that AI lacks core capacities required for
legitimate adjudication—social competencies for fact-finding, le-
gal competencies for assessing facts under law, and the ability to
provide reasoned justifications that are tethered to the decision-
making process. Paar concludes that making AI “good enough”
to judge would not be a matter of incremental tuning, but would
require a deeper reconfiguration of how we expect adjudication to
exist in a democratic legal order.

Third, Professor Ioanna Tourkochoriti offers a comparative
account of platform regulation in the United States and the Euro-
pean Union, asking whether diverging legal approaches are steer-
ing us toward a divided internet. The Article contrasts the EU’s
rights-balancing framework and the Digital Services Act’s pro-
cedure and transparency obligations, with the U.S. constitutional
landscape shaped by state-action constraints and First Amendment
doctrine. For an illustrative case study, Tourkochoriti engages with
Moody v. NetChoice and the contested boundary between editorial
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discretion and algorithmic moderation. Along the way, she raises
questions about accountability for speech governance that is partly
automated and transnational by design.

Fourth, Professor Frank Fagan turns to the upstream depen-
dency that quietly powers much of modern AI: training data. Not-
ing that AI-generated summaries and answer engines are reducing
referral traffic and destabilizing the economic foundation of on-
line publishing, Fagan uniquely frames training-data governance
as a problem of preserving access to high-value inputs without
undermining incentives to produce them. He proposes a welfare-
oriented, three-part test for when a fallback licensing mechanism
is justified, implemented through a tiered framework that distin-
guishes baseline, transitional, and at-risk content.

Fifth, Jordan Hanyi Yu examines a different kind of gov-
ernance problem in Holocaust-related art restitution litigation in
New York. She situates New York state doctrine against the back-
drop of the Washington Principles and the evolving federal HEAR
Act framework, including Congress’s 2025 amendments aimed at
pushing courts toward merits-based resolution by removing time-
based defenses. Yu’s Note argues that the pre-amendment New
York approach struck a workable balance between justice and mar-
ket stability, while also identifying distributional concerns—partic-
ularly the disproportionate risk borne by purchasers relative to deal-
ers and auction houses—and mapping how collectors, dealers, auc-
tion houses, and museums adapt their practices in response to shift-
ing legal uncertainty.

Finally, Will Shao confronts the fast-paced intersection of
IP-adjacent regulation, national security, and cybersecurity. He an-
alyzes the Chip Security Act’s push for geolocation-enabled “chip
security mechanisms” as an export-control tool, but emphasizes
that the bill’s broad, technology-agnostic language creates practi-
cal vulnerabilities, particularly because current geolocation meth-
ods can be spoofed and may themselves introduce attack surfaces.
Shao’s Note offers concrete revisions and safeguards, such as a
more explicit (and more securely designed) chip registry and strength-
ened institutional capacity for monitoring and compliance.

Sincerely,

Cindy L. Chang
Editor-in-Chief
NYU Journal of Intellectual Property & Entertainment Law
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Principal-agent problems are central to debates over algorithmic transparency, but
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makers, who may prioritize private benefits over social welfare. This article develops a
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proposes that disclosure requirements should be anchored in decision quality.

The article introduces structured patterns of error types and the distribution of
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Strong disparities across social groups, and asymmetries in the distribution of decision
errors across outcome types, should trigger rebuttable presumptions favoring further
disclosure obligations.

This principal-agent framework reorients regulatory attention toward institutional
design questions that transparency debates have not focused on so far. This framework
informs the adoption of di!erentiated disclosure regimes: staged, partial, mediated,
or audience-segmented. By reframing opacity debates through the lens of principal-
agent theory, this article challenges long-standing assumptions about algorithmic
secrecy: it shows the domain of justifiable algorithmic opacity is significantly narrower
than commonly assumed once di!erentiated disclosure regimes are considered. When
gaming or trade secrecy risks are legitimate, actionable disclosures (such as training
data characteristics and key system design parameters) ordinarily can be mandated
without compromising innovation or enabling gaming. This approach o!ers an
implementable regulatory pathway for AI transparency in both public and private
sectors.

By developing burden-shifting presumptions about what type of opacity is
impermissible, what minimum disclosures are required, and how to weigh trade-
secrecy and gaming claims, the article provides policymakers and courts with a
framework for structuring tailored disclosure orders, evaluating secrecy claims, and
allocating burden of proof in transparency disputes. The analysis also shows that
meaningful disclosures are possible even for technically inscrutable algorithms.
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I!”#$%&’”($!

Algorithmic transparency has an elephant in the room. Even before “black
box” artificial intelligence (AI) was widely debated, Amazon developed a machine
learning CV-screening algorithm that systematically disadvantaged women.1
Although the AI screening promised to enhance neutrality and nondiscrimination,
it was highly biased.2 This episode illustrates a recurring pattern: algorithmic
systems frequently reproduce existing failures, so regulating AI systems is often
an exercise in identifying new manifestations of old legal problems. Deliberate
opacity (namely, the intentional lack of transparency) is one of them.

This instance did not just uncover a problem at Amazon; rather, it illustrates
the broader concern that opaque algorithmic decision-making systems can mask
errors, entrench bias, and obscure discrimination, all while simultaneously
amplifying (or at least sustaining) them. A considerable body of literature
discusses the benefits and limitations of transparency and disclosure for providing
accountability for algorithmic decision-making systems.3 Much of the existing
discussion focuses on the technical opacity of some “black box” algorithms and
their tendency to be inexplicable even to their designers.4 But the importance of

1 Je!rey Dastin, Amazon Scraps Secret AI Recruiting Tool That Showed Bias Against Women, R!”#!$%
(Oct. 10, 2018), https://www.reuters.com/article/idUSKCN1MK0AG/ (on file with the NYU Journal of
Intellectual Property and Entertainment Law).

2 Id. (Amazon tried to automate hiring with a machine learning algorithm, but upon testing it realized that
it merely perpetuated the tech industry’s bias against women). See also S&’()& U*+,& N+-.!, A./+$(#0*%
+’ O11$!%%(+2: H+3 S!&$40 E2/(2!% R!(2’+$4! R&4(%* 181 (2018) (“In essence, we need greater
transparency and public pressure to slow down the automation of our worst impulses. We have automated
human decision making and then disavowed our responsibility for it. Without public funding and adequate
information policy that protects the rights to fair representation online, an escalation in the erosion of quality
information to inform the public will continue.”).

3 See generally, e.g., Joshua A. Kroll et al., Accountable Algorithms, 165 U. P&. L. R!5. 633 (2017);
A26$!3 G. F!$/”%+2, T0! R(%! +’ B(/ D&#& P+.(4(2/: S”$5!(..&24!, R&4!, &26 #0! F”#”$! +’ L&3
E2’+$4!*!2# (2017); John Zerilli et al., Transparency in Algorithmic and Human Decision-Making: Is
There a Double Standard?, 32 P0(.. & T!40. 661 (2019); Cary Coglianese & David Lehr, Regulating by
Robot: Administrative Decision Making in the Machine-Learning Era, 105 G!+. L.J. 1147 (2017); Tal Z.
Zarsky, Transparent Predictions, 2013 U. I... L. R!5. 1503 (2013).

4 See generally, e.g., Andrew D. Selbst et al., Deconstructing Design Decisions: Why Courts Must
Interrogate Machine Learning and Other Technologies, 85 O0(+ S#. L.J. 415, 416–17 (2024) (“Black boxes
are ubiquitous in narratives surrounding accountability for technological harms, especially machine learning
and artificial intelligence. The black box is usually the villain of the story, the reason that there cannot be
accountability for the harms. The black box is a trade secret. It’s inscrutable. It’s both.”); Danielle Keats
Citron & Frank Pasquale, The Scored Society: Due Process for Automated Predictions, 89 W&%0. L. R!5. 1

https://www.reuters.com/article/idUSKCN1MK0AG/
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technical opacity is often overstated, as substantial information can be disclosed
about even the most technically opaque machine learning algorithm.5

Instead, this article focuses on deliberate opacity. Deliberate opacity is
routinely excused either by claims of trade secrecy or by asserted fears that
decision-subjects (i.e., individuals whose lives are a!ected by a decision-making
algorithm, such as loan applicants or job candidates) will “game the system.”6

Our earlier work pointed out the limits of decision-subjects’ power to game
even the most transparent algorithmic decision-making systems.7 We presented
a framework for recognizing the limited circumstances under which disclosure
about a decision-making system is likely to facilitate decision-subject gaming.8 But
decision-subject gaming captures only part of the strategic landscape surrounding
algorithmic transparency.

Throughout this Article, algorithmic decision-making system encompasses
predictive AI (including machine learning models that classify or score
decision-subjects), generative AI (including large language models that produce
recommendations, assessments, or decisions as text), and agentic AI (including
systems that autonomously execute decision sequences on behalf of an operator).
The principal-agent framework developed here applies across all three types

(2014); F!”#$ P”%&’”(), T*) B(”+$ B,- S,+.)/0: T*) S)+!)/ A(1,!./*2% T*”/ C,#/!,( M,#)0 ”#3
I#4,!2”/.,# (2015); Andrew D. Selbst & Solon Barocas, The Intuitive Appeal of Explainable Machines, 87
F,!3*”2 L. R)5. 1085 (2019); N,6(), supra note 2; V.!1.#.” E’6”#$%, A’/,2”/.#1 I#)&’”(./0: H,7
H.1*-T)+* T,,(% P!,4.(), P,(.+), ”#3 P’#.%* /*) P,,! (2018).

5 See Rishi Bommasani et al., The Foundation Model Transparency Index, ”!X.5 (Oct. 19, 2023), https:
//arxiv.org/abs/2310.12941 [https://perma.cc/XFR6-MQNJ]. See also infra Section II.C.

6 See, e.g., Charles T. Graves & Sonia K. Katyal, From Trade Secrecy to Seclusion, 109 G),. L.J. 1337,
1341 (2021) (“[A]ssertions of trade secrecy . . . extend to di!erent types of information as well, as companies
learn that labeling sensitive or embarrassing information as a ‘trade secret’ or ‘confidential’ can stall or
silence calls for disclosure”); Rebecca Wexler, Life, Liberty, and Trade Secrets: Intellectual Property in the
Criminal Justice System, 70 S/”#. L. R)5. 1343, 1371–1377 (2018) (detailing justifications for trade secrecy
in criminal law).

7 Ignacio Cofone & Katherine J. Strandburg, Strategic Games and Algorithmic Secrecy, 64 M+G.(( L.J.
623, 634 (2019).

8 Here and in our earlier work, we define gaming as socially undesirable strategic behavior that rewards
decision-subjects (people about whom algorithmic systems made decisions) with unwarranted positive
outcomes. Our definition does not include socially desirable strategic behavior, such as using information
about the algorithm to improve one’s eligibility for a favorable decision or to strategically avoid an unjustified
negative decision.

https://arxiv.org/abs/2310.12941
https://arxiv.org/abs/2310.12941
https://perma.cc/XFR6-MQNJ
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because the problem—decision-makers using opacity to avoid accountability for
their choices—arises whenever an AI system mediates consequential decisions.

Interactions between decision-subjects and those involved in designing,
developing, and implementing algorithmic decision-making systems—like
interactions between decision-subjects and human decision-makers—are strategic
on both sides.9 None of these players should be assumed to be acting in society’s
best interest.

This Article addresses the strategic behaviors of decision-makers (including
both developers and deployers of decision-making systems) with regard to opacity.
We argue that in public and private contexts decision-makers are, to varying
degrees, agents for the public. Principal-agent relationships are undermined when
agents act strategically to promote their own interests at the expense of the
principal’s goals. The agents involved in algorithmic decision systems are no
exception.10 We show how claims about gaming risk and trade secrecy can shield
strategic behavior that is contrary to public interest. We argue that managing
these principal-agent problems should be a primary consideration in the design
of e!ective disclosure regulation. This means that decision-makers’ claims about
gaming and trade secrecy should not be accepted at face value. Moreover, because
disclosure is a crucial mechanism for detecting principal-agent problems,11 its
value may outweigh its costs even when concerns about gaming or trade secrecy
have merit.

9 Benjamin Laufer et al., Strategic Evaluation: Subjects, Evaluators, and Society, E!”#$% & A&&’((
A)*+,#$-.(, M’&-., & O/$#.#01$#+2 1 (Oct. 30, 2023), https://doi.org/10.1145/3617694.3623237; Jack
M. Balkin, How to Regulate (and not Regulate) Social Media, K2#*-$ F#,($ A.’23. I2($. O&&1(#+21)
P1/’,(, 13–15 (Mar. 25, 2020) [hereinafter Balkin, How to Regulate (and not Regulate) Social Media];
Zachary Lipton, The Mythos of Model Interpretability, 61 C+..”2#&1$#+2( +4 $-’ ACM, 36 https://doi.or
g/10.1145/3233231; Ignacio Cofone, Servers and Waiters: What Matters in the Law of A.I., 21 S$12. T’&-.
L. R’5. 167 (2018). See also Jack Balkin, 2016 Sidley Austin Distinguished Lecture on Big Data Law and
Policy: The Three Laws of Robotics in the Age of Big Data, 78 O-#+ S$. L.J. 1217, 1226 (2017) [hereinafter
Balkin, The Three Laws of Robotics].

10 See, e.g., Jon Kleinberg & Manish Raghavan, How Do Classifiers Induce Agents to Invest E!ort
Strategically?, 8 ACM T,12(1&$#+2( +2 E&+2. & C+./”$1$#+2 19:1, 19:15 (2020).

11 Noam Kolt, Governing AI Agents, 101 N+$,’ D1.’ L. R’5. (forthcoming 2026) (noting the role of
disclosure duties in principal-agent relations, and arguing they are complicated by the di”culty to interpreting
AI models’ decisions).

https://doi.org/10.1145/3617694.3623237
https://doi.org/10.1145/3233231
https://doi.org/10.1145/3233231
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When decision-subject gaming is likely or when trade secrecy claims
are plausible, disclosing details about a decision-making algorithm involves
tradeo!s.12 On the one hand, disclosure provides accountability and allows
the principal (here, the public) to supervise the agent’s activities. However,
disclosure can be socially costly for two distinct reasons. First, gaming is costly
for decision-subjects in terms of time and e!ort that is wasted, rather than
employed productively. It is costly when it makes the decision-making algorithm
less informative because some decision-subjects receive undeserved benefits,
requiring decision-makers to either engage in further screening e!orts or make
worse decisions. Second, exposing trade secrets may also have social costs in terms
of innovation, though those costs must be balanced against the extent to which
disclosure promotes follow-on innovation.

While opacity can inhibit decision-subject gaming and protect trade secrets,
it can also mask socially undesirable strategic choices about algorithm design
and implementation, while preventing socially valuable uses of information
by decision-subjects and competitive improvers.13 When decision-makers argue
that secrecy is necessary to avoid undesirable gaming or prevent inappropriate
competitor free riding, they may be acting strategically. This uncertainty counsels
in favor of structured oversight mechanisms to supervise the designers, developers,
procurers, and deployers of algorithmic decision systems.14 Failure to account for
these principal-agent problems deprives society not only of disclosure’s immediate
benefits to decision-subjects, but also of the improvements in decision quality that
could result from disclosure that bolsters accountability.15 So, decisions about what
and when to disclose should not be left to decision-makers’ discretion: the potential
costs of disclosure must be balanced against its social, not merely private, benefits.

Disclosure is not an all-or-nothing choice. Disclosures about decision-making
systems implicate multiple audiences, whose varying interests and potential uses

12 See infraSection I.E.
13 See infraPart III.
14 SeeI!"#$%&C&'&"( , T)( P*%+#$,F#--#$, : H#*. #"/ P&0(* %" 1)( I"'&*.#1%&" E$&"&., 59–66

(2023) (discussing the particular importance of accountability mechanisms in the information economy).
15 See, e.g., Ganesh Ghalme et al., Strategic ClassiÞcation in the Dark, 139 P*&$. 231) I"1Õ- C&"' .

&" M#$) . L(#*"%"! (2021) (finding transparency can bolster accuracy based on the gap in prediction error
between opaque and transparent but strategy-robust proxies); Qiaochu Wang et al., Algorithmic Transparency
with Strategic Users, 69 M!.1 . S$%. 2297 (2022) (finding that making ML algorithms transparent may
increase their predictive power despite decision-subject gaming even when gaming is low e!ort).



8 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

of the information require di! erent social balances.16 One potential audience is
decision-subjects, who can use certain information about a decision-making system
strategically for both socially beneÞcial and socially deleterious purposes. Another
is the public writ large, for whom disclosure provides information about decision
quality that can be used to oversee decision-makers acting on their behalf and
to ensure that incentives are aligned with the public interest. A third audience is
composed of commercial competitors, who can use information about a decision-
making system either to free ride on a previous innovatorÕs investment or to develop
socially valuable follow-on innovation. Because these audiences use information
about a decision-making system for di! erent purposes, they are interested in
di! erent (though possibly overlapping) types of information. And the audiences
themselves overlap: decision-subjects and potential competitors are also members
of the public. Because of this, conceiving of disclosure as an all-or-nothing choice
limits one to socially sub-optimal approaches.

This means that there are tradeo! s involved. The relevant tradeo! s vary by
information type, audience, and context, so disclosure should be structured as a
di! erentiated disclosure regime.17 Disclosure mandates should attempt to account
for the variety of information that could be disclosed, as well as the contextual
nuances of the tradeo! s involved. Here, we outline a normative framework for
designing a disclosure regime that accounts for strategic behavior on both sides and
for the varying social interests associated with disclosing to di! erent audiences.18

We show that error rates, systematic error patterns, and the distribution of
decision outcomes across groups can function as evidentiary signals of principal-
agent misalignment, indicating where principal-agent problems are likely to be
distorting algorithm design, and the likely e! ects of disclosure on decision-subject

16 SeeSue Lim & Ralf Schmalzle,The E! ect of Source Disclosure on Evaluation of AI-Generated
Messages, ! C"#$%&. H%#. B'()* . 1, 8 (2024),https://doi.org/10.1016/j.chbah.2024.100058. See also
Charles R. Korsmo,The Audience for Corporate Disclosure, 102I"+) L. R'* . 1581, 1632 (2017).

17 See infraPart IV. See alsoGraves & Katyal,supranote6, at 1412 (ÒTrade secret protection should
not be viewed as a monolith where the skimpiest satisfaction of the elements of trade secrecy means that
regulatory or other disclosure in the public interest is impossible. There are contexts where the public interest
in disclosure is strong, and the case for competitive harm is weak. The challenge is to articulate simple and
ßexible tests courts can employ to protect trade secrets where harms are real but also to separate instances
where disclosure is appropriate.Ó).

18 See infraPart IV.

https://doi.org/10.1016/j.chbah.2024.100058


2026] ALGORITHMIC OPACITY AS A PRINCIPAL-AGENT PROBLEM 9

strategic behavior and innovation.19 Because this information can be disclosed
without raising concerns about gaming or trade secrecy, it provides a low-cost
trigger for further scrutiny. If these clues raise red ßags, decision-makers can
be required to explain and justify the observed error rate patterns and additional
disclosure can be mandated through staged, burden-shifting mechanisms. While
this use of error rates aligns with fairness metrics proposed in the literature,20 our
proposal treats them as diagnostic triggers for further disclosure and investigation,
thereby avoiding many of the di! culties associated with using fairness metrics as
evidence of illegal discrimination or embedding them into algorithmic systems.

The article proceeds as follows. Part I reviews and critiques the most often
asserted rationales for keeping decision-making systems secret: gaming, trade
secrecy, and technical opacity. It also brießy describes the social beneÞts of
disclosing information about such algorithms. Parts II and III explain how and
when these rationales for opacity can be deployed strategically by decision-makers
to the detriment of society. Part II examines the reasons why we treat decision-
makers in public and some private contexts as agents of the public and gives an
overview of the sorts of principal-agent problems that might be expected to occur.
Part III introduces the concept of an error proÞle (i.e., the distribution of error
rates across groups) and analyzes how error proÞles can provide important clues
to whether principal-agent problems are likely to infect proxy design. Finally, Part
IV develops implementable regulatory design, exploring how to mitigate these
principal-agent problems by designing disclosure mechanisms that appropriately
balance the social costs of disclosure with its social beneÞts.

I
O!"#$%&R"%$'(")*+

New York CityÕs school admissions lottery assigns students to schools
through a matching algorithm. The probability for an individual student to be
matched with a particular school depends on a combination of priority rules and

19 See infraPart III.
20 See generallyBinnur Ucüar et al.,Algorithmic Fairness: A Tolerance Perspective, !" X#$(May 17,

2024),https://arxiv.org/abs/2405.09543[https://perma.cc/Y5EM-DV7G] (analyzing fairness metrics
according to Òthe degree to which variations in fairness outcomes are acceptableÓ); Alessandra Castelnovo
et al.,A ClariÞcation of the Nuances in the Fairness Metrics Landscape, 12S%#. R&'. 4209 (2022) (providing
a taxonomy of fairness metrics).

https://arxiv.org/abs/2405.09543
https://perma.cc/Y5EM-DV7G
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random numbers (Òlottery numbersÓ) in a process that is not disclosed to parents or
students.21 School o! cials justify this secrecy by a combination of trade secrecy
considerations and broad concerns that, if information were disclosed, parents
would game the system.22

The opacity of the school lottery process is typical. Decision-makers give
three types of justiÞcations for keeping algorithmic systems opaque. First, they
justify intentional secrecy as necessary to avoid undesirable ÒgamingÓ by decision-
subjects; in a prior article, we explored the limited circumstances in which
this concern is plausible.23 Second, they assert trade secrecy, particularly (but
not exclusively) by or on behalf of commercial developers of decision-making
systems. Third, they explain that the algorithms created by some machine learning
techniques are often technically inscrutable, meaning that mathematical and
computational representations of the algorithm are not completely understandable
by humans, even if they have the relevant technical expertise.24 These justiÞcations
emphasize the private and social costs of disclosure but often ignore its social
beneÞts.

In this Part, we brießy discuss each of these rationales. We then canvass the
social beneÞts of disclosure, which should be weighed against these costs.

A. The Gaming Trope

Decision-makers often contend that disclosure of decision-making criteria is
Òundesirable, such as when it discloses private information or permits tax cheats
or terrorists to game the systems determining audits or security screening.Ó25 This

21 SeeAmelie Marian,Algorithmic Transparency and Accountability through Crowdsourcing: A Study
of the NYC School Admission Lottery, 6 P!"# . $%$&ACM C"'( . "' F)*!'+,, , A##"-'.)/*0*.1 , &
T!)',2)!+'#1 434, 435 (2023).See alsoAmelie Marian,Results from the 2024 NYC School Admission
Lottery Surveys, M+3*-4 (Mar. 15, 2024),https://medium.com/algorithms-in-the-wild/results-from-the-
2024-nyc-school-admission-lottery-surveys-7b1a6910987c[https://perma.cc/AR5Q-FYQG].

22 SeeAmelie Marian,Algorithmic Transparency and Accountability through Crowdsourcing: A Study
of the NYC School Admission Lottery, 6 P!"# . $%$&ACM C"'( . "' F)*!'+,, , A##"-'.)/*0*.1 , &
T!)',2)!+'#1 434, 436 (2023).

23 Cofone & Strandburg,supranote7.
24 Selbst et al.,supra note 4, at 417; Sylvia Lu,Algorithmic Opacity, Private Accountability, and

Corporate Social Disclosure in the Age of ArtiÞcial Intelligence, 23 V)'3 . J. E'. . & T+#5. L. 99, 115Ð16
(2020).

25 Kroll et al., supranote3, at 633Ð39 (ÒThe process for deciding which tax returns to audit, or whom to
pull aside for secondary security screening at the airport, may need to be partly opaque to prevent tax cheats or

https://medium.com/algorithms-in-the-wild/results-from-the-2024-nyc-school-admission-lottery-surveys-7b1a6910987c
https://medium.com/algorithms-in-the-wild/results-from-the-2024-nyc-school-admission-lottery-surveys-7b1a6910987c
https://perma.cc/AR5Q-FYQG
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argument assumes an audience of decision-subjects. Thus, one potential way to
avoid gaming is to disclose gameable aspects of a decision-making system to some
sort of auditor or oversight body. The specter of gaming is raised in a range of
situations, yet the implied assumption that the expected social costs of gaming
outweigh the beneÞts of disclosure is rarely elaborated.26 This assumption depends
on the di! culty and cost of gaming, as detailed in earlier work.27

SigniÞcant gaming is usually possible only if a decision-making system
employs relatively weak proxies (i.e., stand-ins) for the criteria that its decision-
maker would ideally like to measure. As explored in more depth below, highly
faithful proxies are generally di! cult to game because there is usually some
underlying causal connection between the algorithmic output and the decision
criteria it is intended to represent.28 Even a noisy (low-quality) proxy can be
relatively impervious to gaming. The choice of system objectives, training data,
and model type (in predictive systems) or system architecture (more broadly), are
entirely in the system designerÕs hands and thus impossible to game. A decision-
subject also cannot game characteristics that are overly costly or impossible to
change, such as age, prior criminal record, or religious a! liation.29 Moreover,

terrorists from gaming the system. When the decision being regulated is a commercial one, such as an o" er
of credit, transparency may be undesirable because it defeats the legitimate protection of consumer data,
commercial proprietary information, or trade secrets. Finally, when an explanation of how a rule operates
requires disclosing the data under analysis and those data are private or sensitive (e.g., in adjudicating a
commercial o" er of credit, a lender reviews detailed Þnancial information about the applicant), disclosure of
the data may be undesirable or even legally barred.Ó); Jane Bambauer & Tal Zarsky,The Algorithm Game,
94N!"#$ D%&$L. R$' . 1, 10 (2019) (formalizing the decision-subject gaming concern, though not delving
into the question of when disclosure can and will lead to undesirable gaming).

26 SeeNicholas Diakopoulos,Accountability, Transparency, and Algorithms, in T($ O)*!#+ H%,+-!!.
!* E"(/01 !* AI , 197, 205Ð06 (Markus D. Druber et al. eds., 2020) (acknowledging fears of Ògaming
and manipulation, understandability, privacy, temporal instability, sociotechnical intermingling, costs,
competitive concerns, and legal contextsÓ but arguing that they Òshould be understood less as undermining the
premise of transparency than as moderators that must be taken into account in order to design and conÞgure
an e" ective implementation of algorithmic transparency for any speciÞc contextÓ); Kroll et al.,supranote3,
at 658.

27 Cofone & Strandburg,supranote7, at 643Ð57. Still, well-designed classiÞers can incentivize agents to
invest e" ort in improving their outcomes rather than gaming.SeeKleinberg & Raghavan,supranote10, at
19:15.

28 Cofone & Strandburg,supranote7, at 636.
29 But seeAndrew Estornell et al.,Group-Fair ClassiÞcation with Strategic Agents, P#!0 . 2324ACM

C!,* . !, F%/#,$11, A00!5,"%-/6/"7 , & T#%,18%#$,07389 (2023) (Þnding that some decision subjects
misrepresent such traits to take advantage of fair machine learning techniques).
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and especially for systems with complex or opaque mappings between inputs and
outputs (such as machine learning systems incorporating many variables), it will be
unclear what combinations of changes in oneÕs characteristics, if any, will improve
eligibility for a favorable decision, and costly to coordinate the necessary suite of
changes.30

As a result, decision-subjects will only game the system if there are individual
characteristics they can strategically manipulate enough to change the outcome at
a low enough private cost. Moreover, the situations in which such manipulations
constitute gaming are even more limited. Gaming is strategic behavior that
makes decision-subjects appear more eligible for beneÞcial decisions than they
are. Decision-subjects cannot meaningfully be said to be Ògaming the systemÓ
when they respond to disclosure strategically by changing their behavior in
socially desirable ways, most relevantly by improving their true eligibility for
a beneÞcial decision.31 There are also situations in which a decision-subjectÕs
strategic response to disclosure can correct for an algorithmÕs biases or other
mistakes, thus producing a socially preferable result.32 Strategic error correction
and eligibility improvement are socially beneÞcial consequences of disclosure that
may o! set the social costs of gaming.

In sum, a given disclosure cannot seriously increase the threat of socially
undesirable gaming unless four prerequisites are met.33 First, proxies for the
ideal decision-making criteria (the socially preferred basis for the decision,
whether grounded in law, normative priorities, or policy objectives) are su" ciently
imperfect that there is enough Òwiggle roomÓ for gaming. Second, the proposed

30 See, e.g., Mareike M¬ohlmann et al.,Algorithmic Management of Work on Online Labor Platforms:
When Matching Meets Control, 45 MIS Q!"#$%#&' 1999 (2021) (noting that after Ò[Uber] drivers used
online communities as a vehicle to form coalitions and ÔgameÕ the system . . . Uber was able to identify some
of the loopholes and constantly updated the system in order to make it more di" cult for drivers to game the
system to their advantageÓ).

31 SeeFlavia Barsotti et al.,Transparency, Detection and Imitation in Strategic ClassiÞcation, P#() . *+,$
I-$Õ& J(.-$ C(-/ . (- A.I. 67 (2022); Emilee Rader et al.,Explanations as Mechanisms for Supporting
Algorithmic Transparency, I-$Õ&C(-/ . (- H!0 . F")$(#, C(01!$ . S', . 1 (Apr. 19, 2018).

32 At the same time, robust de-biasing measures may reduce incentives for strategic manipulation.See
Xueru Zhang et al.,Fairness Interventions as (Dis)Incentives for Strategic Manipulation, P#() . *2$3 I-$Õ&
C(-/ . (- M")3.-% L%"#-.-4 (2022).See alsoJulia Angwin et al.,Machine Bias, P#( P!5&.)" (May 23,
2016),https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing
[https://perma.cc/DT4C-WDJE].

33 Cofone & Strandburg,supranote7, at 663.

https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing
https://perma.cc/DT4C-WDJE
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disclosure pertains to characteristics that are (su! ciently) modiÞable by decision-
subjects in ways that improve their chances of a beneÞcial decision. Third,
modifying those characteristics is cost-e" ective for the decision-subject. Fourth,
modifying those characteristics improves the proxy without improving or better
reßecting the decision-subjectÕs true eligibility for a beneÞcial decision. Thus, even
if gaming is a socially relevant concern, there is usually a considerable amount of
information about a decision-making system that can be disclosed without running
the risk of decision-subject gaming.

B. The Trade Secrecy Trope

Some decision-makers argue that disclosing information about a decision-
making algorithm is undesirable because it will reveal valuable trade secret
information.34 Proponents of the trade secrecy objection argue that companies
invest signiÞcant resources in developing proprietary algorithms and decision-
making systems, and that exposing the details of those systems enables competitors
to free-ride on those investments, diminishing their market share and proÞtability
and consequently decreasing ex-ante incentives to invest in innovative decision
proxy development.35 These concerns are, for example, explicitly considered
in Freedom of Information Act Requests, which allow agencies to withhold
information that may interfere with trade secrecy.36 While trade secrecy claims are
most common in entirely commercial contexts, they are also made in the public
arena when public entities procure an automated decision-making algorithm from
private companies.37 Further, some public entities even claim trade secrecy for

34 Margot A. Kaminski,Regulating the Risks of AI, 103B.U. L. R!" . 1347, 1408Ð09 (2023); Sonia K.
Katyal, Private Accountability in the Age of ArtiÞcial Intelligence, 66 UCLA L. R!" . 54, 121Ð25 (2019);
Jenna Burrell,How the Machine ÒThinksÓ: Understanding Opacity in Machine Learning Algorithms, 3 B#$
D%&%& S'( Õ) 1, 3Ð4 (2016).See alsoNeil M. Richards & Jonathan H. King,Three Paradoxes of Big Data,
66S&%*. L. R!" . O*+#*! 41, 43 (2013).

35 See, e.g., Bo Cowgill & Catherine Tucker,Algorithmic Fairness and Economics, C'+,- . B,. . S(/ .
R.(/ . P%0!1(Feb. 14, 2020),https://dx.doi.org/10.2139/ssrn.3361280; Joshua New & Daniel Castro,
How Policymakers Can Foster Algorithmic Accountability, C&1. 2'1 D%&%I**'"%&#'* (May 21, 2018),
https://datainnovation.org/2018/05/how-policymakers-can-foster-algorithmic-accountability/[https:
//perma.cc/7ZGF-JSP4]. See alsoWexler,supranote6, at 1421 (providing an overview of the argument).

36 Bernard W. Bell et al.,Disclosure of Agency Legal Materials, R!0. &' A3-#* . C'*2 . U.S. (June 2,
2023); Coglianese & Lehr,supranote3, at 1210; Katherine Fink,Opening the GovernmentÕs Black Boxes:
Freedom of Information and Algorithmic Accountability, 21I*2' . C'--( Õ* & S'( Õ) 1453 (2018).

37 Cary Coglianese,Procurement and ArtiÞcial Intelligence, in H%*34''5 '* P,4+#( P'+#() %*3 AI
235, 235Ð36 (Regine Paul, Jennifer Cobbe & Emma Carmel, eds., Edward Elgar, 2024); Paul B. de Laat,

https://dx.doi.org/10.2139/ssrn.3361280
https://datainnovation.org/2018/05/how-policymakers-can-foster-algorithmic-accountability/
https://perma.cc/7ZGF-JSP4
https://perma.cc/7ZGF-JSP4
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their home-grown algorithms. Public agencies invoke trade-secrecy protections
for similar reasons as private ones: although they do not compete in commercial
markets, they rely on private vendors whose contracts incorporate conÞdentiality
terms, and they occasionally assert secrecy over in-house tools to avoid oversight.

Trade secrecy is not intended to be an all-purpose mechanism for
stißing competition or rewarding market actors, however.38 It has two primary
social justiÞcations. First, like other forms of intellectual property, it arguably
incentivizes innovation by preventing competitors from free-riding on investments
in developing new technology, thus providing innovators a period of market
exclusivity to recoup those investments.39 In addition, it is sometimes justiÞed
as a means for policing markets against misappropriation. As prior work details,
40 the misappropriation justiÞcation is irrelevant to mandatory disclosure, so in
the present context, the persuasiveness of the trade secrecy justiÞcation for non-
disclosure rides on its purported beneÞt of promoting innovation by deterring
undesirable free-riding.

In general, market competition is socially valuable because it reduces prices
and promotes innovation. Disclosure can facilitate these social beneÞts by reducing
wasteful investments in duplicative e! orts and facilitating follow-on innovation.41

Trade secrecy is socially desirable only to the extent that disclosure would
render innovators unable to recoup their free-rideable investments.42 However,

Algorithmic Decision-Making Employing ProÞling: Will Trade Secrecy Protection Render the Right to
Explanation Toothless?, 24E!"#$%& I &'( . T)$" . 17, at 9 (2022).

38 Wexler, supranote6, at 1423 (Ò[A]s compared to substantive trade secret doctrine, the trade secret
evidentiary privilege overprotects intellectual property and contradicts the disclosure-prompting purpose of
trade secret law, and even the broader goal of encouraging innovation fails to justify a total withholding
remedy under the privilege.Ó).

39 SeeDaniel J. Hemel & Lisa L. Ouellette,Innovation Policy Pluralism, 128 Y*+) L.J. 544, 567Ð68
(2019).

40 Eli Siems et al.,Trade Secrecy and Innovation in Forensic Technology, 73H*%!#&,%L.J.773, 796Ð98
(2022).

41 See, e.g., Travis A. Dyer et al.,The E! ect of Patent Disclosure Quality on Innovation, 77 J. A$$!. &
E$(&. 101647 (2024),https://doi.org/10.1016/j.jacceco.2023.101647; Jinhwan Kim & Kristen Valentine,
The Innovation Consequences of Mandatory Patent Disclosures, 71J. A$$!. & E$(&. 101381 (2021),https:
//doi.org/10.1016/j.jacceco.2020.101381.

42 Siems et al.,supranote40, at 796 (ÒReverse engineering and independent invention . . . are viewed
as crucial limitations on trade secrecyÕs downstream social costs.Ó); Amy Kapczynski,The Public History
of Trade Secrets, 55 U.C. D*-#%L. R)- . 1367, 1396 (2022) (ÒThe beneÞcial incentives to innovate created
by trade secret law, for example, may not outweigh the costs of diverting creators from using the patent

https://doi.org/10.1016/j.jacceco.2023.101647
https://doi.org/10.1016/j.jacceco.2020.101381
https://doi.org/10.1016/j.jacceco.2020.101381
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innovators often can recoup those investments in ways that do not require secrecy.
For example, many publicly developed decision-making systems are not part
of a competitive market but are Þnanced directly by in-house development or
a government procurement process.43 Even where competitive free-riding is
a potential issue, Þrst-mover advantages, network e! ects, and other forms of
intellectual property, such as copyright or patent, may be su" cient for innovators
to recoup their free-rideable investments.44 Many technology acquisitions also
function like prize systems in that the winner obtains a contractually (or practically)
ensured extended period of exclusivity that is su" cient to incentivize innovation.45

The innovation justiÞcation for trade secrecy is often particularly weak in the
context of decision proxies. To begin with, there is no justiÞcation for trade secrecy
in completely non-commercial contexts, such as when government decision-
makers design their proxies.46 This is because, in that situation, the costs of
innovation are paid by the public directly, rather than being privately paid and then
recouped on the market. Even in many cases in which government decision-makers
procure decision proxies from commercial entities, which is a common approach,
the innovation rationale for secrecy may be weak.47 If the procurement involves

system (which awards term-limited protection and ensures public disclosure), and of duplicative research
(particularly likely where learning is kept secret).Ó).See alsoRobert G. Bone,The (Still) Shaky Foundations
of Trade Secret Law, 92T!" . L. R!#. 1803, 1809 (2014).

43 See generallyMerve Hickok,Public Procurement of ArtiÞcial Intelligence Systems: New Risks and
Future ProoÞng, 39 AI & S$%Õ& 1213, (2024) (collecting examples of decision-making systems Þnanced
through government procurement);see alsoCoglianese,supranote37, at 239Ð40.

44 See, e.g., id.; Charlotte A. Tschider,Legal Opacity: ArtiÞcial IntelligenceÕs Sticky Wicket, 106I$'( L.
R!#. O)*+)! 126 (2021).See alsoCoglianese,supranote37, at 240.

45 Lingling Suo, Kezhi Yang & Hao Ji,The Impact of Technological Mergers and Acquisitions on
Enterprise Innovation: A Review, 15 S,-.(+)(/+*+.& no. 17:12883 (2023),https://doi.org/10.3390/su15
1712883(explaining that technology mergers and acquisitions are a strategy for acquiring and internalizing
external technologies in order to strengthen the acquirerÕs technological leadership and sustain its competitive
advantage); Xinao Li,The Impact of Technology Mergers and Acquisitions on Enterprise Sustainable
Competitiveness, 16 S,-.(+)(/+*+.& no. 6:2291 (2024),https://doi.org/10.3390/su16062291(Þnding
that acquiring technological assets boosts the acquirerÕs sustainable competitiveness).

46 Graves & Katyal,supra note 6, at 1381 (arguing governmental entitiesÕ assertion of trade secrecy
Òcreates a foundational conßict between commercial interests in secrecy for competitive advantage and the
tenets of transparency that we normally associate with government accountability. When government trade
secrets are asserted, rather than being used as a sword in a misappropriation action . . . they Ôhave always
been used as a shield to public disclosure.Õ Ó).

47 Id. at 1377Ð78; Ryan Calo & Danielle K. Citron,The Automated Administrative State: A Crisis of
Legitimacy, 70E0$1& L.J.797, 823Ð26 (2021).

https://doi.org/10.3390/su151712883
https://doi.org/10.3390/su151712883
https://doi.org/10.3390/su16062291
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an ex-ante contract for a bespoke design, payment terms are negotiated directly to
incorporate any expected costs of innovation.48 In such procurement settings, the
developer is already compensated for its innovation through the contract itself, so
secrecy is not required to ensure recovery of research and development costs, as the
incentive has been priced into the agreement. JustiÞed concerns about disclosing
trade secrets therefore arise only when a decision proxy is developed and deployed
in a commercial context or when a public body commercially procures an Òo! the
shelfÓ (or mostly o! the shelf) proxy.

Even where there is a plausible argument that a commercial entity requires a
mechanism to recoup innovative investments before free-riding competitors can
swoop in to undercut its proÞts, unlimited trade secrecy is usually not socially
desirable.49 Despite popular descriptions of trade secrecy as providing ÒindeÞniteÓ
protection, that is not ordinarily the caseÑnor would unlimited trade secrecy
be socially optimal.50 Trade secrecy protection, which was developed before the
era of data-driven innovation, has two important limiting exceptions: independent
invention and reverse engineering.51 The expectation, which is sensible for most
industrial innovations, is that the time it takes for competitors to reverse engineer or
independently come up with an innovation is roughly calibrated to the investment
required to produce it.

Decision-making systems often do match this standard expectation. They may
be nearly impossible to reverse engineer because of the way they are deployed. Like

48 SeeCoglianese,supranote37, at 2 (Ò[T]he secrecy surrounding the work of private contractors that
develop and deploy these algorithms is not inherent to the technology . . . . Governments can require, through
provisions in their contracts, that AI service providers release information to satisfy the public and courts
that these tools are functioning fairly and responsibly.Ó)

49 Seede Laat,supranote37, at 16Ð17; Camilla A. Hrdy & Mark A. Lemley,Abandoning Trade Secrets,
73S!"# . L. R$%. 1, 60 (2021) (arguing unlimited trade secrecy might make us reasonably be more concerned
about employers gaming the system by belatedly claiming plans to use the secret after the employee takes it).

50 SeeHrdy & Lemley, supra note 49, at 66 (Ò[T]he end of a trade secretÕs life . . . encourages the
dissemination of information that could not otherwise be known or developed. And it frees up space for
employee-inventors, who can use secrets that their original owners have given up on. The public can beneÞt
from abandoning trade secrets.Ó).See alsoCamilla A. Hrdy,Keeping ChatGPT a Trade Secret While Selling
It Too, 40B$&'$($) T$*+. L.J.75 (2025).

51 U#,-. T&".$ S$*&$!/ A*! ¤ 1 cmt. at 6 (amended 1985) (Ò[I]f reverse engineering is lengthy and
expensive, a person who discovers the trade secret through reverse engineering can have a trade secret in the
information obtained from reverse engineering.Ó).See, e.g., Andrew A. Schwartz,The Corporate Preference
for Trade Secret, 74O+,0 S!. L.J.623, 630 (2013).



2026] ALGORITHMIC OPACITY AS A PRINCIPAL-AGENT PROBLEM 17

standard industrial processes, they are used in secret, often by a single entity. Unlike
standard industrial processes, however, which produce products that are sold on
the market and can be examined and analyzed by competitors, decision-making
systems produce sets of individual decisions, the results of which are spread
over many decision-subjects and often can only be evaluated by the decision-
making entity. This lack of information makes reverse engineering by competitors
extremely di! cult if not impossible.52 When the proxy is data-driven, this situation
is often exacerbated because a particular decision-maker has unique access to the
data that was used to create the proxy. This control over relevant data not only
makes reverse engineering even more di! cult but also undercuts the possibility of
independent invention.

Ordinarily, more di! cult reverse engineering and independent invention is
a justiÞcation for longer trade secrecy, under the assumption that such di! culty
indicates that developing the technology required correspondingly high levels
of investment.53 That connection is often broken for decision-making proxies,
however, because the private information needed is often relatively cheap for the
decision-maker to acquire, but prohibitively expensive for competitors to obtain.54

Information about what factors are important to a decision, as well as about
how well a given version of the proxy is functioning, is often uniquely available
to the decision-makers who deploy it. Those decision-makers can opt to share
the information exclusively with a selected proxy developer (either within their
commercial organization or through a procurement process). In some cases, either
the ultimate decision-maker or the commercial developer also has exclusive access
to relevant input datasets that were collected as a byproduct of other activity.55 If
much of the information needed to develop the proxy is already in the decision-

52 In addition, some AI modelsÕ terms of use seek to prohibit attempts at reverse engineering based on a
purported trade secrets rationale.SeeHrdy, supranote50, at 118 (Ò[A]ll ChatGPT users are subject to an
anti-reverse-engineering clause that prohibits a wide variety of methods of reverse engineering ChatGPTÕs
secrets.Ó).

53 SeeW. Nicholson Price II,Expired Patents, Trade Secrets, and Stymied Competition, 92N!"#$ D%&$
L. R$' . 1611, 1621 (2017) (noting that, compared to patents, Ò[t]he trade secret trade-o" is di" erent: no
expiration, and potentially lower costs, but a narrower scope and the ability of competitors to invent-around
or reverse-engineerÓ); Hrdy,supranote50, at 154Ð55.

54 SeeHerbert Hovenkamp,Antitrust and Platform Monopoly, 130Y%($L.J. 1952, 2033Ð35 (2021); D.
Daniel Sokol & Roisin Comerford,Antitrust and Regulating Big Data, 23G$! . M%)!* L. R$' . 1129, 1147Ð
48 (2016).

55 Sokol & Comerford,supranote54, at 1133Ð35.
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makerÕs hands, the extra investment required to create and hone the proxy may be
relatively low.

Innovation policy (and intellectual property doctrine) ordinarily attempts
to balance the Þnancial incentives required to induce innovation with the social
value of allowing competitors access to information that will jumpstart follow-
on innovation.56 In patent law, for example, this balance is reßected in the oft-
cited Òquid pro quoÓ represented by the exchange of patent exclusivity for nearly
immediate public access to enabling information about the invention. Because the
doctrines that limit the scope of trade secrecy (which are often criticized by the
literature in any event) are frequently dysfunctional for decision-making proxies,
innovation considerations alone counsel skepticism about demands by commercial
decision proxy developers for broad or unlimited trade secrecy.57Other approaches,
such as staged disclosure and alternative mechanisms for recouping innovative
investments, are likely to be socially preferable.58

Finally, market-based approaches to inducing innovation, such as trade
secrecy and intellectual property generally, only work when purchasers can assess
the quality of the products they are buying so that the proÞts recouped by the
innovator reßect the social value of the innovation.59 Otherwise, there is a market
failure. There are many existing regulatory regimes, ranging from nutrition labeling
to pre-market drug approvals to professional licensing regimes that aim to address
this sort of market failure. This failure a! ects what economists call Òcredence
goods,Ó which are goods that are di" cult or impossible for purchasers to value

56 Hemel & Ouellette,supranote39, at 544 (describing intellectual property as Òa combination of two
distinct elements: an innovation incentive that promises a market-based reward to producers of knowledge
goods, and an allocation mechanism that makes access to knowledge goods conditional upon payment of a
proprietary priceÓ).

57 See, e.g., Case C-203/22, CK v. Magistrat der Stadt Wien, ECLI:EU:C:2025:117,¦ 67Ð76 (Feb. 2.
2025).

58 Aaron Springer & Steve Whittaker,Progressive Disclosure: When, Why, and How Do Users Want
Algorithmic Transparency Information?, 10 ACM T!"#$"%&'(#$ (# I#&)!"%&'*) I#&)++',)#& S-$.
29, 29:24Ð29:26 (2020).See generallyDeepa Muralidhar,The E! ect of Progressive Disclosure in the
Transparency of Explainable ArtiÞcial Intelligence Systems, IEEE S-./ . (# V'$0"+ L"#,0",)$ & H0."# -
C)#&!'%C(./0& . 382 (2024).

59 SeeJan Biermann et al.,Algorithmic Advice as a Credence Good, ZEW D'$%0$$'(#P"/)!$ No. 22-071
(2022); Loukas Balafoutas & Rudolf Kerschbamer,Credence Goods in the Literature: What the Past Fifteen
Years Have Taught Us About Fraud, Incentives, and the Role of Institutions, 26J. B)1"* . & E2/)!'.)#&"+
F'#. 100285 (2020).
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accurately even after using them.60 Decision-making AI systems, in many ways,
operate as credence goods because those who use them might not know their quality
even while or after they apply them.

This Article focuses on situations in which the ultimate ÒpurchaserÓ of a
decision proxy is the public. Without su! cient disclosure, it is di! cult for the
public to reliably assess the social value of a decision-making system. If the public
cannot independently assess its social value and cannot rely on the decision-maker
to act as a faithful agent, then even if trade secrecy incentivizes some sort of
investment, it cannot be trusted to incentivize socially optimal innovation.61 A
disclosure regime that enables the public to assess decision quality is needed to
align decision-makersÕ incentives with societyÕs values and remedy the market
failure.62 In sum, a commercial market for decision proxy development can only
function properly when there is su! cient disclosure to permit the public to oversee
the decision-makerÕs performance as its agent.

In the commercial context, disclosureÕs role in aligning innovation with social
value may be in some tension with trade secrecyÕs goal of allowing developers
to recoup innovative investments before their proÞts are undercut by free-riding
competitors. However, two points are worth noting. First, there is no point in
incentivizing the wrong innovation: there is a public interest in decision quality,
so disclosure regimes for decision proxies must be designed with this dual purpose
in mind. Second, alternative mechanisms for recouping innovative investments that
do not rely on secrecy should be employed when possible.63

In sum, while there may be social beneÞts to keeping some proprietary
information relating to decision-making systems away from potential commercial
competitors, those beneÞts must be considered realistically in light of the

60 Balafoutas & Kerschbamer,supranote59, at 2.
61 Keith Dowding & Brad R. Taylor,Algorithmic Decision-Making, Agency Costs, and Institution-Based

Trust, 37 P!"# . & T$%!. 68, 9Ð10 (2024); Warren J. von Eschenbach,Transparency and the Black Box
Problem: Why We Do Not Trust AI, 34P!"# . & T$%!. 1607, 1618Ð19 (2021).

62 SeeSelbst et al.,supranote4, at 470 (ÒIf courts demonstrate a willingness to deconstruct [technology
design choices], designers will have a greater incentive to design transparently to reduce litigation costs and
will ultimately design more thoughtfully to incorporate not just e! ciency and scaling considerations, but
potential harms that they might have to litigate later.Ó); Laufer et al.,supranote9, at 8.

63 See, e.g., Tyler Whittemore,Beyond the Black Box: The Case for a Prize System to Encourage ArtiÞcial
Intelligence Innovation, 2024M"%!. S&. L. R$' . 249, 299Ð306 (2024).
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disclosures at issue and balanced against the beneÞts of those disclosures. Here, as
in the context of gaming, carefully balancing these concerns requires considering
not only whether to disclose, but also what information should be disclosed to
whom and when. Where trade secrecy is not needed to incentivize innovation, it
cannot justify non-disclosure that undermines accountability. Even where trade
secret protection provides some innovation incentive, it will often be possible
to design limited or staged disclosure regimes that provide enough exclusivity
for recouping investments in innovation while still facilitating accountability and
follow-on innovation. We discuss these possibilities in more detail below.

C. Technically Inscrutable Algorithms

Much has been made about the fact that some machine learning and AI
algorithms are technically inscrutable in that they are di! cult, if not impossible, for
human decision-makers or decision-subjects to understand compared to the logic
employed by human decision-makers. These models are derived inductively by
optimizing them to Þt large datasets. They often incorporate large numbers of input
variables or learned parameters. These algorithms can exhibit technical opacity
because the optimization process often results in complicated and non-intuitive
mathematical relationships between inputs and outputs.64

There are well-documented tradeo" s between performance, as measured by
decision quality metrics, and explainability, if taken to require comprehensibility
of the computational process that connects particular inputs to particular outputs.65

These tradeo" s can be used to justify the use of more technically opaque models.66

The extent to which performance is degraded by adopting more explainable models

64 Bambauer & Zarsky,supranote25, at 27 (Ò[I]t is important not to overemphasize these e! ciency-
related problems brought on by gaming . . . the right inquiry is . . . whether a set of proxies that seems to be
superior to other methods of decision-making can become inferior under conditions of gaming.Ó).

65 See generallyAnna Nezvijevskaia et al.,The Accuracy Versus Interpretability Trade-O! in Fraud
Detection Model, 3 D!"! & P#$Õ%12, (2021). ÒAccuracyÓ is usually deÞned in terms of the number of
mistakes the algorithm makes on data similar to the training data. Approaches to ÒexplainabilityÓ in the
technical literature tend to focus on explaining the details of the ÒruleÓ linking inputs to outputs.

66 SeeSelbst & Barocas,supra note 4, at 1111; Lipton,supra note 9, at 21 (Ò[T]he short-term goal
of building trust with doctors by developing transparent models might clash with the longer-term goal of
improving health care. Be careful when giving up predictive power that the desire for transparency is justiÞed
and not simply a concession to institutional biases against new methods.Ó).
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varies, however, and the loss of performance may often be small.67 For example,
ÒaccuracyÓ in machine learning (as deÞned by the data science literature) is not
always the best measure of good decision-making from a policy perspective.68

Explainable models, by contrast, may better serve values such as accountability,
equity, and sensitivity to evolving circumstances.

A detailed understanding of an algorithm is not always required to further a
given policy goal such as reining in a self-serving decision-maker. Data scientists
deploy rigorous approaches to interpret the outputs of technically opaque models.69

Moreover, disclosures of system objectives or training datasets enable meaningful
scrutiny of decision-making systems.70 Hence, the extent to which technical
opacity precludes useful disclosure is exaggerated.

Important points about technical opacity for present purposes are: i) that
decision-makersÕ choice of algorithm controls its extent; ii) that the relative
di! erence in performance between opaque and explainable models is often small;
and iii) that even for technically non-explainable algorithms, disclosures that
are useful for accountability and other purposes are often feasible. Designing
a decision-making algorithm and determining what to disclose each involve
tradeo! s. Absent a disclosure mandate, these tradeo! s remain at the discretion
of the decision-maker. While technical opacity has some social beneÞts, it may
also enable decision-makers to avoid accountability. Thus, the situation is ripe for
principal-agent problems, and claims about technical opacity should not be taken
at face value.

67 SeeAndrew Bell et al.,ItÕs Just Not That Simple: An Empirical Study of the Accuracy-Explainability
Trade-o! in Machine Learning for Public Policy, P!"# . $%$$ACM C"&' . "& F()!&*++, A##",&-(.)/)-0 ,
& T!(&+1(!*&#0 248, 255Ð57 (2022).

68 See generallyRobert Brauneis & Ellen P. Goodman,Algorithmic Transparency for the Smart City, 20
Y(/* J.L. & T*#2. 103, 122Ð26 (2018).

69 Mapping the Mind of a Large Language Model, A&-2!"1)# (May 21, 2024),https://www.anthro
pic.com/news/mapping-mind-language-model[https://perma.cc/LXG7-XJ5N]; Extracting Concepts
from GPT-4, O1*&AI (June 6, 2024),https://openai.com/index/extracting-concepts-from-gpt-4/[https:
//perma.cc/RDX4-9ZR6].

70 Selbst & Barocas,supranote4, at 1133Ð1135.See alsoSelbst et al.,supranote4, at 469 (Ò[I]t is
imperative that courts start to deconstruct design choices in ML . . . technologists need to be far more
transparent about the nature of the choices they make when designing new technology. They must create
detailed documentation of the design choices made and the rationales for them.Ó); Diakopoulos,supranote
26, at 199Ð204.

https://www.anthropic.com/news/mapping-mind-language-model
https://www.anthropic.com/news/mapping-mind-language-model
https://perma.cc/LXG7-XJ5N
https://openai.com/index/extracting-concepts-from-gpt-4/
https://perma.cc/RDX4-9ZR6
https://perma.cc/RDX4-9ZR6
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D. Social BeneÞts of Disclosure

Assessing the purported social beneÞts of opacity in turn requires
consideration of the social beneÞts of disclosure. This latter analysis may be
characterized as Òwhat is disclosed to whom?Ó As we noted above (and the
patent system attests), disclosures about a decision-making system to potential
competitors can promote innovation.71 Meanwhile, disclosure to decision-subjects
can facilitate socially beneÞcial activities, such as investing in education or better
Þnancial habits.72

Disclosure to decision-subjects (whether public or private) is important
for perceptions of decision legitimacy. Disclosure to the public improves
accountability with respect to decision quality, bias, and investment in decision
system improvements.73 We systematize the beneÞts of public disclosure into three
categories: legal compliance, correction of errors and biases, and procedural rights
linked to accountability.

First, disclosure about decision-making systems provides the information
necessary to demonstrate and audit compliance with relevant regulations and
policies. This information can include documentation of the data used, the
processes followed, and the decisions made by the algorithms.74 Disclosure thereby
helps ensure that organizations are meeting speciÞc regulatory requirements and

71 See, e.g., Dyer et al.,supranote41(Þnding that higher-quality disclosures of patented information result
in spill-over e! ects that promote follow-on innovation); Kim & Valentine,supranote41 (Þnding the same,
despite proprietary costs on the disclosing Þrm);P!"#$!%&, supranote4, at 153 (ÒThere is little evidence
that the inability to keep such systems secret would diminish innovation.Ó).

72 Diakopoulos,supranote26, at 206; Kleinberg & Raghavan,supranote10, at 19:2Ð6.
73 Sandra Wachter & Brent Mittelstadt,A Right to Reasonable Inferences: Re-Thinking Data Protection

Law in the Age of Big Data and AI, 2019C'%$( . B$". L. R&). 494, 619Ð20 (2019).See alsoC'*'+& , supra
note14, at 38Ð44; Selbst et al.,supranote4, at 420Ð22.

74 Stephen Casper et al.,Black-Box Access is Insu! cient for Rigorous AI Audits, P,'- . ./.0 ACM C'+* .
'+ F!1,+&"" , A--'$+2!31%124, & T,!+"5!,&+-4 2254, 2255Ð56 (2024); Karl Werder et al.,Establishing
Data Provenance for Responsible ArtiÞcial Intelligence Systems, 13 ACM T,!+"!-21'+" '+ M6(2 . I+*' .
S4". 22, 22:8Ð10 (2022).
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internal policies.75 As a result, it can incentivize the identiÞcation and mitigation
of risks including data breaches, security vulnerabilities, and ethical concerns.76

The second category of disclosure beneÞts includes error and bias
correction. Disclosure helps identify discriminatory practices, whether intentional
or unintentional, in automated systems.77 Bias identiÞcation may also incentivize
decision-makers to identify and address biases or discriminatory practices in their
algorithms proactively, an important beneÞt in areas such as hiring, lending,
and criminal justice.78 Disclosure can also incentivize e! orts to reduce errors
and improve decision quality. Keeping a highly inaccurate proxy secret deprives
decision-subjects of the opportunity to identify and complain about decision
quality and disparate impacts that it may cause. Moreover, false negative and
false positive decisions resulting from an inaccurate proxy are often distributed
unevenly and, as a result, the burdens of ßawed proxies are borne disproportionately
by marginalized groups. These costs are reduced if the public has su" cient
information to identify and demand correction of ßawed proxies.

75 SeeCalo & Citron, supranote47, at 800 (ÒChallenging automated decisions was di" cult because
systems lacked audit trails that could help excavate the reason behind the decisions.Ó); Bal«azs Bod«o et al.,
Tackling the Algorithmic Control CrisisÑThe Technical, Legal, and Ethical Challenges of Research into
Algorithmic Agents, 19Y!"# J.L. & T#$%. 133, 164Ð67 (2017).

76 Citron & Pasquale,supranote4, at 24Ð25 (ÒThe FTC should be given access to credit-scoring systems
and other scoring systems that unfairly harm consumers. Access could be more or less episodic depending on
the extent of unfairness exhibited by the scoring system. Biannual audits would make sense for most scoring
systems; more frequent monitoring would be necessary for those which had engaged in troubling conduct.Ó);
Burrell, supranote34, at 10;P!&'(!"# , supranote4, at 145Ð47.

77 Cynthia Dwork & Deirdre Mulligan,ItÕs Not Privacy, and ItÕs Not Fair, 66S)!* . L. R#+. O*",*# 35, 36
(2013); Burrell,supranote34, at 9 (ÒFinding ways to reveal something of the internal logic of an algorithm
can address concerns about lack of ÔfairnessÕ and discriminatory e! ects, sometimes with reassuring evidence
of the algorithmÕs objectivity.Ó).See generallyNima Kordzadeh & Maryam Ghasemaghaei,Algorithmic
Bias: Review, Synthesis, and Future Research Directions, 31E(- . J. I*./ . S0&. 388 (2022); Finale Doshie-
Velez & Been Kim,Towards a Rigorous Science of Interpretable Machine Learning, !- X,+ (Mar. 2, 2017),
https://arxiv.org/abs/1702.08608[https://perma.cc/5HSV-9ZGZ]; Moritz Hardt et al.,Equality of
Opportunity in Supervised Learning, !- X,+ (Oct. 7, 2016),https://arxiv.org/abs/1610.02413[https://perm
a.cc/L24W-Y9WX]; Aaron Springer & Steve Whittaker, ÒI had a solid theory before but itÕs falling apartÓ:
Polarizing E! ects of Algorithmic Transparency, !- X,+ (Nov. 6, 2018),https://arxiv.org/abs/1811.02163
[https://perma.cc/HEL2-7J8C]; F#-1(&/* , supranote3, at 53Ð60.

78 Andrew Tutt,An FDA for Algorithms, 69A23,* . L. R#+. 83, 104Ð11 (2017).See generallyUpol Ehsan
et al.,Expanding Explainability: Towards Social Transparency in AI Systems, CHI C/*. . /* H(3 . F!$)/-&
C/34() . S0&. 1 (2021),https://doi.org/10.1145/3411764.3445188.

https://arxiv.org/abs/1702.08608
https://perma.cc/5HSV-9ZGZ
https://arxiv.org/abs/1610.02413
https://perma.cc/L24W-Y9WX
https://perma.cc/L24W-Y9WX
https://arxiv.org/abs/1811.02163
https://perma.cc/HEL2-7J8C
https://doi.org/10.1145/3411764.3445188
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Third, disclosure enables explainability of automated systems and, therefore,
accountability in the process of making and applying them.79 With detailed
information, decision-makers can better address questions from regulators,
stakeholders, or a! ected individuals.80 Explanation of government policy-
making is a core requirement of procedural due process and an accountability
mechanism.81 Transparency also builds trust between decision-makers and
decision-subjects.82

In sum, disclosure of the proxies and procedures used in decision-making
confers signiÞcant social beneÞts by promoting accountability; improving decision
performance; exposing (and thereby deterring) bias; and enabling decision-
subjects to challenge the bases for erroneous decisions. Revealing information
also incentivizes organizations to understand and validate how their automated
systems make decisions, which helps ensure compliance with relevant regulations,
mitigate risks, and build trust with stakeholders. Cumulatively, disclosure provides

79 Margot E. Kaminski & Jennifer M. Urban,The Right to Contest AI, 121C!"#$ . L. R%&. 1957, 2035
(2021) (ÒIndividuals cannot correct inaccurate decisions if they cannot see the incorrect data, reasoning,
or inferences underlying decisions. Individuals cannot be assured that decision-making is being applied
nonarbitrarily if they cannot understand a decision-making systemÕs logic.Ó); Selbst & Barocas,supranote4,
at 1118Ð26.See generallyJake Goldenfein,Algorithmic Transparency and Decision-Making Accountability:
Thoughts for Buying Machine Learning Algorithms, in C"!'%( )! )*% M+,*-.% : T%,*.-,+" , S!,-+" , +./
L%0+"A'1%,)' !2 AI 41 (Cli! Bertram et al. eds., 2019); Reuben Binns et al., ÒItÕs Reducing a Human Being
to a PercentageÓ: Perceptions of Justice in Algorithmic Decisions, CHI C!.2 . !. H#$ . F+,)!(' C!$1#) .
S3' . 1 (2018),https://doi.org/10.1145/3173574.3173951.

80 Calo & Citron,supranote47, at 832 (ÒBut agency o" cials do not appear to understand the [automated]
systems they have commissioned to carry out this task. Crucially, they cannot explain them in public or in
court because they do not know how they work.Ó); Citron & Pasquale,supranote4, at 31 (ÒSecret credit
scoring can undermine the public good, since opaque methods of scoring make it di" cult for those who feel-
and quite possibly are-wronged to press their case.Ó).See alsoCoglianese & Lehr,supranote3, at 1205Ð13.

81 Calo & Citron,supranote47, at 800Ð803; Karen Levy et al.,Algorithms and Decision-Making in the
Public Sector, 17 A.. . R%&. L. & S!, . S,- . 309, 320Ð21 (2021).See alsoMargot E. Kaminski,The Right
to Explanation, Explained, 34B%(4%"%3T%,*. L.J.189, 209Ð217 (2019); Kate Crawford & Jason Schultz,
Big Data and Due Process: Towards a Framework to Redress Predictive Privacy Harms, 55B.C. L. R%&. 93,
124Ð28 (2014).

82 Seevon Eschenbach,supranote61, at 1619Ð20; Bingjie Liu,In AI We Trust? E! ects of Agency Locus
and Transparency on Uncertainty Reduction in HumanÐAI Interaction, 26J. C!$1#) .-M%/-+)%/C!$$, Õ.
384, 386 (2021).See generallyEhsan et al.,supranote78; Marco Ribeiro et al., ÒWhy Should I Trust You?Ó:
Explaining the Predictions of Any ClassiÞer, P(!, . 55./ ACM SIGKDD I.) Õ" C!.2 . !. K.!6"%/0%
D-',!&%(3 & D+)+ M-.-.0 1135 (2016).Cf. Mike Ananny & Kate Crawford,Seeing Without Knowing:
Limitations of the Transparency Ideal and Its Application to Algorithmic Accountability, 20N%6M%/-+&
S!, Õ3 973, 5Ð10 (2018).

https://doi.org/10.1145/3173574.3173951
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useful information to the commercial market regarding opportunities for socially
beneÞcial improvement and innovation.

E. Disclosure and its Trade-o! s

Disclosure can create social trade-o! s in two distinct ways. First, disclosure
to particular audiences might involve trade-o! s. For example, decision-subjects
might use information about how their characteristics a! ect a decision proxy
either to game the proxy, engage in socially valuable error correction, or
improve their true eligibility for a beneÞcial outcome. Disclosure to competitors,
meanwhile, might lead either to free-riding that undercuts innovation or to
valuable follow-on innovation and improvement. For present purposes, we assume
that disclosure to Òthe publicÓ or a public-appointed oversight body leads to
socially desirable accountability, although ensuring that outcome represents its
own complex governance issue. Second, there may be trade-o! s when disclosure
intended for one ÒaudienceÓ is used by another in the absence of a practical
separation mechanism. Decision-subjects, members of the public, and competitors
are overlapping stakeholdersÑan individual might belong to all three groups.
Disclosing certain information about a decision proxy to Òthe publicÓ might support
accountability, while disclosing the same information to Òdecision-subjectsÓ could
lead to gaming and disclosing it to ÒcompetitorsÓ could depress incentives for
innovation. However, it is possible to mitigate this risk since di! erent audiences
may beneÞt most from the disclosure ofdi! erent informationand there may be
mechanisms to separate them. For example, decision-makers may make disclosures
to oversight bodies rather than to individual members of the public, who may
themselves be decision-subjects. The bottom line is that asking onlywhether to
disclosea decision-making system leads to a less helpful determination about
disclosure than askingwhat to disclose, towhom, andwhen.

II
D!"#$#%&-M'(!)$ Õ P)#&"#*'+ -A,!&- P)%.+!/

Those who design or deploy decision-making systems should not always be
trusted to design corresponding disclosure strategies.83 They may fail to account
for the social costs of bias or inaccuracy in designing decision proxies; have self-
serving incentives to omit details and avoid accountability; and discount the social

83 Dowding & Taylor,supranote61, at 16.
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value of disclosure. Thus, algorithmic designers may produce socially sub-optimal
proxies that either conceal the inadequacies of their designs or avoid competition.
Self-serving justiÞcations for hiding these behaviors include gaming and trade
secrecy.

Principal-agent problems between those who design decision-making AI
and the public operate at two sequential stages: at algorithm design and at
resisting disclosure. First, divergences manifest at the design stage because
nearly every decision-making process, whether automated or not, relies on some
approximation of the ideal decision criteria.84 We use the term proxy to denote this
approximation in any form an AI system takes: a predicted score or classiÞcation,
a recommendation or determination in generative systems, or a decision output in
agentic systems. In each case, the system produces a stand-in for an ideal criterion
that cannot be directly measured or fully speciÞed in advance. The design of such
proxies determines systematic patterns of error, bias, and cost allocation (i.e., how
noisy or biased the decisions will be, as well as the private and social costs of the
decision-making process itself). Decision-makers may fail to appropriately balance
the social costs of inaccuracy and bias against the private costs of correcting those
problems. Second, decision-makers often have self-serving incentives to resist
disclosure to hide the details of their decision-making bases and procedures from
those to whom they are accountable, such as supervisors, government o! cials, or
the public at large.85 We examine these in Sections A and B, respectively.

Two further reasons compound at both stages. First, because transparency
mechanisms have positive externalities, decision-makers may not adequately
account for the intrinsic value of disclosure to decision-subjects in allowing them
to strategically correct errors and improve their real eligibility for beneÞcial
decisions.86 Second, decision-makers can give undue weight to the private beneÞts

84 SeeIgnacio Cofone & Warut Khern-am-nuai,The Overstated Cost of AI Fairness in Criminal Justice,
100I!" . L.J.1431, 1458Ð1460 (2025).

85 Lu, supranote24, at 131Ð32.
86 See, e.g., Margot E. Kaminski & Jennifer M. Urban,The Right to Contest AI, 121C#$%&. L. R'( . 1957,

2001 (2021) (ÒRather than acting as mere Ôabstract and vagueÕ concepts, dignity and autonomy interests
animate calls for accuracy (to root out harmful mistakes) and rule of law constraints (to root out unequal,
inconsistent e" ects.Ó)); Katherine J. Strandburg,Rulemaking and Inscrutable Automated Decision Tools, 119
C#$%&. L. R'( . 1851, 1885 (2019).See alsoSelbst & Barocas,supranote4, at 1120.
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of trade secret exclusivity in comparison to the public beneÞts of competition and
follow-on innovation. We examine these in Section C.

A. Decision-Makers are Imperfect Agents of SocietyÕs Interests

1. Both Public and Private Sector Decision-Makers Are Agents of the Public

Both public agencies and private Þrms that make rights-a! ecting decisions
through the design or implementation of algorithmic systems should be treated as
agents of the public because they control operational choices that determine rights-
a! ecting outcomes, they can advance or undermine the publicÕs interests through
those choices, and they act under conditions where outsiders cannot reliably
observe e! ort, design trade-o! s, and departures from standards. The publicÕs
welfare improves or worsens depending on how these actors set criteria and manage
errors, yet the public typically sees only the outputsÑnot the underlying judgments,
compromises, or strategic omissions that produced them. Framing this process only
as externalities (where decision-makers might harm individuals through errors)
misses what is distinctive: the failure is not merely that harms spill onto others,
but that the party with authority over the process has informational advantages,
creating incentives to shirk, distort, or conceal in ways the principal cannot easily
detect or correct.

In democratic societies, public sector decision-makers are regularly and
appropriately viewed as agents of the public because they exercise delegated
authority on the publicÕs behalf and within mandates set by law. But this dynamic
is broader.

In private-sector domains such as employment, housing, education, and
credit, decision-makers should also be treated as agents and the public as the
principal because these Þrms are not merely pursuing private ends through ordinary
market exchange; they are exercising power over individualsÕ lives in ways that law
constrains in the name of collective values. Even though decisions are made by
private actors, anti-discrimination law, consumer protection, and related regulatory
regimes impose public-regarding duties that convert private decision-makers into
the publicÕs agents for certain purposes: they are tasked with implementing the
publicÕs will that decisions not be arbitrary, biased, or exclusionary in ways law
deems unacceptable.
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In numerous contexts, therefore, private sector decision-makers are tasked
by regulation with responsibilities to carry out the public will by correcting for
externalities, overcoming information asymmetries, and adapting to distributive
concerns.87 Regulations, such as those banning discrimination, reßect the public
interest in the decisions of private actors, converting private actors into agents of
the public for certain purposes.88 More broadly, market economies are premised on
the assumption that the pursuit of private economic interest will typically improve
overall social welfare.

2. Why Decision-Makers are Imperfect Agents

Decision-makersÕ principalÐagent problems arise at two levels. At the design
stage, algorithmic decision-making relies on proxies for ideal criteria, and system
designers and those who procure AI systems have incentives to select cheaper,
more administratively convenient, or strategically advantageous proxies even
when they impose social costs through systematic error or biasÑcosts that are
often externalized onto decision-subjects and society rather than borne by the
decision-maker. At the disclosure stage, disclosure imposes private costs (liability,
reputational harm, loss of discretion, and competitive exposure) while it provides
public beneÞts (accountability, contestability, deterrence of low-quality design,
public trust). It is therefore unsurprising that decision-makers resist transparency to
avoid scrutiny. It is not that decision-makers are bad actors, but that their incentives
predictably diverge from the public interest, particularly in contexts where the
social costs of inaccuracy and bias are externalized and where private actors lack
the accountability infrastructure that constrains public agencies.

The fact that (public) decision-makers are imperfect agents of societyÕs
interests is hardly news. The public choice literature explains how government
actorsÕ private interests predictably distort their behavior away from the public
interest they were appointed to and are meant to serve.89 Government decision-
makers may shirk their responsibilities to the public by, for example, investing less

87 See, e.g., Citron & Pasquale,supra note 4, at 22 (ÒGiven scoringÕs sensitivity, fair, accurate, and
replicable use of data is critical. We cannot rely on companies themselves to Ôself-regulateÕ toward this end-
they are obligated merely to Þnd the most e! cient mode of processing, and not to vindicate other social
values including fairness.Ó).

88 The appropriate scope of such duties is a matter of contentious debate, which we do not attempt to
engage here.

89 SeeD!""#$ C. M%!&&!', P%(&#)C*+#)! III, 359Ð85 (2003).
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in decision-quality than would be socially optimal when low e! ort is di" cult to
detect from outcomes alone. They may overweight reputationally salient mistakes
(e.g., releasing a defendant who reo! ends) relative to less visible but pervasive
harms (e.g., unnecessary detention). Explanation of government decisions as a
core requirement of procedural due process is intended, at least in part, as an
accountability mechanism to address these principal-agent problems.90

Private sector actors tasked with public-regarding responsibilities are no
less likely to behave strategically to avoid those responsibilities in service of
private ends. The individual incentives to evade or dilute constraints are often
even stronger in commercial settings in terms of rewards. The persistence
of regulatory avoidanceÑand the enormous government resources devoted to
auditing, enforcement, and litigation to deter itÑreßects the baseline expectation
that regulated entities will strategically adapt around constraints.

One kind of agent strategic behavior involves shirking: underinvestment in
the principalÕs wellbeing when e! ort and quality are hard to observe. A designer
or procurer may invest little e! ort in improving decision quality when it is hard for
decision-subjects or the public at large to ascertain how di" cult and costly it would
be to do better. A designer may also invest sub-optimally in reducing particular
sorts of errors for other reasons, including bias or private preferences. This kind
of underinvestment is often not obvious to decision-subjects and the public (unless
the resulting decision quality is abysmally low).

A second kind of distortion enabled by a principal-agent problem occurs
when a designer or procurer over-invests in eliminating the types of errors most
likely to be noticed or blamed on them or on the deployer while under-investing
in eliminating others. Strategic considerations might also lead them to invest too
much in other metrics that look good rather than interventions that matter most,
for example by reducing the overall number of errors rather than focusing on the
types of error reductions that provide the most social beneÞt because they are most
harmful or inequitable.

Automating some or all of a decision-making process is sometimes intended
(or at least presented) as a means for avoiding such principal-agent problems

90 Levy et al.,supranote81, at 320Ð321.See alsoKaminski, supranote81, at 209Ð217; Crawford &
Schultz,supranote81, at 124Ð28.
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by removing self-interested humans from the loop.91 But it does not eliminate
the incentive problem. Automation instead relocates discretion, and therefore
the strategic behavior, upstream to the point at which the automated process is
designed, developed, or procured.92 That is the lesson of the Amazon hiring
story from the introduction: ostensibly to reduce historically gender-biased hiring
practices, Amazon trained an algorithm to replace human decision-making but
it did so with its historically gender-biased hiring data. Before, humans made
individual gender-biasedhiring decisions; after, humans made analgorithmic
designdecision that introduced gender bias. Automation was not a neutral process
that removed discretion but, rather, it embedded choices about data, system design
parameters (such as labels, features, or generation objectives), decision criteria,
and procurement similarly subject to incentive misalignment.

B. Decision-Makers Can Use Secrecy Strategically

The tension between societyÕs interests and decision-makersÕ interests not
only a! ects how decision-making systems are designed but also gives decision-
makers incentives to avoid accountability by embracing opacity.93 Secrecy can be
used to cover up decision-maker lapses, biases, and shirking. Technical opacity,
often called inscrutability, can provide additional ÒcoverÓ for decision-maker
refusals to disclose additional information that could be disclosed and understood,
such as developer choices of system objectives, design parameters (e.g. features in
predictive systems), input data, and so forth.

When opacity protects private beneÞts, decision-makers can be expected to
overstate the risk that disclosure will degrade decision-making performance by
allowing decision-subjects to game the system (as opposed to when disclosure

91 Dowding & Taylor,supranote61, at 12Ð13.
92 Coglianese,supranote37, at 6Ð9; Strandburg,supranote86, at 1862Ð63.See alsoN!"#$ , supranote

2, at 90 (ÒThe more we can make transparent the political dimensions of technology, the more we might be
able to intervene in the spaces where algorithms are becoming a substitute for public policy debates over
resource distributionÑfrom mortgages to insurance to educational opportunities.Ó).

93 SeeBambauer & Zarsky,supranote25, at 47 (ÒLawmakers should make their value hierarchies more
transparent so that they can be challenged where the tradeo! does not match democratic expectations or
common sense, and so that the law can develop in a more internally consistent way.Ó).See alsoTal Zarsky,
Transparent Predictions, 2013U. I##. L. R$%. 1503, 1533 (2013) (ÒThe most basic and popular justiÞcation
for transparency is that it facilitates a check on governmental actions. These actions might be ßawed, biased,
ine! ective, or ine" cient. The relevant o" cials might be improperly balancing rights and interests, led by
their own bigotry, or over-inßuenced by private interests.Ó).
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would primarily enable error correction and legitimate eligibility improvement).
They can likewise be expected to overstate the importance of trade secrecy for
promoting that type of socially valuable innovation (as opposed to constituting the
private beneÞt of avoiding competition and follow-on improvements).

Because disclosure targets informational asymmetries, mandating it is a
legal mechanism for mitigating principal-agent problems and aligning private and
public-sector decision-making with public interests. For example, fair credit laws
not only prohibit certain forms of discrimination but also demand a certain level
of disclosure to applicants about the bases for loan denials. In other areas, such
as employment and housing, the law does not require disclosure of decision-
making criteria, but does directly prohibit reliance on certain characteristics, such
as ethnicity, gender, age, and disability.

This is not to suggest that decision-makers are unconcerned with making
sound decisions or that their warnings about the risks of disclosure should go
unheeded. The point is that, when conßicting interests are at stake, decision-makers
may not make socially optimal tradeo! s between investments in decision quality
and the social costs of various sorts of errors and, as a result, may exaggerate the
risk of disclosure to protect their private interests.94

In sum, both public and private decision-makers may engage in socially
suboptimal strategic behavior. Undesirable strategic behavior is potentially
more likely with private decision-makers because of di! erent incentives and
accountability structures in the two contexts.95 Often, the social harms of
inaccuracy and bias are externalized from decision-makers to societyÑand
outsiders cannot easily observe whether these harms are avoidable, making
accountability depend on transparency. Thus, when asking whether to mandate
disclosure or to trust public or private entities to choose what or whether to
disclose, one should ask: Do decision-makers have the right incentives to make the
tradeo! ? From a decision-makerÕs self-serving perspective, it may be preferable to

94 P!"#$!%&, supranote4, at 56.
95 Balkin, The Three Laws of Robotics, supra note 9, at 1240 (ÒRather, the goal, as more and more

companies shift to algorithmic decision-making, and increase their levels of decision-making activity, is
to require Þrms to adopt methods that are justiÞed from the standpoint of society as a whole.Ó).See also
Kaminski,supranote34, at 1397Ð98.
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strategically hide socially problematic details of the decision-making system rather
than to design a better one.96

Because of these principal-agent problems, intentional secrecy can be
problematic even when some aspects of a decision algorithm are technically
opaque. Aspects of decision systems that could be disclosed but are deliberately
hidden are more suspicious than technically inscrutable aspects. That said,
intentional opacity can arise at all stages of design and implementation: decision
system designers may strategically choose technically opaque systems to perform
functions that transparent systems could perform nearly as well.

C. A Framework for Principal-Agent Problems in Algorithmic Decision-Making

1. Proxy Design and Accountability

Detailed disclosure and auditing of decision-making systems is an e! ective
way to avoid principal-agent problems at the proxy design tier. But what if there are
potentially legitimate gaming or trade secrecy concerns? When should one suspect
that principal-agent problems underlie claims about gaming or trade secrecy?
Putting the above discussion together, one can categorize the contributors to the
principal-agent problems associated with disclosure as follows:

One divergence of interests creates principal-agent problems at the level of
proxy design. While the market will, to some extent, ordinarily reward algorithmic
designers for developing high quality decision-making systems, designers do not
fully internalize the social beneÞts of decision quality: many of these beneÞts
operate as externalities. As a result, algorithmic designers may prefer to shirk,
indulge their biases, or act in other self-serving ways when designing a proxy.
Principal-agent problems at the proxy design level also generate a divergence of
interests regarding disclosure to the public, since disclosure is an accountability
mechanism. Decision-makers do not internalize the beneÞts of accountability,
perceiving disclosure primarily in terms of private costs and penalties.97 These

96 Graves & Katyal,supranote6, at 1341 (Ò[C]ompanies learn that labeling sensitive or embarrassing
information as a Ôtrade secretÕ or ÔconÞdentialÕ can stall or silence calls for disclosure. Further, as the
reach of software in government agencies and decisionmaking increases apace, it becomes even more
di" cult to strategize for greater transparency in a world that increasingly relies upon automated, black-box
decisionmaking.Ó).

97 SeeC!"!#$ , supranote14, at 59Ð66, 111Ð19.
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private costs often include not only the need to invest more in decision quality
(rather than shirking), but also the loss of (unwarranted) trust and perceptions of
legitimacy.

2. Analyzing Disclosure Given Principal-Agent Issues

As discussed above,98 decision-makers often have two types of concerns.
These might not perfectly align with social concerns.

The Þrst is strategic decision-subject behavior. Gaming is socially costly
because it reduces decision quality, while strategic error correction and eligibility
improvement improve decision quality. While decision-makers receive rewards for
proxy quality in some circumstances, their private interests regarding strategic
decision-subject behavior can diverge from those of society. For example, they
do not fully internalize the social beneÞts of error correction and eligibility
improvement; beneÞcial decisions can be privately costly if deployers are tasked
with providing services to successful decision-subjects. Decision-makers in these
contexts will tend to oppose disclosure more strongly than is warranted by the social
costs of gaming.

The second is trade secrecy. While trade secrecyÕs social justiÞcation is that
it maintains incentives for innovative investment, it also imposes social costs by
preventing competition and making it harder to engage in follow-on innovation.
Because commercial developers will internalize the beneÞt ore than the cost, they
will overvalue the exclusivity provided by secrecy. This divergence between social
and private interests creates a principal-agent problem.

The publicÕs interest in Ògetting what it is paying forÓ weighs in favor of
disclosing whatever information is necessary to assess decision quality and demand
a socially optimal trade-o! between quality and cost. Decision-makers may beneÞt
from hiding their self-serving approaches to proxy design. While there is social
value in avoiding disclosure that would facilitate gaming, decision-makers may
undervalue the beneÞts of error correction and eligibility improvements. In a
commercial context, decision-makers will nearly always overvalue secrecy without
accounting for the social beneÞts of competition and follow-on innovation.

98 See supraSections I.A & I.B.
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Moreover, decision-makers have strategic reasons to assert superÞcially
plausible concerns about gaming and trade secrecy as justiÞcations for resisting
disclosure and avoiding accountability for suboptimal proxy design (one could
hardly expect decision-makers to argue against disclosure on the grounds that they
want to continue shirking or acting in biased ways). Because of these potential
principal-agent problems, it is important to develop mechanisms for determining
when decision-makersÕ claims about gaming and trade secrecy are red herrings.

The next two Parts suggest mechanisms for diagnosing principal-agent
problems of the types delineated here and designing appropriate disclosure regimes
when decision-makers are agents of the public.

III
D!"#$%&!$# A'#%(!)*+!, P(!$,!-"' -A#.$) P(%/'.+&

In this Part, we provide a framework for diagnosing principal-agent problems
when decision-makers argue against disclosing elements of their algorithmic
decision-making systems. We Þrst argue that clues indicating the presence and
nature of principal-agent problems at the tier of algorithm design may be found in
the proÞle of di! erent sorts of errors and in the distribution of decision outcomes
across groups. In some situations, a proxyÕs error proÞle (i.e., the distribution of
error rates) is also suggestive of the weight that should be given to gaming and
innovation concerns in devising a disclosure regime. Moreover, such error patterns
and outcome distributions can be disclosed and assessed routinely without raising
worries about either trade secrecy or gaming. Disclosure of error proÞles and
outcome distributions in and of themselves can provide some accountability and
innovation beneÞts. It thus canÑand shouldÑbe mandatory for decision-making
systems in which society has a signiÞcant interest. Focusing on error proÞles is
also one step toward moving beyond all-or-nothing debates, pitting the beneÞts of
secrecy against the beneÞts of disclosure.

The articleÕs diagnostic tool (the error proÞle, deÞned here in terms of false
positive and false negative rates) draws primarily from predictive AI, where such
metrics are most directly computable, because those are the models used so far for
decision-making. Generative and agentic systems require analogous performance
metricsÑsuch as systematic directional biases, calibration disparities across
groups, or audit-based accuracy assessmentsÑthat serve the same diagnostic
function within the framework.
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A. Decision Quality: A Framework for Discussion

1. Why Decision Quality?

We focus on error proÞles and the distribution of decision outcomes
across groups as initial clues for diagnosing principal-agent problems that might
a! ect proxy design for three reasons. First, there is widespread agreement that
decision quality is important. Commonly cited social beneÞts of disclosure also
focus largely on improving decision quality, whether through accountability or
by enabling strategic error correction or eligibility improvements by decision-
subjects.99 Both gaming and trade secrecy, similarly, are cited to justify non-
disclosure to ensure or improve decision quality. Gaming is deemed a problem
precisely because of concerns that it will reduce decision quality by allowing
decision-subjects to obtain undeserved beneÞcial outcomes (or avoid deserved
negative outcomes).100The trade secrecy argument contends that secrecy is needed
to protect socially valuable innovations.101 In this context, that means either
improved quality for equivalent cost or cost savings for equivalent quality. The trend
toward inscrutable machine-learning decision algorithms is also purportedly driven
by concerns with decision quality. Error proÞles, if measured in terms of deviation
from ideal decision criteria, are sensitive metrics of decision quality. Even when
deviations from ideal decision criteria cannot be measured precisely, approximate
error proÞles can usefully suggest where principal-agent problems are likely and
further inquiry is warranted.

Second, we show that preliminary disclosure of a proÞle of thetypesof
mistakes that a decision-making system produces helps policymakers and courts
assess whether principal-agent problems are likely to have infected proxy design.
If the error proÞle raises suspicions, justiÞcations can be demanded and further
disclosure, perhaps in stages, can be required. Looking at error proÞles, rather
than at any single metric for decision quality, is important because a proxy that
produces very low overall errors may still be socially suboptimal. Improving

99 Selbst & Barocas,supranote4, at 1118Ð26; Selbst et al.,supranote4, at 420Ð22; Citron & Pasquale,
supranote4, at 31; Kaminski & Urban,supranote79, at 2035; Burrell,supranote34, at 9; Calo & Citron,
supranote47, at 832; Wachter & Mittelstadt,supranote73; Dwork & Mulligan, supranote77, at 37; Tutt,
supranote78, at 109Ð10; Binns et al.,supranote79, at 9Ð10.

100 See, e.g., Bambauer & Zarsky,supranote25, at 10.
101 See, e.g., Cowgill & Tucker,supranote35, at 23; New & Castro,supranote35, at 12.
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decision quality may be costly and those costs may or may not be worth bearing in
a given context.102 Moreover, a seemingly reasonable overall error rate can mask
socially undesirable disparities between demographic groups if these error rates
are unevenly distributed by disproportionately falling on a minority group who
su! ers a detriment for such uneven decision quality. For instance, a proxy with an
overall 10% error rate could still treat groups di! erently if Group A experiences
only a 97% accuracy rate while Group B experiences 65%. Aggregate metrics
would obscure this disparity. The principal-agent issue for proxy design is whether
tradeo! s are being made in accordance with social values rather than twisted
to further a decision-makerÕs private goals. As we discuss below, error proÞles
provide useful insights into that question.

Third, as already mentioned, while error proÞles can be highly informative,
disclosing them poses no threat to legitimate concerns about gaming and trade
secrecy. While companies may assert that disclosing their error proÞles will give
their competitors actionable insights into their secret innovations, policymakers
and courts should reject such assertions.

2. DeÞning an Error ProÞle

For the purposes of this discussion, we deÞne a simple error proÞle for binary
yes/no decisions, which is the standard form in machine learning. For AI systems
with non-binary or generated outputs, analogous performance metrics (such as
systematic directional biases, disparate error rates across groups, or calibration
gaps) serve the same diagnostic function. Consider a proxy used to make a binary
yes/no decision about a pool of decision-subjects, such as the Amazon algorithm
used to determine whether to call each applicant for a hiring interview. Assume
for now that there are some means to assess whether this proxy yields the right
decisions from a social perspective.103 In this situation, decision outcomes are
commonly described in terms of two binaries: positive and negative, and true and
false.

102 This point is well appreciated in case law, for example in theMathewstest for due process.SeeMathews
v. Eldridge, 424 U.S. 319 (1976).

103 As a practical matter, such an assessment may of course be di" cult, but one can imagine various
mechanisms for assessing decision quality on a case-by-case or overall basis. This is, in fact, what is done on
one end of the spectrum, by an appeals process, and on the other end, by the typical machine learning metric
for accuracy.
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Here, we call a decision ÒpositiveÓ if it is beneÞcial to the decision-subject and
ÒnegativeÓ if it is not. Thus, in describing a decision as ÒpositiveÓ or Ònegative,Ó
we adopt the decision-subjectÕs perspective.104 In the hiring context, a decision
to call an applicant in for a hiring interview is a ÒpositiveÓ and a decision not to
do so is Ònegative,Ó while in law enforcement, a decision to release a defendant
pending trial is ÒpositiveÓ and a decision to keep them in jail is Ònegative.Ó We
also label decisions as ÒtrueÓ or Òfalse,Ó this time taking a social perspective. Thus,
a decision is ÒtrueÓ if it is correct from a social perspective and ÒfalseÓ if it is
mistaken from a social perspective. In the Amazon algorithm example, qualiÞed
candidates called for interviews were true positives, unqualiÞed candidates called
for interviews were false positives, qualiÞed candidates not called for interviews
were false negatives, and unqualiÞed candidates not called for interviews were true
negatives. False positives and false negatives are both errors that would contribute
to the standard data science calculation of Òaccuracy,Ó but they may have di! erent
implications for decision quality.

Table 1: An Illustration of True and False Positives and Negatives as DeÞned.

BeneÞcial treatment Detrimental treatment

Deserved True positive True negative

Undeserved False positive False negative

In these terms, a decision-subject who uses disclosed information about a
decision-making algorithm to ÒgameÓ the system changes what would have been
a true negative into a false positive, thus decreasing decision quality. On the other
hand, a decision-subject who strategically uses disclosure of a decision proxy to
correct an error in the algorithm changes what would have been a false negative
into a true positive, improving decision quality. A decision-subject might also
use disclosure strategically to improve their qualiÞcations, changing what would
have been a true negative into a true positive. In employment, gaming might mean
lying about oneÕs work experience on oneÕs resume, while error correction might

104 In the literature, while the terminology is somewhat arbitrary, ÒpositiveÓ is often used to refer either to
a ÒyesÓ decision or to a situation in which some condition holds. We adopt our deÞnition because deÞning
positive and negative from the decision-subjectÕs perspective, while deÞning true and false from societyÕs
perspective is aligned with our concern about decision-subject strategic behavior.
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mean removing indications of gender from the resume if the algorithmic proxy
mistakenly treats them as indications of a lack of suitability for the job. Improving
qualiÞcations might mean taking a course about a software package required
for the position. Gaming decreases decision quality, while error correction and
qualiÞcation improvement are socially positive improvements to decision-making.

When one speaks of an error proÞle, one usually has in mind a table like
the one above with number or percentages of errors of each type. Ideally, the
error proÞle would be measured with respect to the ÒrightÓ decision from a
social perspective, according to the ideal decision criteria. Decision-makers do
not ordinarily have access to the ÒrightÓ decision for each case; if they did, they
would not need a proxy. There are, however, various techniques for approximating
an error proÞle, depending on the situation. Sometimes, a sample of roughly ÒrightÓ
decisions can be obtained by performing a more intensive review of a set of cases.
Retrospective review can be used to evaluate whether previous decisions turned out
to be Òright.Ó At a minimum, for a machine learning algorithm, there is usually a set
of training or test data from which an approximate error proÞle can be computed.
It is not that the computation of error proÞles is a trivial matter, but that it is a
common and well-known problem that must be resolved somehow if a decision-
making system is to be evaluated for quality.

With these deÞnitions in mind, in Section B, we analyze how various types
of error proÞles are informative of the likelihood that principal-agent problems are
infecting proxy design. In Section C, we consider what those error proÞles say
about whether trade secrecy provides a socially beneÞcial reason to avoid or limit
disclosure. Section D turns to questions about strategic decision-subject behavior
in light of error proÞles. Section E summarizes what this analysis says about
when disclosure mandates are likely to be necessary because decision-makers
strategically withhold disclosure.

B. Error ProÞles as Clues to Principal-Agent Problems in Proxy Design

In this Section, we consider how several general patterns of errors can provide
clues to the presence of principal-agent problems in proxy design. First, consider
the implications of overall decision quality. We deÞne a high-quality decision-
making proxy as one which produces a low number of both false positives and
false negatives, while a low-quality proxy produces a high number of both types
of errors. By Òhigh qualityÓ here, we mean a situation in which rates of both



2026] ALGORITHMIC OPACITY AS A PRINCIPAL-AGENT PROBLEM 39

sorts of error are Òlow,Ó even if there is more of one sort of error than the other.
Similarly, Òlow qualityÓ decision-making systems, as discussed here, are systems
in which rates of both sorts of error are high, even if one is higher than the others.
The question of when both sorts of error rates are low enough to call a decision-
making algorithm Òhigh qualityÓ (or so high that one would call the algorithm
Òlow qualityÓ) is a judgment call that may vary by context and require both expert
and political input. Here, we assume that, in a given context, there is some socially
determined deÞnition of when false negative and false positive rates are either both
low enough (or both high enough) to call the decision-making algorithm high (or
low) quality. We consider a proxy to be of ÒmoderateÓ quality when overall rates
of both false negatives and false positives are intermediate between high and low.

For moderate-quality proxies, we emphasize the importance of looking at
asymmetries and imbalances between demographic groups because an initial
appearance of moderate quality can be deceiving. We are particularly concerned
about proxies for which overall error rates are higher for disfavored groups and
proxies for which asymmetries between false positives and false negatives are
di! erently distributed for di! erent groups because these sorts of error proÞles are
highly likely to reßect principal-agent problems in proxy design.

1. High-Quality Proxies

Consider a decision-making proxy that gives a positive result to nearly
everyone who should (from a social perspective) get a positive outcome and a
negative result to almost everyone who should (again, from a social perspective)
get a negative outcome. Such a system would produce few false positives and few
false negatives. For example, suppose an employment screening algorithm makes
few mistakes when using performance on a math test as a proxy for identifying
candidates for a job requiring math skills. The systemÕs true positive rate and true
negative rate are both high and it makes few mistakes of either sort. If this proxyÕs
error rates are similarly low for members of protected categories or other groups
of concern, it is what we term high quality.

A high-quality proxy suggests that there are unlikely to be principal-agent
problems at the design level. It is possible, in principle, that the decision-maker is
overly assiduous and the societal optimum would be more error-prone. But such a
situation would seem to be a special case, given that decision-makers generally are
resource-constrained and would have little to gain from being overly persnickety.
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Thus, high quality across social groups is ordinarily a clue that there are
no major principal-agent problems at the level of proxy design. Accountability
concerns provide no major societal reason to disclose (or not to disclose) details of
such a high-quality proxy. It is thus reasonable to allow questions about innovation
and strategic decision-subject behavior, which are discussed below, to drive the
disclosure regime.

2. Low-Quality Proxies

At the other end of the spectrum, consider a low-quality proxy for which both
the false positive and false negative rates are high across demographic groups.
Such a low-quality proxy would contribute marginally, at best, to making the right
decision. In most contexts, the use of such a low-quality proxy should be considered
a serious warning of likely principal-agent problems at the level of proxy design.
At a minimum, the use of such a low-quality proxy requires justiÞcation.

There are some contexts in which employing a low-quality proxy is socially
justiÞed because the costs of employing a more accurate proxy would outweigh the
total error costs incurred by society. For some decisions, a rough cut is all that is
necessary, fair, and practical, given the expense associated with doing better. There
are decisions for which lotteries or simple age cuto! s are employed for just this sort
of reason. A rough proxy might be particularly appropriate when performing a ÒÞrst
cutÓ before engaging in a more costly in-depth review, perhaps in an employment
or educational context.

In summary, a low-quality proxy usually indicates that principal-agent
problems have infected proxy design. At a minimum, low quality requires
justiÞcation. Where it cannot be justiÞed, it would be socially preferable to impose
an appropriate disclosure regime to expose the principal-agent problems and set the
stage for improvement. As we discuss below,105trade secrecy and gaming concerns
are unlikely to justify keeping the details of a low-quality proxy secret.

3. Symmetric Moderate Quality Proxies without Disparities between Groups

Because it is often costly to improve a proxyÕs quality, the socially preferred
decision proxy, in some situations, will have a moderate quality error proÞle that
reßects a balance of the social costs and beneÞts of improving decision quality. For

105 See infraSections III.C, III.D.
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now, we consider moderate quality proxies without signiÞcant disparities between
demographic groups or asymmetries between error types because, as we discuss
below, such disparities and asymmetries often suggest principal-agent problems.

For a symmetric, balanced, moderate-quality proxy, the primary concern
about proxy design is whether the designer or procurer is shirking or failing to
invest su! ciently in decision quality for some other reason. When a proxy is used
to make decisions about members of dominant social groups (i.e., populations with
greater power, social standing, or institutional inßuence in the decision context),
one might be less concerned, expecting that politics or market forces would counter
this sort of slacking, although even dominant groups can be hoodwinked by
claims about technical impossibility. When a decision-making proxy primarily
a" ects decision-subjects from less inßuential social groups, however, shirking is
more likely to go unredressed and failure to invest in improving the proxy may
even reßect decision-maker biases. Many government decision-making contexts,
from awarding beneÞts to imposing pre-trial detention, primarily a" ect decision-
subjects from less powerful social groups. In such situations, even when decision
quality is moderate and there are no obvious disparities in the error proÞles, it
would be socially desirable to check for principal-agent problems by imposing an
appropriate disclosure regime.

4. Moderate-Quality Proxies with Asymmetric Error ProÞles

If errors occur randomly, we expect the error proÞle to be symmetric. A
moderate-quality asymmetric error proÞle suggests that a decision-maker either
made a choice to favor one sort of error over the other or did not consider
the implications of the asymmetry. (For high-quality proxies, asymmetries are
relatively insigniÞcant and unlikely to indicate serious principal-agent problems.
Low-quality proxies usually su" er from serious principal-agent problems,
regardless of asymmetry.) The question of whether the asymmetry indicates a
principal-agent problem centers on whether there is a social justiÞcation for the
asymmetry.

In some decision-making contexts, a degree of asymmetry is justiÞableÑand
even desirableÑbecause of the varying social costs of di" erent types of errors
or the varying investments needed to reduce them. A well-known example of a
justiÞable asymmetry results from the tradeo" between ensuring that guilty people
are convicted and ensuring that innocent people are not. Because the burden of
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false imprisonment is extremely high, criminal law (at least rhetorically) takes the
view that it is better to have ten guilty people go free than to punish one innocent
person. It would be even better to have a high-quality proxy that makes few errors
of either sort, but tradeo! s are often inevitable because improving decisions is
costly and resources are limited. If there are only su" cient resources to create a
moderate-quality proxy, the social preference for criminal trials would be to have a
large (ten-fold) asymmetry between false positives and false negatives. Similarly,
the social cost of denying food stamps to a family that needs them is almost certainly
higher than the social cost of providing them to a family that does not. If it is too
di" cult or costly to devise a high-quality proxy to determine who should receive
food stamps, a moderate-quality proxy with an excess of false positives over false
negatives would be socially preferable. A social preference for an asymmetric error
proÞle can also arise from asymmetries in the costs of eliminating di! erent types
of errors. If two types of errors are equally socially costly, but one is more di" cult
to avoid, the socially optimal approach would be to eliminate more of the errors
that are easier to avoid.

These complexities leave substantial room for decision-makers to cover up
principal-agent problems in proxy design. Consider, for example, a decision-
making proxy that leads to far more false negatives than false positives. This
means that the decision-maker is careful not to award beneÞts erroneously, but
less careful about erroneously denying beneÞts. This may be the socially preferred
outcome. But this sort of asymmetry could also occur for several types of self-
serving reasons. Perhaps false positives are more visible than false negatives
to those overseeing decision-maker performance and the decision-maker is risk
averse. Perhaps positive outcomes impose private costs on a deployer (for example,
they might have to provide services to decision-subjects) while the social beneÞts
that outweigh those costs are externalized to decision-subjects or society at large.
Conversely, a decision-maker who expects to have to cope with many complaints
about negative decisions might have strategic reasons to skew the algorithm in
favor of false positives. Or perhaps reducing false negatives is easier or cheaper for
the decision-maker than reducing false positives (or vice versa). While such cost
di! erentials can justify asymmetry, decision-makers might prefer asymmetry even
when society would beneÞt from equalizing the error proÞle.

Even when a degree of asymmetry is socially desirable, decision-makers may
have selÞsh reasons to skew the error proÞle away from the socially desirable point.
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For example, a risk-averse lender might develop an algorithm for calculating credit
scores that denies credit to many people who would have repaid to zealously avoid
making loans to people who default. The resulting asymmetry might be socially
appropriate for some credit determinations, but not for others. For example, society
might beneÞt from a more risk-taking approach to educational loans considering
the large and socially beneÞcial externalities of education. Conversely, a lender
might structure transactions to beneÞt from a socially sub-optimal highly risk-
taking approach, as was the case during the subprime mortgage crisis.

Asymmetries in the error proÞle might reßect appropriate accounting for
normative concerns and balancing of social costs and beneÞts. But they might
also result from socially undesirable behavior by the decision-makerÑeither in
strategically preferring one sort of error to the other without social justiÞcation or
in shirking socially valuable e! orts to reduce the asymmetry. Thus, when there is
no socially justiÞable reason to have an asymmetric error proÞle, principal-agent
problems should be suspected. The clue is not conclusiveÑthe asymmetry may be
an appropriate reßection of social valuesÑbut it is reason to push for justiÞcation
of the asymmetry and for whatever disclosure is necessary to evaluate the pro! ered
justiÞcation. Disclosure puts the public (or regulators) in a position to ask questions
and demand accountability.

Even when a detailed assessment of the socially optimal degree of asymmetry
would require specialized expertise and information about the context and the costs
of reducing di! erent sorts of errors, members of the public and various oversight
groups will often have a rough idea of what the balance should look like. For
example, the public would know something was seriously awry in the criminal
justice system if the false negative rate outweighed the false positive rate. This
rough sense that an asymmetry is problematic is an impetus to demand justiÞcation
from decision-makers. In contexts where there is no obvious justiÞcation for a
signiÞcant asymmetry, the public should be suspicious if the decision-maker is
unable to provide a sensible explanation.

Thus, decision-makers should ordinarily be required to justify error proÞle
asymmetries (or deviations from a socially appropriate level of asymmetry) and to
disclose enough information about the proxy design to allow the public (or perhaps
an oversight body) to determine whether principal-agent problems have occurred.
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5. Moderate Proxies with Error ProÞle Disparities Across Groups

Until now, we have considered situations in which a decision proxyÕs quality
is consistent across social groups (even though the proxy might, in practice, be
applied primarily to one social group). However, one particularly weighty concern
about opaque proxies is that they might allow decision-makers to hide bias, whether
it is intentional or emerges from a given proxy design process. For example, a
biased proxy can result unintentionally from using biased data to train a machine
learning model, as likely occurred in the Amazon hiring example. Because bias
means some decisions are mistaken in light of the ideal decision criteria, bias will
be reßected in di! erences between the error proÞles for di! erent groups. To put
it another way, if the error proÞle of two groups is the same, it is reasonable to
conclude that the associated decision proxy is unbiased. Disparities between error
proÞles are highly suggestive of principal-agent problems.

There are two relevant types of error proÞle disparity between social groups:
di! erences in overall error rate, which we call Òoverall disparity,Ó and di! erences in
asymmetries between false positives and false negatives, which we call Òdisparate
asymmetry.Ó In this section, we Þrst consider overall disparities and then disparate
asymmetries.

5.1. Overall Error Rate Disparities

An overall error rate disparity between groups is often, though not always,
an indicator of principal-agent problems. Sometimes, a disparity in error rates
between groups is costly or di" cult for decision-makers to avoid (for example,
if the proxy is data-driven and there is less data available for one group than for
another). Whether the disparity indicates principal-agent problems depends on
whether it is socially desirable to invest enough in improving the proxy to eliminate
the disparity. That, in turn, depends on the nature of the disparity and the decision
context. If a disparity in decision quality is socially costly to remedy, there is
sometimes a normative justiÞcation for tolerating a degree of overall disparity in
error rates.

Nonetheless, overall disparities are always disadvantageous to the group
receiving lower quality decisions, socially costly, and should raise suspicions about
principal-agent problems. If the errors are symmetric between false positives and
false negatives, it might superÞcially seem that the group ramiÞcations of lower
decision quality are a wash. That is often not the case. Beyond the individual
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unfairness to decision-subjects who receive false negative decisions, pernicious
e! ects at the group level are possible. For example, there is empirical evidence
that credit ratings are systematically noisier for individuals in certain social groups.
106 In this context, while an individual receiving a false positive decision may be
happy in the near term, over the long term a proxy with high error rates for a group
is likely to have a negative disparate impact. Not only are group members who
receive false negative denials of credit deprived of the beneÞts of loans that they
might have used to invest in businesses or otherwise improve their futures, group
members who receive false positive awards of credit are likely to fail in the long
run, driving themselves into worse Þnancial straits. These mistakes are not only
bad for these individuals. In the long run, these individual failures may rebound
on other members of the group by reinforcing stereotypes of Þnancial unreliability
and, more directly, by providing negative data that may be fed back into credit
scoring algorithms. Because many social groups are connected in relatively close
social networks, failures to obtain deserved credit and failures to pay back unwisely
awarded credit are also likely to have ripple e! ects on the Þnancial health of other
members of the group.

Because of these disadvantages, one should be most suspicious of principal-
agent problems in proxy design when dominant populations receive higher quality
decisions than disfavored groups. If a proxy makes signiÞcantly more errors for
the dominant group (and the error proÞle is reasonably symmetric), one would
ordinarily expect there to be political and market pressure for improvement.
Members of dominant groups who receive false negative decisions are likely to
complain, appeal, or otherwise make things di" cult for the decision-maker. A
disfavored group will have less political and market clout and often fewer resources
to invest in seeking redress for erroneous decisions, making it more likely that low
decision quality will go unaddressed. Moreover, when the socially dominant group
outnumbers the disfavored group, overall moderate error rates can mask the low-
quality results for the disfavored group. For these reasons, we focus our analysis on
overall disparities that favor the dominant group.

106 How Flawed Data Aggravates Inequality in Credit, S!"# . H$%.-C&#!&'&( A.I. (2023),https://hai.st
anford.edu/news/how-ßawed-data-aggravates-inequality-credit[https://perma.cc/JJ5L-QD3V]; Laura
Blattner & Scott Nelson,How Costly is Noise? Data and Disparities in Consumer Credit,"' X)* (May 17,
2021),https://arxiv.org/abs/2105.07554[https://perma.cc/FFC4-G7KS]; Will Dobbie et al.,Measuring
Bias in Consumer Lending, 88R&*. E+,# . S!$( . 2799, 2802, 2820 (2021).

https://hai.stanford.edu/news/how-flawed-data-aggravates-inequality-credit
https://hai.stanford.edu/news/how-flawed-data-aggravates-inequality-credit
https://perma.cc/JJ5L-QD3V
https://arxiv.org/abs/2105.07554
https://perma.cc/FFC4-G7KS
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Decision-makers have strategic incentives to tolerate such disparities. They
may neglect to correct disparities between groups because they are focused
strategically on investing in improvements for dominant groups. They may also
shirk by investing less in improving the proxy for disfavored groups because they
assume (perhaps correctly) that it will be more di! cult or costly to develop higher-
quality proxies for disfavored groups. For AI systems trained on historical data,
relevant data about those groups is often less readily available, perhaps because
members of the disfavored group were historically excluded (as in the Amazon
hiring example), because the design parameters of the proxy have been chosen with
the dominant group in mind, or because the dominant group is larger.107Disfavored
groups may also be neglected because of intentional discrimination or implicit bias.

While designers and procurers bear the private costs of investing in improving
proxy quality for socially disfavored groups, they often do not internalize many of
the social beneÞts of such improvements. Such groups may also lack the clout to
punish decision-makers for the lower-quality decisions they receive.

Overall disparities, especially if they favor the dominant group, are
clues to principal-agent problems in proxy design. When such disparities are
observed, disclosure is socially desirable to facilitate democratically accountable
determinations about whether to tolerate the disparity or invest in creating a more
evenhanded decision-making proxy. If, for example, society is dedicated to treating
all decision-subjects equally but improving decision quality for one group is much
more expensive than improving it for others, there is a normative decision to be
made about how many resources to devote to equalizing outcomes considering the
size of the disparity, the importance of the decision and other factors. This sort
of moral and political determination ordinarily should not be made by decision-
makers, who will have incentives to minimize private costs.108 Thus, a mandatory
disclosure regime will usually be necessary to provide accountability.

107 Katja Langenbucher,Responsible A.I.-based Credit ScoringÐA Legal Framework, 31E!" . B!# . L. R$%.
527, 554Ð56 (2020); Mikella Hurley & Julius Adebayo,Credit Scoring in the Era of Big Data, 18Y&'$ J.L. &
T$() . 148, 202 (2016) (ÒThe credit scoring industry is . . . relying on opaque scoring tools that use numerous
data sources and proprietary algorithms in order to determine which consumers get access to credit . . . .
[T]hese tools may combine facially neutral data points and treat them as proxies for immutable features
such as race, thereby circumventing existing non-discrimination laws and denying credit access to certain
groups.Ó).

108 SeeC*+*,$ , supranote14, at 59Ð66.
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5.2. Disparate Asymmetry

Even if a proxy has similar overall error rates for two social groups, disparate
asymmetries in the groupsÕ error proÞles are socially concerning. For example,
a group that beneÞts from many false positives might receive the same total
rate of erroneous decisions as a group that is penalized by a large number of
false negatives. This was, in fact, the situation that led many to characterize the
COMPAS recidivism prediction algorithm as racially biased. While the overall
error rates were similar for black and white defendants, the distribution of those
errors was racially skewed: Black defendants were more likely to be penalized
by erroneous predictions of recidivism (false negatives in our parlance), while
white defendants were more likely to beneÞt from erroneous predictions of non-
recidivism (false positives in our terms).109

Disparate asymmetries can result from strategic neglect of disfavored groups.
Decision-makers may be biased against the disfavored group (explicitly or
implicitly) or expect dominant groups to have more inßuence on their performance
reviews and private rewards. Decision-makers might strategically ignore false
positives that beneÞt socially dominant groups (for example, a high rate of mistaken
predictions that white defendants will not commit crimes if released pending trial),
but are unlikely to strategically employ a decision system with high rates of false
negatives for socially dominant groups (such as a high rate of unnecessary pretrial
detentions for white defendants). For example, while studies suggest that drug use
is similarly prevalent among individuals of various ethnicities,110 enforcement is
heavily skewed toward African Americans, meaning that the rate of false negatives
regarding other racial groups is disproportionately high.

109 This was the case, even setting aside the bias imported into the algorithm by the use of rearrest, rather
than conviction, as the outcome proxy for recidivism despite the well-known e! ect of racial bias on likelihood
of arrest.SeeCofone & Khern-am-nuai,supranote84, at 1447, 1457Ð61.

110 S!"#$%&'( A"!#( %&) M(&$%*H(%*$+ S(,-.'(# A)/.&.#$,%$.0& (SAMHSA), 1213 N%$.0&%*
S!,-(4 0& D,!5 U#( %&) H(%*$+: D($%.*() T%"*(#, Table 1.23B (2022),https://www.samhsa.gov
/data/sites/default/Þles/reports/rpt39441/NSDUHDetailedTabs2021/NSDUHDetailedTabs2021/NSDU
HDetailedTabs2021.htm#tab1-23b(on Þle with the NYU Journal of Intellectual Property and Entertainment
Law); 2022 National Survey on Drug Use and Health: Race/Ethnicity Highlights, SAMHSA (2023),https:
//www.samhsa.gov/data/sites/default/Þles/reports/rpt42731/2022-nsduh-race-eth-highlights.pdf
[https://perma.cc/C8FS-8WFC].

https://www.samhsa.gov/data/sites/default/files/reports/rpt39441/NSDUHDetailedTabs2021/NSDUHDetailedTabs2021/NSDUHDetailedTabs2021.htm#tab1-23b
https://www.samhsa.gov/data/sites/default/files/reports/rpt39441/NSDUHDetailedTabs2021/NSDUHDetailedTabs2021/NSDUHDetailedTabs2021.htm#tab1-23b
https://www.samhsa.gov/data/sites/default/files/reports/rpt39441/NSDUHDetailedTabs2021/NSDUHDetailedTabs2021/NSDUHDetailedTabs2021.htm#tab1-23b
https://www.samhsa.gov/data/sites/default/files/reports/rpt42731/2022-nsduh-race-eth-highlights.pdf
https://www.samhsa.gov/data/sites/default/files/reports/rpt42731/2022-nsduh-race-eth-highlights.pdf
https://perma.cc/C8FS-8WFC
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Conversely, some algorithms used by the police (as did previously some
investigation tactics such as Òstop-and-friskÓ) have astonishingly high rates of
false positives, making them both discriminatory and of limited use.111 Predictive
policing algorithm PredPol, for example, has been found to have 99.4% to 99.9%
false positives depending on the type of crime.112 Those high numbers of false-
positives exist due to principal-agent problems. Police departments that purchase
PredPol will complain if the system misses a crime, but not if it wrongly ßags
one. People wrongly ßagged by the system do not have a say. The error rates are
unevenly distributed, so marginalized populations get further marginalized. The
outcome is not socially optimal, but it is privately optimal from the perspective of
the decision-makers. The overall error rate for such a proxyÑand even the error rate
for each group separatelyÑmight be moderate. But from a social view, this sort of
disparate asymmetry between groups is di! cult to justify because it suggests bias
and discrimination problems.

Just as for disparities in overall error rates, one source of disparate asymmetry
is data availability. For example, in the child welfare arena, asymmetric imbalanced
proxies result because algorithms used to detect child abuse and neglect rely on
types of data that are systematically more available for economically disadvantaged
groups. In this case, lack of data about the dominant group leads to an
overabundance of false predictions of non-abuse (and a correspondingly low
number of false predictions of abuse). Further, the data issue is potentially
exacerbated by strategic concerns about the potential fall-out for the deploying
agency if a member of the dominant group is falsely accused of child abuse.
For the disfavored group, while one might expect the availability of more data
to decrease errors of all types, natural concerns about neglecting vulnerable
children lead to a risk-averse approach that produces a relatively large number
of false predictions of abuse. Some asymmetry is probably socially preferable,
given the severe consequences of abuse for vulnerable children. Nonetheless, the

111 William Heisel,ItÕs Time to Address Facial Recognition: The Most Troubling Law Enforcement AI Tool,
B!"" . A#$%&'S'&. (Nov. 10, 2021),https://thebulletin.org/2021/11/its-time-to-address-facial-recognition-
the-most-troubling-law-enforcement-ai-tool/[https://perma.cc/D9VH-Q8KC]; When ArtiÞcial Intelligence
Gets It Wrong, I(($')(') P*$+)'# (Sep. 19, 2023),https://innocenceproject.org/when-artiÞcial-intelligen
ce-gets-it-wrong/[https://perma.cc/9W2P-ZCEQ].

112 Aaron Sankin,Predictive Policing Software Terrible at Predicting Crimes, W&*), (Oct. 2, 2023),https:
//www.wired.com/story/plainfield-geolitica-crime-predictions/[https://perma.cc/7BJ6-VYTN].
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https://thebulletin.org/2021/11/its-time-to-address-facial-recognition-the-most-troubling-law-enforcement-ai-tool/
https://perma.cc/D9VH-Q8KC
https://innocenceproject.org/when-artificial-intelligence-gets-it-wrong/
https://innocenceproject.org/when-artificial-intelligence-gets-it-wrong/
https://perma.cc/9W2P-ZCEQ
https://www.wired.com/story/plainfield-geolitica-crime-predictions/
https://www.wired.com/story/plainfield-geolitica-crime-predictions/
https://perma.cc/7BJ6-VYTN


2026] ALGORITHMIC OPACITY AS A PRINCIPAL-AGENT PROBLEM 49

consequences of false predictions of abuse and neglect for families and children
may also be severe. The social costs of those errors may not be internalized by
proxy designers, especially when they fall heavily on disfavored social groups who
are less likely to have e! ective avenues for redress and complaint.

Consider also a situation, such as employment or college admissions, in which
the number of ÒpositiveÓ slots (beneÞcial from a decision-subjectÕs perspective)
is limited and a deployer employs a two-stage screening process to cut down on
decision costs. If the number of potentially competent workers or good students
exceeds available slots, the cost of a high rate of false negatives at the Þrst stage may
be negligible to deployers. In contrast, false positives might impose a signiÞcant
burden on employers, necessitating costly additional screening. Employers and
colleges are unlikely to be satisÞed with a proxy that lets a high number of
unqualiÞed individuals through, even if it rarely screens out qualiÞed candidates,
because this sort of proxy forces them to conduct expensive interviews or employ
other costly measures to further whittle down the pool.

While some asymmetric overall preference for false negatives is socially
reasonable in this sort of situation to cut down screening costs, it can lead to
disparate asymmetry if carelessly handled. Recall the Amazon hiring example.
Most likely, the company was seeking candidates for a limited number of positions.
From the companyÕs perspective, using historical employee data provided a ÓsafeÓ
way to minimize false positives in the initial screening. If the company anticipates
that there will be many reasonably qualiÞed applicants, it may not be worried
about false negatives. Society also beneÞts from avoiding unnecessary second-
round screening costs. The principal-agent problem arises when the Þrst round
of screening is biased in socially undesirable ways. For example, if the company
has better information for screening male applicants accurately, it can reduce false
positives by rejecting more female applicants (even if not intentionally). This may
produce a situation in which the error proÞle for male candidates has few false
positives and more false negatives, reßecting a desirable overall asymmetry, but
the error proÞle for female candidates has even fewer false positives and many false
negatives. If there are plenty of qualiÞed applicants, the company is not burdened
by the social costs of the disparity in false negative rates associated with rejected
female applicants who would have performed well.
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In sum, disparate asymmetry in an error proÞle strongly suggests that there are
principal-agent problems in proxy design. Disclosure would provide accountability
in such cases.

C. Trade Secrecy as a Rationale for Non-Disclosure

Trade secrecy is commonly invoked as a rationale for non-disclosure of
decision proxies with the justiÞcation that it is required to incentivize innovative
improvements. From a social perspective, worthwhile innovation in the context of a
decision proxy means either that the proxy does a better job of reßecting the socially
ideal decision criteria for the decision or that it lowers costs for a given decision
quality. As discussed earlier, trade secrecy is generally a blunt tool for promoting
innovation and is particularly so when it comes to credence goods such as decision-
making proxies. Trade secrecy can also be selÞshly invoked by decision-makers to
resist disclosure, either to hide principal-agent issues in proxy design or to allow
them to recoup proÞts in excess of what is necessary to recoup their investments.

1. High Quality Proxies

In commercial contexts, high-quality proxies provide the strongest
justiÞcation for trade secrecy. High-quality proxies are unlikely to reßect principal-
agent problems with proxy design and will often reßect substantial investment. If
details about a high-quality decision-making algorithm are disclosed, competitors
may be tempted to copy it and, especially because it is so good, may have relatively
little incentive to invest in improving it further. Improving an excellent proxy is
likely to be harder and more expensive than improving a low-quality proxy.

Even high quality is not necessarily a justiÞcation for unlimited trade secrecy,
since there is always social value in disclosing information that can promote
downstream innovation, perhaps aimed at reducing the cost of obtaining high-
quality decisions. Even decision-makers who have faithfully designed high-quality
proxies may strategically demand more secrecy than is necessary to recoup their
investments because they want to maximize commercial proÞts (especially when
their competitive advantage lies in something other than their ability to select
accurately). Whether it is worthwhile to require additional disclosure for a high-
quality proxy will depend on the context.
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2. Low-Quality Proxies

Incentivizing innovation provides little reason to keep details about low-
quality proxies secret, since it is unlikely that low-quality proxies reßect substantial
investment in socially valuable innovation. Disclosing details about a low-quality
proxy is socially beneÞcial because it may give competitors ideas about how to
improve things (potentially solving a market for lemons problem). Because low-
quality proxies are not particularly innovative or valuable and presumably also not
very costly to create, it would be almost perverse to worry about keeping them
secret to provide incentives to create them. In sum, promoting innovation is not a
reason to keep low-quality proxies secret. This sets up a signiÞcant principal-agent
problem since commercial developers will nearly always prefer secrecy.

3. Moderate Quality Proxies

As discussed above, while a moderate error proÞle may be optimal
considering the costs of improving decision quality, a proÞle with disparities
between social groups is unlikely to be socially preferable. Especially when the
error proÞle is disadvantageous to a disfavored social group, disclosure to potential
follow-on innovators should be prioritized over the potential innovation beneÞts of
secrecy. Rather than keep secrets that prevent public assessment and competitive
improvement, policymakers should focus on tailoring disclosure regimes to allow
the oversight needed to ensure that innovation is aimed at the most socially valuable
improvements, while providing alternative mechanisms for recouping innovative
investments if necessary. Because commercial proxy developers do not internalize
the beneÞts of disclosure, their assertions that unlimited trade secrecy is necessary
to incentivize innovation should be viewed with skepticism even for moderate-
quality proxies.

D. Strategic Decision-Subject Behavior and Disclosure

Sometimes, the argument against disclosure is that it will facilitate socially
undesirable strategic gaming by decision-subjects. Here, we discuss what can
be learned from the error proÞle about the social importance of this concern.
As discussed above,113 disclosure of details about the decision proxy sometimes
facilitates strategic behavior by decision-subjects. Gaming is socially detrimental

113 See infraSection I.A.
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because it changes true negatives to false positives, while strategic error correction
and improvements to true eligibility for beneÞcial decisions are socially desirable.
A decision proxyÕs error proÞle can give clues about the relative likelihood of these
possibilities.

1. High Quality Proxies

High-quality proxies ordinarily are not easily gameable because of the close
correlation between the proxy and the ideal decision-making criteria: it is hard to
game a proxy that rarely makes mistakes.114 Thus, for high-quality proxies, the
threat of gaming ordinarily provides little justiÞcation for keeping details about the
proxy secret.

However, there is a narrow category of cases for which disclosure might
make it possible to game a high-quality proxy. Most of the time, the strength of
the correlation between a high-quality proxy and the ideal decision criteria has an
e! ective causal element that is beyond the control of decision-subjects. People who
do well on a test that does a good job of examining the skills that will be required
for a job are likely to do well in the job (low false positives), while people who do
not have those skills are unlikely to do well on the test (low false negatives). Some
applicants might panic or be sick and thus perform below their skill level on a skill
test, but for a high-quality proxy, there are few such applicants.

Now consider another example: a proxy that uses volunteering for a charitable
organization to screen for employment at an NGO that values devotion to
community service. The Þdelity of this proxy hinges upon the speciÞc deÞnition
of Òvolunteering for a charitable organization.Ó An algorithm that uses 5 years of
volunteering for 10 hours per week as a proxy is likely to be much higher quality
than an algorithm that uses a single stint of volunteering for 10 hours, because
people who do not have the devotion to community service that the NGO job
demands are unlikely to maintain the higher level of charitable engagement.

114 Cofone & Strandburg,supranote7, at 662 (Ò[D]ecision makers can respond to the threat of gaming by
devising stronger proxies, thus simultaneously improving decision performance and making gaming more
di" cult. By adopting and disclosing more accurate proxies, decision makers can sometimes encourage
decision subjects to invest in developing features that improve their qualiÞcations for positive decision
outcomes, often simultaneously producing better results for decision makers.Ó).
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This high-quality proxy would be hard to game for the same reason that it is so
accurate: spending so much time on charitable work is costly, especially for those
who are not devoted to community service.115 Devotion to community service is
(usually) the reason for doing a lot of volunteering for a charitable organization
over a long period. Even if this proxy is disclosed publicly, it is unlikely that many
potential applicants who are not committed to community service will invest Þve
years in charitable work to improve their chances of obtaining an NGO job that
requires a commitment to community service.

Next, consider the second version of the NGOÕs hiring algorithm. Because it
is relatively cheap to put in a single stint of a few hours volunteering, this proxy
is likely to be quite gameable. But such a proxy is also unlikely to be of high
quality. There are many reasons why a person might spend 10 hours volunteering
for a charitable organization, including trying to impress someone or beef up their
reputation, fulÞlling requirements of a community service alternative sentencing
program, getting into a good college, and so forth. Most of those reasons are
irrelevant to the NGO job, which requires a serious commitment to community
service. Thus, a hiring algorithm that uses a brief stint of volunteering as a proxy
will almost certainly have quite a few false positives. It is thus unlikely that such a
proxy would be high quality.

As the example illustrates, a high-quality proxy will rarely be gameable
because the low error rate usually reßects a causal element, while an easily
gameable algorithm is unlikely to be high quality. However, there are some
situations in which disclosure allows decision-subjects to ÒbreakÓ a previously
tight connection between the proxy and the ideal decision criteria. Consider, for
example, a ÒhideoutÓ used exclusively by members of a criminal gang. In that case,
being seen entering or exiting the hideout is a high-quality proxy for membership
in the gang. Suppose police discover the location of the hideout and plan to raid it
and arrest everyone there. If members of the gang discover that the police know the
location of the hideout, they could game the proxy by moving their operations to a

115 The e! ort required to game high-quality proxies may also lessen concerns about self-surveillance by
decision subjects.SeeJane R. Bambauer et al.,When a Small Change Makes a Big Di! erence: Algorithmic
Fairness among Similar Individuals, 55 U.C. D!"#$ L. R%". 2337, 2385 (2022) (ÒIf a system can be
manipulated by changing behaviors, individuals will feel some amount of pressure to constantly monitor
their choices and behaviors to optimize how they will be treated by an algorithm,Ó especially in systems
where Òan individual can constantly change their conduct without too much cost at any given momentÓ).
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di! erent location. Or they could degrade its quality by inviting non-gang members
to parties at the hideout at random times. If the gang knows that police are using
entering or exiting the hideout as a proxy for gang membership, they can game the
proxy and destroy its validity. They are only able to do this, however, because the
connection between the hideout and gang membership is under the control of the
gang members and could be broken by them at will. Note, though, that breaking
the connection between a high-quality proxy and the ideal decision criteria may
require a potentially costly coordinated (or at least collective) change of behavior
by decision-subjects.116

Gaming always reduces the validity of a proxyÑthat is both the problem with
it and its purpose. The point here is that in most situations, low error rates reßect
the sort of connection between proxy and ideal decision criteria that is costly or
impossible for decision-subjects to break because it is hard to have one without the
other. For a proxy to be both high quality and gameable, that correlation must be
both nearly perfect and incidental, like the choice of a meeting place.

The upshot of the gameability analysis is that it is reasonable to presume that
a high-quality decision proxy can be disclosed without worrying about gaming
unless the decision-maker can explain why the connection between the proxy and
the ideal decision criteria is unusually fragile.

On the ßip side, high-quality proxies also provide little opportunity for
strategic error correction (turning false negatives into true positives), if only
because there are so few false negatives in the Þrst place. Thus, strategic error
correction does not provide a socially signiÞcant reason for disclosure.

Disclosure of a high-quality proxy might also provide a socially valuable
opportunity for decision-subjects to improve their true eligibility for beneÞcial
decisions. As discussed earlier, decision-makers might strategically resist such
disclosures if favorable decisions are privately costly. The high quality of the
proxy suggests this sort of principal-agent problem is unlikely, however. A deployer
who preferred to make fewer favorable decisions would have procured a proxy
skewed toward false negatives, or a designer serving such a client would have

116 Also relevant to the example is that this is not the Þnal decision. The police may use the proxy of the
hideout as the decision to investigate further, but the evidence used against the gang members in court is
unlikely to include their drinking location, precisely because it is at best contextual. Therefore, factors that
are relevant are that the proxy must be: (a) a high quality but random proxy (b) used in a Þnal decision.
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built one accordingly in the Þrst place, regardless of whether decision-subjects
were given the information needed to strategically improve their qualiÞcations. It
would be oddly coincidental if their tolerance for beneÞcial decisions ran out just
for decision-subjects who could improve their eligibility after disclosure.

The upshot is that, for high-quality proxies, concerns about gaming and other
strategic behavior by decision-subjects are unlikely to justify either social concerns
about disclosure or signiÞcant decision-maker resistance to disclosure. The caveat
is that there are narrow circumstances in which high-quality proxies are gameable
and disclosure could seriously erode their social value. If decision-makers can
explain why such circumstances apply to a particular decision, then the social costs
of gaming could outweigh the relatively modest expected social value of disclosing
to promote follow-on innovation.

2. Low-Quality Proxies

Even if information about a low-quality proxy can be used strategically by
decision-subjects, it hardly matters because the proxy has so many false negatives
that there is no reason to assume the strategic behavior will result in gaming
(turning true negatives into false positives) rather than error correction (turning
false negatives into true positives). Because a low-quality proxy makes so many
errors, it is also unclear whether decision-subjects who strategically adapt their
behavior to its requirements can improve their true eligibility for a beneÞcial
decision, so this factor is moot. Overall, gaming is not a persuasive reason to avoid
disclosure of a low-quality proxy.

3. Moderate Quality Proxies

We argued above that gaming will rarely be a socially substantial rationale
for secrecy for either high-quality proxiesÑwhich are rarely gameableÑor low-
quality proxiesÑfor which gaming is holds little meaning. On the ßip side, neither
socially beneÞcial error correction nor socially beneÞcial eligibility improvement
is likely to provide a substantial rationale for the disclosure of high- or low-quality
proxies.

The situation is di! erent for moderate-quality proxies. Because these proxies
make moderate numbers of errors, one can expect that the connection between
the proxy and the ideal decision criteria is considerably looser than it is for high-
quality proxies. This sort of loose connection is one prerequisite for gaming.
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As our prior work also establishes, many aspects of most decision proxies can
be disclosed without risk of gaming because they are impossible or costly for
decision-subjects to modify strategically.117 Nonetheless, for some moderate-
quality proxies, disclosing the full details of the proxy could lead to socially
signiÞcant gaming, degrading the quality of the proxy. On the other hand, and for
essentially the same reasons, moderate-quality proxies are also more likely than
high- or low-quality proxies to provide fertile ground for strategic error correction
to change a false negative to a true positive.

If the error proÞle is symmetric, without signiÞcant disparities between
groups, then there is no general reason to expect that disclosing details of the proxy
is more likely to allow gaming than to facilitate strategic error correction. To be
convincing, then, an argument against disclosure based on gaming should explain
why gaming is more likely than error correction. The accountability provided by
disclosure can also cut down on gaming because the best way to discourage gaming
is to improve the Þt between the proxy and the ideal decision criteria.

Disclosure might also allow decision-subjects to act strategically to improve
their real eligibility for a beneÞcial decision. Society will ordinarily welcome this
behavior, but as discussed earlier, deployers for whom extra beneÞcial decisions
mean a higher workload could strategically resist disclosure to keep down the
number of beneÞcial decisions. One would think, however, that deployers wishing
to strategically avoid beneÞcial decisions would also have procured a proxy skewed
to produce extra false negatives. Thus, a symmetric error proÞle should provide at
least some reassurance about this ßavor of principal-agent problem.

4. Moderate-Quality Proxies with Asymmetric or Disparate Error ProÞles

Asymmetric error proÞles also provide clues about the likelihood of various
sorts of strategic behavior. Suppose, for example, that a proxy produces a small
number of false negatives and a large number of false positives. Since there are
not many false negatives, strategic error correction is relatively unlikely. The
large number of false positives suggests that the connection between the proxy
and the ideal decision criteria might be loose enough to allow gaming. On the
other hand, the large number of false positives also suggests that the decision-
maker is not especially concerned about false positives, suggesting implicitly that

117 Cofone & Strandburg,supranote7, at 640Ð41.
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gaming (which produces additional false positives) is not a major concern from the
decision-makersÕ perspective.

Now, suppose that a proxyÕs error proÞle has many false negatives and a small
number of false positives. In this case, there could be considerable potential for
strategic error correction. The small number of false positives makes a decision-
makerÕs concerns about gaming more plausible because it suggests an e! ort has
been made to avoid the sort of errors that gaming would create.

In the end, much depends on whether the observed asymmetry is aligned
with social values. If not, one should worry more about improving the proxy
design than about avoiding gaming. If the asymmetry is socially desirable, then
its direction also says something about whether gaming is a signiÞcant social
concern. Inconsistent behavior by the decision-maker is a clue to principal-agent
problems. If a designer produces a proxy that generates many false positives, but
resists disclosure by asserting gaming concerns, a principal-agent problem should
be suspected.

A moderate overall error proÞle that favors the dominant group suggests that
the proxy is better tailored to the characteristics or behavior of that group. Perhaps
counterintuitively, the looser connection (and higher error rate) means that strategic
behavior may be more feasible for the disfavored group. Even if disclosure leads
to some gaming by members of the disfavored group, however, that is reasonable
price to pay from a social perspective if disclosure also provides accountability that
leads to reduced disparity. If the error proÞle is both disparate and asymmetric,
principal-agent issues in proxy design are even more likely and the social costs of
continuing with a biased and sub-optimal decision proxy are even more likely to
outweigh social costs of gaming by the disfavored group.

More socially concerning is the possibility that members of the dominant
group might use the disclosure to game the system and improve their position
even more. The lower rate suggests that strategic behavior is more di" cult and
costly for the dominant group. Nonetheless, that group might be substantially
more well-equipped, Þnancially or otherwise, to game the proxy. In other words,
a disclosure aimed at providing accountability and increasing equality could end
up advantaging the dominant group (at least in the short run before the proxyÕs
performance for the disfavored group is improved).
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Disparate error rates for di! erent social groups suggest principal-agent
problems in proxy design that should be investigated. Moreover, generalized
assertions about gaming by decision-makers can hide resistance to accountability.
Where there is the potential that disclosure to decision-subjects would allow
strategic behavior to exacerbate disparities, disclosure regimes should be tailored
to take this possibility into account, perhaps by disclosing only non-gameable
elements to the public, with more detailed disclosure to an oversight body. There is
also the possibility of reducing opportunities for decision-subject strategic behavior
by strengthening the connection between the decision proxy and the ideal decision
criteria for all social groups.

E. General Considerations on Disclosure under Principal-Agent Problems

The upshot of the discussion so far is that disclosure, at a minimum, of
information needed to assess decision quality, gauge the credibility of decision-
maker justiÞcations for overall quality and any asymmetries or disparities, should
ordinarily be required for socially signiÞcant decisions, except perhaps when
the decision proxy is of high quality for all social groups. From an innovation
perspective, even more detailed disclosure may be warranted depending on the
balance between recouping upstream investment and facilitating downstream
innovation.

1. High Quality Proxies

In sum, this analysis suggests that in most cases without commercial
implications, society would be best served by full disclosure, particularly when
there is the potential for decision-subjects to improve their eligibility for beneÞcial
decisions. The error proÞle does not suggest a signiÞcant need for oversight of
proxy design but, since gaming is not a serious concern, there is little reason not
to disclose, thus enhancing decision system legitimacy and contributing to the
pool of knowledge about decision-making systems. In the limited situations in
which decision-makers can explain why gaming is a serious concern, they should
also be required to explain why they cannot design a similarly high-quality proxy
that can be disclosed without the threat of gaming. In the limited circumstances
where gameability cannot be avoided without unacceptably compromising decision
quality, disclosure to potential decision-subjects should be avoided. However, it
may be socially desirable to set up a disclosure regime involving an oversight body
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or ombudsman. The use of magistrates to issue warrants in the criminal context is
of this ilk.

Where there are commercial trade secrecy interests involved, society and
decision-makers will be aligned in preferring some mechanism for allowing
developers to recoup their investments. From a social perspective, a tailored
disclosure regime, perhaps accompanied by an alternative exclusivity mechanism
would be preferable. However, one can expect decision-makers to selÞshly
resist any signiÞcant disclosure, so a mandate will be needed. The design of
the disclosure regime for a high-quality proxy need not focus on questions of
accountability but should focus on facilitating downstream improvement and
dispersion of knowledge. As in the non-commercial case, there may also be
situations in which there is serious potential for gaming, and disclosure should
be further curtailed.

2. Low-Quality Proxies

In the end, whatever a decision-makerÕs reason for using a low-quality proxy,
disclosure is almost always socially desirable. Disclosure to the public would
provide accountability, allowing the public to decide whether the beneÞts of
improving decision quality outweigh the costs of doing so, and will often help
uncover principal-agent problems that are impeding improvement. Disclosure to
potential competitors will facilitate competition to develop needed improvements
in proxy design.118 And because of the proxyÕs low quality, one should be
unconcerned about the potential for decision-subject gaming.

When decision-makers resist disclosure of a low-quality proxy, one should
suspect they have engaged in shirking or other self-serving behavior in proxy
design. Assertions that disclosure will lead to socially undesirable gaming or
that trade secrecy enhances innovation are not plausible for low-quality proxies.
Mandating expansive disclosure of details of a low-quality proxy is usually
appropriate.

118 SeeKatharine Kemp,Concealed Data Practices and Competition Law: Why Privacy Matters, 16E!" .
C#$%&'('(#) J.628, 661(2020) (ÒConcealed data practices hinder privacy-enhancing rivals. . . .Ó).



60 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

3. Moderate-Quality Proxies

Moderate-quality proxies are the most di! cult case since there are sometimes
reasonable social concerns about gaming or innovation. These are also the cases
where principal-agent problems at the proxy design level are most di! cult to detect
without in-depth auditing. Moderate quality is sometimes explained by designer
shirking, but it may also reßect a reasonable balance of cost and beneÞts for the
context. Principal-agent problems in proxy design are much more likely when the
error proÞle is unjustiÞably asymmetric or there are disparities between social
groups.

Disclosure (or the threat of disclosure) would provide incentives for
improvement. Unfortunately, because gaming itself is socially undesirable and
dominant groups often have better opportunities for strategic behavior, this problem
may not be completely solvable by disclosure. Sometimes, a secret, gameable proxy
is the social optimum because it would be too di! cult or expensive to devise a
su! ciently accurate and unbiased decision proxy that is also ungameable.

A disclosure regime for moderate quality proxies should aim to help
policymakers determine whether the moderate quality reßects a socially beneÞcial
tradeo" between various costs and beneÞts or is a suboptimal consequence of
decision-maker strategic behavior. Particularly when the error proÞle reßects
disparities and asymmetries, disclosure should aim to incentivize and facilitate
improvement. The disclosure regime should also be tailored, as much as possible,
to provide the beneÞts of disclosure while avoiding serious degradation of the
proxyÕs quality by limiting public disclosure as much as possible to aspects that
cannot be gamed. Even so, unlimited trade secrecy is unlikely to be warranted.
More often, it will be important to promote innovation through a balanced regime
of non-secrecy-based incentive mechanisms and tailored disclosures to potential
improvers. Policymakers should keep in mind the fact that decision-makers will
often have self-serving reasons to resist disclosure and require justiÞcations for
assertions that full secrecy is necessary because of gaming or trade secrecy
concerns.

IV
D!"#$%"&'( D("!)*

In this Part, we discuss insights into disclosure design: we explore ways to
design disclosure mandates to balance the costs and beneÞts of disclosure in light
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of the theoretical contribution above. Disclosure design is important because, as
others before us have explained, a di! culty with algorithmic transparency is that
Òthe concepts exist at a fairly abstract, or aspirational level, whereas in order for
them to have the tangible e" ects described above they themselves also need to
be more concrete, speciÞc and enforceable.Ó119 Disclosing details about proxies
with sub-optimal error proÞles, especially when their outcomes di" er between
social groups, helps to remedy principal-agent problems and provide the basis
for socially aligned innovative improvements, leading to the development of more
socially beneÞcial and less biased proxies. While decision-maker protestations
about gaming and trade secrecy are often self-interested and indicative of principal-
agent problems, there are situations in which the social costs of gaming and the
need to recoup innovative investments should concern society as well. In many
situations, it will be possible to design disclosure regimes to illuminate potential
bias or other principal-agent problems while keeping enough details of the proxy
secret to deter socially undesirable gaming or free riding.

A. Structural Components of Disclosure

1. Disclosure is Not Binary

Discussions of disclosure sometimes proceed as though disclosure were a
binary action in which an algorithm is either ÒdisclosedÓ or Ònot disclosed.Ó120

In reality, any disclosure regime involves many choices, includingwhat speciÞc
information to disclose,when, to whom, and on whatlegal grounds. Often,
many types of information are incorporated into an automated decision-making
algorithm, including training data and its sources; input variables or design
parameters used to produce outputs; the relative inßuence of di" erent parameters
or components; the overall form of the proxy (often called the ÒmodelÓ); the

119 Rebecca Williams et al.,From Transparency to Accountability of Intelligent Systems: Moving Beyond
Aspirations, 4 D!"! & P#$Õ%e7, e7Ð2 (2022).

120 SeeChristopher S. Yoo,Beyond Algorithmic Disclosure For AI, 25C#$&' . S() . & T*(+ . L. R*, . 314,
316 (2024) (arguing that meaningful transparency requires information on multiple dimensions, not just
binary disclosure);State of the Evidence: Algorithmic Transparency, O-*. G#, Õ" PÕ/+)- (2023),https://ww
w.opengovpartnership.org/wp-content/uploads/2023/05/State-of-the-Evidence-Algorithmic-Transparen
cy.pdf [https://perma.cc/62DY-6E3R] (noting that some studies operationalize transparency in binary terms,
such as bias or no bias, disclosure or no disclosure); Cynthia Rudin et al.,The Age of Secrecy and Unfairness
in Recidivism Prediction, !0 X), (2018),https://arxiv.org/abs/1811.00731[https://perma.cc/FDP4-3Y88]
(discussing how the lack of transparency in algorithms can lead to unfair outcomes, highlighting the need for
more nuanced approaches beyond binary disclosure).

https://www.opengovpartnership.org/wp-content/uploads/2023/05/State-of-the-Evidence-Algorithmic-Transparency.pdf
https://www.opengovpartnership.org/wp-content/uploads/2023/05/State-of-the-Evidence-Algorithmic-Transparency.pdf
https://www.opengovpartnership.org/wp-content/uploads/2023/05/State-of-the-Evidence-Algorithmic-Transparency.pdf
https://perma.cc/62DY-6E3R
https://arxiv.org/abs/1811.00731
https://perma.cc/FDP4-3Y88
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relative inßuence of di! erent parameters or components (including, in machine
learning, labels and weights a! orded to each feature); the system objective (in
machine learning, outcome variable); the source code used to compute it; and the
relationship between the system objective and the ideal decision criteria.121

The question, therefore, is not a binary one of whether to disclose, but rather
one of how to design an appropriate disclosure regime.122 Separate considerations
may apply to the social tradeo! s involved in disclosing (or not disclosing) each
sort of information to particular recipients using particular legal processes. It is
thus useful to have a framework for making choices about disclosure in di! erent
decision contexts.123

2. Threshold Considerations

As a Þrst step, two types of disclosure can be required without raising
signiÞcant gaming or trade secrecy concerns: the distribution of decision outcomes
across groups and the error proÞle.124 The latter include, for machine learning
systems, false positive and false negative rates for the population and signiÞcant
sub-groups and, for generative or agentic systems, equivalent metrics of directional
error and group-level performance disparities.

Disclosing decision proxy error proÞles is a threshold step in a well-designed
disclosure regime because error proÞles allow the public to make an initial
assessment of the quality of a proxy and give clues about potential principal-agent
problems. At the same time, a regular practice of disclosing error proÞles provides
incentives for socially aligned innovation.125Consequently, error proÞles are useful
in assessing the validity of decision-maker claims that trade secrecy is necessary

121 Casper et al.,supranote74, at 2255Ð56 (discussing what is entailed in Òfull accessÓ to the system in a
white-box or outside-the-box model); Ryan Calo,ArtiÞcial Intelligence Policy: A Primer and Roadmap, 51
U.C. D!"#$ L. R%". 399, 412Ð14 (2017) (discussing how automated systems rely on diverse datasets and data
integration to function e! ectively).

122 Graves & Katyal,supranote6, at 1412;F%&'($)* , supranote3, at 139Ð40.
123 For example, FOIAÕs trade secrecy and law enforcement methods exemptions can be quite problematic

when used to keep decision-making opaque.SeeGraves & Katyal,supranote6, at 1368Ð70, 1373, 1376Ð81,
1415Ð16.

124 SeeCofone & Strandburg,supranote7, at 640Ð41, 648Ð51 (discussing the gaming concern).
125 Kroll et al., supra note 3, at 667Ð69 (arguing that transparency in algorithmic processes, such as

error disclosure, incentivizes innovation aligned with public interest); Sandra Wachter et al.,Why a Right
to Explanation of Automated Decision-Making Does Not Exist in the General Data Protection Regulation, 7
I*+Õ, D!+! P&#". L. 76, 91Ð92 (2017) (highlighting the value of transparency in identifying and addressing
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to preserve incentives for innovation. Requiring decision-makers to disclose an
error proÞle, along with information about how it was calculated or estimated, has
additional beneÞts. For example, if a decision-maker using an algorithm fails to
disclose an error proÞle calculated or estimated in a reasonable way, that failure, in
and of itself, should raise serious questions about the decision-makerÕs reliance on
that algorithm. Similarly, if a deployer claims not to have any information about the
error proÞle of an algorithmÑwhether because the designer withheld it or because
it was never computedÑpolicymakers might well decide to ban continued use of
that algorithm and require that designers supply error proÞles as a condition of
deployment.

The error proÞle also provides information that can be used to determine
whether and what further disclosure is warranted. Where the error proÞle suggests
the possibility of principal-agent problems in proxy designÑespecially when there
are asymmetries and disparities between social groupsÑjustiÞcation should be
demanded from the decision-maker. If there is no satisfactory justiÞcation, then
further disclosure can be required to facilitate accountability and improvement.
Given that a proxy with unjustiÞable and asymmetric errors will be revised, gaming
is a lesser concern. Moreover, if the decision-maker or developer has been behaving
strategically, it is reasonable to give competitors an opportunity to design an
improved proxy.

In some contexts, a threshold inquiry clariÞes that at least some aspects of
a decision-making system can be disclosed without signiÞcant social tradeo! s.126

If, for example, the concern is about gaming, consideration of whether to keep
information about a decision-making algorithm opaque should begin by asking
whether the speciÞc information at issue meets the basic prerequisites for gaming
laid out in our earlier analysis: immutable (or e! ectively immutable) characteristics
are ungameable.127 Also, high-quality proxies are unlikely to be gameable unless
they have incidental (for example, temporal) connections to decision characteristics
of interest that make them accurate for some situations but not others.128 However,

algorithmic errors to improve societal outcomes).See alsoQiang Chen et al.,Financial Disclosure and
Innovation, 58J. A!!" . R#$. 865, 865Ð900 (2020).

126 SeeCofone & Strandburg,supranote7, at 650.
127 See supraSection I.A.
128 See supraSection I.A.



64 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

if the proxy is of very low quality, the beneÞts of disclosure will nearly always
outweigh concerns about gaming or trade secrecy.

When a decision-maker or developer asserts trade secrecy concerns, it
is important to consider whether all of the assertedly protected information
doctrinally qualiÞes as trade secret subject matter.129Even when all the information
arguably qualiÞes as a trade secret, there are various circumstances in which
concerns about discouraging innovation are minimal either because there is no
competitive market (as is sometimes the case with government development or
procurement of decision-making systems) or because features of the particular
market disadvantage potential free riders.130 Because ÒmisappropriationÓ is
required for a trade secrecy violation, government-mandated disclosure never
constitutes an actionable trade secrecy violation. Instead, the question at hand
is whether mandating disclosure is likely to discourage socially beneÞcial
innovation.131

In sum, as a threshold matter, considerable information about a decision-
making system can often be disclosed to the public without the need to delve deeply
into tradeo! s between disclosureÕs social beneÞts and the potential social costs of
gaming or competitor free riding.

B. Types of Information to Disclose

1. Low-Risk Disclosures

First and foremost, information about error proÞles and the distribution of
decision outcomes across demographic groups is useful in identifying principal-
agent problems and poses no legitimate gaming or trade secrecy concerns. Thus,
in socially important contexts, designers should be required to calculate and
provide an error proÞle, and deployers should be required to obtain and disclose
both, along with, for machine learning algorithms, statistical information about

129 John Villasenor,ArtiÞcial Intelligence, Trade Secrets, and the Challenge of Transparency, 25 N.C.
J.L. & T!"# . 495, 526 (2024);Intellectual Property ToolkitÐTrade Secrets, U.S. Patent & Trademark O" ce
(2023),https://www.uspto.gov/sites/default/Þles/documents/tradesecretsiptoolkit.pdf. [https://perma.cc/X
86B-FZ6Q]

130 Wexler, supra note 6, at 1419Ð20, 1422Ð23; YaÞt Lev-Aretz & Katherine J. Strandburg,Privacy
Regulation and Innovation Policy, 22Y$%!J.L. & T!"# . 256, 301Ð02 (2020); Siems et al.,supranote40, at
812Ð13.

131 Coglianese,supranote37, at 236, 240Ð43; Citron & Pasquale,supranote4, at 26.

https://www.uspto.gov/sites/default/files/documents/tradesecretsiptoolkit.pdf
https://perma.cc/X86B-FZ6Q
https://perma.cc/X86B-FZ6Q
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the representativeness of the training and test data to assess the error proÞle.
SocietyÕs losses from gaming and trade secrecy breaches, and societyÕs beneÞts
from better oversight of decision-makers, both must be evaluated in light of the
speciÞc disclosures that can be made.132 As we noted, many types of information
can be useful in holding decision-makers accountable and uncovering principal-
agent problems, but information on error proÞles is particularly informative.133

One objection is that computing these error proÞles will be burdensome
for decision-makers. Error rates, in particular, often can only be computed using
available data (often the training data or test data) and evaluation methods, so they
may not always be accurate with respect to the metrics that society cares about.134

Nonetheless, AI designers are well-positioned to compute these proÞles, as they
curate training data, collect data about model performance, Þne-tune their models,
and are overall best-positioned to estimate and correct error asymmetries. For that
reason, decision-makers and developers should be required to use best practice
methodologies to compute approximate error proÞles that can be used as Þrst steps
in assessing whether principal-agent problems are likely to arise and to disclose
both the estimated error rates and the methods used to derive them.

A related objection is that error rates might simply be unknown, either
because the decision-maker failed to compute them or because ground-truth
outcomes are unavailable. Three considerations apply to this situation. First,
the unavailability of error proÞle information is itself diagnostic: a decision-
maker who cannot produce an error proÞle for a consequential algorithm has
failed the minimum standard the framework requires. Second, the demographic
composition of a! ected populations and the distribution of outcomes across groups
are observable without requiring ground-truth error computation and support
rebuttable presumptions of principal-agent problems when disparities are evident.
Third, the disclosure mandate is not purely diagnostic: it is also designed to
generate information. By mandating disclosure of population distributions and
error proÞles as conditions of deployment, the framework creates, rather than
presupposes, the informational infrastructure needed for accountability.

132 SeeVillasenor,supranote129, at 511, 516 (arguing against a broad reading of AI trade secrets and
tailoring such claims to speciÞc descriptions of misappropriated algorithms);P!"#$!%&, supranote4, at
142.

133 See supraPart III.
134 Cofone & Khern-am-nuai,supranote84, at 1459.
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Society often beneÞts from mandating tailored disclosures that go beyond
error proÞles and beyond other information that cannot raise gaming or trade
secrecy concerns. It is often possible to mitigate concerns about gaming or
suppressing innovation by mandating disclosures about the proxy at a coarsened
level of generality or disclosure of information about validation and testing
protocols and their results.135 For example, if Amazon had developed an infallible
machine learning model to identify the best engineers in the industry, it may not
want Google or Meta to have access to the modelÕs inner workings, but disclosing
its data, sources, and labels would hardly give rise to such a concern.

2. Tailored Disclosures

Additional tailored disclosures are feasible and useful in most decision-
making contexts. Because disclosures are not all-or-nothing, there are many things
a decision-maker can disclose while not disclosing to others. Chießy, decision-
makers can choose to disclose the model, system objective, design parameters
(such as features and weights in machine learning systems), code, training data,
data sources, demographics, dataset size, validation protocols, and the results
of validation protocols.136 The speciÞc types of disclosures should depend on
the application and the stakeholders involved so that the disclosures are both
meaningful in the given context. Here, we propose four elements that should be
adjusted in tailored disclosures: the systemÕs general characteristics, the data, the
code, and the model.

The Þrst, most cautionary, tailored approach is the disclosure of high-
level descriptions. Instead of revealing detailed code or proprietary information,
decision-makers can provide high-level descriptions of their algorithms, focusing
on the overall methodology, principles, and concepts behind the algorithms without
disclosing speciÞc implementation details.137These high-level descriptions enable
stakeholders to evaluate whether design choices align with stated policy objectives
without exposing sensitive implementation details: they can provide socially

135 P!"#$!%&, supranote4, at 142.
136 Casper et al.,supranote74, at 2255Ð56 (disclosing Òwhite-boxÓ and Òoutside-the-boxÓ access regimes);

Werder et al.,supranote74, at 22:2Ð3, 22:14Ð15.
137 Coglianese & Lehr,supranote3, at 1208Ð12; Kroll et al.,supranote3, at 662Ð74.See alsoSelbst &

Barocas,supranote4, at 1113Ð15; Lipton,supranote9, at 15Ð20.
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valuable information about the algorithmsÕ functioning without revealing trade
secrets or allowing for gaming.

High-level descriptions, for example, might be useful for knowing whether
fairness constraints are generally being applied in the decision process. They also
allow stakeholders (e.g., regulators, consumers, and organizations) to understand
the general framework and decision-making principles guiding the algorithm,
which may be appropriate for low-risk applications. Their helpfulness, however,
faces signiÞcant limitations. While general descriptions provide insight into
underlying principles, detailed data inputs, design parameter choices (e.g., feature
selection), and model-speciÞc behaviors are necessary to evaluate bias and
discrimination. For example, if a hiring algorithm claims to consider the principle
of Òfairness,Ó a high-level description alone will not reveal whether the training
data disproportionately favors one demographic group.138 Similarly, auditors and
third-party evaluators require access to the code, data, and implementation details
to conduct reproducibility checks and audits.139

The second tailored approach is the disclosure of certain characteristics of the
input data in contexts where releasing all data is unfeasible. One such disclosure is
information about the sources of the data used to train and test the models, including
statistics about its representativeness (called data provenance or data lineage).140

This sort of information can be used for data quality assessments. For example, if
an algorithm is used to predict medical diagnoses, disclosing data sources (e.g.,
hospital records, lab tests) and their representativeness (e.g., age, gender, and
geographic diversity) allows users to assess whether the data accurately reßects the
population it!s intended to serve.141Data sources and representativeness also a! ect

138 Further, the precise deÞnition of ÒfairnessÓ itself has been Þercely contested.See, e.g., Alexandra
Chouldechova & Aaron Roth,The Frontiers of Fairness in Machine Learning, !" X#$ (Oct. 20, 2018),
https://arxiv.org/abs/1810.08810[https://perma.cc/3LGN-32JL]; Angwin et al.,supranote32.

139 Casper et al.,supranote74, at 2257Ð58; Werder et al.,supranote74, at 22:14.
140 Werder et al.,supranote74, at 22:7Ð8; Julia Stoyanovich & Bill Howe,Follow the Data! Algorithmic

Transparency Starts with Data Transparency, E%&#'!( M!'& . (Nov. 27, 2018),https://web.archive.org/
web/20230926064209/https://ai.shorensteincenter.org/ideas/2018/11/26/follow-the-data-algorithmic-
transparency-starts-with-data-transparency.

141 Anmol Arora et al.,The Value of Standards for Health Datasets in ArtiÞcial Intelligence-Based
Applications, 23 N!%. M)* . 2329, 2935 (2023) (ÒA key theme found through the systematic review was
a need for transparency in how datasets are prepared, including who is included or excluded from the dataset,
how missing data are handled and how data are labeled. Greater transparency in these areas allows better

https://arxiv.org/abs/1810.08810
https://perma.cc/3LGN-32JL
https://web.archive.org/web/20230926064209/https://ai.shorensteincenter.org/ideas/2018/11/26/follow-the-data-algorithmic-transparency-starts-with-data-transparency
https://web.archive.org/web/20230926064209/https://ai.shorensteincenter.org/ideas/2018/11/26/follow-the-data-algorithmic-transparency-starts-with-data-transparency
https://web.archive.org/web/20230926064209/https://ai.shorensteincenter.org/ideas/2018/11/26/follow-the-data-algorithmic-transparency-starts-with-data-transparency
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how well a model generalizes to unseen data. By making this information available,
third parties can identify issues such as poor generalization or systematic bias
caused by unrepresentative or narrow data sources. For example, if an AI model
trained on a limited dataset performs poorly when applied to new data, transparency
about the dataÕs scope and limitations can help stakeholders see how to improve
the model by acquiring additional, more representative data. In an AI system for
child welfare case management, disclosing that data comes from multiple sources
(e.g., state databases, court records, and social worker notes) can help users assess
whether certain types of cases or demographics are overrepresented.142

Similarly, decision-makers can disclose aggregated data or statistics generated
by the algorithm without revealing speciÞc algorithmic details.143 Doing so can
provide transparency about the overall performance and outcomes of the algorithm
without compromising proprietary information or facilitating gaming.144The most
important of these are the distribution of decision outcomes across groups and
the error proÞle, since, as discussed above, they serve as a diagnostic tool for
principal-agent problems.145 For example, in the context where an AI system is
used for evidence in criminal trials, the company can disclose aggregated statistics,
like the proportion of false positives and false negatives for di! erent demographic
groups, without revealing how exactly the algorithm reaches its determinations.146

By receiving aggregate metrics on the performance of an algorithm across di! erent

understanding of the context and limitations of a dataset, which in turn provides a guide to the potential
limitations of any inferences or innovations derived from that datasetÓ); Natalia Norori et al.,Addressing
Bias in Big Data and AI for Health Care: A Call for Open Science, 2 P!""#$%&100347 (2021).

142 SeeDevansh Saxena & Shion Guha,Algorithmic Harms in Child Welfare: Uncertainties in Practice,
Organization, and Street-Level Decision-Making, !$ X'( (Aug. 9, 2023),https://arxiv.org/abs/2308.05224
[https://perma.cc/8XBM-AR8Z] (raising Òserious data provenance concerns about data collected about
children through the [Child and Adolescent Needs and Strengths] algorithm, since the data is so heavily
manipulated by both caseworkers and foster parentsÓ).

143 A)*$#+ R!+!,#$ #" !) ., S",+- .% "/# L#0!) P$."#1"'.% .* T$!+# S#1$#"& '% "/#C.%"#2" .*
"/# D!"! E1.%.3- 1, 39Ð40, 78Ð80 (2022); Burrell,supranote34, at 10. Some such information may be
found in model cards.See, e.g., GPT-4o System Card, O4#%AI (Aug. 8, 2024),https://openai.com/index/gpt-
4o-system-card/?ref=maginative.com[https://perma.cc/W7B3-WCDC].

144 Citron & Pasquale,supranote4, at 26.
145 See supraPart III.
146 Rebecca Wexler,ItÕs Time to End the Trade Secret Evidentiary Privilege Among Forensic Algorithm

Vendors, B$..5'%0& (July 13, 2021),https://www.brookings.edu/articles/its-time-to-end-the-trade-secret-
evidentiary-privilege-among-forensic-algorithm-vendors/[https://perma.cc/J26N-XDPY]; Angwin et al.,
supranote32.

https://arxiv.org/abs/2308.05224
https://perma.cc/8XBM-AR8Z
https://openai.com/index/gpt-4o-system-card/?ref=maginative.com
https://openai.com/index/gpt-4o-system-card/?ref=maginative.com
https://perma.cc/W7B3-WCDC
https://www.brookings.edu/articles/its-time-to-end-the-trade-secret-evidentiary-privilege-among-forensic-algorithm-vendors/
https://www.brookings.edu/articles/its-time-to-end-the-trade-secret-evidentiary-privilege-among-forensic-algorithm-vendors/
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demographic groups (e.g., race, gender, socioeconomic status), stakeholders can
assess whether the algorithm is disproportionately a! ecting any speciÞc group.

The third tailored approach is the disclosure of redacted code. Decision-
makers can redact or remove sensitive portions of algorithmic code or other
proprietary information while still providing some understanding of the algorithm!s
functioning.147 This can involve removing speciÞc lines of code, functions, or
proprietary data while retaining the general structure or logic of the algorithm.
Disclosing redacted code allows the public, auditors, and other stakeholders
to understand the basic structure and logic of the algorithm without exposing
proprietary methods or sensitive business information. Redacted code can reveal
the ßow of data, high-level methodologies, and key decision points in the algorithm
while protecting trade secrets, thus improving transparency. This sort of redaction
is not always possible or meaningful but is available in some contexts. For example,
in a machine learning hiring system, redacted code could show how the algorithm
processes input data (e.g., resumes, qualiÞcations) without disclosing the speciÞc
weightings or proprietary elements that lead to the Þnal prediction. Similarly,
redacted code from a credit scoring system can show how the algorithm processes
inputs (e.g., payment history, credit inquiries) and calculates scores, allowing
auditors to spot potential areas where certain groups might be unfairly penalized.

Finally, aspects of the model can be disclosed in a tailored way without
risking gaming or trade secrecy infringements. An important type of disclosure is
explaining all intended uses of the algorithm, detailing when and where the model
should and should not be applied.148 This type of disclosure allows stakeholders
to verify that decision-makers use the algorithm in appropriate contexts and makes
them aware of limitations that might make the model less e! ective or reliable in
certain scenarios.149 This type of disclosure can be helpful in predictive policing,
loan approval, and hiring systems.150For example, a machine learning recruitment

147 Kroll et al., supranote3, at 659.
148 SeeJohann Laux et al.,Three Pathways for Standardization and Ethical Disclosure by Default Under

the European Union ArtiÞcial Intelligence Act, 53C!"# . L. & S$%. R$&. 105957 (2024).
149 SeeRebecca Williams,Social Scoring and the LawÕs Response, Part II (draft 2025, on Þle with author).

Cf. Alexander J. Wulf & Ognyan Seizov,ÒPlease Understand We Cannot Provide Further InformationÓ:
Evaluating Content and Transparency of GDPR-Mandated AI Disclosures, 39AI & S!%Õ' 235, 246Ð47, 251
(2024) (Þnding such disclosures are often vague, incomplete, or not actionable).

150 See, e.g., F$()*+!, , supranote3, at 136Ð40.
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AI might disclose that its predictions are optimized for candidates with traditional
educational backgrounds but may not perform as well for candidates with non-
traditional careers. Another is disclosing how the model will be monitored after
its deployment to ensure continued performance, together with the process by
which it will be updated or maintained. AI models can degrade over time as the
contexts they were designed for evolve and the data they use becomes outdated.151

Understanding its monitoring can be helpful for stakeholders in applications such as
lending, where decision-making needs to adapt to changes in patterns or behavior.
A Þnancial risk assessment AI, for example, might disclose that it will monitor
decision quality over time and update or recalibrate the model periodically based
on new data, or introduce a regular third-party audit process to track model
performance.

C. Forms of Disclosure

1. Audiences: Disclosure to Whom

When Òthe publicÓ is the principalÑas is generally the case for decision-
making systemsÑit is natural to begin by thinking of disclosure to the public
as the most e! ective way to obtain accountability. Disclosure to the public has
many advantages and should be considered the gold standard for disclosure
design. However, given that decision-subjects (potential gamers) and competitors
(potential free riders) are also members of the public, it may be necessary to
consider alternative audiences for some sorts of disclosuresÑparticularly at the
most detailed level.

Another reason for considering alternative audiences is that some types of
disclosures to the general public, while harmless, are unhelpful because they cannot
be interpreted without some degree of technical expertise.152 These can be either
technical expertise about the AI system!s design and operationÑwhether machine
learning, generative AI, or agentic systemsÑor expertise about the underlying

151 See, e.g., Daniel Vela et al.,Temporal Quality Degradation in AI Models, 12S!" . R#$. 11654 (2022).See
alsoIlia Shumailov et al.,AI Models Collapse When Trained on Recursively Generated Data, 631N%&'(#
755, 757Ð58 (2024).

152 SeeWulf & Seizov,supranote149, at 243Ð45; Jesse Eisinger,The Trouble with Disclosure: It DoesnÕt
Work, P() P'*+"!% (Feb. 11, 2015),https://www.propublica.org/article/the-trouble-with-disclosure-it-
doesnt-work[https://perma.cc/MGM8-ECLH].

https://www.propublica.org/article/the-trouble-with-disclosure-it-doesnt-work
https://www.propublica.org/article/the-trouble-with-disclosure-it-doesnt-work
https://perma.cc/MGM8-ECLH
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decision-making context.153 For example, the public might not be able to do much
with redacted code. In those situations, alternative audiences should be considered
in addition tothe principal audience of the general public.

Building on pre-AI disclosure regimes, there are a variety of alternatives or
complements to disclosing information to the general public. Three stand out.

One audience alternative is enabling independent audits.154 Organizations
can engage third-party auditors to conduct independent audits of their
algorithms.155 These auditors may review the algorithmÕs performance, fairness,
and so on, while respecting the organizationÕs trade secrets and not disclosing
information that enables gaming by decision-subjects.156 The audit reports can
then be used to provide transparency to stakeholders without disclosing proprietary
information or facilitating gaming.157

A second audience alternative is conducting an expert agency review. Many
are unpersuaded by proposals for a speciÞc agency for algorithms or AI (a sort of
ÒFDA for algorithms)Ó158 for reasons of practicality and risk of capture. However,
the idea of disclosing some types of information to an expert government agency is
more familiar and less controversial. Disclosure to expert agencies is reßected in,
for example, proposals for reporting Òalgorithmic impact assessmentsÓ to oversight
bodies.159

153 SeeF!"#$%&' , supranote3, at 194.
154 See, e.g., C-203/22, CK v. Magistrat de Stadt Wien,supranote57, at ¦ 76 (allowing a trusted third

party access to a supervisory authority).
155 See generallyGregory Falco et al.,Governing AI Safety Through Independent Audits, 3 N() . M(*+ .

I')!, . 566, 567 (2021); Inioluwa D. Raji et al.,Outsider Oversight: Designing a Third Party Audit Ecosystem
for AI Governance, -)+ A''$(, ACM/AAAI AI E )+.*%& S&*Õ/ C&'0. 557, 562Ð63 (2022).

156 SeeBruno Lepri et al.,Fair, Transparent, and Accountable Algorithmic Decision-Making Processes,
31P+., . & T!*+ . 611, 620Ð21 (2018); Kroll et al.,supranote3, at 661;F!"#$%&' , supranote3, at 197Ð98.

157 SeeMichael Veale et al.,Fairness and Accountability Design Needs for Algorithmic Support in High-
Stakes Public Sector Decision-Making, (" X.1, at 5 (Feb. 3, 2018),https://arxiv.org/abs/1802.01029
[https://perma.cc/G5TL-JJEJ] (discussing internal audits).

158 SeeTutt, supranote78, at 104Ð11.See also The World Needs an International Agency for ArtiÞcial
Intelligence, Say Two AI Experts, E*&'&2.%) (Apr. 18, 2023),https://www.economist.com/by-invitation
/2023/04/18/the-world-needs-an-international-agency-for-artiÞcial-intelligence-say-two-ai-experts
[https://perma.cc/D7XT-2FN3].

159 See, e.g., Margot E. Kaminski & Gianclaudio Malgieri,Multi-Layered Explanations from Algorithmic
Impact Assessments in the GDPR, 3P"&* . &0 3434C&'0. &' F(."'!%%, A**&$')(5.,.)/ , & T"('%6("!'*/
68, 72 (2020).See alsoPaul B. de Laat,Algorithmic Decision-Making Based on Machine Learning from Big
Data: Can Transparency Restore Accountability?, 31P+., . & T!*+ 525 (2018).
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A third alternative is disclosure to speciÞc parties or the court itself during a
trial, for example under a protective order. In litigation, disclosure of trade secret
information is often made under a protective order that restricts the audience to an
opposing partyÕs legal representatives or experts, or more broadly to those involved
in the trial, excluding journalists and the public from the audience.160 While often
used to protect trade secrets, protective orders can also be used to protect against
gaming. In-camera review, where a judge examines the information, as is often
done for issues of national security serves an equivalent, and even more restrictive
function.161 Analysis of information disclosed under a protective order or during
an in-camera hearing can then determine the extent of a broader disclosure. Outside
of litigation, other sorts of trusted representatives, such as unions or public interest
organizations, might be enlisted to perform a similar protective function.

Oversight-only disclosure is appropriate when public release would
meaningfully increase gaming or undermine innovation, yet a principal-agent
problem requires evaluation of algorithmic design. Generally, these alternative
audiences function as intermediaries who improve the social tradeo! s of disclosure
by representing Òthe publicÓ from an accountability perspective while keeping
Òdecision-subjectsÓ and ÒcompetitorsÓ in the dark as to gaming and free riding,
respectively. However, introducing such intermediaries also introduces new points
where principal-agent problems can arise. Therein lies the rub. There are no perfect
solutions to this dilemma, but choosing intermediaries appropriately can at least
ensure that, due to principal-agent problems, intermediaries do not exacerbate the
problems they are intended to solve. Thus, for example, the expert agency approach
makes the most sense when seeking to hold private actors to account; independent
auditors could be used for either government or private actors, but attention should
be paid to how their work is funded; and group representatives should perhaps have
Þduciary duties of loyalty to those they represent. In any event, these problems,
while serious, are, for the most part, well-studied and not especially novel.

160 Wexler, supra note 6, at 1423 (ÒCompelled disclosure subject to a protective order is thus hardly
guaranteed to produce the adverse results for innovation some developers have claimed.Ó).

161 Uniform Trade Secrets Act,¤ 5 (Ò[A] court shall preserve the secrecy of an alleged trade secret by
reasonable means, which may include granting protective orders in connection with discovery proceedings,
holding in-camera hearings, sealing the records of the action, and ordering any person involved in the
litigation not to disclose an alleged trade secretÓ).
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There is, however, one aspect of automated decision-making that raises novel
concerns. The evaluation of machine-learning-based decision-making systems may
require expertise not only about the substantive arena in which the proxies are used,
but also about the data science underlying their development. Often, this division
of expertise introduces an additional layer of potential principal-agent problems
between decision-makers and proxy developers.162 It may also complicate the
design of e! ective Òalternative audienceÓ regimes, given that the agencies, auditors,
or group representatives may need dual expertise, as well as access to information
that may not be available to the decision-makers themselves. This issue, while
important, also a! ects the e" cacy of public disclosure. After all, the publicÕs
ability to coordinate data science and subject matter expertise is likely to depend
on the decision contextÑand especially on the resources available to those with
Òskin in the game,Ó presumably decision-subjects. Thus, even if public disclosure is
socially desirable, it will still be important to think about the role of intermediaries
in putting that disclosure to use for demanding accountability.

2. Mechanisms: Disclosing under What Legal Grounds

A mandated disclosure regime can also employ a variety of legal processes to
regulate what gets disclosed to whom under what circumstances. We discuss three
notable examples.

The Þrst is using audience-limiting mechanisms such as non-disclosure
agreements (NDAs) and the abovementioned protective orders.163When disclosing
to speciÞc audiences besides the general public, decision-makers can require
stakeholders, such as researchers, partners, and sometimes even business
customers, to sign NDAs that bind them to conÞdentiality regarding proprietary
information.164 In the case of disclosing to a court, this can be done under a
protective order. Doing so provides a mechanism for protecting trade secrets and

162 SeeCofone & Strandburg,supra note 7, at 638 (discussing these issues at the interface between
decision-makers and tool developers); Sabine Gless,AI in the Courtroom: A Comparative Analysis of
Machine Evidence in Criminal Trials, 51 G!" . J. I#$Õ%L. 195, 211 (2020) (ÒEven experts called upon to
explain machine evidence in court encounter limitations in their ability to comprehensibly explain how an
AI-driven device evaluates a human userÕs conduct or demonstrate a clear chain of causality.Ó).

163 See, e.g., Hrdy & Seaman,Beyond Trade Secrecy: ConÞdentiality Agreements that Act Like
Noncompetes, 133Y&%!L.J.669, 684 (2024).

164 Citron & Pasquale,supranote4, at 28 (ÒEven if scorers successfully press to maintain the conÞdentiality
of their proprietary code and algorithms vis-à-vis the public at large, it is still possible for independent third
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preventing gaming while allowing for controlled access to information about the
decision-making process, thereby bringing in some of the beneÞts of disclosure.165

NDAs can allow for trusted third party access in expert audits.166

The second is Þling for patent and copyright protection for some aspects of
the AI. Organizations can Þle for patents for speciÞc elements of their decision-
making systems, such as the model, to disclose it while protecting themselves from
risk from competitors. Patents provide wider protection for innovations than trade
secrets do by granting exclusive rights enforceable against all parties, including
those who independently develop the same invention.167 They therefore allow
organizations to disclose elements of their automated decision-making processes
in patent applications while still maintaining trade secrecy for other aspects.168

Intellectual property tools such as patents, often used to safeguard industrial
secrets, can also prevent gaming if an organization patents (and thus discloses)
the less gameable aspects of an AI. Software is also copyrightable to some
extent and, while copyrightÕs protection of ÒexpressionÓ will not stop competitors
from independently implementing an algorithm, it can be used to target blatant
copying of things such as source code and human-computer interfaces. Disclosure
requirements, which would presumably apply also to competitors, would facilitate
the detection of patent and copyright infringement.

The third is implementing knowledge governance arrangements such as
phased disclosure. With phased disclosure, progressively more granular details
are made available if and when initial disclosures are shown to be questionable

parties to review it. One possibility is that in any individual adjudication, the technical aspects of the system
could be covered by a protected order requiring their conÞdentiality.Ó).

165 SeeWexler, supra note 6, at 1420Ð21.But seeKatyal, supra note 34, at 126Ð29 (explaining that
whistleblowing is an e! ective way to increase algorithmic transparency).

166 See, e.g., C-203/22, CK v. Magistrat de Stadt Wien,supranote57, at ¦ 76 (allowing a trusted third
party access to a supervisory authority).

167 Lionel Bently & Tanya Aplin,Patents and Trade Secrets, in O!"#$%&&'() I(*"$$"+*,%$ P#-&"#*.
R')/*0 65, 66, 72Ð73 (Neil Wilkof ed., 2d ed. 2023); Katherine Linton,The Importance of Trade Secrets:
New Directions in International Trade Policy Making and Empirical Research, 36J. I(* Õ$ T#%1"& E+-( .
1, 4 (2016).

168 Jeanne C. Fromer,Dynamic Patent Disclosure, 69V%(1. L. R"! . 1715, 1716Ð18 (2016) (highlighting
how companies can disclose certain elements while keeping others conÞdential); Lisa Ouellette,Do Patents
Disclose Useful Information?, 25 H%#!%#1J.L. & T"+/ . 1, 558, 575Ð77, 585Ð88 (2012) (noting that
companies may choose to disclose only certain aspects of their inventions).



2026] ALGORITHMIC OPACITY AS A PRINCIPAL-AGENT PROBLEM 75

or problematic.169 This approach could require some prima facie showing by
those challenging the proxy, but it does not need to. It would be equally possible
(and often preferable) to begin by requiring a set of mandatory disclosures, at
least regarding some non-gameable and non-free-rideable information such as data
sources, data representativeness, and system objectives. Further levels of disclosure
could then depend on the extent to which earlier disclosures suggested problems.
Related to phased disclosures are knowledge governance arrangements known as
Òwalled gardens.Ó170 Usage restrictions (and even NDAs) can be combined with
technical measures to create governance regimes that limit not only the audiences
for disclosure, but also the uses to which the disclosed information can be put. For
example, access to information about a decision-making system might be limited
to a speciÞc set of qualiÞed researchers, who could be limited to certain types of
testing.

C!"#$%&'!"

Algorithmic decision-making systems shape critical aspects of peopleÕs lives,
from hiring to credit allocation. While these systems promise e! ciency, deliberate
opacity conceals biases and socially harmful practices. This article shows that
principal-agent problemsÑwhere decision-makers prioritize their private interests
over the public goodÑare central to understanding algorithmic opacity. It advances
a framework for determining when algorithmic transparency should be mandated,
even when there are concerns about gaming the system or protecting trade secrets.

Genuine tradeo" s exist. Fears about gaming and trade secrecy are often
overstated or strategically deployed to resist accountability. But the tradeo" s should
nevertheless be taken seriously. Algorithm performance is determined not only by
accuracy but also by how tradeo" s between di" erent types of errors are a" ected by
principal-agent problems. Even when gaming or free-riding concerns are genuine,
an appropriately structured disclosure regime is less socially costly than opacity.

169 See generallyCitron & Pasquale,supranote4 (discussing free disclosure).
170 Megan Kirkwood,Regulating the Walled Garden: The Challenge of Taking on the Gatekeepers, T!"#

P$%Õ& P'!(( (Feb. 6, 2024),https://www.techpolicy.press/regulating-the-walled-garden-the-challenge-
of-taking-on-the-gatekeepers/[https://perma.cc/DWF2-CCK5]. See alsoJeanette Herrle,Tearing Down a
Tech GiantÕs Walled Garden, C)' . F$' I*) Õ%G$+Õ) I**$+,)-$* (Oct. 18, 2019),https://www.cigionline.o
rg/articles/tearing-down-tech-giants-walled-garden/[https://perma.cc/4RKS-PVK7].
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Four mechanisms drive the divergence between private disclosure incentives
and socially optimal ones: (1) design-stage underinvestment or bias, (2) strategic
resistance to disclosure, (3) failure to internalize the beneÞts of decision-subject
improvements, and (4) overvaluation of exclusivity. Together, they illustrate both
tiers of principalÐagent problems: those arising in algorithmic design and those
arising in disclosure decisions.

Error proÞlesÑpatterns in the types of mistakes algorithms makeÑand
the distribution of decision outcomes across groups are diagnostic tools for
detecting principal-agent problems. These proÞles can reveal whether decision-
makers are designing proxies that align with societal values or skewing them to
serve private interests. For example, error asymmetries that disproportionately
harm marginalized groups or disparities in decision quality between social groups
often signal the need for greater transparency and oversight. Where error rates
are unavailable, the distribution of outcomes across groups serve a subsidiary
function and can support a rebuttable presumption of principal-agent problems
when disparities are marked. By disclosing these, society can more easily hold
decision-makers accountable, improve decision quality, and facilitate fair treatment
across populations.

The article also critiques a pervasive justiÞcation for AI secrecy: appeals
to technical inscrutability. While some machine learning models are complex,
meaningful disclosure about error patterns, training data, and key system design
parameters is feasible and vital for public accountability. Technical opacity should
not serve as an excuse to evade scrutiny, particularly when disclosure mechanisms
can be tailored to balance transparency with legitimate concerns about gaming or
innovation.

Ultimately, this article presents a novel approach to algorithmic transparency
that favors a context-sensitive disclosure regime that balances transparencyÕs
social beneÞts with its potential costs. By translating principalÐagent analysis
into guidance for regulators, courts, and policymakers, it o! ers a framework for
evaluating AI secrecy claims, structuring disclosure obligations, and allocating
oversight. In doing so, we highlight the need to foster accountability so that
algorithmic systems serve societal interests rather than private ones.
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It sounds like a judge. It presents the facts of a case like a judge. It summarizes the
evidence like a judge. It states the law like a judge. It o! ers a legal opinion like a judge.
ArtiÞcial Intelligence seems to tick all the boxes when it comes to judicial decision-
making. And yet: Are we persuaded by AI? Can we rely on AI? Should we let AI judge
us? Some scholars think so.

This article challenges the notion that AI systems can e! ectively assume the role
of judges. Despite AIÕs impressive advancements, particularly in natural language
processing, this article illustrates that the essence of judicial decision-making extends
far beyond the mere production of legal texts. The judicial function encompasses
complex cognitive processes, evaluative skills, and a nuanced understanding of societal
contexts as well as legal knowledge that AI systems fundamentally lack.

Drawing on prevailing normative frameworks governing the role of the judge, this
article demonstrates that AI falls short when it comes to all core capabilities required
to fulÞll the judicial task: social skills for fact-Þnding, legal skills for assessing the
established facts, and the ability to provide reasoned justiÞcations. Contrary to a
popular narrative in scholarship, these failings are not merely quantitative but rather
display qualitative di! erences between human and machine intelligence. This, in turn,
results in insurmountable structural incompatibilities between AI and the judicial
decision-making process.

! Postdoctoral Researcher, Department of Public Law and Political Science, Faculty of Law, University of
Graz. The author thanks Gilad Abiri, Jack Balkin, Christoph Bezemek, Rafael Bezerra Nunes, Robert Post,
Tom Tyler, and Gideon Ya! e for helpful discussions and valuable feedback during the development of this
Article.
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The article concludes that continuously tweaking AI in hope that it will eventually
become Ògood enoughÓ to overcome these structural incompatibilities merely sets such
e! orts up for failure. Instead, any attempt to recalibrate legal systems to accommodate
AI judges would require nothing short of a radical reconceptualization of the judiciaryÕs
role in democratic societies, and thus of law itself.
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In 2019, Eugene Volokh posed the question, ÒWhat would happen if an AI
program could write legal briefs and judicial opinions?1 Only a few years later, it
seems we are closer than ever to Þnding out. Given the triumphant march of Large
Language Models (LLMs), we are increasingly confronted with AI-generated text
reading as though it were written by legal experts.2 ChatGPT made headlines
by passing bar exams and producing legal opinions indistinguishable from those
drafted by experienced judges.3 This rapid technological advancement has sown
seeds of uncertainty throughout the legal community and beyond.4

How should we respond to these revolutionary developments? Is it time to
pass the judicial torch on to AI?5 Are we really, as Volokh suggests, equally

1 Eugene Volokh,Chief Justice Robots, 68D!"# L.J. 1135, 1137 (2019).
2 Andrew Perlman,The Implications of ChatGPT for Legal Services and Society, 30 M$%&. T#%&. L.

R#' ., 2 (2024).
3 Daniel Martin Katz et al.,GPT-4 Passes the Bar Exam(2023),https://papers.ssrn.com/abstract=438

9233[https://doi.org/10.1098/rsta.2023.0254]; Rupert Macey-Dare,ChatGPT & Generative AI Systems as
Quasi-Expert Legal Advice Lawyers - Case Study Considering Potential Appeal Against Conviction of Tom
Hayes(2023),https://papers.ssrn.com/abstract=4342686[http://dx.doi.org/10.2139/ssrn.4342686]; Molly
Bohannon,Lawyer Used ChatGPT In CourtÑAnd Cited Fake Cases: A Judge Is Considering Sanctions,
F()*#+ (June 8, 2023),https://www.forbes.com/sites/mollybohannon/2023/06/08/lawyer-used-chatgpt-
in-court-and-cited-fake-cases-a-judge-is-considering-sanctions/[https://perma.cc/9PB2-RU4X];
Pallavi Pundir,This Court Used ChatGPT to Decide Bail in a Murder Case, V$%#(Mar. 29, 2023),https:
//www.vice.com/en/article/india-court-chatgpt-bail-murder-case/[https://perma.cc/C9WP-EZ9S]; Luke
Taylor,Colombian Judge Says He Used ChatGPT in Ruling, T&#G!,)-$,. (Feb. 3, 2023),https://www.th
eguardian.com/technology/2023/feb/03/colombia-judge-chatgpt-ruling[https://perma.cc/5EP4-FY5W].

4 Even Chief Justice Roberts himself came to the defense of human judges, stating ÒAI WonÕt Replace
Human Judges.ÓSeeAmy Howe,AI WonÕt Displace Human Judges, but Will A! ect Judiciary, Roberts Says
in Annual Report, SCOTUSB/(0 (Dec. 31, 2023),https://www.scotusblog.com/2023/12/ai-wont-displace-
human-judges-but-will-affect-judiciary-roberts-says-in-annual-report/[https://perma.cc/YGT2-LTEZ].
See generallyJohn G. Roberts, Jr.,2023 Year-End Report on the Federal Judiciary(2023),https://www.su
premecourt.gov/publicinfo/year-end/2023year-endreport.pdf[https://perma.cc/C3BV-KFSV].

5 This question has been at the center of numerous scholarly pieces, particularly in recent years.See,
e.g., Benjamin Minhao Chen, Alexander Stremitzer & Kevin Tobia,Having Your Day in Robot Court,
36 H,)' . J.L. & T#%&. 127 (2022); Tania Sourdin,Judge v. Robot?: ArtiÞcial Intelligence and Judicial
Decision-Making, 41 U.+1 L.J. 1114 (2018) [hereinafter Sourdin,Judge v Robot?]; Tania Sourdin,Robo
Justice: Constitutional Issues with Judge AI, 30 I.- . J. G/(*,/ L#0,/ S2!- . 293 (2023); John Morison &
Adam Harkens,Re-Engineering Justice? Robot Judges, Computerised Courts and (Semi) Automated Legal
Decision-Making, 39 L#0,/ S2!- . 618 (2019); Anthony J. Casey & Anthony Niblett,Will Robot Judges
Change Litigation and Settlement Outcomes? A First Look at the Algorithmic Replication of Prior Cases,
MIT C(34!2 . L. R#4. (2020),https://law.mit.edu/pub/willrobotjudgeschangelitigationandsettlementoutc

https://papers.ssrn.com/abstract=4389233
https://papers.ssrn.com/abstract=4389233
https://doi.org/10.1098/rsta.2023.0254
https://papers.ssrn.com/abstract=4342686
http://dx.doi.org/10.2139/ssrn.4342686
https://www.forbes.com/sites/mollybohannon/2023/06/08/lawyer-used-chatgpt-in-court-and-cited-fake-cases-a-judge-is-considering-sanctions/
https://www.forbes.com/sites/mollybohannon/2023/06/08/lawyer-used-chatgpt-in-court-and-cited-fake-cases-a-judge-is-considering-sanctions/
https://perma.cc/9PB2-RU4X
https://www.vice.com/en/article/india-court-chatgpt-bail-murder-case/
https://www.vice.com/en/article/india-court-chatgpt-bail-murder-case/
https://perma.cc/C9WP-EZ9S
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https://www.scotusblog.com/2023/12/ai-wont-displace-human-judges-but-will-affect-judiciary-roberts-says-in-annual-report/
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persuaded by AI-drafted legal opinions, merely because we increasingly fail to
distinguish them from the reasoning of human judges? And if so, should we accept
AI judges as no less reliable than their human counterparts?6

The article argues that drawing these conclusions solely on the basis of
AI7 output grossly misrepresents the role of the judge and their decision-making
process in a democracy. A text generated by AI may sound like a legal opinion
by a human judge. Even legal experts may have trouble telling them apart.
This superÞcial resemblance, however, is neither proof nor a suitable proxy for
determining whether AI is capable of taking over judicial tasks, let alone the
function of a judge as a whole.8

The essence of judicial reasoning lies not in its presentational form but in
the underlying cognitive and evaluative processes of the judge. What matters for
a text to qualify as a legal opinion is not onlywhat judges produce, but alsohow
they produce itÑnamely, the method of their decision-makingÑand, perhaps even

omes/release/1[https://perma.cc/SQJ9-UNFX]; Simon Chesterman, Lyria Bennett Moses & Ugo Pagallo,
All Rise for the Honourable Robot Judge? Using ArtiÞcial Intelligence to Regulate AI: A Debate, 2023T!"# .
& R!$%&. 5 (2023).

6 Volokh, supranote1, at 1135.
7 AI, short for ArtiÞcial Intelligence, is an elusive term lacking a universally recognized deÞnition. The

origin of AI is usually considered to be a conference in 1956 in preparation for which John McCarthy and his
collogues deÞned AI as Òmaking a machine behave in ways that would be called intelligent if a human were
so behavingÓ, thereby establishing the conceptual link between AI and human intelligence prevailing up to
this day.SeeJohn McCarthy et al.,A Proposal for the Dartmouth Summer Research Project on ArtiÞcial
Intelligence, 27 AI M '$ . 12 (2006). Many decades later, John McCarthy published an updated version of
what AI is, describing it as Òthe science and engineering of making intelligent machines, especially intelligent
computer programsÓ. He therein relativized the connection to human intelligence, stating that AI Òis related
to the similar task of using computers to understand human intelligence, but AI does not have to conÞne itself
to methods that are biologically observableÓ and that AI is only Òsometimes but not always or even usuallyÓ
about simulating human intelligence. Nevertheless, the deÞnitions surrounding AI remain vague, particularly
due to the reference to the term ÒintelligenceÓ which also lacks a universally acknowledged deÞnition,
regardless of whether one refers to human or artiÞcial intelligence. McCarthy himselfÑthough deÞning
intelligence as Òthe computational part of the ability to achieve goals in the worldÓ Ñadmits that it is not yet
possibly to Òcharacterize in general what kinds of computational procedures we want to call intelligentÓ.See
John McCarthy,What Is ArtiÞcial Intelligence?, 2Ð3 (2007),http://jmc.stanford.edu/articles/whatisai.html
[https://perma.cc/XR65-N6BR].

8 Similarly, though against the backdrop of much less advanced versions of AI, Cass R. Sunstein argues
in Of ArtiÞcial Intelligence and Legal Reasoning, U. C#(. P%). L. & L !$'& T#!*+, Working Paper No. 18,
at 4Ð5 (2001), that one should reject the idea that AI can reason legally as any claim like that is Òbased on an
inadequate account of what legal reasoning isÓ, and Òmisses a central point about analogical reasoning: its
inevitably evaluative, value-driven character.Ó
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more importantly, their understanding ofwhy they do what they do, all of which
are constitutive characteristics of legal opinions.9

This inward-looking,10 substantive concept of judicial decision-making, I
argue, is not contingent upon the theoretical position one adopts. It is also not
merely one of many ways in which certain legal systems construct judicial decision-
making, while others opt for alternative models. Rather, this understanding of the
judicial decision-making process results directly from how judges are currently
conceptualized in virtually any democracy founded on the rule of law.11

The common baseline of this concept of judges is the task assigned to them:
to administer justice in the name of the state. Judges fulÞll this task, conceptually
speaking, by resolving legal disputes through a predetermined procedural process.
Legal disputes are, in essence, everyday social occurrences between humans which
are subject to legal norms. The decisions of judges are grounded in these legal
norms, applied to the established facts of the case.12 All judicial rights and
duties exist solely to enable judges to best fulÞll their role as agents of the state,
inextricably linking them to the task assigned to them within the overall structure
of a democratic society.13

Who may serve as a judge, therefore, depends on who can cumulatively
fulÞll the capabilities required to perform the task of judicial decision-making. The

9 This can ultimately be traced back to the distinction of Wittgenstein between Òfollowing a ruleÓ and
merely Òbehaving in accordance with a rule.ÓSeeL!"#$% W$&&%'()&'$(, P*$+,),-*$./+ I(0')&$%/&$,()
138Ð242 (1973). For a contextualization of WittgensteinÕs approach through the lens of AI and its attempts
at legal reasoning, see Ian R. Kerr & Carissima Mathen,Chief Justice John Roberts Is a Robot, 23Ð26 (Apr.
1, 2014),https://papers.ssrn.com/sol3/papers.cfm?abstractid=3395885[https://perma.cc/9N7J-6TNX].

10 Though not fully congruent, this has a certain overlap with HartÕs distinction between adopting an
external vs an internal point of view.See generallyH.L.A. H/1&, T*' C,(.'-& ,2 L/# 87 (1961).

11 Hildebrandt refers to this approach as investigating Òlaw as constitutive of societal defaultsÓ and Òlaw-
as-we-know-itÓ.SeeMireille Hildebrandt,Law as Computation in the Era of ArtiÞcial Legal Intelligence:
Speaking Law to the Power of Statistics, 68 U. T,1,(&, L.J. 12, 15 (2018). Hildebrandt herself builds her
assessment of the conceptual foundations of the law Bruno LatourÕs mode of existence of the law.Id. at 15.See
generallyA*/1,( B/1/3 , T*' J!"%' $( / D'4,.1/.5 (2006) (discussing how judges are conceptualized
in democracies).

12 This is one of the core features of the rule of law.See, e.g., David Boies,Judicial Independence and the
Rule of Law, 22W/)* . U. J.L. & P,+Õ5 57 (2006); Frederick Schauer,Rules and the Rule of Law, 14H/10 .
J.L. & P!6 . P,+Õ5 645 (1991).

13 Edzard Schmidt-Jortzig,Aufgabe, Stellung und Funktion des Richters im Demokratischen Rechtsstaat
[Role, Position, and Function of the Judge in the Democratic Constitutional State], Neue Juristische
Wochenschrift [NJW] 2377, 2377Ð2378 (1991) (Ger.).

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3395885
https://perma.cc/9N7J-6TNX


2026] 404 JUSTICE NOT FOUND 83

appointment of an AI system as a judge may thus not be categorically excluded.14

However, as is the case for a human serving as a judge, it presupposes that AI can
cumulatively fulÞll all the required judicial capabilities. This paper argues that even
the most advanced AI tools are currently nowhere near doing so. Moreover, there is
ample reason to believe that AI has inherent, immutable limitations and will most
likely never overcome the structural incongruence between our current concept of
judicial decision-making and AIÕs operational principles.

So, what are the required judicial capabilities? The core judicial capabilities,
as well as their breadth and complex nature, are best illustrated by considering
scenarios judges may be confronted with. Consider, for example, the following
Þctitious case brought before a judge: Small-town residents Þle a class action
lawsuit against a chemical manufacturing company, claiming that groundwater
contamination has led to increased cancer rates in their community. The
case involves complex scientiÞc evidence concerning chemical compounds,
conßicting epidemiological studies, and disputes over the geographical scope of
contamination. Both national environmental groups and industry associations seek
to intervene in the case.

Building on the di! erent aspects of judicial challenges illustrated through
this Þctitious case, this paper Þnds that, broadly speaking, the required judicial
capabilities can be divided into three categories:15

1. Social skills required for fact-Þnding

14 Contrary to claims sometimes made in legal scholarship (e.g.,Volokh, supranote1, at 1158 (arguing
that ÒArt III of the US Constitution is best understood as contemplating human judges, and likewise for
similar state constitutional provisionsÓ)), any value ascribed to a human serving as a judge does not stem
from a constitutional reservation of judicial o" ce for humans simply because of being humans. Constitutional
legislators, of course, implicitly assumed human judges. They did so, however, merely due to the absence of
viable alternatives at the time of enactment. This assumption, hence, should not be equated with an entity-
based human reservation for the judicial functionÑthat is, a constitutional human reservation merely for the
sake of the judge being human.See, e.g., Kerr and Mathen,supranote9, at 13 (ÒIt is important to bear in
mind the di! erence between the question of JR-RÕs constitutional eligibility to be a judge, and the question
of JR-RÕs qualiÞcationsÑassessed on its own merits or relative to other candidatesÑto perform judicial
tasks.Ó).

15 In addition to these three categories of judicial capabilities, one may consider a strong judicial character
rooted in the principle of judicial independence as the fourth category. However, since the framing of
this article centers the judicial decision-making process as such and not whether and how judges may be
(negatively) impacted by external pressures of all sorts, the core concerns of judicial independence are
considered as interwoven with the other three categories.
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2. Legal skills required for ascertaining legal norms and applying them to the
facts of the case

3. The ability to justify the outcome of the decision-making process by providing
a judicial opinion

The importance of all three core capabilities is evident across cases in distinct
ways. In environmental class action proceedings like the one outlined, social
skills help, for instance, to manage emotional testimony from a! ected families
while maintaining professional discourse among competing scientiÞc experts.
With regard to legal expertise, this type of cases showcases the need for expertise
in both environmental regulations and class action requirements. When it comes to
drafting judicial opinions, the Þctitious case illustrates the requirement of judicial
reasoning capabilities to o! er an explanation of witness credibility determinations
and the weighting of expert testimony. Furthermore, it demands clear articulation
of scientiÞc causation standards for lay audiences.

Parts I-III of this article delve into the substance of each of these three
capability categories and carve out their distinct features in a more holistic manner.
On the basis of the Þndings of this assessment, I then analyze the extent to which
AI meets the capabilities necessary for judicial decision-making. Part I, which
examines the social skills required by a judge, concludes that the capacity for
comprehensive human communication and a model of the real world are necessary
for a judge to fulÞll the task of legal fact-Þnding.16 While AI demonstrates potential
in isolated aspects of judicial fact-Þnding, fundamental limitations persist. This
is especially the case in areas requiring deep language understanding, emotional
intelligence, and holistic reasoning.17 The inability to fully grasp communicated

16 See, e.g., Robert C. Post,The Internet, Democracy, and Misinformation, in D!"!#$%&'()!%#,
M!"!#$%&'()!%#, (#* D+'%,&(,- : L+.(/ A00&%(,1+" !# C%'0(&()!2+ C%#)+3) 37, 47 (Ronald J.
Krotoszynski, Jr., Andr«as Koltay & Charlotte Garden eds., 2025) (stressing that it is Ònecessary to understand
facts about the world to know whether a statement is true or falseÓ and that ÒAI is a poor instrument for
determining in the Þrst instance whether statements are true or false; we require human judgment, typically
exercised in the form of lawÓ).

17 Whenever this article refers to deep understanding or true language comprehension, it is based on the
way in which Gadamer conceives of understanding, and interpretation, namely Òa mode of insight that has its
own rationality irreducible to any simple rule or set of rules, that cannot be directly taught, that necessarily
implicates an understanding of self as well as other, and that is always oriented to the particular case at
handÓ. GadamerÕs idea of phronesis (Òpractical wisdomÓ) is, in turn, inßuence by Heidegger who considered
the concept of phronesis central, amongst others, when it comes to Òconstituting a mode of insight into
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content or to interpret nonverbal cues precludes AI from wholly supplanting human
judges in this domain.18

Part II, focusing on the legal skills necessary for judicial decision-making,
shows that the judicial process of legal assessment is far from being a simple
algorithmic procedure.19 Rather, it is a complex, multi-faceted endeavor that
resists comprehensive replication by AI systems. Even in cases where AI
systems demonstrate high accuracy rates in predicting judicial outcomes, this
superÞcial success belies a deeper failure to grasp the underlying legal norms and
methodological requirements that guide judicial legal assessment.20

Part III assesses judicial reasoning as showcased in the opinions of the court. It
refers to a continuous form of argumentation which is committed to the rationality
standards of the legal community. Despite often being considered a black box, AI
can occasionally elucidate its decision-making process, particularly when making
use of various explainable AI (XAI) techniques.21Nevertheless, the comprehensive

our own concrete situation (both our practical situation and, more fundamentally, our existential situation,
hence phronesis constitutes a mode of self-knowledge).ÓSeeJe! Malpas,Hans-Georg Gadamer, in T!"
S#$%&'() E%*+*,'-").$ '& P!.,'/'-!+ (Edward N. Zalta & Uri Nodelman eds., Winter 2022 ed.),https:
//plato.stanford.edu/archives/win2022/entries/gadamer/[https://perma.cc/PEM9-TVRW].

18 See, e.g., Rodrigo Gonz«alez, Classical AI Linguistic Understanding and the Insoluble Cartesian
Problem, 35A.I. & S'* Õ+ 441 (2020) (pointing to fundamental limitations of AI in this regard: Òknowledge
and awareness of meaning require a Þrst-person viewpoint which is irreducible to the decomposition of
algorithmic mechanismsÓ). One may in this regard also refer to Thomas Nagel who famously argued that Òto
know what it is like to be a bat, you have to be a bat.ÓSeeThomas Nagel,What Is It Like to Be a Bat?, 83
P!., . R"0. 435 (1974). Similarly, one may argue, that to know what it is like to be human requires to be a
human.

19 R.*!$() A. P'/%"( , H'1 J2)3"/ T!.%4 5 (2008) (ÒThe judicial mentality would be of little interest if
judges did nothing more than apply clear rules of law [. . . ] to facts that judges and juries determined without
bias or preconceptions.Ó).

20 Kerr and Mathen,supranote9, at 23 (Ò[T]he very activity of judging requires following rules.Ó), 25
(stating that AI cannot be Òa true participant in [. . . ] rule-followingÓ because it lacks a normative commitment
to the rules, or to the lived experience that makes the rules signiÞcant).See also id.at 23 (ÒAI might predict
with perfect frequency the correct outcome in a mathematical series or respond correctly every time when
generating legal outcomesÑand yet the machine may only be acting in accordance with the rule rather than
following it.Ó), 25 (Ò[AI] may learn how to behave in accordance with the rules of the legal system. But . . . [it]
certainly did not share the same social or environmental history as any other participant in the entirety of
customs, usages and social practices that constitute our legal system.Ó).

21 Rudresh Dwivedi et al.,Explainable AI (XAI): Core Ideas, Techniques, and Solutions, 55ACM C'5-2# .
S2(0. 194:1 (2023); Jan Zacharias et al.,Designing a Feature Selection Method Based on Explainable
ArtiÞcial Intelligence, 32 E,"* . M4#. 2159 (2022); Muhammad Su" an et al.,FCE: Feedback Based
Counterfactual Explanations for Explainable AI, 10IEEE A**"// 72363 (2022).

https://plato.stanford.edu/archives/win2022/entries/gadamer/
https://plato.stanford.edu/archives/win2022/entries/gadamer/
https://perma.cc/PEM9-TVRW
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transfer of judicial reasoning to AI systems is currently infeasible. AI, particularly
LLMs, may generate text that superÞcially resembles judicial reasoning. However,
it fundamentally lacks the cognitive capabilities required for judicial reasoning in
any substantively valuable sense.22

With regard to all three categories of the required judicial capabilities,
the analysis shows that our current conception of judicial decision-making
is inextricably linked to human cognitive processes and societal structures.23

AI, in contrast, operates on fundamentally di! erent principles than humans,
having its very own distinct architecture.24 Thus, imposing a human-centric25

framework onto AI systems is simply not feasible. The limitations of AI are
not merely quantitativeÑthat is, a matter of processing power or data volumeÑ
but qualitative,26 leading to what we might term insurmountable structural
incompatibilities with the judicial process.27 The great mismatch between judicial
decision-making on the one hand and AI-based decision-making on the other
requires a conceptual shift by scholars. The object of investigation should not

22 Henrik Palmer Olsen, Jacob Livingston Slosser & Thomas Troels Hildebrandt,WhatÕs in the Box?: The
Legal Requirement of Explainability in Computationally Aided Decision-Making in Public Administration, in
C!"#$%$&$%!"'(C)'((*"+*# %" $)* A(+!,%$)-%. S!.%*$/ 219, 226 (Amnon Reichman et al. eds., 2021).

23 Post,supra note 16, at 47Ð48 (citingR!"'(0 B*%"*,, P!(%$%.'( J&0+*-*"$ (1983)) (ÒJudgment,
including legal judgment, depends upon our common participation in a shared community[, and as] we
exercise judgment, we participate in and shape the nature of that community.Ó). For an assessment through
the lens of legal realism, see Jerome Frank,Are Judges Human? Part 2: As Through a Class Darkly, 80
U. P' . L. R*1. 233 (1931); Jerome Frank,Are Judges Human? Part 1: The E! ect on Legal Thinking of the
Assumption That Judges Behave Like Human Beings, 80U. P' . L. R*1. 17 (1931).

24 AI ÒthinksÓ in ways that are fundamentally alien to human legal reasoning. One may even go as far
as saying that AI does not think at all.See, e.g., Rebecca Crootof, Margot Kaminski & W. Price,Humans
in the Loop, 76 V'"0 . L. R*1. 429, 465 (2023).See also, Kerr and Mathen,supranote9, at 29 (regarding
the question whether AI can adopt an internal point of view of the law, never ever having been a citizen of
anywhere, let alone a human being: ÒAI operates in the realm of the empirical, not the normativeÓ, thereby
Òrobots miss out a whole dimension of the social life.Ó).

25 Ian Kerr and Carissima Mathen stress that the Òprimary skill involved in judgingÑlegal reasoningÑis
a human endeavour that beneÞts from acquired technical skills over time.Ó Kerr & Mathen,supranote9, at
39.

26 Brent Mittelstadt, Sandra Wachter & Chris Russell,To Protect Science, We Must Use LLMs as Zero-
Shot Translators, 7 N'$&,* H&-'" B*)'1%!&, 1830, 1831 (2023) (ÒThe concept of ÔtruthÕ has been highly
simpliÞed in LLM development and equated with accuracy measured against the Ôground truthÕ of the training
data.Ó).

27 Post,supranote16, at 48 (ÒAI cannot be a member of any human community. It cannot participate in,
and hence construct a dialectical relationship with, any human community. AI therefore cannot pronounce
law. At most AI can report factual determinations about the way that actual humans regard law.Ó).
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be when AI will attain the competencies of judicial decision-making but instead,
whether AI is meaningfully capable of judicial decision-making in the Þrst place.

The article concludes in Part IV by demonstrating the importance of these
Þndings beyond the status quo. It does so by showcasing the risks of decentering
the current human-centric concept of judicial decision-making and shift our
mechanistic benchmarks of AI. While AI may have immutable limitations, legal
frameworks in democratic societies are malleable. Reconceptualizing the judicial
role without a deep understanding of the capabilities and limitations of AI presents
fundamental challenges to our basic conception of law. Simultaneously, a deep
understanding of the prevailing judicial mode within democracies is essential, not
least to enable informed comparisons in the future.

I
S!"#$% A&#%#'#() *!+E)'$&%#),#-. ',( F$"')

Judges decide legal disputes and justify those decisions by giving reasons.
Doing so requires two distinct yet interrelated processes, namely fact-Þnding
and legal assessment of established facts.28 Each function requires distinct
competencies, including social skills for fact-Þnding and legal skills for the
subsequent ascertainment and application of legal norms.29 This Part focuses on
the social skills necessary for fact-Þnding.

A. The Process of Establishing the Facts of a Case: Taking and Assessing
Evidence

The fact-Þnding process demands what colloquially may be termed
Òinterpersonal skillsÓ that enable judges to interact with and assess human behavior.
Such interpersonal skills include not only cognitive and sensorimotor aptitudes
but also emotional and social intelligence. While social skills are an often-
underappreciated competency, a judgeÕs ability to mediate tense interactions or
manage diverse courtroom participants fundamentally shapes the administration
of justice. Consider, for instance, a family law proceeding in which emotional

28 This article focuses on the decision-making process of a trial judge. Higher courts, by contrast, typically
review the factual Þndings and methods of the trial judge.

29 Naturally, the processes of fact-Þnding and legal assessment in judicial decision-making are frequently
intertwined in practice and separated for analytical purposes.See infraSection II.A. The oscillation of
these functions necessitates consistent application of the respective skillsets throughout the entire process
of judging a case. Both social and legal skills are thus integral to the judicial proÞle.
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intelligence can transform a potentially adversarial encounter into a constructive
dialogue that centers the best interests of children.30

To further elucidate these social skills, it is beneÞcial to distill the fact-Þnding
process into two stages: (1) the taking of evidence, and (2) the assessment of
evidence and subsequent determination of facts.

Taking evidence involves direct interaction between the judge and various
individuals, along with the objects relevant to the case. The speciÞc skills
employed may vary depending on the type of material presented. In the case
of testimonial evidence, proÞciency in verbal and non-verbal communication is
required. Documentary and demonstrative evidence, by contrast, necessitates the
direct sensory observation of situations, objects, or persons. Throughout this stage,
the judge should maintain an active, guiding role by engaging with parties and
overseeing proceedings in a holistic fashion.31

A judge must then evaluate the soundness of the evidence taken and determine
the facts available for legal assessment.32 This intellectual exercise is both
pragmatic and subjective. Insofar as it relies on the personal experience of a judge,
it bears an indirect relationship to legal standards. Scholarship investigating the
application of interpersonal skills often vaguely directs judges to assess evidence
based on life experience or their personal understanding of human nature without
providing a deÞnitive instructive scheme.33

30 See, e.g., Carlos Manuel Rosales, Danitza Morales G«omez & Araceli Rodr«õguez Saro Vargas,The
Emotional Intelligence of Judges as a Fundamental Component for The Administration of Justice, 15M!" .
L. R!#. 115 (2022); Terry Maroney,The Emotionally Intelligent Judge: A New (and Realistic) Ideal, 49C$.
R!#. 100 (2013).

31 For a comparative overview of establishing the facts, di! erent types of evidence, and the role of the
judge during this stage of the proceeding, see John Langbein,The German Advantage in Civil Procedure,
52 U. C%&. L. R!#. '() (1985).See alsoAnna Carpenter et al.,Judges in Lawyerless Courts, 110G!* . L.J.
509 (2022) (arguing that judges should take a more proactive role engaging unrepresented parties who lack
familiarity with court proceedings).

32 S+,-. H--/0 , Epistemology and the Law of Evidence: Problems and Projects, in E#&1!./! M-$$!2, :
S/&!./! , P2**3, -.1 T2+$% &. $%!L-4 1-26, 1 (2014) (ÒEvery legal system needs, somehow, to determine
the truth of factual questions.Ó).

33 Legal scholarship mostly focuses on the role of emotional intelligence or social skills (sometimes
interchangeably). They do so, however, in a rather abstract manner without speciÞc attention to judges.See,
e.g., Christine C. Kelton,Clients Want Results, Lawyers Need Emotional Intelligence, 63C5!#. S$. L. R!#.
459, 474 (2014) (proposing a model of emotional intelligence for lawyers); Cyril Jaksic & Katja Schlegel,
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The absence of statutory guidance in evidence evaluation does not confer
unfettered discretion upon the judge. Rather, creating a factual foundation demands
a meticulous consideration of the entire evidentiary record acquired in the initial
stage of fact Þnding.34 In essence, the judge must possess the capacity to:

1. Determine the credibility of persons and the reliability of objects (e.g., a
document, a piece of cloth) serving as evidence;

2. Comprehend the information gathered during the taking of evidence;

3. Relate that information to lived experience; and

4. Articulate truth conditions in the real world that demonstrate genuine
understanding of the evidence presented.35

In short, a judgeÕs understanding of the real world must be functional.
Knowledge of logical and natural laws enables the identiÞcation of contradictions
within witnessesÕ narratives or litigantsÕ claims. Moreover, this understanding
also integrates less quantiÞable elements such as life experience and knowledge
of human nature. These pragmatic-subjective components are indispensable in
evaluating the demeanor and credibility of parties or witnesses.36

In conclusion, judicial fact-Þnding necessitates a capacity for comprehensive
human communication. This foundational capacity includes both the ability to
perceive symbolic, acoustic, and visual signals during the taking of evidence and
the capability to understand, evaluate, and describe these signals during evidence

Accuracy in Judging OthersÕ Personalities: The Role of Emotion Recognition, Emotion Understanding, and
Trait Emotional Intelligence, 8 J. I!"#$$ . 34 (2020).

34 Judges are obligated to assess evidence to recognize certain claims as facts of the case. Review courts
refer to this competency as discernment of Òsubstantial evidence.Ó According toMaynard v. City of S. J., 37
F.3d 1396, 1404 (9th Cir. 1994), substantial evidence is Òsuch relevant evidence as reasonable minds might
accept as adequate to support a conclusion even if it is possible to draw two inconsistent conclusions from
the evidence.ÓCf. Louis L. Ja! e,Judicial Review: Constitutional and Jurisdictional Fact, 70H%&'. L. R#' .
953 (1957); Louis L. Ja! e,Judicial Review: ÒSubstantial Evidence on the Whole Record,Ó64H%&'. L. R#' .
1233 (1951).

35 In addition, Volokh names in this regard the ability to accurately evaluate a witnessÕs demeanor; the
ability to reveal inconsistencies; and the ability to evaluate human biases, perception, and memory. Volokh,
supranote1, at 1154.

36 On the complexity of determining the credibility of evidence presented to a judge, see, e.g., Stephen
Porter & Leanne ten Brinke,Dangerous Decisions: A Theoretical Framework for Understanding How Judges
Assess Credibility in the Courtroom, 14 L#(%$& C&)*)!+$+(),%$ P-.,/ . 119 (2009); Ronald Taft,The
Ability to Judge People, 52P-.,/ . B0$$. 1 (1955).
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assessment and fact determination. Underpinning these abilities is the judgeÕs
internalized model of the real world, which serves as the foundation for credible
and just decision-making.

B. Judicial Fact-Finding by AI? Assessing and Producing Text

For AI to serve as a judge, it must demonstrate the social skills necessary to
perform the judicial task of fact-Þnding. This section examines the capabilities and
limitations of AI in replicating judicial language comprehension, beginning with
the capability to assess and produce text. This ability is necessary for evaluating the
accuracy of documents and the reception and evaluation of written expert reports
or opinions. Additionally, textual comprehension may be necessary to receive and
evaluate textual elements of visual artefacts.

Natural Language Processing (NLP), a subÞeld of AI, has made substantial
strides in text analysis and generation. NLP encompasses a variety of applications
aimed at enabling human-machine dialogue through natural language, including
text.37 The Þeld is currently undergoing rapid development, particularly with the
advent of large language models (LLMs) like GPT-338 and its successors. The
increased accessibility and capabilities of these models have signiÞcantly advanced
NLPÕs performance, making it stand out as a potentially transformative technology
for the legal profession.39

However, a critical distinction must be made between language processing
and genuine comprehension. This dichotomy lies at the heart of ongoing debates
in linguistics, philosophy of language, and cognitive science. To fully appreciate
the capabilities and limitations of AI in this domain, it is necessary to examine the

37 See generallyChandrika G,Natural Language Processing (NLP), 12 I!" Õ# J. R$%&. A''#()* S%(. &
E!+ Õ+ T)%&. 1092 (2024),https://www.researchgate.net/publication/381844702Natural LanguagePro
cessingNLP [https://perma.cc/UE74-P9VU]; Natural Language Processing, S%()!%)*(,)%".%-. , https:
//www.sciencedirect.com/topics/engineering/natural-language-processing[https://perma.cc/PY3K-XX36]
(last visited Mar. 10, 2026).

38 SeeTom B. Brown et al.,Language Models Are Few-Shot Learners, /, X(0 (July 22, 2020),http:
//arxiv.org/abs/2005.14165[https://doi.org/10.48550/arXiv.2005.14165].

39 See, e.g., K. R. C&-1*&/,2 , Natural Language Processing, in F3!*/.)!"/#$ -4 A,"(4(%(/#
I!")##(+)!%) 603 (K.R. Chowdhary ed., 2020); Prakash M Nadkarni, Lucila Ohno-Machado & Wendy
W. Chapman,Natural Language Processing: An Introduction, 18 JAMA 544 (2011); Arkaitz Zubiaga,
Natural Language Processing in the Era of Large Language Models, 6 F,-!"(), A.I. (2024), ht tps:
//www.frontiersin.org/ journals/art if icial- intelligence/art icles/10.3389/frai.2023.1350306/full
[doi:10.3389/frai.2023.1350306].

https://www.researchgate.net/publication/381844702_Natural_Language_Processing_NLP
https://www.researchgate.net/publication/381844702_Natural_Language_Processing_NLP
https://perma.cc/UE74-P9VU
https://www.sciencedirect.com/topics/engineering/natural-language-processing
https://www.sciencedirect.com/topics/engineering/natural-language-processing
https://perma.cc/PY3K-XX36
http://arxiv.org/abs/2005.14165
http://arxiv.org/abs/2005.14165
https://doi.org/10.48550/arXiv.2005.14165
https://www.frontiersin.org/journals/artificial-intelligence/articles/10.3389/frai.2023.1350306/full
https://www.frontiersin.org/journals/artificial-intelligence/articles/10.3389/frai.2023.1350306/full
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technological underpinnings of NLP and the philosophical debates surrounding
machine understanding of language.

1. Technological Underpinnings of NLP: From Rule-Based Systems to Deep
Learning

The evolution of NLP begins with knowledge-based models, which represent
the initial attempt to imbue machines with linguistic comprehension capabilities.
These systems rely on pre-programmed rules, lexicons, and semantic frameworks
to parse and interpret text. The process typically unfolds in three distinct phases:
This initial stage (crawling) involves the systematic indexing and structuring of
relevant documents, extracting metadata and core textual content. Then, the system
employs parsing algorithms to identify language components, breaking down
pages, paragraphs, and sentences into discrete tokens for analysis (tokenization
and syntactic preparation). The Þnal stage (semantic evaluation) involves the
application of parsing rules to assign meaning to words and phrases based on their
context and relationship to other textual elements.40

These knowledge-based NLP applications utilize dictionaries and knowledge
models to identify synonyms and process ambiguous words, thereby o! ering
a certain level of transparency in their decision-making process. They do,
however, often struggle with the nuances and complexities inherent in natural
language. Recognizing the limitations of rule-based systems, the Þeld of NLP
has increasingly embraced Machine Learning (ML) techniques, with a particular
emphasis on Deep Learning (DL) methods. This shift represents a fundamental
change in approach, moving from explicitly programmed rules to AI systems that
can learn linguistic patterns and relationships from vast corpora of text data.41

The advent of Large Language Models (LLMs), exempliÞed by OpenAIÕs
GPT series, marks a signiÞcant milestone in this evolution. These models, trained
on unprecedented volumes of textual data, demonstrate remarkable capabilities
in generating human-like text and performing a wide array of language-related
tasks. The release of ChatGPT has catapulted NLP into the public consciousness,

40 On the foundations of knowledge-based NLP, see, e.g., Wendy G. Lehnert,Knowledge-Based Natural
Language Understanding, in E!"#$%&'( A%)&*&+&,#I')-##&(-'+- 83 (Howard E. Shrobe & the American
Association for ArtiÞcial Intelligence eds., 1988).

41 Ilias Chalkidis & Dimitrios Kampas,Deep Learning in Law: Early Adaptation and Legal Word
Embeddings Trained on Large Corpora, 27A.I. & L. 171 (2019).
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showcasing its potential to engage in seemingly intelligent dialogue across diverse
domains, including law.42

2. The Dichotomy Between Language Processing and Genuine Comprehension

Despite these advancements, a fundamental question persists: Do these
sophisticated AI systems truly understand language,43 or are they merely engaging
in highly advanced pattern recognition?

Noam Chomsky and other prominent scholars have articulated a fundamental
critique of current AI approaches to language. They argue that systems like
ChatGPT, despite their sophisticated pattern recognition capabilities, lack a
genuine understanding of languageÕs underlying structure and meaning. The crux
of their argument rests on the observation that these AI systems cannot explicate
the syntactic rules governing the languages they appear to use ßuently.44

Conversely, other scholars like Steven T. Piantadosi and Daniel Everett argue
that NLP systems can acquire necessary language structures.45 However, their
arguments focus on opposing ChomskyÕs theory of Universal Grammar rather than
proving AIÕs genuine language comprehension. They stress that AI systems learn
patterns and associations without explicit grammar or syntax rules, suggesting that
natural language is acquired through interaction rather than inherent principles.

42 See, e.g., S. B!"!#$%&!'!()!' *+ !" ., G*(*&!+),* AI !(- LLM #: N!+$&!" L!(.$!.* P&/0*##)(.
!(- G*(*&!+),* A-,*&#!&)!" N*+1/&2# (2024); B. Yadav,Generative AI in the Era of Transformers:
Revolutionizing Natural Language Processing with LLMs, 4 J. I'!.* P&/0. & I (+*" . R*'/+* S*(#)(. 54
(2024).

43 Whenever this article refers to deep understanding or true language comprehension, it is based on the
way in which Gadamer conceives of understanding, and interpretation, namely Òa mode of insight that has its
own rationality irreducible to any simple rule or set of rules, that cannot be directly taught, that necessarily
implicates an understanding of self as well as other, and that is always oriented to the particular case at handÓ.
SeeMalpas,supranote17.

44 SeeNoam Chomsky, Ian Roberts & Je! rey Watumull,The False Promise of ChatGPT, N.Y. T)'*#
(Mar. 8, 2023),https://www.nytimes.com/2023/03/08/opinion/noam-chomsky-chatgpt-ai.html[https://pe
rma.cc/V69E-UXCL]. See alsoNoam Chomsky & Ramin Mirfakhraie,ChatGPT and Human Intelligence:
Noam Chomsky Responds to Critics, MR/(")(* (Apr. 23, 2023),https://mronline.org/2023/04/24/chatgpt-
and-human-intelligence-noam-chomsky-responds-to-critics/[https://perma.cc/GWC2-P7X9].

45 SeeSteven Piantadosi,Modern Language Models Refute ChomskyÕs Approach to Language(2024),
https://lingbuzz.net/lingbuzz/007180[https://doi.org/10.5281/zenodo.12665933]; Mohammad Mazhari,
Exclusive: Linguist Says ChatGPT Has Invalidated ChomskyÕs ÔInnate Principles of Language,ÕT*3&!(
T)'*# (2023),https://www.tehrantimes.com/news/483187/Exclusive-Linguist-says-ChatGPT-has-
invalidated-Chomsky-s-innate[https://perma.cc/N27X-3EUB].

https://www.nytimes.com/2023/03/08/opinion/noam-chomsky-chatgpt-ai.html
https://perma.cc/V69E-UXCL
https://perma.cc/V69E-UXCL
https://mronline.org/2023/04/24/chatgpt-and-human-intelligence-noam-chomsky-responds-to-critics/
https://mronline.org/2023/04/24/chatgpt-and-human-intelligence-noam-chomsky-responds-to-critics/
https://perma.cc/GWC2-P7X9
https://lingbuzz.net/lingbuzz/007180
https://doi.org/10.5281/zenodo.12665933
https://www.tehrantimes.com/news/483187/Exclusive-Linguist-says-ChatGPT-has-invalidated-Chomsky-s-innate
https://www.tehrantimes.com/news/483187/Exclusive-Linguist-says-ChatGPT-has-invalidated-Chomsky-s-innate
https://perma.cc/N27X-3EUB
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Critics, in turn, respond that NLP applications only describe or predict text
based on their training data model, thus producing what some characterize as
pseudoscientiÞc outputs.46 By heavily relying on statistical learning from vast
datasets, NLP therefore faces inherent limitations in its approach to language.
These systems, while adept at predicting likely word sequences or generating
contextually appropriate responses, operate without a grounded understanding of
the real-world concepts and relationships that language describes.47

For AI to truly understand natural language, it must seek explanations
independently and consider improbable explanatory models. Current AI systems,
including LLMs, lack this capability, having no personal perspective, subjective
experiences, or self-awareness, resulting in their inability to reliably generate
meaningful content in the way human judges do (so-called deep understanding).48

3. Implications for AI in Judicial Fact-Finding

This critique, particularly the disconnect between statistical language models
and genuine understanding, has profound implications for the use of NLP in legal
contexts. If AI systems are merely engaging in sophisticated pattern matching
rather than true language comprehension, their reliability in interpreting text in
the way required of a judge comes into question.

It is evident that the complexity of text processing required varies depending
on the speciÞc scope of the judicial tasks. Broadly speaking, these judicial
tasks can be divided into two main categories: organizational and evaluative
tasks. With regard to organizational tasks, the performance level of NLP

46 SeeDan Milway, A Response to Piantadosi (2023), D!" M#$%!&(Apr. 26, 2023),https://milway.c
a/2023/04/26/a-response-to-piantodosi-2023/[https://perma.cc/3QFV-S3TK]; Jordan Kodner, Sarah
Payne & Je! rey Heinz,Why Linguistics Will Thrive in the 21st Century: A Reply to Piantadosi (2023),
https://lingbuzz.net/lingbuzz/007485[https://perma.cc/E83N-HB6V].

47 This results potentially in AI hallucinating.See, e.g., Razvan AzamÞrei, Sapna R. Kudchadkar & James
Fackler,Large Language Models and the Perils of Their Hallucinations, 27 C'#(#)!$ C!'* 120 (2023);
Vipula Rawte et al.,The Troubling Emergence of Hallucination in Large Language Models Ð An Extensive
DeÞnition, QuantiÞcation, and Prescriptive Remediations, !' X#+(July 30, 2025),http://arxiv.org/abs/2310
.04988[https://perma.cc/LG48-WKY9].

48 Mathematically speaking, the lack of deep understanding follows from the fact Ò(i) that computation
cannot realize understanding, (ii) that computation cannot realize mathematical insight, and (iii) that
computation cannot realize raw sensation, and hence that computational syntax will never fully encapsulate
human semantics.Ó J. Mark Bishop,ArtiÞcial Intelligence Is Stupid and Causal Reasoning Will Not Fix It, 11
F',"( . P-&). . (2021).

https://milway.ca/2023/04/26/a-response-to-piantodosi-2023/
https://milway.ca/2023/04/26/a-response-to-piantodosi-2023/
https://perma.cc/3QFV-S3TK
https://lingbuzz.net/lingbuzz/007485
https://perma.cc/E83N-HB6V
http://arxiv.org/abs/2310.04988
http://arxiv.org/abs/2310.04988
https://perma.cc/LG48-WKY9
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is promising. NLP systems typically excel in tasks that involve organizing,
categorizing, and summarizing large volumes of textual data.49 In the context of
judicial fact-Þnding, these capabilities could support strategic case scheduling,
e! cient document management, and the development of systematic approaches
to evidence compilation and analysis. For instance, in complex multi-party
litigation, a judge could utilize NLP tools to rapidly parse thousands of documents,
quickly identifying critical themes and potential evidentiary inconsistencies that
traditionally would require weeks of manual review. Current NLP technology
can already adequately handle these judicial tasks, potentially even enhancing the
e! ciency of the fact-Þnding process.50

However, current NLP systems struggle with nuanced evaluative tasks
that demand sophisticated contextual understanding. Assessing written expert
testimony presents a particularly challenging domain: NLP technologies struggle
to holistically evaluate logical consistency, detect subtle rhetorical maneuvers,
and gauge real-world plausibility. Contractual interpretation represents another
example where current NLP technologies reveal substantial interpretative
constraints when assessing written text. While they can identify speciÞc textual
patterns, these systems often fail to capture the complex interplay between
contractual language, industry-speciÞc norms, partiesÕ implicit intentions, and
broader contextual considerations that human legal professionals routinely
navigate.51

While NLP can assist with initial document organization and preliminary
textual analysis, independently evaluating their contentÕs validity and coherence,
particularly in the context of a speciÞc case, is beyond its current capabilities.
Such tasks would demand not only linguistic processing but a complex interplay

49 See, e.g., Meg Jones,The Ironies of Automation Law: Tying Policy Knots with Fair Automation
Practices Principles, 18V!"# . J. E"$. & T%&'. L. 77, 105 (2015).

50 See, e.g., Farid Ariai & Gianluca Demartini,Natural Language Processing for the Legal Domain: A
Survey of Tasks, Datasets, Models, and Challenges, !( X)* (July 30, 2025),http://arxiv.org/abs/2410.21306
[https://perma.cc/U8YH-EF2C]. SpeciÞcally with regard to judicial decision-making, see Beniamino Di
Martino et al.,A Semantic-Based Methodology for the Management of Document Workßows in
e-Government: A Case Study for Judicial Processes, 66K"+,-%#.% I"/+ . S01. 3959, 3959Ð3982 (2024).

51 See, Ariai & Demartini,supranote50, at 1449 (discussing limitations of NLP systems).See, e.g., Marco
Siino et al.,Exploring LLMs Applications in Law: A Literature Review on Current Legal NLP Approaches,
IEEE A&&%111 (2025) (overviewing AI-based contract analysis as well as contract review).

http://arxiv.org/abs/2410.21306
https://perma.cc/U8YH-EF2C
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of world knowledge, logical reasoning, and contextual understandingÑcapabilities
that current AI systems have not yet convincingly demonstrated.

C. Judicial Fact-Finding by AI? Verbal Communication through Spoken
Language

Judges, of course, require not only the skills to comprehend written language,
but also spoken natural language. The AI technology most analogous to human
verbal communication falls again within the domain of NLP. These AI-based
speech processing systems share fundamental operational principles with text-
based NLP, di! ering primarily in their input and output interfaces. As such, the
limitations inherent to NLP in text processing, as discussed in the previous section,
apply equally to speech processing systems.

1. The Interplay of Text and Speech Processing in the Course of Judicial Fact-
Finding

Judicial text and speech processing are inextricably linked, both in their
technological counterparts and within the judicial fact-Þnding process itself. A
judgeÕs verbal interactions in court are grounded in the thorough analysis of the
written language in various case Þles and documents. This preparatory phase
requires the synthesis of textual information to inform subsequent verbal inquiries.
An AI system designed to replicate this process would need to seamlessly integrate
text analysis capabilities with speech generation functions.52

To develop such a system, one could envision training an AI on a dataset
comprising of former case Þles, their transcripts, and the questions posed by
judges during the corresponding proceedings. The training data could potentially
extend to include judgesÕ factual Þndings and legal assessments, thereby addressing

52 The technology behind it is usually called Òtext-to-speechÓ or Òspeech-to-textÓ.See, e.g., Yogesh Kumar,
Apeksha Koul & Chamkaur Singh,A Deep Learning Approaches in Text-to-Speech System: A Systematic
Review and Recent Research Perspective, 82 M!"#$%&'$( T))"* A++"$,(#$)-* 15171 (2023); Mahmoud
Gaber, Gloria Corpas Pastor & Ahmed Omer,Speech-to-Text Technology as a Documentation Tool for
Interpreters: A New Approach to Compiling an Ad Hoc Corpus and Extracting Terminology from Video-
Recorded Speeches, T.(-* : .&/$*#( '& #.('!,#)")0 «1( 263 (2020). Well-known examples of AI-based
speech processing tools include the speech to text tools from OpenAI,https://platform.openai.com/docs/gui
des/speech-to-text[https://perma.cc/R3FM-PHW9] and Google Cloud,https://cloud.google.com/speech-
to-text [https://perma.cc/Y9XC-MSW5].

https://platform.openai.com/docs/guides/speech-to-text
https://platform.openai.com/docs/guides/speech-to-text
https://perma.cc/R3FM-PHW9
https://cloud.google.com/speech-to-text
https://cloud.google.com/speech-to-text
https://perma.cc/Y9XC-MSW5
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the challenges posed by the intertwined nature of fact-Þnding and legal analysis
inherent in judicial decision-making.53

2. Communication and Interaction with Parties and Witnesses

Moving to the interactions between judges and witnesses or parties as the
core judicial task involving skills to communicate verbally, it becomes clear
that replicating this facet of the judicial fact-Þnding process requires more
from an AI than merely following a predetermined list of questions. Rather,
it involves conducting a dialogue, with the judge not only asking questions
but also understanding the responses in the context of the speciÞc case and
continuously adjusting the content of the examination accordingly. AI needs to be
able to engage in real-time analysis of courtroom proceedings, actively comparing
new information against the pre-existing case Þle. Gaining this ability would
enable AI to identify unexplored areas of inquiry relevant to the case, formulate
additional questions based on emerging testimony, recognize inconsistencies or
contradictions in witness statements, and adapt its line of questioning based on
new information or unexpected responses.

3. Once again: Absence of Genuine Language Comprehension as AIÕs
Fundamental Challenge

Structurally, AI seems capable of replicating the requirements for verbal
communication skills in judicial fact-Þnding. However, a fundamental limitation
persists: the absence of genuine language comprehension. As explored above
when discussing text-based NLP, current AI technologies, including LLMs, lack
understanding of the content they process in any deeper sense.54

This deÞciency is particularly problematic in the context of judicial fact-
Þnding for several reasons. First, judicial proceedings can encompass a virtually
unlimited range of subject matters, from complex Þnancial transactions to nuanced
interpersonal disputes. An AI system would need to possess not just broad
general knowledge but also the ability to apply this knowledge contextually to
speciÞc casesÑa task that requires more than pattern recognition or statistical

53 This speciÞc challenge will be discussed in Section II.A.
54 See, e.g., Melanie Mitchell & David C. Krakauer,The Debate Over Understanding in AIÕs Large

Language Models, 120P!"# . N$%&. A#$' . S#(. U.S.A.e2215907120 (2023).
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analysis. Second, judges do not merely engage in general communication; they
Þlter information through a sophisticated legal lens. This requires not only language
comprehension but also a deep grasp of legal principles, precedents, and their
application to novel situations. The integration of legal reasoning with verbal
communication presents a challenge that current AI systems are ill-equipped to
handle.55

Third, while AI systems excel at identifying patterns across large datasets,
they struggle to treat each case as unique, with its own speciÞc context and nuances.
AI tends to apply ÒaverageÓ solutions based on their training data, which can lead
to inappropriate generalizations in speciÞc cases and potentially compromise the
fairness and accuracy of the judicial process.56 These shortcomings are closely
tied to AI systemsÕ lack of intuitive understanding of the world (often referred to as
Òcommon senseÓ) and inability to reason about their own knowledge and limitations
(meta-knowledge) in the way that human judges can.57 Additionally, current AI
systems identify correlations rather than causal relationships.58 This limitation can
likewise result in logical inconsistencies when addressing the complex, real-world
scenarios presented in court.

Against this backdrop, the result is similar to the one regarding text-
based judicial tasks: While AI systemsÑparticularly those based on advanced
NLP modelsÑcan generate syntactically correct and contextually relevant
questions and responses, they fundamentally di! er from human judges in their

55 See infraSection II.E.
56 The ÒworldÓ of an AI system thus begins and ends with the data that is made available to it. That is why

even in the case of LLMs like ChatGPT, the users most likely will Þnd a disclaimer that the program has,
for example, Òlimited knowledge of the world and events after 2021Ó.See, e.g., What is ChatGPT?, O!"# AI ,
https://help.openai.com/en/articles/6783457-what-is-chatgpt[https://perma.cc/2ZYK-K8RY] (last visited
Aug. 28, 2024). This, in turn, results in the AI system not knowing anything about the ÒworldÓ beyond the
date of their training data cut-o! .

57 On the resulting (lack of) understanding of Al of the world, see, e.g., Mittelstadt,supranote26, at
1831 (ÒThe concept of ÔtruthÕ has been highly simpliÞed in LLM development and equated with accuracy
measured against the Ôground truthÕ of the training data.Ó).

58 This is a characteristic of AI considered as one of the most central challenges when delegating human-
centric decision-making processes to AI. This limitation has been ßagged by scholars for decades.See, e.g.,
Nils J. Nilsson,ArtiÞcial Intelligence: Engineering, Science, or Slogan?, 3 AI M $%$&'#"2 (1982).

https://help.openai.com/en/articles/6783457-what-is-chatgpt
https://perma.cc/2ZYK-K8RY
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underlying reasoning processes.59 The output of these systems, while sometimes
impressively accurate, can also be unpredictably erroneous or nonsensical.60 This
unpredictability stems from the AIÕs lack of genuine understanding of the content
it processes.61 As the requirements for judicial verbal communication extend
beyond mere form to encompass substantive understanding and reasoned decision-
making, current AI technologies, despite their advancements, therefore fall short
of meeting these comprehensive requirements. The limitations in AI-based speech
processing, particularly the lack of genuine content comprehension, preclude the
full replication of a judgeÕs verbal communication capabilities in the fact-Þnding
process.

D. Judicial Fact-Finding by AI? Nonverbal Communication

Perhaps the most challenging aspect for AI in replicating judicial social skills
is the interpretation of nonverbal cues. When examining the requirement of a
judgeÕs nonverbal communication skills, we shift our focus from the substance, the
objective content of testimony, to the nuanced manner in which it is deliveredÑ
what linguists term Òparalanguage.Ó62 These nonverbal cues often provide crucial
insights into witnessesÕ and partiesÕ subjective feelings and motives. Therefore,
they play a pivotal role in judicial assessments of credibility, a cornerstone of
e! ective fact-Þnding.63

The judicial task of recognizing and evaluating subjective feelings through
nonverbal cues presents several fundamental challenges. Unlike verbal content,
subjective feelings are not directly perceptible to outside observers, including

59 Jocelyn Maclure Þttingly refers to AI having an Òatomistic bias which makes it blind to the social
and institutional dimension of human reasoning processes.Ó Jocelyn Maclure,AI, Explainability and Public
Reason: The Argument from the Limitations of the Human Mind, 31M!"#$ & M %&'!"($ 421, 421 (2021).

60 On the ÒweirdnessÓ of AI, particularly output of ML, see, e.g.,J%"())( S'%"( , Y*+ L**, L!,( % T'!"-
%"# I L*.( Y*+ : H*/ A01!2!&!%)I"1())!-("&( W*0,$ %"# W'3 I1Õ$ M%,!"- 1'( W*0)# % W(!0#(0
P)%&(11Ð12 (Illustrated ed. 2019) (on Þle with NYU Journal of Intellectual Property and Entertainment
Law).

61 This lack of genuine understanding of the content it processes has been traced back to lack of a
Òdeep understanding of the structure of the worldÓ comparable to the ones of humans based on their Òprior
experience.ÓSeeDouglas Heaven,Why Deep-Learning AIs Are so Easy to Fool, 574N%1+0(163 (2019).

62 Tim Wharton,Paralanguage, in T'( R*+1)(#-( H%"#4**, *2 P0%-5%1!&$69 (Anne Barron, Yueguo
Gu, & Gerard Steen eds., 2017).

63 See generallyUnited States v. Sche! er, 523 U.S. 303 (1998) (emphasizing the importance of demeanor
evidence in credibility assessments).
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judges.64 Consequently, the judge must rely on proxiesÑexternal manifestations
of internal states. These proxies primarily include facial expressions, voice pitch
and tone; physiological indicators like pulse rate, gestures, and posture.65

1. AI-based Emotion Recognition

Recent advancements in AI have led to the development of systems aimed
at replicating nonverbal communication skills as required of judges.66 These AI
applications typically follow a three-stage process:

1. Sensors record signals such as facial expressions or voice pitch;

2. The system performs feature abstraction and classiÞcation, assigning
observations to predeÞned basic emotions; and

3. The system infers the overall emotional state based on this classiÞcation.

In the context of judicial fact-Þnding, three types of external manifestations
seem particularly promising for emotion recognition: facial expressions (visual),
prosody (acoustic), and overall behavior, particularly gestures.

Facial expression recognition aims to infer emotional states from facial
muscle movements and eye contact patterns.67 While subtle and ßeeting
expressions pose challenges for human judges, AI systems excel at capturing these
micro-expressions. AI-based facial expression recognition68 employs either 2D
or 3D modeling, with three-dimensional approaches o! ering greater accuracy

64 A!"#!$# D%&%'$#, T() F))*$!+ #, W(%" H%--)!' : B#./ %!. E&#"$#! $! "() M%0$!+ #,
C#!'1$#2'!)'' 54 (1999) (pointing out that only in very few cases Òwe can predict with some success
that certain stimuli will produce certain emotionsÓ).

65 On how to detect deceit from these external manifestations, seeP%2*E0&%!, T)**$!+ L$)' : C*2)' "#
D)1)$" $! "() M%30)"-*%1), P#*$"$1', %!. M%33$%+)80-161 (2001).

66 See, e.g., T() O4,#3. H%!.5##0 #, A,,)1"$6) C#&-2"$!+ (Rafael A. Calvo et al. eds., 2015).
67 Yingli Tian, Takeo Kanade & Je! rey F. Cohn,Facial Expression Recognition, in H%!.5##0 #, F%1)

R)1#+!$"$#! 487 (Stan Z. Li & Anil K. Jain eds., 2011); Peter Enders,Einsatz K¬unstlicher Intelligenz
bei juristischer EntscheidungsÞndung[Usage of ArtiÞcial Intellligence in Legal Decision-Making], 50
J23$'"$'1() A35)$"'5* ¬%"")3 [JA] 721 (2018) (Ger.); Jacqueline Melzer,Auswirkungen von K¬unstlicher
Intelligenz auf V¬olkerrecht, insbesondere die Gew¬ahrleistung der Garantien des Art. 6 EMRK[Implication of
ArtiÞcial Intelligence on Public International Law, particularly the Guarantee of Art. 6 ECHR], Z)$"'1(3$,"
72& I!!#6%"$#!' - 2!. T)1(!$03)1(" [ZZIT] 145 (2020) (Ger.).

68 For an overview, see Hakan Boz & Utku K¬ose,Emotion Extraction from Facial Expressions by Using
ArtiÞcial Intelligence Techniques, 9 BRAIN: B3#%. R'1( . $! A.I. & N )23#'1$)!1) 5 (2018).
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and pose independence.69 While these systems have shown promise in medical
contexts, such as diagnosing mental health disorders, concerns persist about the
potential conßation of correlation and causation in AI-generated insights, as well
as the generalizability of results across diverse populations.70

Acoustic emotion recognition focuses on speech prosodyÑthe Òtone of voiceÓ
beyond verbal content.71 This approach analyzes sound properties such as intensity,
intonation, and speech rhythm. However, cultural variations in intonation patterns
and the heterogeneous nature of acoustic features complicate the development of
universally applicable AI systems for prosody analysis.

Comprehensive analysis of a witnessÕs or partyÕs overall behavior, especially
gestures, represents another avenue for AI-assisted emotion recognition in the
courtroom. While AI systems capable of analyzing complex physical movements
existÑsuch as those used in Olympic gymnastics scoring72Ñapplying similar
technology to courtroom gesture analysis presents unique challenges due to the
absence of a comprehensive Óevaluation catalogÓ for linking gestures to speciÞc
emotions.

2. Fundamental Limitations of AI in Emotional Understanding

Despite the apparent sophistication of AI systems in capturing and processing
various manifestations of nonverbal communication, they face signiÞcantÑand
potentially insurmountableÑhurdles in evaluating the meaning of these cues vis-
à-vis emotional states. This limitation is not merely technological but reßects a
profound epistemological challenge.

69 See, e.g., Abhinav Chaubey & Vijay Maheshwari,Facial Emotions Recognition Using Deep Learning
Technology, 9 I!" Õ# J.$%&R'() . *! A++#*,- S(*. & E!. Õ. T,() . 1245 (2021).

70 ÒLack of generalizationÓ und Òlack of trust in automated decision-makingÓ are usually identiÞed as the
main challenges when it comes to AI-based emotion recognition.See, e.g., Smith K. Khare et al.,Emotion
Recognition and ArtiÞcial Intelligence: A Systematic Review (2014Ð2023) and Research Recommendations,
102I!$%. F/'*%! 1, 12 (2024).

71 Hiroya Fujisaki,Prosody, Models, and Spontaneous Speech, in C%0+/"*!. P&%'%-127 (Yoshinori
Sagisaka, Nick Campbell & Norio Higuchi eds., 1997).

72 Takuya Matsumoto,New AI Scoring System Eyed for 2024 Paris Olympics, J2+2! N,3' (Oct. 12, 2023),
https://japannews.yomiuri.co.jp/sports/other-sports/20231011-142383/[https://perma.cc/ZN3P-R2V2].

https://japannews.yomiuri.co.jp/sports/other-sports/20231011-142383/
https://perma.cc/ZN3P-R2V2
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The interpretation of nonverbal cues presents a twofold conundrum: Þrst,
the deÞciencies of human judges in accurately decoding emotional states,73 and
second, the inherent di! culty of objectively verifying the accuracy of such
interpretations, whether performed by human or AI. The deÞciencies of human
judges in accurately identifying othersÕ emotional states might, prima facie, suggest
a compelling case for AI replacement in this domain. However, this human
limitation creates a paradoxical impediment to assessing AIÕs e! cacy in this realm.
The lack of a Òground truthÓ74 against which to measure AI performance renders
the evaluation of its capabilities in correctly detecting emotional states of humans
inherently challenging.75

The crux of this dilemma, therefore, lies in the absence of an objective,
reliable methodology for verifying emotional states of humans. While self-
reporting remains a cornerstone of psychological inquiry,76 its application in the
adversarial context of judicial proceedings is fraught with complications. The
inherent tensions between truth-seeking and strategic testimony render such self-
reports unreliable at best and potentially hazardous at worst.

Moreover, AI systems themselves cannot truly experience emotions in the
way humans do, therefore lacking the experiential foundation necessary for
genuine emotional understanding. They can merely recognize and potentially
mimic emotional expressions.77 AI, however, lacks profound understanding of the

73 Rainer Banse & Klaus R. Scherer,Acoustic ProÞles in Vocal Emotion Expression, 70J. P!"#$%&'()* &
S$+. P#*+, . 614 (1996) (concluding that human judges do detect emotions from nonverbal acoustic signals
Òwith much-better-than-chance accuracyÓ). The authors, nevertheless, stress that this aspect still requires
further empirical research. Porter & ten Brinke,supranote82(pointing to various challenges in this regard).

74 For an example of how to approach tasks without a ground truth like emotion recognition, see Ramya
Srinivasan & Ajay Chander,Crowdsourcing in the Absence of Ground TruthÑ A Case Study(June 17, 2019)
(unpublished manuscript) (presented at 2019 ICML Workshop on Human in the Loop Learning (HILL
2019)),http://arxiv.org/abs/1906.07254[https://perma.cc/7MFA-6QAL].

75 This is a particularly challenging case resulting from the general di! culty for humans to identify and
assess failures of AI. Conversely, AI may obscure human intent and responsibility, when the human is placed
in the loop.SeeCrootof, Kaminski & Price,supranote24, at 467.

76 Especially in the course of determining to what extent a person is capable of empathy and by what
characteristics this can be measured, such self-disclosures (so-called Òself-reportsÓ) are used.See, e.g.,
Brett A. Murphy & Scott O. Lilienfeld,Are Self-Report Cognitive Empathy Ratings Valid Proxies for
Cognitive Empathy Ability? Negligible Meta-Analytic Relations with Behavioral Task Performance, 31
P#*+, . A##!##-!%) 1062 (2019).

77 Alain Finet, Kevin Kristoforidis & Julie Laznicka,The Limits of AI in Understanding Emotions:
Challenges in Bridging Human Experience and Machine Perception, F./// R!#!&"+, , 3 (2025),https:

http://arxiv.org/abs/1906.07254
https://perma.cc/7MFA-6QAL
https://f1000research.com/articles/14-582
https://f1000research.com/articles/14-582
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embodied, subjective experience of emotions that informs human interpretation of
nonverbal cues.

This absence of lived emotional experience creates an unbridgeable gap
between AI analysis and human emotional interpretation.78 It reßects the structural
di! erences between human cognition and AI. Human emotions form the core
of subjective inner experiencesÑwhat philosophers term qualia, the ine! able
Òwhat it is likeÓ to be a speciÞc conscious entity. To truly understand human
emotions requires being human, echoing Thomas NagelÕs famous argument about
the subjective nature of conscious experience.79

3. Implications for Judicial Fact-Finding

The judiciaryÕs role in evaluating witness credibility and emotional states is
predicated on a shared human experienceÑresulting in a common vocabulary that
allows for nuanced interpretation of nonverbal cues. This shared experiential base
enables judges to respond to the individual circumstances of the disputing parties
and empathetically grasp possible motives, information, and emotional needs in
their social context.

AIÕs inability to genuinely experience emotions renders it fundamentally
ill-equipped for this critical aspect of judicial fact-Þnding. While AI may
excel in identifying surface-level nonverbal cues, it lacks the deeper contextual
understanding and experiential framework necessary for meaningful interpretation
of these cues.

E. Conclusion

The analysis in this Part of the article reveals a nuanced landscape where
AI demonstrates potential in isolated aspects of judicial fact-Þnding, particularly
in speciÞc tasks such as document authentication or organizational functions.
However, fundamental limitations persist, especially in areas requiring deep

//f1000research.com/articles/14-582[https://doi.org/10.12688/f1000research.164796.1]; Angelina
Chen et al.,Feels Like Empathy: How ÒEmotionalÓ AI Challenges Human Essence, A!"#$ . C%&'. I&'%. S(" .
1, 3 (2023),https://ssrn.com/abstract=4763428[https://perma.cc/6ZU8-E3NU].

78 Sadia Tariq et al.,Examining Some Serious Challenges and Possibility of AI Emulating Human
Emotions, Consciousness, Understanding and ÔSelf,Õ1 J. N)!*% P+,$%"%-+(73 (2022) (stressing that the
practical realization of AI having emotions Òwould be very di" cult, if not impossibleÓ).

79 Nagel,supranote18, at 435, 442 (Ò[T]o know what it is like to be a bat, you have to be a bat.Ó).
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language understanding, emotional intelligence, and holistic reasoning about
human behavior as well as internal human states.

Even advanced AI applications, such as LLMs, fall short of the judicial
competencies required for comprehensive fact-Þnding. The inability to fully grasp
communicated content or to interpret nonverbal cues precludes AI from wholly
supplanting human judges in this domain.

II
L !"#$ A%&$&'&!( )*+L!"#$$, A((!((&-" '.! F#/'(

In addition to a nuanced understanding of the social dimensions of
adjudication, the judicial function necessitates equally sophisticated legal skills.
Such abilities, encompassing a comprehensive understanding of the legal system
and the ability to apply general norms to speciÞc factual scenarios, are universally
considered an essential component of the judicial function.80 The judgeÕs mandate
to resolve legal disputes on the basis of the law necessarily presupposes a
sophisticated understanding of legal principles and their application to factual
scenarios.

This Part of the article aims to elucidate the key steps a judge undertakes
in legally analyzing established facts. Notably, the normative foundations for
conducting legal analysis are sparse. Core considerations regarding judicial
approaches to applying the law primarily fall within the domain of legal
methodology instead.

A. The Interplay of Facts and Law

Before elaborating on the process of judicial legal assessment, it is worth
noting that the legal analysis is not conÞned to the post-fact-Þnding stage.
Rather, it permeates the entire judicial process. The judge must consider potential
legal interpretations ab initio, beginning with the review of party submissions
and continuing throughout the fact-Þnding process. Judicial decision-making is,
therefore, characterized by a constant, dynamic interplay between the di! erent

80 See, e.g., Marbury v. Madison, 5 U.S. 137 (1803) (establishing the principle of judicial review and, by
extension, the necessity of judicial legal competence).
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stages of the proceeding.81 The judge must navigate these steps with the ßexibility
demanded by due process, considering the results of each in relation to the others.

The dialectic between factual and legal considerations occurs both during
oral arguments and in the drafting of the opinion. Throughout oral arguments,
partiesÕ assertions and pro! ered evidence serve as touchstones for potential legal
interpretations for the judge, ensuring comprehensive evidence gathering and
facilitating meaningful dialogue with parties on both factual and legal grounds.

The opinion-drafting stage represents the culmination of this fact-law
symbiosis.82 Here, established facts serve as the foundation for deÞnitive legal
analysis, reßecting an increasing narrowing of focus throughout the proceedings.
Although opinions present factual Þndings and legal assessments as distinct
components, they are the product of an integrated cognitive process not explicitly
captured in the written decision.83

Against this backdrop, it is evident that e! ective adjudication demands more
than isolated social and legal competencies from the judge. It requires an integrative
capacity, a holistic understanding of the interplay between real-world occurrences
and their legal implications.

B. The Application of Law in Detail

So, how do judges apply legal norms to factsÑwhether alleged or
establishedÑand what are the speciÞc legal skills required for this process?

The initial step in a judgeÕs legal analysis, when confronted with a case, is
to determine the applicable area of law. This determination, which precedes the
oral arguments and, consequently, the fact-Þnding process itself, is an integral part
of the preliminary jurisdictional assessment. It demands not so much a detailed
knowledge of speciÞc statutes, but rather a fundamental understanding of the

81 Abram Chayes,The Role of the Judge in Public Law Litigation, 89 H!"# . L. R$#. 1281, 1297 (1975)
(referring to a Òcomplex and continuous interplay between fact evaluation and legal consequenceÓ).

82 On the complexity of dividing questions of law from questions of fact, see G. Alexander Nunn,Law,
Fact, and Procedural Justice, 70E%&"' L.J. 1273 (2021).

83 See, e.g., Mireille Hildebrandt,Data-Driven Prediction of Judgment. LawÕs New Mode of Existence?,
in OUP C&(($)*$+ C&,"-$- V&(,%$ EUI S,%%$"--).&&( 3 (2019) (exemplifying this back and forth in
the following way: Òwhat counts as the criminal o! ence of murder depends on the double focus of looking
at the facts from the perspective of the criminal law and looking at the criminal law from the perspective of
the factsÓ).
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structure of the legal system as a whole, coupled with the ability to connect various
legal domains to real-world events. Such comprehension is crucial for classifying
the factual scenario as legally relevant and, more speciÞcally, as falling within the
subject-matter jurisdiction of the speciÞc court.

Following this initial legal categorization of the case as within the courtÕs
jurisdiction, the next step involves identifying the speciÞc legal principles and legal
provisions potentially applicable to the case at hand.

Courts typically employ a process known as subsumption or legal syllogism,
which involves applying a major premise (legal rule) to a minor premise (factual
situation) to reach a conclusion.84 In judicial reasoning, the major premise consists
of legal rules of a certain level of abstraction expressed in natural language, while
the minor premise is the speciÞc fact pattern at issue.85

While subsumption follows an Óif-thenÓ structure, it would be overly reductive
to view it as a purely mechanical process.86 The logical structure does not account
for the content of the premises, such as the meaning of terms in the legal rule.
Judges must engage in a nuanced analysis, concretizing both the legal concepts
and the factual elements to determine whether the facts align with the statutory
elements, thereby triggering the prescribed legal consequences.87

The content of these legal texts is determined through legal interpretive
methods. While these are typically not explicitly enumerated in positive law, their
existence as well as their guiding function as tools for arguing for or against
particular interpretations of legal norms are widely recognized. What these legal
interpretive methods are and their weight in relation to one another rank, however,
among the most debated issuesÑboth within each legal system and between
di! erent legal traditions.88

84 On the concept of subsumption in judicial decision-making, see, e.g., Frederick Schauer,Balancing,
Subsumption, and the Constraining Role of Legal Text, 4 L. & E!"#$%H&' . R!%. 33 (2010).

85 David Lyons,JustiÞcation and Judicial Responsibility, 72C()#*. L. R+,. 178, 180 (1984).
86 Lochner v. New York, 198 U.S. 45 (1905) (Holmes, J., dissenting) (critiquing formalistic legal

reasoning).
87 Jerzy Wroblewski,Legal Syllogism and Rationality of Judicial Decision, 5 R+$"!%!"+-.#+ 33 (1974).
88 Most notably for the US discourse is the well-known debate between originalists living constitutionalists

as the two competing methods of constitutional interpretation. Despite each having a certain basic concept
with deÞning features, both originalism and living constitutionalism are multilayered terms which can hardly
be conclusively deÞned. In fact, there are more than just these two ÒschoolsÓ or theories of how to interpret the
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When approaching legal interpretation, we may consider as minimal common
ground to acknowledge that law isÑat least for nowÑexpressed through natural
language. Therefore, its interpretation must adhere at least to general linguistic
rules, considering not only the common usage of terms but also their context
and broader communication practices. This process involves both semantic and
pragmatic analysis. Through this lens, the traditional rules of legal interpretation
can consequently be understood as speciÞcations of the rules of natural language.89

As is the case with any interpretation of written natural language, the starting
point for interpreting legal norms is the text itself.90 Judges must rely on their
linguistic competence as members of a certain community, focusing on the ordinary
meaning of words. The textual argument is therefore an argument directly based
on the text itself by considering the words used.91 However, textual analysis
is not limited to semantics; it also encompasses grammatical and syntactical
considerations.92

Moving to the pragmatic dimension of legal interpretation, systematic
interpretation as one of its methods examines a norm within the broader context of
the legal system, considering its relationship to other norms.93 This method often

constitution. On each side, di! erent sub forms have emerged. Even among originalism, there are Òdi! erent
kinds of originalismÓ, making the lines to living constitutionalism blurry to a degree that some forms of
originalism become Òindistinguishable from a form of living constitutionalismÓ.SeeD!"#$ A. S%&!'(( ,
T)* L#"#+, C-+(%#%'%#-+10Ð11 (2010).

89 For an overview of legal interpretation and how it is connected to the philosophy of language, see,
e.g., Brian H. Bix,Legal Interpretation and the Philosophy of Language, in T)* O./-&$ H!+$0--1 -/
L!+,'!,* !+$ L!2 146 (Lawrence M. Solan & Peter M. Tiersma eds., 2012),https://doi.org/10.1093/ox
fordhb/9780199572120.013.0011.

90 A famous textualistÑthough in the context of statutory interpretationÑwas Justice Antonin Scalia. He
focused on the text alone, leaving aside the historical dimension with the argument that history is either a
secret or cannot be trusted. Instead, his source and main reference point was the dictionary when it comes
to determine the meaning of the text; more accurately: its words.See, e.g., A+%-+#+S3!4#! & B&5!+ A.
G!&+*&, R*!$#+, L!2 : T)* I+%*&6&*%!%#-+ -/L*,!4 T*.%( (2012).

91 As Philip Bobbitt puts it, Òthe plain words of some portion of the text.ÓSeeP)#4#6B-00#%%,
C-+(%#%'%#-+!4F!%*: T)*-&5 -/ %)* C-+(%#%'%#-+38 (1982). The meaning of the words is derived from
the Òcommon use of a particular term in a particular context.ÓId. at 26.

92 Heikki E. S. Mattila,Legal Vocabulary, in T)* O./-&$ H!+$0--1 -/ L!+,'!,* !+$ L!2 27
(Lawrence M. Solan & Peter M. Tiersma eds., 2012).

93 In the context of interpreting the US Constitution, this approach is often referred to as ÒstructuralÓ
argument. The aim is, however, the same: The way of determining the overall context the text is embedded in
is deÞned by Bobbitt as Òdeceptively simple logic moves from the entire Constitutional text rather than from
one of its partsÓ. Bobbitt,supranote91, at 74.

https://doi.org/10.1093/oxfordhb/9780199572120.013.0011
https://doi.org/10.1093/oxfordhb/9780199572120.013.0011
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provides more insight into legislative intent than mere textual analysis. Historical
interpretation, another method of pragmatic legal interpretation, seeks to discern
the legislatureÕs intent at the time of enactment. It considers legislative history,
including committee reports, ßoor debates, and the legal landscape at the time of
enactment. Finally, the teleological interpretation, another method of pragmatic
legal interpretation, focuses on the purpose or objective of a norm, which may be
explicitly stated in the text or legislative materials, or inferred from context. This
method of interpretation requires judges to consider both factual and value-based
experiences, including generally recognized principles of justice and economic
e! ciency.

The interpretive process, particularly in its pragmatic aspects, demands that
judges think holistically94 about the legal system and explore the underlying
motives and objectives of legal provisions. This necessitates a combination of
factual knowledge, understanding of potential consequences, and recognition of
societal values.

C. Judicial Decision-Making Despite Interpretive Ambiguity

The process of legal interpretation may lead to multiple equally valid results,
creating a discretionary space that cannot be fully resolved through applying
recognized interpretive methods. How should a judge proceed in this scenario?
Such situations lie at the heart of judicial decision-making in cases of legal
ambiguity,95 raising fundamental questions about the nature of judicial discretion
and the line between applying existing law and creating new law.

94 Jack Balkin has argued against the backdrop of the US Constitution that the question whether one
considers it as a living document that adapts to changing circumstances or whether it is to be interpreted
according to its original meaning is actually not one where making a choice for one or the other leads to a
satisfying result. Instead, these two approaches need to be considered compatible rather than opposed.See
J!"# B!$#%&, L%'%&(O)%(%&!$%*+3, 277 (2011) (describing a holistic approach to interpretation). Similarly,
in this regard, Akhil Reed Amar: ÒWe are all textualist; we are all living constitutionalistsÓ.SeeA#,%$R--.
A+!) , A+-)%"!Õ* U&/)%00-&C1&*0%020%1&xiii (2012). He argues for constitutional interpretation as a
mean to grasp the constitution as encompassing as possible. Such a Òcomprehensive account of AmericaÕs
ConstitutionÓ can be seen as an Òaspiration to holism.ÓA#,%$R--. A+!) , A+-)%"!Õ* C1&*0%020%1&: A
B%1()!3,4 465, 469 (2005).

95 Ralf Poscher,Ambiguity and Vagueness in Legal Interpretation, in T,- O561). H!&.711# 16
L!&(2!(- !&. L!/ 128 (Lawrence M. Solan & Peter M. Tiersma eds., 2012).
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Traditionally, this aspect of judicial decision-making is addressed primarily
from a legal theoretical point of view. Positivistic concepts of the law, such as
H.L.A. HartÕs theory of the Óopen textureÓ of law or KelsenÕs Pure Theory of
Law,96 posit that judges must select from among plausible interpretations to fulÞll
their adjudicative function. However, such frameworks o! er little guidance on the
criteria for such selections, potentially relegating the choice to unfettered judicial
discretion.97 This prospect, in turn, raises concerns about democratic legitimacy
and the rule of law.

To mitigate the risk of arbitrary decision-making, legal systems often
establish both procedural and substantive constraints on judicial discretion. Various
doctrines and canons have been developed to guide judicial decision-making in
cases of ambiguity. For instance, the US Supreme Court has articulated di! erent
ÓtiebreakerÓ rules for resolving interpretive deadlocks, such as the doctrine of
constitutional avoidance98 and the rule of lenity in criminal cases.99

Constraints of this kind serve a dual function: guiding judges in navigating
interpretive ambiguities and reinforcing the legitimacy of judicial decisions.
Procedural constraints, such as the obligation to provide reasoned decisions, serve
as a check on judicial discretion by requiring transparency and facilitating appellate
review.100

Substantive constraints often manifest in prohibitions against decisions based
on improper motives. These principles e! ectively incorporate extra-statutory
normative considerations into the decision-making process, referencing concepts
such as fundamental legal principles, general principles of justice and fairness and
the preservation of constitutional structure.101

96 SeeH.L.A. Hart, supranote10; H!"# K$%#$", P&'$ T($)'* )+ L!, (1967).
97 Richard S. Higgins & Paul H. Rubin,Judicial Discretion, 9 J. L$- . S.&/ . 129 (1980).
98 See, e.g., NLRB v. Catholic Bishop of Chicago, 440 U.S. 490 (1979).
99 See, e.g., United States v. Gradwell, 243 U.S. 476 (1917); McBoyle v. United States, 283 U.S. 25 (1931);

United States v. Bass, 404 U.S. 336 (1971).
100 These constraints will be examined in greater depth in Part III of this article.
101 The Austrian Civil Code (ABGB) provides an instructive example of how statutory frameworks can

guide judicial decision-making. Sections 6 and 7 of the ABGB establish a Òdecision programÓ program that
not only mandates judicial interpretation but also provides guidance when even comprehensive analogy fails
to yield a clear solution. Notably, Section 7 directs judges to decide according to Ònatural principles of lawÓ
in such cases. Allgemeines b¬urgerliches Gesetzbuch [ABGB] [Civil Code]¤ 6Ð7,< https://www.ris.bka.gv

https://www.ris.bka.gv.at/NormDokument.wxe?Abfrage=Bundesnormen&Gesetzesnummer=10001622&Artikel=&Paragraf=0&Anlage=&Uebergangsrecht
https://www.ris.bka.gv.at/NormDokument.wxe?Abfrage=Bundesnormen&Gesetzesnummer=10001622&Artikel=&Paragraf=0&Anlage=&Uebergangsrecht
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Despite these constraints, there might still be cases that cannot be resolved
even when considering all available interpretive tools and normative principles.
Judges are nevertheless obliged to decide every case within their jurisdiction,
regardless of the degree of ambiguity.102 Therefore, it remains conceivable that
judicial decisions may contain a random element that cannot be predetermined or
guided by law.

D. Summary of the Required Judicial Skillset

Based on the preceding analysis of the judicial process of legally assessing
the facts of the case, the following competencies form the core legal skills judges
require:

¥ A comprehensive understanding of the structure of the legal system and the
interplay between facts and law;

¥ ProÞciency in legal interpretation, including mastery of semantic and
pragmatic aspects of legal language;

¥ The ability to apply and synthesize various interpretive methodologies;

¥ The capacity to engage in meta-analysis of competing interpretations;

¥ An awareness of prevailing societal values and their relative weights in
di! erent legal contexts;

¥ The ability to navigate residual discretionary spaces within established legal
and normative frameworks.

The process of legal assessment by the judge must always culminate in a
decision, including a decision for one of the plausible meanings of the applicable
legal norms. Only by making the judicial decision is the ambiguity resolved for the
case in question, and the process of law application concluded.

E. Judicial Legal Assessment by AI? Legal Abilities of AI

In light of the judicial legal skills outlined above, this section examines the
extent to which AI can fulÞll these requirements.

.at/NormDokument.wxe?Abfrage=Bundesnormen&Gesetzesnummer=10001622&Artikel=&Paragraf=
0&Anlage=&Uebergangsrecht=> (Austria).

102 Lyons,supranote85, at 183.
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1. Legal Assessment as AI-Based Language Processing?

At Þrst glance, the application of AI to the task of judicial legal assessment
might seem like yet another use case of natural language processing. After all, the
law is, as elaborated above, expressed through natural language. From statutory
texts to judicial opinions, the legal profession is steeped in linguistic analysis
and argumentation. However, this surface-level similarity belies the profound yet
unique complexities of legal language in general and the process of judicial legal
application more speciÞcally.103

Legal language, while rooted in natural language, operates with a specialized
logic and precision that diverges signiÞcantly from everyday communication.104

Legal terms often carry meanings that are distinct from their colloquial usage, and
the process of interpreting these terms follows specialized methodologies that are
not intuitive to those outside the legal profession. Moreover, judges are bound by
procedural and substantive constraints in their legal reasoning that are not readily
apparent from the text alone.105

Thus, while proÞciency in natural language processing is undoubtedly a
prerequisite for any AI system aspiring to take over judicial functions, it is far
from su! cient. The true challenge lies in replicating the speciÞc processes of legal
assessment as required of a judge.

2. AI and the Interplay of Facts and Law

One of the core challenges of judicial legal assessment for AI is replicating
the dynamic interplay between facts and their legal classiÞcation. As elaborated
above, judges engage in a constant cognitive back and forth between the factual
circumstances of a case and the relevant legal provisions. This process is not linear
or mechanical but involves continuous reassessment and reÞnement of both the
factual and the legal dimension.

Conceptually, this process could be modeled as a data comparison between
two pools: one containing factual information and another containing legal

103 Mattila, supranote92.
104 Peter M. Tiersma,A History of the Languages of Law, in T!" O#$%&'H()'*%%+ %$L(),-(," ()'

L(. 12 (Lawrence M. Solan & Peter M. Tiersma eds., 2012).
105 See, e.g., Hildebrandt,supranote83, at 13Ð14.
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principles. However, this simpliÞcation fails to capture the nuanced, iterative nature
of judicial legal assessment. Each new piece of factual information can potentially
alter the relevance or interpretation of legal provisions in light of the speciÞc case,
and vice versa.

While AI systems seem structurally equipped for this back and forth and
could potentially be designed to perform iterative analyses between factual and
legal data sets, replicating the subtle, intuitive aspects of this process remains a
signiÞcant challenge. The ability to recognize when,e.g.,a seemingly minor factual
detail necessitates a wholesale reevaluation of the applicable legal framework is a
hallmark of legal expertise that AI systems struggle to emulate.

3. The Limits of Rule-Based AI in Legal Assessment

Moving from analyzing the compatibility of AI with the overall framework
and structural requirements underlying the process of judicial legal assessment to
the replicability of the process itself, I will now examine the extent to which AI is
able to replicate the substantive dimension of this core judicial task.

At Þrst glance, traditional rule-based AI systems (often referred to as
GOFAIÑGood Old-Fashioned AI) might seem well-suited to replicate the process
of judicial legal assessment, given lawÕs reliance on rules and logical structures.
Indeed, in highly standardized legal processes, such as certain tax calculations or
administrative procedures, rule-based AI can be e! ective.106

However, these standardized processes are the exception rather than the rule in
judicial decision-making. As elaborated above, the vast majority of cases that come
before judges involve complex, nuanced scenarios that resist reduction to simple
Òif-thenÓ statements. Judicial discretion, the weighing of competing principles, and
the need to interpret ambiguous or conßicting legal sources are all crucial aspects
of the judicial function that rule-based AI struggles to replicate.

106 On the challenges of using GOFAI for legal assessment, see Burkhard Schafer,Formalising Law, or
the Return of the Golem, in R!"!#$%& H#'()**+ *' L#, #'( T!%&'*-*./ 59 (Bartosz Broúzek, Olia
Kanevskaia, & Przemys"aw Pa"ka eds., 2023).
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4. Machine Learning and Legal Assessment: A Partial Solution with New
Challenges

In contrast to these traditional rule-based AI systems, ML-based approaches
o! er a potentially more ßexible solution for modeling judicial legal assessment,
particularly in capturing its evaluative dimensions. Conceptually, ML could be
applied to the process of legally assessing facts by perceiving the latter as a
classiÞcation task. Supervised learning algorithms could be trained on datasets of
past cases, using the established facts as input and the legal decisions as output.
In theory, such a system could derive the rules by which judges move from factual
inputs to legal outputs, and then apply these derived rules to new fact patterns.107

However, this approach faces several signiÞcant limitations, too: Most
importantly, unlike human judges who apply deductive reasoning to explicit
legal norms, an ML system would need to inductively derive the rules of legal
subsumption from the provided data. The system would not be pre-programmed
with established methods of legal interpretation or the general legal norms to be
applied; instead, it would need to independently identify these as patterns within
the data.108 This inversion of the deductive reasoning process that judges are
expected to employ raises serious doubts as to whether ML-based legal skills can
ever truly replicate the judicial process of legal assessment as envisioned in our
legal system.109 Even with high-quality training data, no AI system to date has
successfully derived the comprehensive rules of legal subsumption used in judicial
reasoning, even for limited case types.110

107 For a use case of a ML-based approach to modeling judicial legal assessment, see Riya Sil, Alpana &
Abhishek Roy,Machine Learning Approach for Automated Legal Text ClassiÞcation, 13 I!" Õ# J. C$%&'".
I!($ . S)* . & I !+'* . M,%". A&&#-./"-$!* 10 (2021).

108 On the problem the one cannot rely upon ML algorithms employing inductive methods to learn valid
generalizations, see Daniel Harris & Darin Dunham,Induction in Machine Learning(2021),https://ieeexp
lore.ieee.org/abstract/document/9438325[https://perma.cc/2TKM-98N5].

109 Olsen, Slosser & Hildebrandt,supranote22, at 226.
110 Cor Steging, Silja Renooij & Bart Verheij,Rationale Discovery and Explainable AI, in F0$!"-10* -!

A0"-(-.-/# I!"1##-,1!.1 /!+ A&&#-./"-$!* , 229. (Erich Schweighofer ed., 2021). Katie Atkinson, Trevor
Bench-Capon & Danushka Bollegala,Explanation in AI and Law: Past, Present and Future, 289 A.I. 1,
15 (2020),https://www.sciencedirect.com/science/article/pii/S0004370220301375?via%3Dihub
[https://doi.org/10.1016/j.artint.2020.103387].

https://ieeexplore.ieee.org/abstract/document/9438325
https://ieeexplore.ieee.org/abstract/document/9438325
https://perma.cc/2TKM-98N5
https://www.sciencedirect.com/science/article/pii/S0004370220301375?via%3Dihub
https://doi.org/10.1016/j.artint.2020.103387
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Furthermore, this approach relies on the assumption that past decisions are
inherently correct and should be replicatedÑa premise that ignores the evolving
nature of law and the occasional need for courts to overturn precedent.111

5. Hybrid AI Systems: A Promising Approach

Given the technological limitations of both GOFAI and ML approaches,
scholars increasingly advocate for hybrid AI systems that combine elements of
both. This approach aims to leverage the strengths of both AI paradigms to more
closely approximate judicial legal assessment.112

Hybrid systems o! er several advantages. The ML component allows for
consideration of a wide variety of case scenarios and the identiÞcation of patterns
that may not be easily formalized a priori.113 This addresses the challenge that
law, expressed in natural language, cannot be fully captured by formal logical rules
alone. Simultaneously, the GOFAI component introduces explicit legal knowledge
and logical rules derived from applicable legal norms, helping to legally categorize
the patterns identiÞed by the ML component.

While such a hybrid system would still ultimately produce outputs of a
statistical nature, the integration of rule-based reasoning would allow these outputs
to be generated following explicit methodological guidelines. This approach,
therefore, represents a more accurate replication of judicial reasoning processes
than either GOFAI or ML alone could achieve.

6. Limitations of AI in Legal Interpretation

Despite the potential of hybrid AI systems, signiÞcant challenges remain in
fully replicating the process of judicial legal assessment. These challenges arise
both in determining the content of general legal norms and contextualizing speciÞc
facts in light of these norms, as well as in Þlling any remaining interpretive gaps.

111 Simon Deakin & Christopher Markou,Evolutionary Interpretation: Law and Machine Learning, 1 J.
C!"## -$%#&%'(%)*!+R#&,. C"-'./ . L. 1 (2022).

112 Jack Mumford, Katie Atkinson & Trevor Bench-Capon,Combining a Legal Knowledge Model with
Machine Learning for Reasoning with Legal Cases, in P!"&00$%)1# "2 /,0 N%)0/00)/, I)/0!)*/%")*(
C")20!0)&0 ") A!/%2%&%*(I)/0((%10)&0 *)$ L*3 167 (2023).

113 The way ML works may therefore be referred to as Òcase-based reasoningÓ in contrast to GOFAI as
Òrule-based reasoning.Ó For more on this conceptual di! erence, see Atkinson, Bench-Capon & Bollegala,
supranote110, at 3.
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6.1. The Dichotomy of Formal and Substantive Legal Application

A fundamental challenge in AI-based legal assessment lies in the nature
of AI cognition itself. While AI systems, particularly those based on ML,
excel at identifying patterns and making predictions based on those patterns,
they lack the capacity for substantive reßection on the content and implications
of their predictions. Even hybrid AI systems, despite being potentially more
sophisticated in their approach, do not engage in the kind of reßective reasoning
that characterizes human judicial legal assessment. An AI system can determine
with high accuracy that fact X fulÞlls element Y of legal norm Z, but it cannot
engage in a meaningful reßection onwhy this is the case or consider the broader
implications of this conclusion. This distinction between formal pattern matching
and substantive understanding once more raises questions about the extent to which
AI-driven legal reasoning can truly capture the nuanced, context-dependent nature
of human judicial decision-making.114

6.2. Challenges in Semantic Interpretation

To truly replicate the process of judicial legal assessment, an AI system
would need to master the intricate process of legal interpretation outlined above,
employing recognized hermeneutical methods to uncover the substantive content
of applicable legal norms. This requirement demands a level of interpretive
sophistication that, at minimum, satisÞes the threshold for methodological rigor
in legal interpretation.

Semantic interpretation, being the most formalizable aspect of legal
interpretation, initially appears to be the low-hanging fruit for AI systems within
the process of judicial legal assessment. An AI system could theoretically utilize
a combination of dictionaries, legal commentaries, and large-scale textual corpora
to determine the meaning of words and interpret legal language. This approach

114 SeeCrootof, Kaminski & Price,supranote24, at 466 (pointing out that Òalgorithms lack the social
conditioning and tacit knowledge that humans have and thus miss crucial unarticulated (even inarticulable)
aspects of human decisionmakingÓ and that Òalgorithms that try to ÔlearnÕ ethics or social norms from human
behavior can import the nastier elements along with the goodÓ due to a lack of understanding for the norms
or ethics in question).
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mirrors, to some extent, the resources that human judges might consult in their
interpretive process.115

As elaborated above, particularly recent advancements in NLP have
demonstrated an impressive ability to capture semantic nuances in natural
language, making it seem technologically possible to replicate semantic
interpretation through AI. However, despite these advancements, AI still falls
short of replicating the level of language competence that judges possess as
members of the linguistic and legal communityÑa competence required even at
the level of semantic interpretation. The human capacity for understanding subtle
connotations, recognizing cultural and historical context, and appreciating the
evolving nature of language usage remains unmatched by current AI systems.116

Furthermore, the semantic interpretation of legal language often requires an
understanding of specialized legal terminology and concepts that may not be fully
captured by general-purpose NLP models.117The development of domain-speciÞc
legal language models presents a potential solution to this challenge, but goes
hand in hand with raising the converse question about the generalizability and
adaptability of such AI models. The latter seems especially tricky in the face of
the application of these AI systems to a diverse set of cases, as well as the required
ability to handle evolving legal language and concepts.

6.3. The (Even More) Complex Landscape of Pragmatic Interpretation

While semantic interpretation presents signiÞcant challenges, the pragmatic
dimension of legal interpretation poses an even greater hurdle for AI systems. As
elaborated above, pragmatic interpretation encompasses a range of interpretive
approaches, including systematic, subjective-historical, and objective-teleological
perspectives on legal norms. This multifaceted approach to interpretation requires
not just an understanding of the literal meaning of legal texts, but also a

115 Tommaso Agnoloni & Giulia Venturi,Semantic Processing of Legal Texts, in H!"#$%%& %'
C%(()"*+!,*%" *" ,-. L./!0 S1-.2. 109 (Jacqueline Visconti ed., 2018).

116 See, e.g., Harry Surden,ArtiÞcial Intelligence and Law: An Overview, 35 G! . S,. U. L. R.3. 1305,
1325 (2019) (Ò[F]or many problem areas there is no easy way to identify or capture the relevant knowledge.
In some cases, key concepts or abstractions cannot be meaningfully encoded in a computer-understandable
form.Ó).

117 Gregor Behnke & Niklas Wais,On the Semantic Di! erence of Judicial and Standard Language, in
P2%+..#*"/4 %' ,-. N*".,..",- I",.2"!,*%"!0 C%"'.2."+. %" A2,*'*+*!0 I",.00*/."+. !"# L!5 382
(2023).
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deep appreciation of their broader context, historical development, and intended
purposes. To fully replicate this complex process of pragmatic interpretation, with
its various methods and contextual considerations, AI would therefore, among
others, require the ability to contextualize individual legal norms within the
broader framework of a legal system, consider the historical context and legislative
intent behind legal provisions, evaluate the potential consequences and societal
impacts of di! erent interpretations, balance competing legal principles and policy
considerations, and adapt interpretive approaches based on the speciÞc facts and
circumstances of each case.118

This level of contextual understanding and adaptive reasoning stretches far
beyond the current capabilities of AI systems. While ML algorithms can identify
patterns in large datasets of legal decisions, they struggle to capture the nuanced
reasoning processes that underlie these decisions.119 Moreover, the inherently
open-textured nature of many legal concepts and the evolving nature of legal
interpretation present additional challenges.120 Legal interpretation often requires
judges to apply established principles to novel situations or to reevaluate existing
interpretations in light of changing societal norms and values. This dynamic aspect
of legal reasoning is particularly di" cult to capture in AI systems, which rely on
historical data and established patterns.121

7. Limitations of AI in Exercising Judicial Discretion

Even if all these various methods of legal interpretation could be successfully
modeled and applied by AI systems, yet another fundamental challenge remains:

118 Hildebrandt,supranote83, at 13 (stressing that applying the law to a speciÞc set of facts happens
within a Òshared worldÓ dimension between the human judge and those subject to the decision, with this
Òshared worldÓ dimension being connected with empathy and common sense, tacit knowledge and the need
to anticipate the institutional world we navigate; she further stresses that Ò[t]his dimension, however, is not
shared by the NLP systems that cannot but restrict themselves to text as dataÓ).

119 See, e.g., Sourdin,Judge v Robot?, supranote5, at 1130 (ÒThe technology possesses the ability to
process and manipulate these symbols, but it does not understand the meaning behind these processes. In
other words, the machine does not understand the information that it is processing.Ó).

120 Clement Guitton et al.,The Challenge of Open-Texture in Law, A.I. L. (!"!# ).
121 Since ML models derive their function from historical training data, they are based on the assumption

that the future will be the same as the past (so-called Òstationarity assumptionÓ). This assumption may,
however, be challenged and consequently falsiÞed by various kinds of changes within society, including
changes in law and its application (so-called Òconcept/population driftÓ).SeeDeven R. Desai & Joshua A.
Kroll, Trust But Verify: A Guide to Algorithms and the Law, 31H$%&. J.L. & T'() . 1, 21Ð22 (2018).
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As elaborated above, di! erent interpretive approaches can lead to conßicting
results, and there is no Þxed hierarchy or predetermined formula for resolving these
conßicts. Additionally, the methods of legal interpretation are themselves dynamic
and highly context dependent.

When the interpretative process yields no unequivocal result, judges must
exercise discretion to fulÞll their decision-making obligation. In these scenarios, an
AI system would require the capability to make a decision from within, just like the
human judge. Before making this decision, it would need to conduct a case-speciÞc
evaluation that considers a wide range of factors, including the speciÞc facts and
circumstances of the case, the broader legal and social context in which the case
arises, the potential future implications of the decision as well as considerations
of justice, equity, and public policy. This decision-making process is not merely
a matter of applying predeÞned rules or weighing quantiÞable factors. Instead, it
is a complex social and cognitive practice that draws upon a judgeÕs accumulated
knowledge, experience, and understanding of legal principles and social norms.122

7.1. Inherent Unsuitability of Rule-Based AI

From a structural perspective, only ML-based AI systems could potentially
replicate exercising judicial discretion. Rule-based AI systems (GOFAI) which
solve problems using rigid if-then schemas, are, in contrast, inherently unsuitable
for the process of judicial decision-making beyond legal interpretation and the
navigation of discretionary spaces.

The ÒrulesÓ governing these discretionary decisionsÑif they exist at allÑare
neither complete nor objectively representable in a form accessible to AI.123 This
lack of direct, unambiguous instructions to the judge is precisely what characterizes
this aspect of judicial decision-making in the Þrst place. Cases of this type typically
involve multiple (more or less concrete, explicit, or implicit) objectives or interests
that cannot be fully reconciled with each other. The weight a judge should assign
to each objective or interest in the balancing process is rarely predetermined and
depends on the speciÞc circumstances of the case. Ultimately, determining the

122 See supraSection II.C.
123 This is a case of Òtacit knowledge,Ó i.e., Òknowledge that canÕt always readily be translated into code.Ó

SeeCrootof, Kaminski, and Price,supranote24, at 462;see alsoF!"#$ P"%&'"() , N)* L"*% +, R+-+./0%
24 (2020) (ÒWe know more than we can explain.Ó).
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relationship between di! erent interests always involves a value judgment entrusted
to the judge.

7.2. Can AI Autonomously Navigate Discretionary Spaces?

In contrast to GOFAI, ML systems could be capable of learning from
training data how to handle discretionary spaces within the judicial decision-
making process and subsequently exercise discretion independently to reach a legal
assessment of a novel factual situation. However, this approach faces, yet again, two
fundamental technological challenges:

First, training data rarely capture how the speciÞc discretionary space in
question has been Þlled by judges in past cases. This is because the discretionary
space is itself a consequence of the speciÞc circumstances of each case, making
it highly unlikely that a past case with an identical discretionary space has been
decided. This creates a factual obstacle for an AI system in deriving how to Þll the
discretionary space in a speciÞc case, even if the underlying pattern identiÞcation
process were theoretically amenable to technological replication.124

Second, even in the unlikely event that the training data include a case with the
same discretionary spaces as the case the AI system is set to decide, the AI system
would not be legally bound by how other judges in the past exercised discretion in
the previous case. Classifying the AI systemÕs Òblind adoptionÓ of another judgeÕs
exercise of discretion as ÒvoluntaryÓ does not solve this discrepancy, either, since
it would not meet the requirements placed on judges in relation to the exercise
of discretion. Filling such discretionary spaces is entrusted speciÞcally to the
judge responsible for deciding the concrete case, not just any judge. This judgeÑ
here: the AI system assigned to deciding the speciÞc caseÑmust Þll this space
independently from within, after appropriate reßection and consideration, in light
of their own innate sense of justice.125 While it is conceivable that they reach the

124 Frank Fagan & Saul Levmore,The Impact of ArtiÞcial Intelligence on Rules, Standards, and Judicial
Discretion, 93 S. C!" . L. R#$. 1, 11 (2019) (ÒThe very process of assigning a standard or a discretionary
decision to a machine requires detailed rules; true standards are for human decisionmakers. The same might
be said about the ways in which humans make decisions when instructed with standards, but the critical
di! erence is that human judges can rely on intuition and, in any event, (like machines) may be unable to
identify their own basis for decisionmaking.Ó).

125 See supraSection II.C.
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same result as another judge would or has in the past, the decision on how to Þll
the discretionary space must be substantively made by the competent judge.

An AI system, by its very nature, is incapable of making such a decision from
within itself.126 Even if ML systems may appear to be able to create genuinely
new outputs, these are always merely compositions of already known elements.
This holds true even when the speciÞc way in which the AI system has combined
di! erent preexisting elements is not explicitly represented in the training data.127

Moreover, AI lacks awareness of the distinction between law application and
law creation. It also does not grasp the signiÞcance of discretionary spaces and
the corresponding responsibility of judges in the democratic law-creation process
in any meaningful way. This is yet another consequence of AIÕs general lack of
fundamental understanding of human concepts. From a technological perspective,
this Òtranslation problemÓ of discretionary spaces in judicial decision-making into
an AI-comprehensible form manifests in AI systems interpreting such spaces as
noise, i.e. occurrences in the training data that should be Þltered out as much as
possible when identifying decision rules to achieve a model that most accurately
reßects the decision-making process. At best, AI ÒcircumnavigatesÓ these spaces.
However, it does not learn how to navigate these spaces as such.128

Even if an AI system were capable of recognizing discretionary spaces
within the law and determining that such spaces require to be Þlled in by the
judge, the AI systemÕs approach would fundamentally diverge from the exercise
of judicial discretion. AIÕs decision-making process would likely default to a
simplistic heuristic: ÒIn the absence of explicit rules or discernible patterns, insert
the statistically most probable outcome or a random selection.Ó This algorithmic

126 S!"#$! R"%%&'', H"(#) C*(+#!,-'& : A$!,.,/,#' I)!&'',0&)/& #)1 !2& P$*-'&( *. C*)!$*' 10
(2019) (ÒBecause machines, unlike humans, have no objectives of their own, we give them objectives to
achieve. In other words, we build optimizing machines, we feed objectives into them, and o! they go.Ó).

127 This aspect is much discussed when it comes to AI ÒcreatingÓ art, e.g. by composing music.See,
e.g., A$!2"$ I. M,''&$ , T2&A$!,%! ,) !2& M#/2,)& : T2&W*$'1 *. AI-P*3&$&1 C$&#!,4,!5 (2019);
Corey Ford et al.,Reßection Across AI-Based Music Composition, C&C Õ24P$*/ . *. !2& 67!2 C*). . *)
C$&#!,4,!5 & C*0),!,*) 398 (2024),https://doi.org/10.1145/3635636.3656185.

128 Stephan Dreyer & Johannes Schmees,K¬unstliche Intelligenz als Richter? Wo keine Trainingsdaten,
da kein RichterÑ Hindernisse, Risiken und Chancen der Automatisierung gerichtlicher Entscheidungen
[ArtiÞcial Intelligence as a Judge? No training data, no judge - obstacles, risks and opportunities of
automating judicial decisions], 35 C*(+"!&$ ")1 R&/2! [CUR] 758, 762 (2019) (Ger.).

https://doi.org/10.1145/3635636.3656185
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approach stands in stark contrast to the nuanced, deliberative, and value-laden
process of judicial discretion,129 as outlined above.

F. Conclusion

The judicial process of legal assessment is far from being a simple algorithmic
procedure. Rather, it represents a complex, multi-faceted endeavor that resists
comprehensive replication by AI systems. While narrow, standardized legal
procedures may be amenable to automation, the vast majority of judicial legal
assessment involves a degree of nuance and complexity that current AI technology
is ill-equipped to handle.

The limitations of AI in this regard are not merely quantitativeÑthat is,
a matter of processing power or data volumeÑbut qualitative, stemming from
fundamental di! erences in cognitive architecture between human and machine
intelligence. Because AI ÒthinksÓ in ways that are fundamentally alien to human
legal reasoning,130 its modes of reasoning remain structurally misaligned with the
judicial process.

The process of legal assessment is inextricably linked to law as a human
construct, expressed through natural language and interpreted through culturally-
informed hermeneutics.131 AI can, at best, imitate aspects of this process but falls

129 For an illustrative example, see Sandra Wachter, Brent Mittelstadt & Chris Russell,Why Fairness
Cannot Be Automated: Bridging the Gap between EU Non-Discrimination Law and AI, 41 C!"#$%. L.
& S&' . R&(. 1, 7 (2021) on EU discrimination law (ÒDue to the disparate nature of algorithmic and
human discrimination, the EUÕs current requirements are too contextual, reliant on intuition, and open to
judicial interpretation to be automated. Many of the concepts fundamental to bringing a claim, such as
the composition of the disadvantaged and advantaged group, the severity and type of harm su! ered, and
requirements for the relevance and admissibility of evidence, require normative or political choices to be
made by the judiciary on a case-by-case basis . . . we show that automating fairness or non-discrimination in
Europe may be impossible because the law, by design, does not provide a static or homogenous framework
suited to testing for discrimination in AI systems.Ó).

130 One may even go as far as to say that AI does not think at all.See, e.g., Crootof, Kaminski, and Price,
supranote24, at 465.

131 This human-centric nature of law was recognized by Niklas Luhmann in his 1997 work on
administrative decision-making, where he argues that the ultimate aim of legal interpretation is to ensure
human decision-making rationality. He stresses in this regard that Òsystem autonomy, however, does not
mean arbitrariness, and certainly not personally motivated arbitrariness of the system membersÓ (translation
by author).SeeN)*+,- L$.",// , R&'.% $/0 A$%!",%)!/ )/ 0&1 ¬!22&/%+)'.&/ V&13,+%$/4: &)/&
(&13,+%$/4-3)--&/-'.,2%+)'.& U/%&1-$'.$/4 [L,3 ,/0 A$%!",%)!/ )/ P$5+)' A0")/)-%1,%)!/ :
,/ A0")/)-%1,%)(& L&4,+ S%$06] 35 (1997). Thus, for an AI system to truly perform legal assessment,
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short of replicating this level of contextual understanding and reßective, context-
sensitive, adaptive reasoning. Even in cases where AI systems demonstrate high
accuracy rates in predicting judicial outcomesÑas seen in some assessments of
Òpredictive justiceÓ tools132Ñthis superÞcial success belies a deeper failure to
grasp the underlying legal norms and methodological requirements that guide
judicial legal assessment.133 The inability of AI to comprehend these elements,
even at a rudimentary level, underscores the qualitative gap between statistical
correlation and true legal reasoning. Additionally, AI might perpetuate or even
amplify discriminatory patterns present in training data. Unlike humans, who can
potentially recognize and counteract their biases, AI systems lack an understanding
of why certain criteria are discriminatory and should not be considered in legal
assessments.134

AI therefore lacks the necessary capabilities to fully replicate the legal
abilities required of a judge, precluding the comprehensive transfer of judicial fact-
based legal assessment to AI systems.

III
A!"#"$% &' L()*# R(*+&,",) $& J-+$"'% J-."/"*# D(/"+"&,+

Once a judge has rendered a decision, both in terms of establishing the facts
and their legal assessment, thus concluding the decision-making process, their task
is not yet fully accomplished. In the vast majority of cases, judges are obligated to
articulate the rationale underpinning their decisions.135 This judicial reasoning,

it must not only produce results that fall within acceptable interpretive boundaries but also arrive at these
results through processes that mirror human legal reasoning.

132 Predictive justice refers to the Òanalysis of large amounts of judicial decisions by artiÞcial intelligence
technologies in order to make predictions for the outcome of certain types of specialised disputes.ÓSee
T!" E#$%&"'( C%))*++*%( ,%$ -!" E,,*.*"(./ %, J#+-*." , E#$%&"'( E-!*.'0 C!'$-"$ %( -!" U+" %,
A$-*,*.*'0 I(-"00*1"(." (AI) *( J#2*.*'0 S/+-")+ '(2 T!"*$ E(3*$%()"(- 74 (2018),https://rm.coe.i
nt/ethical-charter-en-for-publication-4-december-2018/16808f699c[https://perma.cc/2222-8TGP].

133 See, e.g., id. at 29 (id. at 29 (ÒIn most occasions, the objective of these systems is not to reproduce legal
reasoning but to identify the correlations between the di! erent parameters of a decision . . . and through the
use of machine learning, to infer one or more models. Such models would be used to ÔpredictÕ or ÔforeseeÕ a
future judicial decision.Ó).

134 See generallyPaola Lopez,Reinforcing Intersectional Inequality via the AMS Algorithm in Austria,
C%(,. P$%.. %, -!" STS C%(,. G$'4 5678 302 (2020).

135 The concept of the rule of law provides a central basis for the requirement of judicial reasoning as it
the essence of the rule of law principle culminates in the requirement that all acts of state organs must be
grounded in law and that a system of legal protection institutions guarantees that only those acts that have

https://rm.coe.int/ethical-charter-en-for-publication-4-december-2018/16808f699c
https://rm.coe.int/ethical-charter-en-for-publication-4-december-2018/16808f699c
https://perma.cc/2222-8TGP
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while inextricably intertwined with factual Þndings and their legal assessment,
constitutes a distinct component of the judicial activity. Its aim is to communicate
the judgeÕs decision in a comprehensible manner to the parties involved and the
broader legal community. The discursive nature of judicial reasoning necessitates
a separate examination of the skills required for this task.

A. The Architecture of Judicial Reasoning: The Subsumption Model as a
Foundational Framework

At its core, judicial reasoning aims to establish a logical connection between
the legal rule, the facts, and the legal consequence. The subsumption model
serves as the primary structural sca! old for this endeavor, thereby providing a
framework for both the application of law136 and the justiÞcation of the resulting
decision. In essence, the subsumption model dictates that the judgeÕs decision
(legal consequence) is derived by deduction from the grounds for the decision.
As already elaborate above, the concept of subsumption falls, however, short
in addressing what is often the most challenging aspect of judicial decision-
making: the justiÞcation of premises. The subsumption model thus o! ers a useful
starting point for conceptualizing judicial reasoning, but it is not a comprehensive
framework.

B. The Relationship Between the Judicial Decision and Its JustiÞcation:
Production vs. Presentation or Back-and-Forth 2.0?

An examination of the relationship between the judicial decision as such and
its justiÞcation provides further insight into the judgeÕs approach to reasoningÑ
both structurally and substantively. Contrasting judicial decision-making with
its justiÞcation, the former can be understood as the process of producing the
judgment, while the latter represents its presentation.137 Simultaneously, it is
critical to recognize that the decision-making process and the justiÞcation of the
decision as its outcome cannot be fully disaggregated. Rather, there is an intrinsic

been issued in accordance with the higher-level acts conditioning them become permanently part of the legal
order.

136 See supraSection II.A.
137 SeeFrederick Schauer,Giving Reasons, 47 S!"# . L. R$%. 633, 636 (1995). SchauerÕs understanding

of ÒreasonÓ is a structurally similar, generalized version as he is concerned Ònot withhavinga reason, but
instead withgivinga reason, and with what follows from the very act of giving one.Ó
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connection between judicial decision-making and its reasoning, and thus between
the production and presentation of the judicial decision.138

This connection manifests in two distinct ways: First, the necessity of
justiÞcation directly constrains the judgeÕs decision. If a legal outcome cannot
be justiÞed in the manner legally required, the judge is precluded from rendering
this outcome. Second, the judge must approach the decision-making process in a
manner that can be reproduced in the judgmentÕs reasoning. Consequently, judges
must orient themselves to the same standards during the decision-making process
that they may argumentatively invoke when drafting its justiÞcation.139

A failure to maintain this alignment would result in justiÞcations that qualify
as mere pretense, aimed solely at retrospectively lending the appearance of Ólegal
rationalityÓ to a previously arbitrary decision, potentially made for extraneous
motives. Such an approach would not comport with neither the concept of
the judgeÕs role within a system predicated on the rule of law nor with the
corresponding understanding of the application of law.140 It is, rather, an essential
characteristic of the judicial reasoning that it is not formulated in isolation from
the decision made. Therefore, the judge who decides a case must also be the one
who justiÞes the decision.

138 This way of understanding the relationship between the judicial decision and its justiÞcation is
prominent in the scholarship of Ulfrid Neumann.See, e.g., Ulfrid Neumann,Wahrheit statt Autorit¬at [Truth
instead of Authority], in D!" S#$%&'" (") R"&'*) [T'" L%+,-%," ./ L%0] 369, 381 (Kent Lerch ed., 2005)
(Ger.); Ulfrid Neumann,Juristische Argumentationstheorie[Theory of Legal Argumentation], in H%+(1-&'
R"&'*)#'!2.).#'!" [H%+(1..3 ./ L",%2 P'!2.).#'4 ] 234 (Eric Hilgendorf & Jan C. Joerden eds., 2017)
(Ger.).

139 For this reason, Ògiving reasons is seen as a necessary condition of rationalityÓ by many.SeeSchauer,
supranote138, at 663.

140 Even from a legal realist perspective which acknowledges that judicial reasoning may not perfectly align
with the idealized narrative of purely rational decision-making, the justiÞcation process remains constitutive
of the judicial decision-making. The requirement of reasoned explanation fundamentally constrains judicial
discretion, despite the legal realistic discovery that Òjudges were human and therefore were likely in a variety
of legal contexts consciously or unconsciously to slip their personal values into their legal reasoning.ÓSee
J.'+ H%$*E24, D"5.&$%&4 %+(D!)*$-)* : A T'".$4 ./ J-(!&!%2 R"6!"0 40 (1980). This is because a
legal outcome that cannot be articulated through legally requisite forms of reasoning cannot be legitimately
rendered.
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C. Conceptual Requirements for Judicial Decision JustiÞcation: Reasoning as a
Mechanism of Legitimacy

The intrinsic connection between judicial decision-making and reasoning
necessitates that the content of judicial opinions, and the process by which judges
arrive at them, largely mirror the considerations outlined above in Part I and Part II.
Thus, this part of the article focuses on whether the externally communicated nature
of judicial reasoning imposes distinct or supplementary requirements beyond those
inherent in decision-making as an internal judicial cognitive process.

When examining the speciÞc functions of judicial reasoning, it becomes clear
that they are interconnected despite being seemingly diverse: they encompass,
e.g., the legitimization of state authority, the rationalization and objectiÞcation
of decision-making processes, the minimization of arbitrary actions by decision-
makers, the assurance of comprehensibility for a! ected parties, the facilitation
of appellate review, the demonstration of judicial accountability to the legal
community, the enablement of judicial decision quality evaluation, and the
fostering of acceptance and trust in state decisions. At their core, these functions
coalesce to provide justiÞcation for judicial decision-making.141

The structure and content of judicial opinions are not solely determined by
their subject matter but are inextricably linked to their intended audience, a direct
consequence of the judicial opinionÕs role as a mediating device. This multifaceted
communicative dimension requires judges to navigate the general rules of natural
language. As previously elaborated, the framework for judicial communication
through opinions is thus shaped by prevailing linguistic conventions.142

Legal reasoning in judicial opinions is, however, distinguished from quotidian
argumentation by its appeal to what Cha¬õm Perelman termed a Òuniversal audienceÓ
Ñan idealized audience persuadable only by rational legal arguments.143While the
universality of these rationality concepts across legal systems remains contentious,
the existence of shared rationality standards within a speciÞc legal community is
generally acknowledged.144 These standards are primarily manifested in positive

141 SeeSchauer,supranote138, at 635 (ÒWhen lawyers argue and when judges write opinions, they seek
to justify their conclusions, and they do so by o! ering reasons.Ó).

142 See supraSection II.B and Section II.E.1.
143 See generallyC!" ¬#$P%&%'$"(, J)*+,-%, L". , "(/ A&0)$%(+ 71 (1980).
144 SeePost,supranote16, at 47Ð48.
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law, particularly in general legal norms, which both dictate the arguments
considered relevant by the legal community and stipulate that judges may base their
decisions and reasoning exclusively on these legally relevant factors.145 To render
a judicial opinion, judges must therefore demonstrate an understanding of both
factual occurrences and their legal implications, as well as their interrelationships,
to recognize the legal relevance underlying actual interests (or conßicts thereof)
and draw appropriate conclusions.

When the law, even after comprehensive and methodologically correct
interpretation, fails to unambiguously dictate the legal outcome, judges must select
among equally valid interpretive options.146 However, even in these scenarios,
judges are not entirely unfettered147 but are subject to both substantive and
procedural limitations aimed at preventing arbitrary decision-making. While the
substantive standards were examined in II.C., this section focuses on the procedural
dimensionÑspeciÞcally, the comprehensive duty to justify judicial decisions,
requiring judges not only to disclose their interpretive process but also to elucidate
their ultimate decision-making beyond the interpretive framework.

So, what standards govern judicial reasoning in areas of legal indeterminacy?
To deny the existence of any guidelines for this part of judicial reasoning would
result in a bifurcation of justiÞcation requirements: rational legal arguments
on one side (within the interpretative framework) and pure arbitrariness on
the other (beyond the interpretative framework). Such a dichotomy, however,
is inherently contradictory.148 The very requirement of reasoning in areas not
unambiguously determined by law precludes pure arbitrariness. Thus, even in areas

145 Consequently, judicial opinions must eschew reliance on Òlegally irrelevant factors.Ó The interests
of litigants are decision-relevant only insofar as the legal system ascribes them legal relevance, thereby
transmuting them into legal arguments. On whether judges are, in fact, not inßuenced by irrelevant
factors, see, e.g., My Bergius et al.,Are Judges Inßuenced by Legally Irrelevant Circumstances?, 19 L!" ,
P#$%!%&'&() !*+R&,- 157 (2020).

146 See supraSection II.C.
147 As Justice Benjamin N. Cardozo observed, ÒThe judge, even when he is free, is still not wholly free.

He is not to innovate at pleasure.ÓB.*/!0&* N!(1!* C!#+$2$, T1. N!(3#. $4 (1. J3+&5&!'P#$5.,, 141
(1921).

148 Even Hans Kelsen himself stressed that the legal system must be understood as a rational whole.
See Hans Kelsen,Buchbesprechung von: Spiegel, L.: Gesetz und Recht. Vortr¬age und Aufs¬atze zur
Rechtsquellentheorie. M¬unchen und Leipzig, 1913[Book review of: L. Spiegel, Statute and Law: Lectures
and Essays on the Theory of the Sources of Law. Munich and Leipzig, 1913], ¬O,(.##.&51&,51. Z.&(,51#&4(
4¬3# ¬$44.*('&51., R.51( [OZFOR] 766, 770 (1914) (Ger.).
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where positive law does not comprehensively provide rationality standards, judges
must structurally engage in thoroughly legal reasoning processes. This ensures
that judicial opinions fulÞll their justiÞcatory function and persuade the ideal
audience.149

Put di! erently: When confronted with multiple equally valid interpretative
options, mere articulation of motives for the decision-making component involving
judicial lawmaking is insu" cient. Judges must rationalize their choices through
a process that transmutes personal judgment into legal argumentation. This
process may draw upon several components, including personal judicial values,
recognition of individual judicial priming, the concept of the judge as a functional
Ósubstitute legislator,Ó considerations of justice and peace as foundational legal
purposes, anticipated decision acceptance, and judicial pragmatism, encompassing
considerations of legal certainty and institutional functionality. These components,
while not exhaustive, represent categories of normative arguments that judges may
employ to justify decisions in areas of legal indeterminacy.150

D. The Structure of an Opinion of the Court

Having explicated the fundamental concepts underlying judicial reasoning
and its relationship to decision-making, this section examines the core features
of court opinions. Against the backdrop of the judicial decision-making process
as carved out, court opinions should generally address three facets: statements
of facts, evaluation of evidence, and legal assessment. The statement of facts of
a judicial opinion could, e.g., encompass the essential submissions and motions
of the parties, limited to those retaining relevance at the time of decision. It may
further delineate undisputed facts and those treated as uncontested. Ideally, this
section should culminate in a clear and unambiguous statement of the established
facts that form the basis for legal assessment.

149 Lyons,supranote85, at 178Ð79 (Ò[I]t seems implausible to assume that no judicial decision in a hard
case can be justiÞed simply because no decision is required by law. Courts are expected to justify their
decisions, and this requirement does not dissolve when cases are hard.Ó).

150 One may also make use in this regard of the principles that Lon L. Fuller famously described as the
inner morality of law.See generallyL!" L. F#$$%&, T'% M!&($)*+ !, L(- (1964).SeeRobert Binkley,
Review of The Morality of Law, 1965D#.% L.J. 668, 669 (1965) (elaborating that Fuller understands the
Òlaw is a tool useful for many purposes. The inner morality of law is nothing more than the rules for the
use of this tool, rules justiÞed by the fact that if they are ßouted the purposes for which the tool is designed
cannot be achieved, and the tool itself will be damaged or destroyedÓ).
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The evaluation of evidence section elucidates the judgeÕs assessment of
individual evidentiary elements and the criteria that informed their subjective
conviction regarding the probative value of each piece of evidence. The extent and
detail of this explanation are, of course, contingent upon the circumstances of the
speciÞc case. The reasoning must, however, be at least su! ciently comprehensible
to facilitate e" ective appellate review of the evidentiary evaluation. Consequently,
the opinion should not only elucidate why the judge considers certain facts proven
but also explicate the rationale for rejecting other potentially relevant factual
assertions.151

The legal assessment section delineates the judgeÕs application of law to the
established facts. It is incumbent upon the judge to explicate which legal norms
they deem relevant to the established facts, their interpretation of these norms, and
the reasoning that led to the conclusion reßected in the judgmentÕs outcome. This
explication is crucial for enabling parties to appeal on grounds of incorrect legal
assessment. The judge must demonstrate a methodologically sound application
of the relevant legal provisions to the established facts, particularly by disclosing
their thought process in interpreting vague legal concepts and engaging with any
pertinent debates in case law and legal scholarship.

These three main sections of court opinions directly result from and therefore
mirror the di" erent stages of judicial decision-making, as outlined above. Rather
than constituting a separate component of the judicial decision-making process,
the requirement of the judge justifying themselves by giving reasons for their
decisions in a legally sound manner adds a layer of explanation to each of
these sections. While the judgeÕs reasoning should render its decision-making
process intersubjectively comprehensible, there is no obligation to describe every
mental step taken in the course of a court proceeding. The depth and breadth of
explanations in each section are primarily contingent upon whether the aspect in
question is disputed.152

151 SeeN!"# M$%C&'("%) , L!*$# R!$+&,",* $,- L!*$# T.!&'/ 67-72 (1994) (arguing that judicial
opinion must encompass not only a justiÞcation of the deductive process of legal application but also an
explication of why one interpretive option was selected over another. The same holds true, he argues, for the
factual point of reference of the legal analysis conducted by the judge).

152 The European Court of Human Rights has developed a nuanced approach to the extent of judicial
reasoning required, considering factors such as the nature of the decision and the speciÞcity of the applicable
law. See, e.g., Tyrer v. the United Kingdom, App. No. 5856/72 Eur. CommÕn H.R. Dec. & Rep. 12 (1978);
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E. Judicial Reasoning by AI?

This section examines whether AI systems possess the capabilities necessary
to replicate the reasoning process required of judges when writing their opinion.
Unlike the analyses of AIÕs potential to replicate the social and legal skills
required of a judge,153 the examination of AIÕs capability to generate legal
opinions necessitates a holistic approach. This is particularly due to the internal
process of judicial decision-making and the external process of justiÞcation
being symbiotically linked, which has profound implications for AIÕs potential to
replicate this aspect of the judicial task.

1. Conceptually Distinguishing Decision-Making from Giving Reasons for the
Decision

The Þrst conceptual hurdle in evaluating AIÕs potential for generating
a judicial opinion lies in ascertaining whether AI systems can meaningfully
di! erentiate between the internal process of decision-making and the external
process of articulating and justifying the decision. This two-layer approach is
crucial for the process of judicial decision-making, characterized by the internal
deliberative process of reaching a decision being distinct from the external process
of justifying it within the legal community.154

Conceptually, AI systems seem indeed capable of replicating this distinction.
When an AI system makes a decision, it does not necessarily mean that the
decision-making process is simultaneously apparent and accessible beyond the
system. Instead, explaining the decision and its reasoning is a separate task for
AI, too.155

Sakkopoulos v. Greece, App. No. 61828/00, 50-51 (2004). This ßexible standard is reminiscent of the U.S.
Supreme CourtÕs context-speciÞc approach to procedural due process, as articulated in Mathews v. Eldridge,
424 U.S. 319, 339 (1976).

153 See generally supraPart I and Part II.
154 See supraSection III.B.
155 In fact, this is precisely why the question of explainable AI is one of the most debated aspects of AI.

For an overview, see Rudresh Dwivedi et al.,Explainable AI (XAI): Core Ideas, Techniques, and Solutions,
55ACM C!"#$%. S$&' . 194:1, 194:5 (2023); Sheikh Rabiul Islam et al.,Explainable ArtiÞcial Intelligence
Approaches: A Survey, (&X)' (2021),http://arxiv.org/abs/2101.09429[https://perma.cc/KC49-EZCX].

http://arxiv.org/abs/2101.09429
https://perma.cc/KC49-EZCX
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2. Evaluating AIÕs Capacity for Giving ReasonsÑExplaining the Black Box

Analyzing AIÕs capacity for explaining its judicial decision-making process
requires both, assessing the current state of AI technology in terms of its ability to
provide transparent and comprehensible explanations for its outcomes in general,
and identifying any gaps between AI-generated explanations and the requirements
for judicial reasoning speciÞcally.

The opacity of AI decision-making processes and the corresponding notion of
AI as an inscrutable Òblack boxÓ156 have been persistent concerns in discussions
of AI decision-making. The characterization of AI as a Òblack boxÓ is, however,
not a monolithic concept but rather a spectrum of opacity levels dependent on
the speciÞc AI architecture employed. ML-based systems, particularly deep neural
networks, present the greatest challenges to interpretability.157 Nevertheless, it is
crucial to note that opacity is not an inherent feature of all AI systems but rather a
consequence of speciÞc design choices.

XAI-techniques aim to render AI decision-making processes more
transparent and interpretable to human observers, ranging from global
interpretability (understanding the entire model)158 to local interpretability
(explaining speciÞc decisions).159 Some particularly promising XAI approaches
include: a) Feature importance methods, which highlight the input features
that inßuenced the AIÕs decision most;160 b) Local interpretable model-agnostic

156 I!"# . C#$$ Õ%O"". & A&'! T(%)!* I!+, ., Explaining Decisions Made with AI, 69 (2022),https:
//ico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/artiÞcial-intelligence/explaining-
decisions-made-with-artiÞcial-intelligence-1-0.pdf[https://perma.cc/8PJG-V2JV] (explaining that a black
box in the context of AI is Òany AI system whose inner workings and rationale are opaque or inaccessible to
human understandingÓ).

157 Jenna Burrell,How the Machine ÔThinksÕ: Understanding Opacity in Machine Learning Algorithms,
3 B)* D',' & S#- Õ. 1, 5 (2016); Thomas Wischmeyer,ArtiÞcial Intelligence and Transparency: Opening
the Black Box, in R/*(&',)!* A%,)")-)'& I!,/&&)*/!-/ 75, 81 (Thomas Wischmeyer & Timo Rademacher
eds., 2020).

158 Lisa K¬ade & Stephanie von Maltzan,Die Erkl¬arbarkeit von K¬unstlicher Intelligenz (KI):
EntmystiÞzierung der Black Box und Chancen f¬ur das Recht[The Explainability of ArtiÞcial Intelligence
(AI): Demystifying the Black Box and Opportunities for the Law], 36 C#$0(,/% (!1 R/-2, [CUR] 66, 68
(2020) (Ger.).

159 SeeLilian Edwards & Michael Veale,Slave to the Algorithm? Why a ÔRight to an ExplanationÕ Is
Probably Not the Remedy You Are Looking For, 16 D(3/ L. & T /-2 . R/4. 18, 56-57 (2017) (noting that
local interpretability uses a single dimension within a complex model).

160 Zacharias et al.,supranote21, at 2161Ð62.

https://ico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/explaining-decisions-made-with-artificial-intelligence-1-0.pdf
https://ico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/explaining-decisions-made-with-artificial-intelligence-1-0.pdf
https://ico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/explaining-decisions-made-with-artificial-intelligence-1-0.pdf
https://perma.cc/8PJG-V2JV
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explanations (LIME), which provide explanations for individual predictions;161and
c) Counterfactual explanations, which show how changing certain inputs would
alter AIÕs decision.162

While these XAI techniques represent signiÞcant progress, they often involve
trade-o! s between accuracy and explainability,163 and still fall short of providing
comprehensive, contextual reasoning.

3. AI Explanations vs. Judicial Reasoning

Most importantly, though, the Òability to reasonÓ attributed to AI systemsÑ
even those qualifying as XAIÑfundamentally di! ers from that of humans. Given
that judicial decision-making, including the reasoning process as manifested in
judicial opinions, is oriented towards how humans think and act,164 the fact that
an AI system is interpretable should not lead to the immediate conclusion that it
necessarily meets the requirements for judicial reasoning. Rather, the peculiarities
of judicial opinions on one hand and those of explainable AI on the other
must be juxtaposed to determine the extent to which the former Þnds su" cient
correspondence in the latter.

3.1. Active Reasoning vs. Passive Insight: A Structural Incompatibility?

The reasoning of judicial opinions is an inherently active process,
characterized by the judgeÕs Òself-explanationÓ through methodical preparation and
articulation of decision-relevant aspects in natural language. This process stands
in stark contrast to mere access to court Þles, which provides passive insight
without elucidating the judgeÕs decision-making rationale. The judgeÕs obligation

161 Muhammad Rehman Zafar & Naimul Khan,Deterministic Local Interpretable Model-Agnostic
Explanations for Stable Explainability, 3 M!"# . L$!%&'&( !&) K&*+,$)($ E-.%!".'*& 525, 525 (2021);
Xingyu Zhao et al.,BayLIME: Bayesian Local Interpretable Model-Agnostic Explanations, UAI2021P%*".
M!"# . L$!%&'&( R/"# . 887, 887-88 (2021).

162 Yingqiang Ge et al.,Counterfactual Evaluation for Explainable AI, 1-2, (arXiv, Working Paper No.
2109.01962v1, 2021),https://arxiv.org/abs/2109.01962[https://perma.cc/2UXU-SXTA]; Su" an et al.,
supranote21.

163 SeeDavid Lehr & Paul Ohm,Playing with the Data: What Legal Scholars Should Learn About Machine
Learning, 51U.C. D!0'/ L. R$0. 653, 692-93 (2017) (asserting that simpler models are generally less accurate
but more explainable, while more complex models are more accurate but less explainable).

164 See infraSection III.C.

https://arxiv.org/abs/2109.01962
https://perma.cc/2UXU-SXTA
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to provide reasoning is a fundamental aspect of due process, not a burden to be
shifted to the parties or the legal community at large.165

Many XAI techniques, while enhancing interpretability, fall short of
replicating this active reasoning processÑan aspect which is, surprisingly, hardly
addressed in the scholarship on XAI. The often-proposed solution of Òcode
disclosureÓ or examination of training data proves insu! cient.166 Similarly,
surrogate models, which use an external secondary model to approximate the
decision-making AI, fail to meet the standard of judicial reasoning despite
their active generation of explanations.167 These approaches provide, at best, a
passive insight into the AIÕs decision-making process, rather than the active,
self-explanatory reasoning required of judges. The characterization of judicial
reasoning as an active process therefore signiÞcantly narrows the Þeld of potentially
suitable AI systems to replicate judicial reasoning.

NLP systems show promise in actively generating explanations akin to the
reasoning in judicial opinions. These systems, designed to ÒrespondÓ to queries by
generating text, bear some resemblance to the process of judicial explanation.168

Additionally, certain XAI approaches, such as feature importance explanations,
demonstrate an active orientation in their ability to elucidate decision-making

165 The U.S. Supreme Court has consistently emphasized the importance of reasoned judgments, the extent
to which reasons are to be provided by the judge, depends, however, on the nature of the case in question. As
the Court stressed inRita v. United States, 551 U.S. 338, 357Ð58 (2007), while the sentencing judge must
state their reasons for a sentencing decision, the statement need not be particularly long or detailed.

166 SeeRita Matulionyte & Ambreen Hanif,A Call for More Explainable AI in Law Enforcement(2021),
https://papers.ssrn.com/sol3/papers.cfm?abstractid=3974243[https://dx.doi.org/10.2139/ssrn.3974243]
(noting that trade secret protections prevent unlimited access to modelsÕ training data).

167 SeeAndrew D. Selbst & Solon Barocas,The Intuitive Appeal of Explainable Machines, 87F!"#$%&
L. R'( . 1085, 1113 (2018) (noting that approximating one model with a separate, external model becomes
ine" ective when replicating complex phenomena).

168 Yogesh K. Dwivedi et al.,Opinion Paper: ÒSo what if ChatGPT wrote it?Ó Multidisciplinary
perspectives on opportunities, challenges and implications of generative conversational AI for research,
practice and policy, 71I)* Õ+ J. I),! . M-&* . . , / (010/), https://www.sciencedirect.com/science/articl
e/pii/S0268401223000233[https://doi.org/10.1016/j.ijinfomgt.2023.102642]; S. Sean Tu, Amy Cyphert &
Samuel J. Perl,ArtiÞcial Intelligence: Legal Reasoning, Legal Research and Legal Writing Practicing Law
in the Age of AI, 25M2)) . J.L. S32. & T'3$ . 105, 122Ð23 (2024).

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3974243
https://dx.doi.org/10.2139/ssrn.3974243
https://www.sciencedirect.com/science/article/pii/S0268401223000233
https://www.sciencedirect.com/science/article/pii/S0268401223000233
https://doi.org/10.1016/j.ijinfomgt.2023.102642


132 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

factors.169 However, their current capabilities represent only a rudimentary
approximation of the complex reasoning required in judicial decision-making.

3.2. General Form and Substance of Judicial Reasoning

Apart from the necessity that judicial reasoning be actively generated and
communicated by the deciding entity, there are, as elaborated above, further
requirements for how the reasoning is to be designed.

Judicial opinions must be articulated in natural language, precluding the use
of mere percentages, feature weightings, or complex mathematical formulas as
adequate explanations, as they were determined by the AI system in the process
of deciding the speciÞc case.170 This requirement stems from the fundamental
principle that judicial decisions must be comprehensible to their addressees,
including both the parties of the case and the legal community as a whole.171

Beyond using natural language, the content of judicial reasoning must further
be comprehensible to the average legal addressee, a standard that precludes
explanations requiring advanced technological expertise to interpret.172 While the
speciÞc level of complexity may vary depending on the nature of the case and
the parties involved, there are limits as to how technically sophisticated a judicial
explanation may be while still fulÞlling its purpose.

These two basic requirements regarding the form and substance of judicial
reasoning thus further narrow the circle of potentially suitable AI systems for
replicating it. However, they do not seem to structurally oppose AI fulÞlling the
required proÞle of judicial reasoning. Although many AI systems indeed express
their result in the form of a percentage, and XAI techniques sometimes make AI

169 SeeZachary C. Lipton,The Mythos of Model Interpretability, 61 C!""# Õ$%ACM 36, 40Ð42 (2018)
(explaining how the post hoc approach targets factors that inßuenced decision-making without analyzing the
greater intricacies of a given model).

170 For an example of the implications of AI outputs which can detach themselves from human reasoning in
the Þeld of medicine, see Markus Herrmann et al.,Percentages and Reasons: AI Explainability and Ultimate
Human Responsibility within the Medical Field, 26E&'(#%I$)! . T*#' . 26 (2024).

171 See supraSection III.C.
172 XAI approaches are, however, mostly focused on making the AI tool in question explainable to experts

in the Þeld, not end users. For an example of how to make sure that the explanation o! ered by an AI system Þts
the needs of any type of user, see Vijay Arya et al.,One Explanation Does Not Fit All: A Toolkit and Taxonomy
of AI Explainability Techniques, +, X(- (2019),http://arxiv.org/abs/1909.03012[https://perma.cc/3HSZ-
BL8T].

http://arxiv.org/abs/1909.03012
https://perma.cc/3HSZ-BL8T
https://perma.cc/3HSZ-BL8T
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systems explainable by enabling them to identify and express in mathematical form
the weighting of individual decision-relevant features, NLP in particular represents
a type of AI system that is structurally able to produce texts corresponding to these
basic requirements for reasoning in judicial opinions. As mentioned throughout
this article, LLMs have, in fact, become so good at generating text superÞcially
resembling judicial opinions that even legal experts may have trouble telling them
apart.173

3.3. The Inseparability of Judicial Decision and Judicial Reasoning?

Moving beyond these basic requirements for form and content of judicial
opinions, I turn to the question of whether and to what extent an AI system
is capable of fulÞlling the special requirements for structure and content of the
reasoning in judicial opinions.

This brings us back to the intrinsic link between the two layers of the judicial
decision: Judicial reasoning as expressed in a judicial opinion is not merely an ex-
post explanation of the decision, but an integral dimension of the decision-making
process itself. Therefore, judicial reasoning cannot be detached from the decision
it purports to explain, it rather builds on it.174

The analysis in Part I and Part II has revealed signiÞcant technological
deÞciencies in AIÕs ability to fully replicate the judicial decision-making process,
both in terms of fact-Þnding and legal analysis. These limitations stem from the
inherent ÒothernessÓ of AI compared to human cognition and the anthropocentric
nature of judicial decision-making.175

This intrinsic di! erence raises doubts about whether AIÕs approach to judicial
decision-making and its results can be properly characterized as legal decision-
making at all. As I conclude above, current AI technology cannot engage in legal
decision-making, as it is understood to be the core judicial task. Therefore, it

173 For a recent review of what LLMs are capable of generating when it comes to legal texts, including
judicial opinions, see Joshua Krook et al.,Large Language Models (LLMs) for Legal Advice: A Scoping
Review(2024),https://papers.ssrn.com/abstract=4976189[https://perma.cc/7RUH-PAH3].

174 See supraSection III.B. and Section III.C.
175 On the core manifestation of this ÒothernessÓ of AI, see, e.g., Kerr and Mathen,supranote9, at 23

(Ò[T]he very activity of judging requires following rulesÓ, and AI cannot be Òa true participant in [. . . ] rule-
followingÓ), 25 (arguing that AI lacks a normative commitment to the rules, or to the lived experience that
makes the rules signiÞcant).

https://papers.ssrn.com/abstract=4976189
https://perma.cc/7RUH-PAH3
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necessarily follows that AI cannot reason legally, either. In other words: no judicial
reasoning and no judicial opinion without a judicial decision.

The fact that a judicial opinion is not merely a presentational format but is
intrinsically linked to the cognitive process of judicial decision-making becomes
particularly clear when zooming in on the three main categories of reasoning
in judicial decisions, namely fact-Þnding, evaluation of evidence, and legal
assessment.176 As carved out in this article, each component requires speciÞc
cognitive skills and legal knowledge that current AI systems struggle to replicate.
Any attempt to examine AIÕs capability to merely replicate these specialized
aspects of judicial reasoning by producing a textsounding likean element of
a judicial opinion quickly reveals the artiÞciality of separating the production
of a judicial decision from its presentation. The essence of judicial opinions,
characterized by their unique composition of fact-Þnding, evidentiary evaluation,
and legal analysis, cannot be reproduced by focusing solely on the presentational
aspect while ignoring the underlying cognitive processes of production.

When reducing these three components of judicial opinions to the
presentational dimension, they at once become indistinguishable from one another;
they are ÒmereÓ AI-generated text pieces, a chain of words built on the basis of
statistical analyses. This homogeneity starkly contrasts with the cognitively distinct
processes that a judge employs in arriving at each component. The qualiÞcation
of a textual segment as fact-Þnding, evidentiary evaluation, or legal assessment
stems not from its mere presentation, even in natural language, but from the
judgeÕs application of speciÞc methodological guidelines when arriving at these
conclusions.

If we entertain the counterfactual premise that AI could master both the
processes of Þnding and establishing the facts of a case as well as their legal
assessment, the presentational aspect as suchÑfacilitated by NLP applicationsÑ
would indeed be feasible. This hypothetical scenario would merely involve
translating pre-determined decision steps and valuations into textual form.

The realization of AI-based judicial reasoning in judicial opinions, however,
does not only require linguistic proÞciency but also the fulÞllment of myriad
social and legal competencies currently beyond AIÕs reach. The replication of

176 See supraSection III.D.
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judicial reasoning by AI ultimately falters due to the absence of those cognitive
capabilities in AI systems that are essential to the judicial decision-making process,
as elucidated in the preceding parts of this article.177

F. Conclusion

This analysis concludes that the comprehensive transfer of judicial reasoning
to AI systems is currently infeasible. While AI, particularly NLP systems, may
generate text that superÞcially resembles the reasoning of judicial opinions, it
fundamentally lacks the cognitive capabilities required for the judicial decision-
making that judicial opinions are meant to justify. These deÞciencies of AI
identiÞed in Part I and Part II regarding the social and legal skills intrinsic to
the judicial role, including the ability to weigh complex social factors, apply legal
principles contextually, and exercise discretion in a manner consistent with the rule
of law, therefore have direct implications for AIÕs ability to write legal opinions.

Any attempt to separate the ÒproductionÓ and the ÒpresentationÓ of judicial
decision-making reveals a fundamental misconception about this very process. The
essence of judicial reasoning lies not in its presentational form but in the underlying
cognitive and evaluative processes the judge must undertake. A mere textual output
that resembles a judicial opinion does not constitute judicial reasoning if it lacks
the foundational judicial decision-making process.

IV
C!"#$%&'"( T)!%()*+ : M !,'"( B-.!"& *)- H%/0" -C-"*1'# C!"#-2*

!3 J%&('"( ?

This article has undertaken a comprehensive analysis of the prevailing
conception of the judicial role, speciÞcally examining the extent to which AI
can fulÞll the core requirements for serving as a judge given the current state
of technology. The analysis revealed that while AI and human decision-making
processes may show superÞcial parallels, fundamental di! erences persist upon
closer examination.

Although current legal frameworks, while implicitly assuming a human judge,
do not explicitly categorically preclude non-human entities from judicial roles, the

177 See generally supraPart I and Part II.
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article found signiÞcant deÞciencies in AIÕs ability to replicate judicial capacities
resulting from these fundamental di! erences in how it makes decisions.

A. The Implications of the Findings

Given these grave deÞciencies of AI, which became apparent rather early
on in this article, one might question the necessity of such an extensive and
detailed examination of the di! erent facets of the judicial role. However, this
chosen comprehensive approach serves several crucial purposes which are often
overlooked in the debate surrounding AI judges:

Firstly, by adopting a holistic approach, this analysis not only assesses the
current feasibility of AI judges but also lays the normative groundwork for future
discussions on integrating AI in the judiciary, the adaptation of legal frameworks to
technological advancements, and the fundamental nature of law and adjudication in
an increasingly digital world. While the analysis concludes that AI currently cannot
replace human judges entirely, it provides a nuanced foundation for considering
how AI may, after all, supplement or support judicial activities in speciÞc areas.
By breaking down the judicial role into its constituent parts and examining AIÕs
capabilities in relation to each of them, this article opens avenues for targeted
integration of speciÞc AI applications in areas where it can enhance judicial
e" ciency without compromising the essential human elements of judging.178

By thoroughly examining the existing legal concept of the judge and judicial
decision-making in light of technological advancements, this article also aims to
discourage hasty creation of overly speciÞc regulations for emerging technologies.
The risk of premature legislation is particularly acute in the rapidly evolving Þeld
of AI, where todayÕs cutting-edge technology may be outdated tomorrow.179 The
analysis suggests through its capability-based rather than entity-based focus that
existing legal principles constituting our current understanding of judges may, in
fact, be more adaptable to technological change than initially apparent. Against

178 It goes without saying, though, that AI tools being used by judges in the course of their decision-making
process also raise many questions. As a matter of fact, keeping a human (judge) in the loop may add additional
challenges beyond the scope of this article. For a comprehensive assessment of human in the loop-scenarios,
see Crootof, Kaminski, and Price,supranote24.

179 See, e.g., Ramak Molavi VasseÕi,The AI ActÑThe Epitome of Outdated Tech GovernanceÑExploring
the Need for Innovative Regulation and Pathways to Modern Tech Governance, 25C!"#$%. L. R&'. I(%Õ) 72
(2024).
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this backdrop, this article argues for a measured, foundational approach to legal
adaptation rather than reactive, technology-speciÞc laws.

Furthermore, the detailed comparison between human and AI capabilities
does not only highlight AIÕs deÞciencies but also points to the limits of
human performance in judicial roles. Adopting this balanced perspective, the
article underscores that while humans currently outperform AI in meeting the
requirements for judges, human decision-making is not without ßaws, either. By
explicitly acknowledging these human limitations, it showcases the importance of
revisiting old debates on the nature of judgment and utilizing them when assessing
the potential of AI in judicial decision-making.180

Throughout the article, the topic of having ÒunderstandingÓ for the process
of judicial decision-making as well as all its facets has proven to be one of the
fundamental issues when it comes to determining whether AI may serve as a judge.
The core question which has popped up in various shapes and forms is whether it is
su! cient for AI to produce results that humans deem correct or explanations that
seem comprehensible to humans, or whether we require ÒmoreÓ of AI. AIÕs lack of
a deeper understanding as is ascribed to humans pushes us to dig deep and debate

180 One example for such an old debate revisited in light of AI concerns the implications of subjective
experiences, perceptions, values, and cultural conditioning of human judges on their decision-making
process and whether AI could help to shield judges and their decisions from them. Proponents argue
that AI could serve as a panacea for human weaknesses. They contend that AI, lacking human-like self-
interests, physiological needs, emotional biases, or political leanings, could ensure more uniform and
arbitrary-free application of general norms.See, e.g., Robert Buckland,AI, Judges and Judgment: Setting
the Scene6Ð7 (Harvard Kennedy Sch. M-RCBG Assoc., Working Paper, Series No. 220, 2023),https:
//www.hks.harvard.edu/sites/default/Þles/centers/mrcbg/working.papers/FinalAWP 220.pdf
[https://perma.cc/WDB6-5S5U]. This way of arguing is, of course, closely connected to the premise
of legal realistic concepts of judicial decision-making.See, e.g., Dan Priel,Law Is What the Judge Had
for Breakfast: A Brief History of an Unpalatable Idea, 68B!"" . L. R#$. 899 (2020); Manotar Tampubolon,
Tomson Situmeang & Paltiada Saragih,Judicial Breakfast as an External Factor in Judicial Decision Making
in Courts, 12F%&&&R'() . 9 (2023),https://doi.org/10.12688/f1000research.126482.1. Critics, in contrast,
emphasize AIÕs fundamental dependency on human input. They argue that AI systems, being human-created
products, are intrinsically dependent on human decisions regarding hardware, software, types of algorithms,
and training data. This dependency, they claim, precludes AI from making truly independent decisions. For
a critical view with regard to using these types of arguments to justify using AI instead of a human judge, see
Konstantin Chatziathanasiou,Beware the Lure of Narratives: ÒHungry JudgesÓ Should Not Motivate the Use
of ÒArtiÞcial IntelligenceÓ in Law, 23G#*. L.J.452 (2022); Shai Dothan & Gregor Maucec,It Is Our Flaws
That Make Us Humane: How Technology Ruined Judicial Craft, SMU S(+. & T#() . L. R#$. (forthcoming
2025),https://ssrn.com/abstract=5191049[https://perma.cc/YHF5-GQS9].

https://www.hks.harvard.edu/sites/default/files/centers/mrcbg/working.papers/Final_AWP_220.pdf
https://www.hks.harvard.edu/sites/default/files/centers/mrcbg/working.papers/Final_AWP_220.pdf
https://perma.cc/WDB6-5S5U
https://doi.org/10.12688/f1000research.126482.1
https://ssrn.com/abstract=5191049
https://perma.cc/YHF5-GQS9
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what it really is that we value the most in judicial decision-making: Is it merely the
outcome, or do we place intrinsic value on the underlying process of reasoning,
informed by a deep understanding of the world of an entity which knows what it is
like to be (human)? This article has argued for the latter.

Finally, a key insight from the analysis of this article is that human weaknesses
and their potential manifestation in the course of judicial decision-making are
seemingly perceived as more manageable with regard to our current concept
of judging than AIÕs deÞciencies.181 This is not because humans are inherently
ÒbetterÓ than AI, but because human errors are more predictable, understandable,
and thus less alarming to us (i.e., other humans) due to our shared human nature.182

The familiarity, however, is a double-edged sword. While it makes human errors
more palatable, it may also blind us to systematic biases or ßaws in human
reasoning. AI, while not being the appropriate tool to compensate for these human
shortcomings with regard to judicial decision-making, o! ers a novel way of
critically reßecting on them.

B. Reconceptualizing Law and the Judicial Function in Light of AI? A
Paradigm Shift

I want to conclude by framing what I hope to be the core take-away from this
article in a seemingly paradoxical way: On the one hand, it has become clear that
AI is currently not capable of replicating any of the core facets, let alone the process
of judicial decision-making as a whole, in any meaningful way, and there are good
reasons to assume that this will not change in the foreseeable future. On the other
hand, this fundamental structural incompatibility of judicial decision-making and

181 This became apparent with regard to multiple aspects of judicial decision-making throughout the paper.
Human judges struggle, for example, when it comes to accurately determining which emotions a witness is
feeling during the hearing and to correctly derive from their demeanor whether they are telling the truth.
See supraSection I.D, note 72. Furthermore, human judges are Òblack boxesÓ, too. What happens inside
a human judge, how they actually make decisions and for which reasons, is not accessible for anyone
besides themselves.See, e.g., Aziz Z. Huq, A Right to a Human Decision, 106 V! . L. R"#. 611, 640Ð
646 (2020). Nevertheless, we have found ways in our legal system to handle these human weaknesses and
safeguard judicial decision-making against any negative impacts, particularly through the requirement of
giving reasons. Some of these human weaknesses may even be of particular value in the context of judicial
decision-making.SeeDothan & Maucec,supranote182, at 21Ð30.

182 See, e.g., Crootof, Kaminski, and Price,supranote24, at 467 (ÒWhatever oneÕs thoughts about the
opacity of the human mind, society has developed ways of querying decisionmakers and identifying reasoning
errors.Ó).
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AI is not the result of humans being ÒbetterÓ than AI in absolute terms or legal
systems putting human actors on some sort of pedestal as an end in itself. Rather, it
ÒmerelyÓ follows from our current conception of the judge and its decision-making
process.

Against this backdrop, future research could therefore explore
reconceptualizing the judicial role based on AIÕs capabilities instead of assessing
AIÕs ability to meet current requirements for judges, as this article did. This
alternative approach o! ers two advantages: The Þrst one is alignment with
technological realities. Inverting the analytical framework avoids forcing AI into a
role designed around human capabilities, instead acknowledging the fundamental
di! erences between human and AI functioning. Such a perspective could, in turn,
lead to novel judicial structures that leverage the strengths of both human and AI.

The second one builds upon the contrast between legal ßexibility and
technological constraints: While AI may face insurmountable technological
limitations in replicating certain aspects of the judicial function, as conceptualized
by current legal frameworks, these legal provisions are inherently ßexible and can
be modiÞed to accommodate technological advancements. This realization opens
up new possibilities for reimagining the role of judges and the nature of legal
reasoning in an AI-augmented future.

Ultimately, the question of what function law and judges should serve
in society remains a decision to be made by humans. Any potential
reconceptualization of the judicial role to accommodate AI must therefore be
grounded in societal consensus about the purpose of law and adjudication in our
evolving technological landscape. This necessitates an ongoing dialogue between
legal scholars, technologists, policymakers, and the public to ensure that our
legal institutions evolve in a manner that preserves core democratic values while
harnessing the potential of new technologies. As we stand at the cusp of a potential
paradigm shift in legal reasoning and the judicial function, it is imperative that
we approach these changes with a nuanced understanding of both the capabilities
and limitations of AI as well as humans, always keeping in mind the fundamental
principles that underpin our legal systemÑeven if we do so only to make the
decision to change it.



NEW YORK UNIVERSITY

JOURNAL OF INTELLECTUAL PROPERTY
AND ENTERTAINMENT LAW

V!"#$% &' S()*+, -.-/ N#$0%) -

S!1*2" M%3*2P"245!)$ R%,#"24*!+ *+ 46%US2+3 46%EU:
T!72)38 2 D*9*3%3I+4%)+%4?

I!2++2 T!#):!16!)*4* !

This article analyses the systems of legal regulation of online social media platforms
as regards to hate speech and misinformation in the US and the EU. It engages
with the constitutional rights doctrines that allow platform regulation in Europe. It
explains how the relationships between the government, private actors, the owners of
social media platforms and the users of the platforms put to the test the constitutional
doctrines that exist in the United States. It analyses the sophisticated system created
by the Digital Services Act (DSA) in the EU and compares it with the regulation that
exists in the US. The DSA enhances usersÕ rights and imposes important transparency
requirements on platforms, while strengthening their obligations to address hate speech
and misinformation. It engages withMoody v. NetChoice, the latest decision by the
American Supreme Court on the topic and the regulatory options it allows. It discusses
the di! erences in social media regulation in the US and the EU and explores whether
they are likely to lead to a division of the internet. It examines the state of the art
technology the platforms are using to detect hate speech and misinformation and
evaluates the legal responses in the US and the EU in this respect. It also makes
suggestions for further research that is needed to address hate speech, incitement to
hatred and misinformation online.

! Associate Professor of Law, University of Baltimore School of Law. The author would like to thank
Gianmaria Ajani, Peter Danchin, Mark Graber, Eric Heinze, Fernanda Nicola, Martha Larson, Mortimer
Sellers, Nathalie A. Smuha, Katherine Strandburg, James Whitman, Peter Yu, the participants and the
audience in the PanelAI And Digital Regulation in the United States, the EU, and Chinaheld during the
Annual Meeting of the American society of Comparative Law in 2024 at Texas A & M University School
of Law, the Participants in the 9th Annual Texas A&M IP Scholars Roundtable held in November 2025, and
the participants in the Information Law Institute research group seminar series at NYU in the spring of 2025
for suggestions and comments. Dawn Chukwurah, Emma Reid, Inga Brostek, and Savannah Long provided
valuable research assistance.

140



2026] PLATFORM REGULATION IN THE US AND THE EU 141

I!"#$%&'"($! ................................................................................. 142
I. P&""(!) C$!*"("&"($!+, R()-"* T-.$#(.* "$ "-. T.*" ................... 148

A. The ÒHorizontal E! ectÓ Of Constitutional Rights In The EU............ 149
B. Versus the ÒState ActionÓ Doctrine In The U.S............................... 152

II. L .)+, D./.,$01.!"* (! "-. E&#$0.+! U!($! ................................ 161
A. From the Code of Conduct to the Digital Services Act (DSA)............ 161

1. UsersÕ Procedural Rights...................................................... 163
2. Protection Against Hate Speech and Misinformation-related

Systemic Risks................................................................... 165
3. Algorithmic Content Prioritization.......................................... 170
4. Penalties .......................................................................... 172
5. Institutions for Supervision and Transparency........................... 172
6. Reporting.......................................................................... 175
7. Compliance O" cers ........................................................... 176
8. Civil Society...................................................................... 176
9. Transnational Impact.......................................................... 177

B. EU Member StatesÕ Legislation................................................. 179
III. US: R.,&'"+!'. "$ R.)&,+". ...................................................... 183

A. TexasÕs And FloridaÕs Attempts To Regulate................................. 185
B. The Supreme CourtÕs Delimitation Of These E! orts........................ 191

1. Content Moderation and Editorial Discretion............................ 191
2. UsersÕ Procedural Rights...................................................... 195

C. New YorkÕs And CaliforniaÕs Attempts To Limit Hate Speech............. 198
IV. T-. S"+". $2 "-. C-+,,.!).* (! M$%.#+"(!) H+". S0..'- +!%

M(*(!2$#1+"($! O!,(!. ............................................................. 201
A. PlatformsÕ Latest Policy Changes In The USÑTowards A Divided

Internet? .............................................................................. 201
1. Misinformation................................................................... 204
2. Incitement to Hatred............................................................ 210
3. Hate Speech....................................................................... 212

B. Using AI To Filter Hate Speech And Misinformation....................... 216
C. Alternative Solutions: ÒImmunizing And Empowering End UsersÓ..... 220

C$!',&*($! .................................................................................... 223



142 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

I !"#$%&'"($!

Online communication has created new challenges for contemporary
democracies. These challenges are accentuated by the transnational nature of
the internet and the diverging attitudes of states around the world in regulating
speech. The US o! ers a more protective legal regime of free speech compared
at least to European States. The comparison with Europe has become imperative
recently since the enactment by the European Union in 2022 of the Digital Services
Act. The Act creates a sophisticated system aiming to regulate online speech.
On the other hand, several social media platforms have scaled back their content
moderation practices in the US. X (formerly Twitter) drastically cut down its
content moderation team following a change in ownership in 2022 and MetaÕs CEO
announced in January 2025 that it is moving towards a model of content moderation
based mostly on community oversight.1 The divide between the EU and the United
States on social media regulation raises the question of whether this is leading to a
division of the internet.

Following the attack on the Capitol on January 6th, 2021, and the actions
several social media platforms took to indeÞnitely block major political actors,2

governments realized that it was important to regulate the ability of platforms to
limit who has access to them. In the US, Texas and Florida, two states that enacted
regulation of social media platforms, were concerned that the platforms are limiting
too much conservative speech.3 The EU o" cials, however, were concerned that

1 Marianna Spring,Charities! Dismay as Twitter Disbands Safety Group, BBC (Dec. 13, 2022),https:
//www.bbc.com/news/technology-63907708[https://perma.cc/XJ9R-XGAE]; Clare Du! y, Meta is
Getting Rid of Fact Checkers. Zuckerberg Acknowledged More Harmful Content Will Appear on the Platforms
Now, CNN (Jan. 7, 2025),https://www.cnn.com/2025/01/07/tech/meta-censorship-moderation[https:
//perma.cc/MT62-WJL9].

2 Bobby Allyn, Facebook Bans President Trump From Posting For The Rest Of His Presidency, NPR
(Jan. 7, 2021),https://www.npr.org/sections/insurrection-at-the-capitol/2021/01/07/954453630/facebook-
bans-president-trump-from-posting-for-the-rest-of-his-presidency[https://perma.cc/8BBR-W7W7].
The ban was converted to a two-year suspension following a decision by FacebookÕs Oversight Board.See
Shannon Bond,Trump Suspended From Facebook For 2 Years, NPR (June 4, 2021),https://www.npr.org/20
21/06/04/1003284948/trump-suspended-from-facebook-for-2-years[https://perma.cc/44SK-9TZT]. The
Oversight Board found the indeÞnite ban to be contrary to International Human Rights Standards and asked
Facebook to re-examine the case and impose a proportionate penalty within six months.

3 SeeS!"#$%&T!' C&() , Sen. Cruz Questions Mark Zuckerberg on Alleged Political Bias at Facebook,
(YouTube, Apr. 10, 2018),https://www.youtube.com/watch?v=-VJeD3zbZZI&t=73s[https://perma.
cc/6QAT-WFTH]; Clay Calvert,Anti-censorship Rhetoric v. First Amendment Realities: The Fight Over

https://www.bbc.com/news/technology-63907708
https://www.bbc.com/news/technology-63907708
https://perma.cc/XJ9R-XGAE
https://www.cnn.com/2025/01/07/tech/meta-censorship-moderation
https://perma.cc/MT62-WJL9
https://perma.cc/MT62-WJL9
https://www.npr.org/sections/insurrection-at-the-capitol/2021/01/07/954453630/facebook-bans-president-trump-from-posting-for-the-rest-of-his-presidency
https://www.npr.org/sections/insurrection-at-the-capitol/2021/01/07/954453630/facebook-bans-president-trump-from-posting-for-the-rest-of-his-presidency
https://perma.cc/8BBR-W7W7
https://www.npr.org/2021/06/04/1003284948/trump-suspended-from-facebook-for-2-years
https://www.npr.org/2021/06/04/1003284948/trump-suspended-from-facebook-for-2-years
https://perma.cc/44SK-9TZT
https://www.youtube.com/watch?v=-VJeD3zbZZI&t=73s
https://perma.cc/6QAT-WFTH
https://perma.cc/6QAT-WFTH
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social media platforms as private actors may be limiting too much speech, much
more than what is acceptable to limit in Europe, where limits to hate speech by
the government are constitutionally permissible.4 Texas and Florida legislated to
a! rm the First Amendment principles of protecting everyoneÕs speech without
discrimination, even hate speech.5 The Europeans enacted legislation to strengthen
the processes the platforms already have to limit hate speech and misinformation,
and to provide to all users whose speech is limited avenues to complain if they
believe that the platforms are limiting their speech unnecessarily.6 They also passed
legislation to protect the public from the spread of misinformation, disinformation,
and manipulation.7 The widespread misinformation during the pandemic and the
perception that the platformsÕ responses to this problem were inadequate led EU
o! cials to promulgate legislation that creates obligations for the platforms to
address the relevant risks.8

State attempts to regulate the platformsÕ handling of hate speech in the US
are failing. New York9 and California10 enacted legislation against hate speech on
social media platforms. Two Circuit Courts have already found that the clauses are

Florida!s Anti-deplatforming Statute and Some Thoughts About Speaker Autonomy, Compelled Expression
and Access Mandates in Online Fora, 20F!"#$ A%&'( . L. R&). 385, 393Ð94 (2022); Dawn Carla Nunziato,
The Old and the New Governors: E! orts to Regulate and to Inßuence Platform Content Moderation, 22F!"#$
A%&'( . L. R&). 348 (2024).

4 SeeEur. CommÕn,Impact Assessment Accompanying the document Proposal for a Regulation
of the European Parliament and of the Council on a Single Market for Digital Services (Digital
Services Act) and amending Directive 2000/31/EC, SWD(2020) 348 Þnal, pt. 1/2, at 19Ð20,
E*" . C+%%Õ' (Dec. 15, 2020),https://digital-strategy.ec.europa.eu/en/library/impact-assessment-digital-
services-act [https://perma.cc/SEX5-V6UU].

5 See infranotes 246, 271 and accompanying text.
6 SeeEur. CommÕn,supranote4, at 26Ð27.
7 Eur. CommÕn,The Digital Services Act: Ensuring a Safe and Accountable Online Environment, E*" .

C+%%Õ' , https://digital-strategy.ec.europa.eu/en/policies/digital-services-act[https://perma.cc/HTK8-
5WQF] (last visited July 21, 2025).

8 SeeEur. CommÕn,supranote4, at 20.
9 N.Y. G&' . B*#. L,- ¤ 394-ccc (McKinney 2024);seeVolokh v. James, 656 F. Supp. 3d 431, 436

(S.D.N.Y. 2023) (granting preliminary injunction).
10 C,. . B*#. & P"+/ . C+(& ¤ 22677 (West 2025); X Corp. v. Bonta, No. 23-CV-1939, 2023 WL 8948286

(E.D. Cal. Dec. 28, 2023) (denying preliminary injunction),rev!d and remanded, 116 F.4th 888 (9th Cir.
2024).See alsoCat Zakrzewski,New California Law Likely to Set O! Fight Over Social Media Moderation,
W,#0 . P+#$(Sept. 14, 2022),https://www.washingtonpost.com/technology/2022/09/13/california-social-
network-transparency/[https://perma.cc/F9MV-6CRC].

https://digital-strategy.ec.europa.eu/en/library/impact-assessment-digital-services-act
https://digital-strategy.ec.europa.eu/en/library/impact-assessment-digital-services-act
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act
https://perma.cc/HTK8-5WQF
https://perma.cc/HTK8-5WQF
https://www.washingtonpost.com/technology/2022/09/13/california-social-network-transparency/
https://www.washingtonpost.com/technology/2022/09/13/california-social-network-transparency/
https://perma.cc/F9MV-6CRC
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content based and thus incompatible with the First Amendment.11 Both courts are
citing Moody v. NetChoice,12 the US Supreme CourtÕs latest decision in relation to
social media platforms, which a! rms their First Amendment right to curate speech.

There are to date few comparative studies of the DSA and the legal regime
that exists in the US.13 This article complements these studies by analysing the
theoretical issues that underly the di" erences in regulation. The article explains
how the relationships between the government, private actors, the owners of social
media platforms and the users of the platforms put to the test the constitutional
doctrines that exist in the United States. It engages withMoody v. NetChoiceand
explores possible avenues for regulation of social media in the US complementing
the relevant scholarship. It discusses the di" erences in social media regulation in
the US and the EU and explores whether they are likely to lead to a division of the
internet. These di" erences matter, because social media platforms have emerged as
extremely important and powerful social actors that deÞne the public sphere and the
quality of democracies world-wide.14 It engages with the perspective of business
and human rights and argues about the need for social media platforms to continue
to self-regulate based on the standards that relate to the Code of Conduct they have
agreed with the EU to abide by, even where they have no legal obligation to do
so. It examines the state of the art technology the platforms are using to detect hate
speech and misinformation and discusses which legal regime is more appropriate to
address hate speech and misinformation risks. It also makes suggestions for further
research that is needed to address hate speech and misinformation.

The divergence in the regulation of speech can be traced back to the
foundation of democracies in Europe and the United States.15 The American

11 X Corp. v. Bonta, 116 F.4th 888 (9th Cir. 2024); Volokh v. James, 2025 U.S. App. LEXIS 19405 (2d
Cir. 2025).

12 Moody v. NetChoice, LLC, 144 S. Ct. 2383 (2024).
13 Neil Netanel,Applying Militant Democracy to Defend Against Social Media Harms, 45 CARDOZO

L. REV. 489 (2023); Dawn Carla Nunziato,The Digital Services Act and the Brussels E! ect on Platform
Content Moderation, 24 CHI. J. INT!L L. 115 (2023); Ioanna Tourkochoriti,The Digital Services Act and
the EU as the Global Regulator of the Internet, 24 CHI. J. INT!L L. 129 (2023); Tiana Wang,ÒDelicate
TaskÓ: Content Moderation and Intermediary Liability in a Post-DSA World, 39B!"#!$!% T!&' . L.J.1507
(2024).

14 SeeEur. CommÕn,supranote4, at 18Ð19.
15 SeeI()**) T(+"#(&'(",-, , F"!!.(/ (0 E12"!33,(* : T'! R!4($+-,(*)"% R((-3 (0 A/!",&)*

)*. F"!*&' L!5)$ T'(+5'- (2022).
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constitutional system is characterised by distrust towards the government, whereas
the French constitutional tradition has been characterised as a tradition of trust
towards the government to help the citizens realise their liberties.16 Where
speech regulation is sparse, there is always the concern that political leaders
and civil society may use their expressive freedoms in ways which can lead to
undermining basic assumptions about facts and thus even legitimise dealing blows
to constitutional democracy. Can too much freedom lead to unfreedom?17 Does the
danger of coming across too much ÒfalseÓ information run the risk to undermine
democracy? Are democracies today facing the dangers that Isaiah Berlin was
warning against in his famous critique of John Stuart MillÕs argument?18 Or does
the state of the art technology at the service of speech regulation counsel a more
cautious approach?

In the area of expressive freedoms, the US o! ers an extended area of
protection of freedom of speech. In many European states, it is legitimate for the
government to limit abuse of the same freedom to protect other citizens from
the harm caused by hate speech.19 It is also legitimate for European states to
wield this power to prevent misinformation.20 This regime is opposed to the
absence of limits against hate speech, misinformation, and the lenient regime of
incitement to violence that exists in the US. The emergence of online platforms of
communication means that hate speech and incitement to violence can now escape
the borders of the US. Several scholars have argued that online communication
raises new challenges and that the legal regime in the US is no longer appropriate
to address these challenges.21 In their opinion, the risks to freedom and democracy
that unregulated social media platforms entail necessitate the reference to the
principles of militant democracy to justify regulating social media platforms.22

The EU regulation in the DSA is inspired by a precautionary approach to the
relevant risks. As analysed below, it requires social media platforms to elaborate
important risk protocols to address situations of crisis when misinformation is

16 Id. at 34.
17 I am grateful to James Whitman for suggesting the importance of this question.
18 I!"#"$ B%&'#(, John Stuart Mill and the Ends of Life, in F)*& E!!"+! )( L#,%&-+233 (2002).
19 SeeI)"((" T)*&.)/$)&#-# , F&%%0)1 )2E34&%!!#)(, supranote15, at 2Ð3.
20 Id.
21 See infranote 38 and accompanying text.
22 SeeNeil Netanel,supranote13.
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likely to occur.23 The Þrst report that has been issued in application of the DSA by
the EU indicates that the Act has given the opportunity to social media platforms
to reßect on the possible risks of their practices in the area of misinformation and
hate speech and to come up with ways to address them.24

Given the social power that social media platforms wield, the DSA serves as
an important tool for addressing the power imbalances that exist between platforms
and their users. Any attempt by platforms to moderate speech may escalate to
removing users entirely. The DSA approach consists of multiplying the legal
avenues available to users for challenging such exclusion and imposing speciÞc
timeframes for platform responses. The current regulatory approach in the United
States does not seem to recognize that protecting the procedural rights of users
removed from social media platforms is justiÞed under the First Amendment. This
means that the DSA protects users! rights more robustly than the US framework.
The reluctance to protect these procedural rights means that the US system relies
on excluded users Þnding alternative platforms to express themselves. EU law
accepts the legitimacy of government involvement in regulating how civil society
actorsÑincluding private platformsÑa! ect usersÕ speech rights. In contrast, the
US approach emphasizes platforms! own speech rights and relies on market
competition to provide alternative avenues for those excluded by one platform.

The DSA also obligates platforms to communicate how they use prioritization
algorithms to deliver content to their users.25 In this respect, the Þrst report
indicates that platforms have been compelled to consider how they can design
prioritization algorithms that focus on content quality rather than engagement
metrics alone.26 In the United States, the use of prioritization algorithms by
platforms is protected by their own free speech rights, which means that regulation
in this area would likely not withstand First Amendment scrutiny.27 The DSA has

23 See infraPart II.A.2.
24 Eur. Bd. For Digit. Services,First Report in Cooperation with the Commission Pursuant to Article 35(2)

DSA on the Most Prominent and Recurrent Systemic Risks as Well as Mitigation Measures, E!" . C#$$ Õ%
(Nov. 18, 2025),https://digital-strategy.ec.europa.eu/en/news/press-statement-european-board-digital-
services-following-its-16th-meeting[https://perma.cc/535P-HPQ5].

25 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a
Single Market for Digital Services and Amending Directive 2000/31/EC (Digital Services Act), art. 14¤ 1,
art. 35¤ 1(d), art. 40¤ 3, 2022 O.J. (L 277).

26 Eur. Bd. for Digit. Services,supranote24, at 36.
27 Moody v. NetChoice, LLC, 144 S. Ct. 2383, 2404Ð05 (2024).

https://digital-strategy.ec.europa.eu/en/news/press-statement-european-board-digital-services-following-its-16th-meeting
https://digital-strategy.ec.europa.eu/en/news/press-statement-european-board-digital-services-following-its-16th-meeting
https://perma.cc/535P-HPQ5
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stimulated a public conversation in Europe between social media platforms and
civil society organizations that appears to be driving platforms to improve the
design of their prioritization algorithms.

Until recently, the platforms had generalized their operation to abide by the
strictest legal regime globally. In 2016, they signed with the EU a code of conduct,
on the basis of which they took on the obligation to regulate hate speech and to
engage in content moderation more broadly.28 The code had a global e! ect, in that
the platforms generalised their operations to abide by the code even where they had
no legal obligation to do so, e.g., in the US.29 In other words, the sparse government
regulation of speech in the US led to a legal gap, which was Þlled by civil
society actors. Facebook created the Oversight Board, a deontology committee
which evaluates whether their content moderation practices are compatible with
International Human Rights Law.30 As analysed in this article, the policy changes
announced by Meta in January 2025 will a! ect the content moderation practices
and standards the platform applies around the world and will likely lead to a
divergence between the US and the EU in handling misinformation, hate speech
and incitement to hatred.31

In what follows, the article in Part I discusses how social media platform
regulation puts standard constitutional doctrines in the EU and the US to the
test. It engages with the constitutional doctrine of horizontal e! ect dominant
in Europe, which legitimizes platform regulation, and the state action doctrine
dominant in the US, which complicates this issue. It explores avenues of regulation
in the US. In Part II, it then analyses the sophisticated legal regime that the DSA
creates in Europe. The legal regime enhances usersÕ rights and imposes important
transparency requirements on platforms, while strengthening their obligations to
limit hate speech and misinformation. It discusses how the DSA enhances the
platform regulation that exists in some EU states. Part III examines attempts
to regulate social media platforms across the US and the latest decision by the
Supreme Court on the issue. Part IV examines the state of the challenges in

28 See infraPart I.
29 Anu Bradford described this phenomenon as the ÒBrussels E! ectÓ,seeA!" B#$%&'#%, T() B#"**)+*

E&&),- (2020);see infraPart II.A.9.
30 See, e.g., Oversight Board,Former President TrumpÕs Suspension, O.)#*/0(- B'$#% (May 5, 2021),

https://www.oversightboard.com/decision/fb-691qamhj/[https://perma.cc/82CB-9PMP].
31 Seeinfra Part IV.A.

https://www.oversightboard.com/decision/fb-691qamhj/
https://perma.cc/82CB-9PMP
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moderating hate speech and misinformation online. It examines the latest policy
changes major platforms announced in the US and whether they are likely to lead
to a division of the internet in the areas of misinformation, incitement to hatred,
and limits on hate speech. It also analyses the state of the art technology detecting
hate speech and misinformation and evaluates the legal responses in the US and
the EU in this respect. Further, the paper explores some other avenues that may
help towards combating hate speech and misinformation online, which relate to
immunizing and empowering users.

I
P!""#$% C&$'"#"!"#&$() R#%*"' T*+&,#+' "& "*+ T+'"

The major issues concerning free speech in regulating social media platforms
are who has access rights to them, whether they should be limiting hate speech
and other categories of speech they consider inacceptable, and how they should use
artiÞcial intelligence to engage in this task and to prioritize speech. These rights go
together with legal avenues that provide procedural guarantees for their protection.
If this has always been a controversial issue in relation to other media in the past,
this is even more the case today. Online platforms largely deÞne the public sphere
and the possibilities for citizens to express themselves and to access the views
of others.32 Social media platforms are now providing the infrastructure that is
necessary for citizens to engage with one another on topics of public interest.33

The new techniques that they are using, such as prioritization algorithms, are
a! ecting the very possibility that societies have the option to engage in a public
dialogue towards discovering the public good. Scholars have been emphasizing
that they are undermining the most important doctrines we hold dear as to the
rules of public debate, and they require a new engagement with these theories to
discover to what extent they can help point towards solutions that may improve the
transparency and openness of the public debate.34 If John Stuart MillÕs emphasis
in On Liberty35 on the importance of being exposed to a variety of opinions in all

32 SeeJ¬!"#$% H&'$"(&) , T*$ S+"!,+!"&- T"&%)./"(&+0/% /. +*$ P!'-0, S1*$"$: A%I%2!0"3 0%+/
& C&+$#/"3 /. B/!"#$/0) S/,0$+3 (Thomas Burger trans., MIT Press, 1991).

33 The Supreme Court has recognized itself that platforms are the Ò[most important places] to celebrate
some views, to protest others, or simply to learn and inquire.Ó Packingham v. N.C., 582 U.S. 98, 104 (2017).

34 Vincent Blasi,Is John Stuart MillÕs On Liberty Obsolete?, 5 J.F"$$ S1$$,* L. 151 (2024).
35 J/*% S+!&"+ M0--, On Liberty, in O%L0'$"+3 &%4O+*$" E))&3) 34Ð140 (John Gray ed., Oxford

University Press USA 1991).
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domains of human action as a public good is always relevant, the ways through
which people have access to information online raise new challenges. Although
social media platforms play an important role in enabling more voices to be heard
than ever before, they also have gained enormous ability to deÞne this debate
by the use of prioritization algorithms. The use of those algorithms leads to the
creation of environments of limited exposure to ideas and beliefs that may be
vital to distinguishing what is useful and what is not for some participants in the
public debate. This means that regulation may be required in relation to whether
and how prioritization algorithms give access to anyone to express themselves but
also as regards the mechanisms by which algorithms make content available to
users, especially whether there is proper oversight as to whether misinformation
and hateful content is circulating. Traditionally, governments were considered the
source of danger for expressive freedoms, but today the practices of privately held,
multinational corporations also carry great weight. A transatlantic comparison
illustrates how governments respond to this new challenge. The constitutional
doctrine of the Òhorizontal e! ectÓ makes it easier for European governments and
the EU to regulate social media platformsÕ practices of content moderation, while
the state action doctrine dominant in the US complicates any attempt to regulate
them.

A. The ÒHorizontal E! ectÓ Of Constitutional Rights In The EU

In Europe, political theories on the role of the government legitimize
government intervention within civil society to address social power imbalances.36

It is legitimate for the government to intervene and limit strong social actors
from protecting the rights of weaker social actors. The doctrine of Òhorizontal
e! ectÓ is the legal translation of this conception of the role of the government.
According to this doctrine, the Constitution applies not only to the vertical
relationship between the state and its citizens, but also to the horizontal relationship
between private parties within civil society.37 This means that constitutional

36 SeeI!"##" T!$%&!'(!%)*) , F%++,!- !. E/0%+11)!#, supranote15, at 104.
37 C!#1*"#'+ G%+2+& H+3+#+R$)4 F"5%), D%!)*1C!#1*)*$*)!##+31 E$%!0«++#1181Ð83 (1995);

Stephen Gardbaum,The ÒHorizontal E! ectÓ of Constitutional Rights, 102M)'( . L. R+6. 387, 388 (2003);
Claudia E. Haupt,The Horizontal E! ect of Fundamental Rights, in T(+ O/.!%, H"#,5!!& !# D)7)*"3
C!#1*)*$*)!#"3)1- (Giovanni De Gregorio, Oreste Pollicino & Peggy Valcke eds., forthcoming),https:
//papers.ssrn.com/sol3/papers.cfm?abstractid=4680759[https://perma.cc/SM8D-SYX9]; Claudia E.
Haupt,Democratic Self-Defense, 93F!%,("- L. R+6. 1377 (2025).

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4680759
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4680759
https://perma.cc/SM8D-SYX9
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rights are enforceable by their holders against private parties as well as against
the government. The doctrine of Òhorizontal e! ectÓ also authorizes the state to
enforce constitutionally protected rights against private parties. This means that
governments have obligations under the Constitution to take action to prevent and
address violations of constitutional rights, when these occur by other parties within
civil society. In general, according to standard constitutional doctrine in several
European states, governments have positive obligations to enable the citizens to
exercise their rights.38

In the area of free speech, this means that the constitutionally protected right
to free speech can be asserted against social media platforms when they decide to
limit someoneÕs speech through content moderation or to exclude them from using
social media platforms altogether. Courts will examine the constitutional rights to
free speech of the platformsÕ users and the rights of the platforms themselves when
they are in conßict and will attempt to Þnd a solution that balances the two towards
a Òpractical concordanceÓ of the two rights.39 The German Federal Constitutional
Court a" rmed the doctrine in a dispute related to FacebookÕs attempt to exclude
a neo-Nazi political group.40 The Court accepted FacebookÕs ability to limit the
groupÕs speech when it is hateful, while ordering the reinstatement of the groupÕs
account.41 Most Constitutional Courts of other EU member states also reason in
ways that reßect the same ideas.42 When courts examine cases of conßicts of rights,
they usually refer to the constitutional rights of both parties, weigh them, and
attempt to Þnd solutions to resolve the conßict by harmonizing the interests of
both sides to the greatest extent possible.43

38 I!"##" T!$%&!'(!%)*) , F%++,!- !. E/0%+11)!#, supranote15. See alsoA#$ B%",.!%, , D)2)*"3
E-0)%+1: T(+ G3!4"3 B"**3+ *! R+2$3"*+ T+'(#!3!25 (2023) (discussing the EUÕs rights-based
approach to digital regulation).

39 SeeHaupt,supranote37, at 1407.
40 SeeBVerfG, May 22, 2019, 1 BvQ 42/19,https://www.bundesverfassungsgericht.de/SharedDocs/Ent

scheidungen/DE/2019/05/qk201905221bvq004219.html[https://perma.cc/P6LM-NE8Q].
41 Id. at ¦¦ 5Ð10.
42 G%+6+, supranote37, at 182.See, e.g., Conseil Constitutionel [CC] [Constitutional Court] decision

No. 2020-801DC, June 18, 2020, 1.
43 On how European courts weigh rights in situations of conßicts towards Þnding solutions that try to

harmonize the interests on both sides and the relevant criteria they use in this respect across several European
states,seeIoanna Tourkochoriti,Is Neutrality Possible? A critique of the Court of Justice of the European
Union on Headscarves in the Workplace from a Comparative Perspective, 71A- . J. C!-0 . L. 444 (2023).

https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/2019/05/qk20190522_1bvq004219.html
https://www.bundesverfassungsgericht.de/SharedDocs/Entscheidungen/DE/2019/05/qk20190522_1bvq004219.html
https://perma.cc/P6LM-NE8Q
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The European Commission in its preparatory documents before the enactment
of the Digital Services Act (DSA) evaluated the importance of all relevant rights
and elaborated regulation of social media platforms that reßects this mentality.44

The European Charter has clauses protecting the right to free speech,45 as well
as the right to property46 and the freedom to conduct a business.47 The Charter
also protects the right to dignity, and the right not to experience discrimination.48

Conßicts of rights within civil society in the European Union are conceptualised
as conßicts between two equally important rights under the Charter.49 This means
that the usersÕ and the platformsÕ rights to free speech have equal value. Within
the national legal systems, the same conßict of rights is conceptualized as a
conßict between two rights of equal constitutional value, and it is the mission
of the government to decide which one should be protected depending on the
circumstances. The DSA complements this legal framework within each Member
State. The Commission in its preparatory documents appears to weigh the rights
of the platforms to conduct business and the expressive rights of the users.50

It identiÞes important risks to the fundamental rights of the users that the
platforms entail.51 The relevant documents indicate that he European Commission
aims to protect the usersÕ expressive rights and their right to have access to
information over the platformsÕ rights to conduct their business by regulating
the circumstances when the platforms may remove a user.52 The DSA makes
enforceable against social media platforms hate speech o! enses that already exist
within the EU member states. When national courts apply the DSA, they will see
it as complementing the doctrine of horizontal e! ect that already exists within
the EU member states. Although the Commission does not refer explicitly to the

44 Id.
45 Article 11 of the European Charter of Rights protects: ÒArticle 11. Freedom of expression and

information. 1. Everyone has the right to freedom of expression. This right shall include freedom to hold
opinions and to receive and impart information and ideas without interference by public authority and
regardless of frontiers. 2. The freedom and pluralism of the media shall be respected.Ó 2012 O.J. (C 326)
391, 398.

46 Id. at 399.
47 Id.
48 Id. at 400.
49 See Eur. CommÕn,supranote4, at 50, 61.
50 Id. at 18.
51 Id.
52 See infraPart II.A.1.
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constitutional doctrine of horizontality, the rationale it o! ers to regulate social
media platforms reßects the idea that the fundamental rights of the users should
be protected against the platforms. In this way, the Commission presupposes the
horizontal e! ect of the fundamental rights that exist in the European Charter.53

Even before the EU took action, several European states had regulated social
media platforms.54 As analysed below, the DSA strengthens the legal avenues
citizens have when their speech is limited by the platforms and obliges the platforms
to engage in content moderation to prevent users from being exposed to hate speech
and misinformation. The DSA is only one among a series of Acts the EU has
enacted which reßect a conception of the role of the government as being to address
social power imbalances. The same conception has led the EU to also legislate the
Corporate Sustainability Due Diligence Directive which makes enforceable the
Òdue diligenceÓ responsibilities that private corporations have to prevent human
rights violations by their subsidiaries and subcontractors around the world.55 Under
this Directive, private actors and corporations now have legal obligations to prevent
and address any human rights risks in the operations of their subsidiaries and
subcontractors abroad. The EU is also elaborating the AI Act which aims to provide
the Þrst comprehensive regulation of the sector.56 The legislation aims to Òensure
better conditions for the development and use of [AI]Ó by focusing on the risks that
AI creates.57 EU law ranks at the top of the hierarchy of legal rules for EU member
states and it now co-deÞnes the standards of Constitutional protection of rights.58

B. Versus the ÒState ActionÓ Doctrine In The U.S.

By contrast to the doctrine of horizontal e! ect, in the United States the
Òstate actionÓ doctrine means that the protection of constitutional rights applies

53 See, e.g., Eur. CommÕn,supranote4, at 18.
54 See infraPart II.B.
55 Directive (EU) 2024/1760 of the European Parliament and of the Council of 13 June 2024 on Corporate

Sustainability Due Diligence and Amending Directive (EU) 2019/1937 and Regulation (EU) 2023/2859 (Text
with EEA relevance), 2024 O.J. (L 1760) 1.

56 Eur. Parliament,EU AI Act: First Regulation on ArtiÞcial Intelligence, T!"#$%E&' . P(')#(*+,- , https:
//www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-Þrst-regulation-on-artiÞcial-
intelligence[https://perma.cc/HZZ7-RNG2] (last visited Mar. 7, 2026);see also2024 O.J. (L 1689) 1.

57 Id.
58 On the role of EU constitutional standards within the Member States, seeG#!.(,# D+ G'+/!'#! ,

D#/#-() C!,%-#-&-#!,()#%* #, E&'!"+ 20Ð22 (Cambridge University Press 2022).

https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
https://www.europarl.europa.eu/topics/en/article/20230601STO93804/eu-ai-act-first-regulation-on-artificial-intelligence
https://perma.cc/HZZ7-RNG2
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only against the government.59 Citizens cannot enforce the protection of their
constitutional rights against social media platforms through courts. The freedom
of speech of social media platforms covers whether they will give access to any
citizen to express themselves. In the absence of government regulation in this
area, social media platforms have created modes of self-regulation to prevent the
spread of hate speech, among others. They have appointed content moderators with
linguistic and cultural expertise.60 In addition, Facebook created a private body,
the Facebook Oversight Board, with authority to review content that is removed
and content that is kept up.61 In Moody v. NetChoice,62 its latest decision on the
issue, the American Supreme Court emphasized the protection of free speech for
the platforms in relation to their right to engage in content moderation. Concerning
the legal avenues against the platforms citizens may have when their rights are
limited, the Court deferred to the commercial speech doctrine.63

The emergence of social media and the new challenges inherent in online
communication have led many scholars to advocate restrictions on extreme speech,
even within the US, where such limits may conßict with national constitutional
obligations. The First Amendment doctrine elaborated by the US Supreme Court
during the 20th century accepts protection for speech that is much wider than other
constitutional systems. Several scholars in recent years, however, have argued that
new dangers that emerge in online communication and social networks necessitate
government intervention to limit speech and to limit how online platforms

59 Mark Tushnet,The Issue of State Action/Horizontal E! ect in Comparative Constitutional Law, 1 I!" Õ#
J. C$!%". L. 79, 79Ð98 (2003); Charles L. Black Jr.,Foreword: ÒState Action,Ó Equal Protection, and
CaliforniaÕs Proposition, 81H&'( . L. R)( . 69, 69Ð262, (1967); Louis Michael Seidman & Marc V. Tushnet,
The State Action Paradox, in R)*!&!"% $+ B)#,)+, C$!")*-$'&'. C$!%","/",$!&# I%%/)%49, 49Ð71
(1996); Robert J. Glennon, Jr. & John E. Novak,A Functional analysis of the Fourteenth Amendment ÒState
ActionÓ Requirement, 1976S/- . C" R)( . 221, 221Ð261 (1976).

60 SeeMeta,How Review Teams Work, M)"& T'&!%-&')!0. C)!")' , https://transparency.meta.com/
enforcement/detecting-violations/how-review-teams-work/[https://perma.cc/97BU-KANR] (last updated
Nov. 12, 2024).

61 Katie Klonick, The Facebook Oversight Board: Creating an Independent Institution to Adjudicate
Online Free Expression, 129 Y&#) L.J. 2418, 2418Ð99 (2020); Kenji Yoshino,Reconsidering the First
Amendment Fetishism of Non-State Actors: The Case of Hate Speech on Social Media Platforms and at
Private Universities, 76S"&! . L. R)( . 1755, 1755Ð85 (2024).

62 See supranote8.
63 Moody v. NetChoice, LLC, 144 S. Ct. 2383, 2399 (2024).

https://transparency.meta.com/enforcement/detecting-violations/how-review-teams-work/
https://transparency.meta.com/enforcement/detecting-violations/how-review-teams-work/
https://perma.cc/97BU-KANR
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operate.64 For these scholars, the 20th centuryÕs First Amendment doctrine of
strong protection for free speech has become obsolete.65 The communications
technologies have changed since the First Amendment doctrine was elaborated.66

While in the past the doctrine presupposed that citizens have time to evaluate
the information available to them, attentional scarcity has become an important
issue.67 The internet, by altering the social epistemology of societies, necessitates
a reconceptualization of doctrines articulated in reference to the media societies
used in the past.68 Other scholars emphasize the need to value speech even when it
occurs in social platforms in relation with the social practice within which it occurs,
to justify limitations when speech does not serve the public sphere.69 Speech must
serve the formation of a healthy public opinion towards ensuring state legitimacy,
which means that the legal doctrine of free speech must move away from the
current Òlibertarian, deregulatory agendaÓ that the current Supreme Court has been
following.70

Justifying legislation to regulate online social media platforms in the United
States is challenging under the First Amendment. A new paradigm is needed to
address the impact of social media platforms on individual liberties. Jack Balkin
proposes to consider platform regulation as part of the contemporary Òpluralist
system of speech regulation.Ó71 This means that speech may be regulated by the
government. It may also be regulated by how the government regulates social
media platforms. It may also be regulated by how private parties, the social
media platforms, decide to regulate their usersÕ speech via Òcommunity standardsÓ.

64 Tim Wu, Is the First Amendment Obsolete?, K!"#$%F"&'%A()!* . I!'%. (Sept. 1, 2017) (noting that
the First Amendment was elaborated in a di! erent era focusing exclusively on protecting speakers from
government); Brian Leiter,Free Speech on the Internet: The Crisis of Epistemic Authority, 5 J.F&)) S+)),$
L. 241 (2024); Brian Leiter,The Epistemology of the Internet and the Regulation of Speech in America, 20
G)- . J. L. & P./ . P-0Õ1 903 (2022). Several scholars are also emphasizing that content moderation may
actually secure opportunities for more people to speak.See generallyDanielle Keats Citron & Johnathan
Penney,Empowering Speech by Moderating It, 5 J.F&)) S+)),$ L. 171 (2024).

65 See generallyWu, supranote64.
66 Id.
67 Id.
68 See generally, e.g., Leiter,Free Speech on the Internet, supranote64.
69 Robert Post,The Unfortunate Consequences of A Misguided Free Speech Principle, 5 J.F&)) S+)),$

L. 295 (2024).
70 Id. at 308.
71 Jack Balkin,Moody v. NetChoice: The Supreme Court Meets the Free Speech Triangle, 2324S.+. C%.

R)5. 127, 130 (2025).
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Balkin calls this situation Òthe free speech triangle.Ó72 It is composed, Þrstly,
by Òold-schoolÓ speech regulation, the government regulation of the speech of
private individuals, secondly, by Ònew-schoolÓ speech regulation, the governmentÕs
attempt to regulate the owners of private infrastructure Òup and down the tech
stackÓ, in ways that a! ect their ability to regulate speech, and thirdly, by the
regulation of the owners and operators of digital infrastructure of how users
behave in the platforms.73 Scholars emphasize that it is important to prevent the
platforms from engaging in viewpoint discrimination, and to make sure that they
give their users some Òdue process type protectionsÓ such as Òadvance noticeÓ
of the platforms content guidance Òwhen their speech is censored or otherwise
regulated,Ó or Òwhen the speaker is deplatformed,Ó information on which rules were
allegedly violated and Òa meaningful opportunity to challenge content moderation
in cases where such moderation restricts their exercise of free speech.Ó74 Viewpoint
discrimination aside, the DSA regulates the platforms and ensures that all these
Òdue process type protectionsÓ exist for users in the EU. The DSA obliges the
platforms to continue their content moderation practices as far as hate speech is
concerned.

The Supreme Court inMurthy v. Missouri75 held that individual users of
social media platforms do not have standing to complain when social media
platforms are limiting posts they consider false or misleading following government
encouragement around public health emergencies, as was the case during the
COVID-19 pandemic.76 Users whose speech was limited by the platforms
following the governmentÕs encouragement do not have standing to request an
injunction to stop Òcertain Government agencies and employees from coercing or
encouraging the platforms to suppress speech.Ó77 Moody v. NetChoice78 points in
the direction of commercial speech for a doctrine that would allow the government
to regulate how the platforms treat issues of access to users.

72 Id.
73 Id. at 129, 131.
74 Dawn Carla Nunziato,Protecting Free Speech and Due Process Values on Dominant Social Media

Platforms, 73H!"#$%&"L.J.1255, 1259Ð60 (2022).
75 Murthy v. Missouri, 144 S. Ct. 1972 (2024).
76 Id. at 1973.
77 Id. at 1995. Furthermore, for the Supreme Court, the plainti! s failed to prove that the content

moderation by the platforms caused them identiÞable harm.Id. at 1996.
78 144 S. Ct. 2383 (2024).
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The Supreme Court in the past has held that private actors, when they are
hosting othersÕ speech, may not limit the variety of opinions that exist in society.
In a series of cases related to owners of company towns and malls,Marsh v.
Alabama,79 Amalgamated Food Employees Union Local 590 v. Logan Valley
Plaza Inc.,80 andPruneYard Shopping Ctr. v. Robins,81 the Court held that the
owners-hosts are not allowed to exclude speakers. Those precedents would o! er
a more promising avenue for Þnding that online social media platforms should
protect their usersÕ speech and guarantee some procedural rights to them if they
decide to exclude them. As analyzed below,Moody v. NetChoicedistinguishes
these cases from what is at stake in social media platformsÕ moderation as far
as viewpoint discrimination is concerned.82 For Justice Kagan, who wrote the
opinion, these cases are to be distinguished because owners of malls are not
engaging in expressive activity themselves, unlike social media platforms, who are
curating content which is itself an expressive activity.83 Justice Kagan distinguishes
this case also fromTurner Broadcasting System, Inc. v. FCC(Turner II)84 which
upheld a requirement for cable operators under the Cable Television Consumer
Protection and Competition Act of 1992 to dedicate some of their channels to
local broadcast television stations. For Justice Kagan,Turner II was Ònecessary
to prevent the demise of local broadcasting.Ó85 She also clariÞed that even under
this case, Òa private partyÕs collection of third-party content into a single speech
conduct . . . is itself expressive and intrusion into that activity must be specially
justiÞed under the First Amendment.Ó86

To work around the di" culties that emerge from the Òfree speech triangle,Ó
scholars suggested that the common carrier doctrine should apply in respect

79 Marsh v. Alabama, 326 U.S. 501 (1946).
80 Amalgamated Food Employees Union v. Logan Valley Plaza, 391 U.S. 308 (1968).
81 PruneYard Shopping Ctr. v. Robins, 447 U.S. 74 (1980).
82 Moody, 144 S. Ct. at 2401.
83 Id.
84 Turner Broad. Sys., Inc. v. FCC, 520 U.S. 180, 185, 189Ð90 (1997).
85 Moody, 144 S. Ct. at 2400.
86 Id. This argument resembles the rationale the court applied inRed Lion Broad. v. FCC, 395 U.S. 367

(1969), where the Court upheld the Òfairness doctrineÓ for broadcast media, citing spectrum scarcity and a
governmental interest in managing public airwaves.



2026] PLATFORM REGULATION IN THE US AND THE EU 157

to some of the features platforms are o! ering,87 while others emphasize that
the doctrine is contrary to the First Amendment.88 The Common Carrier
doctrine justiÞes regulating businesses that serve the public and imposing
special obligations on them such as the duty to serve all customers without
discrimination.89 The principle ensures fairness and prevents unjust preferences
or prejudice in the provision of services. The Supreme Court has suggested that
the regulation of common carriers is justiÞed when a business, Òby circumstances
and its nature . . . rise[s] from private to be of public concern.Ó90 Originally,
the businesses covered were transportation and, more recently, communication
networks. Volokh has suggested that the common carrier theory is relevant to
the decisions platforms make as far as the speech they host, but that platforms
do have a First Amendment right to choose what they a" rmatively recommend
to their users.91 He argues that in some respects social media platforms serve as
an infrastructure for communication, just like the US Postal Service, or private
shipping and logistics companies such as the United Parcel Service (UPS), or
phone companies such as Verizon.92 And just like UPS and Verizon cannot refuse
to carry electoral materials depending on their viewpoint, social media platforms
should not refuse either.93 Volokh also suggests that the hosting activities of the
platformsÑtheir letting users post materials on the usersÕ own pages and to those
who deliberately visit that page or subscribe to its feedÑmay be covered by the

87 For arguing that the common carrier doctrine may be relevant in relation to some functions of the
platforms,seeEugene Volokh,Treating Social Media Platforms Like Common Carriers?, 1 J.F!"" S#""$%
L. 377 (2021).See alsoNunziato,supranote74, at 1286.

88 James B. Speta,Boden Lecture: The PastÕs Lessons for Today: Can Common-Carrier Principles Make
for a Better Internet?, 106 M&!' . L. R"( . 741 (2023) (opinion arguing that the solution to problematic
platforms is more platforms); Ashutosh Bhagwat,Why Social Media Platforms Are Not Common Carriers,
2 J.F!"" S#""$%L. 127, 151Ð52 (2022); Eric Goldman,A Short Explainer of Why California!s Mandatory
Transparency Bill (AB 587) Is Terrible, T"$%. & M )*+ . L. B,-+ (Aug. 9, 2022),https://blog.ericgoldman
.org/archives/2022/08/a-short-explainer-of-why-californias-mandatory-transparency-bill-ab-587-is-
terrible.htm[https://perma.cc/X9EM-CMGH].

89 ScoÞeld v. Lake Shore & M. S. Ry. Co., 43 Ohio St. 571 (Ohio 1885).
90 SeeGerman All. Ins. Co. v. Lewis, 233 U.S. 389, 411 (1914) (a" rming state regulation of Þre insurance

rates).
91 Volokh, supranote87, at 409.
92 Id.
93 Id. A concern about the private messaging infrastructure that platforms are o! ering is present in Justice

KaganÕs opinion inMoody v. NetChoice, 144 S. Ct. 2383. The decision remanded the case to the lower courts
because they had not examined whether legislation limiting platformÕs content moderation practices covered
the private messaging apps social media platforms are o! ering to the public.Id.

https://blog.ericgoldman.org/archives/2022/08/a-short-explainer-of-why-californias-mandatory-transparency-bill-ab-587-is-terrible.htm
https://blog.ericgoldman.org/archives/2022/08/a-short-explainer-of-why-californias-mandatory-transparency-bill-ab-587-is-terrible.htm
https://blog.ericgoldman.org/archives/2022/08/a-short-explainer-of-why-californias-mandatory-transparency-bill-ab-587-is-terrible.htm
https://perma.cc/X9EM-CMGH


158 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

common carrier doctrine.94 This relates to the platformsÕ decisions to remove posts
and to remove users.95 Some other of the features platforms o! er, however, such as
recommending certain posts, should be covered by the First Amendment.96 Volokh
also thinks that some content moderation of the comments others post on a userÕs
page could be allowed under the First Amendment.97

In his concurring opinion inBiden v. Knight First Amendment Inst. at
Columbia Univ., Justice Thomas engaged with the analogy of social media
platforms to common carriers and public accommodations and did not exclude
the option of regulating platforms in reference to these doctrines.98 The public
accommodations doctrine could be another avenue towards regulating social media
platforms in the US.99 The public accommodations doctrine was developed to
make sure everyone has access to the goods and services that private entities
are o! ering to the public.100 Social Media platforms today deÞne the public
sphere. In this respect they approximate the public interest requirement that the
public accommodations doctrine serves. The public accommodations doctrine is
compatible with the expressive rights of the social media platforms to engage in
content moderation and to exclude the users they want to exclude. It can also help
reasoning by analogy towards protecting procedural rights for the users of online
social media platforms. In this respect, it may contribute to protecting usersÕ access
and procedural rights in a way that approximates the legal regime that exists in
Europe. Under the public accommodations doctrine, businesses are allowed to
exclude customers if they pose a Òdirect threatÓ to the health or safety of other
customers.101 The platforms should be free to deÞne to what extent they believe
that speech articulated by some users is contrary to their community standards.
The doctrine allows room for protecting some procedural rights for those who have

94 Volokh, supranote87, at 409.
95 Id.
96 Id. at 451.
97 Id. at 411Ð12.
98 Biden v. Knight First Amend. Inst. at Colum. Univ., 141 S. Ct. 1220, 1226 (2021).
99 For a criticism of this opinion,seeChristopher Yoo,The First Amendment, Common Carriers, and

Public Accommodations, 1 J.F!"" S#""$%L. 463 (2021).
100 SeeJoseph William Singer,No Right to Exclude: Public Accommodations and Private Property, 90

N&. U. L. R"' . 1283 (1996).
101 Lockett v. Catalina Channel Express, Inc., 496 F.3d 1061, 1065 (9th Cir. 2007). State legislation foresees

the same possibility,seeA!() . R"' . S*+*. ¤ 41-1492.02;F,+ . S*+*. ¤ 509.142.
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been excluded by online social media platforms.102 If public accommodations may
exclude customers, the latter also enjoy legal protection. Under the doctrine, social
media platforms would be obliged to include everyone who wants to have access to
them, while they would be allowed to exclude those who violate their community
standards just like any public accommodation or store owner is allowed to remove
customers who harm other customers.

As analyzed below,Moody v. NetChoice103 moves away from the common
carrier and the public accommodations doctrines as far as viewpoint discrimination
is concerned in favor of recognizing expressive rights for platforms.104 The
decision examined legislation enacted in Texas and Florida which aimed to prevent
social platforms from engaging in content moderation which impacted particular
conservative viewpoints.105 For the Court, the platformsÕ curating of content
approximates the editorial discretion newspapers have enjoyed underMiami Herald
Co. v. Tornillo.106 The decision allows the platforms to pursue their content
moderation policies even if it requires engaging in viewpoint discrimination.
Although in other past cases, the Supreme CourtÕs analysis has recognized the
important role social media platforms play today in providing the infrastructure
for the public sphere,107 the Court does not seem willing to weigh the expressive
rights of the users against the ones of the platforms in the way European Courts do
thanks to the doctrine of Òhorizontal e! ect.Ó The editorial discretion social media
platforms have by ÒcuratingÓ speech means that they can decide whom to include
and whom to exclude. Any legal avenues against the platforms that users as speakers
might have cannot be justiÞed on the basis of their free speech rights, as is the case

102 Such as the right to a notice, the right to Þle a complaint to the platform, the right to some extra-judicial
independent mechanism, and the right to receive a response within a reasonable timeframe, if they believe
their speech has been unfairly limited in reference to a platformÕs Òcommunity standards.Ó

103 For an analysis,see infraPart IV.B.
104 SupraPart II.B.
105 Moody v. NetChoice, LLC, 144 S. Ct. 2383, 2396, 2407 (2024).
106 See418 U.S. 241 (1974).
107 See, e.g., Lindke v. Freed, 601 U.S. 187 (concerning when a public o" cialÕs social media activity

constitutes state action under section U.S.C. 1983. Section 1983, which provides a cause of action against
Ò[e]very person who, under color of any statute, ordinance, regulation, custom, or usage, of any StateÓ
deprives someone of a federal constitutional or statutory right. The court held that social media activity by
public o" cials may constitute state action when the o" cial has actual authority to speak on the stateÕs behalf
and purports to exercise that authority when they speak on social media platforms. If, in these circumstances,
they delete usersÕ comments to their posts, they are violating the usersÕ First Amendment Rights.)
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in the EU. The Court does not recognize any legal foundation for procedural rights
that platform users might have if they are excluded by the platforms.

Some scholars believe that the reluctance to regulate social media platforms
in the United States as compared to regulation in the EU is likely to continue
after Moody v. NetChoice.108 For others, the decision does not preclude any
regulation whatsoever, and more sophisticated regulation than that enacted in
Texas and Florida may survive constitutional scrutiny.109 Several scholars have
emphasized that European-style positive action of the government is necessary to
ensure access rights to the users of large social media platforms.110 Although the
First Amendment restricts only government action, legislation requiring platforms
to host speech Òmight advance First Amendment interestsÓ and the government
may need to ensure access to privately owned channels of communication.111

Although scholars emphasize that the amount and the type of control that platforms
have over their usersÕ speech Òrivals or exceeds government power,Ó which makes
government regulation necessary to advance the interests that the First Amendment
itself protects,112 the current First Amendment doctrine as applied to social media
platforms inMoodydoes not allow for these concerns to prevail.

The current state of the law in relation to social media platforms means that
Europeans have more legal avenues to claim the protection of their rights when
social media platforms limit them. They have more legal avenues to protect their
right to have access to social media platforms. And although platforms may engage
in more extended limitations of speech in the area of hate speech due to di! erent
standards of content moderation that are emerging between Europe and the US,
European citizens have more avenues to litigate these limits as well.

108 SeeBalkin, supranote71.
109 Evelyn Douek & Genevieve Lakier,Lochner.com?, 138 H!"# . L. R$#. 100 (2024); Kyle Langvardt

& Alan Z. Rozenshtein,Beyond the Editorial Analogy: First Amendment Protections for Platform Content
Moderation After Moody v. NetChoice, 6 J.F"$$ S%$$&'L. 1 (2025).

110 Langvardt & Rozenshtein,supranote109at 35.
111 Id.
112 Id.
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II
L !"#$ D!%!$&'(!)*+ ,) *-! E./&'!#) U),&)

A. From the Code of Conduct to the Digital Services Act (DSA)

The European Union has taken the lead in regulating the internet. Following
its very inßuential regulation of online data privacy,113 it elaborated in the Þrst
months of 2022 the Digital Services Act (DSA).114 The DSA has entered into
force progressively since January 2024. It foresees a sophisticated mechanism for
content moderation of online platforms. It builds upon a previous regime that
had already been elaborated by the European Union in 2016: a Code of Conduct
on countering illegal hate speech online.115 The Code was agreed upon between
the EU and Facebook, Microsoft, Twitter and YouTube and led them to develop
community codes and to start performing content moderation. The code obliged
IT companies to put in place Rules or Community Guidelines clarifying that they
prohibit the promotion or incitement of violence and hateful conduct. The code
deÞnes illegal hate speech as Òpublicly inciting to violence or hatred directed
against a group of persons or a member of such group deÞned by reference to
race, color, religion, descent or national or ethnic origin.Ó116 On the basis of
the code, the Companies were obliged to create clear and e! ective processes for
reviewing notiÞcations regarding illegal hate speech on their platforms and to
remove or disable access to such content.117 The code created soft law which had
great impact. It led these major platforms to modify their operation and to create
local mechanisms of content moderation within each state where they provide their

113 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 Apr. 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119) 1
[hereinafter GDPR].

114 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 Oct. 2022 on a Single
Market for Digital Services and amending Directive 2000/31/EC (Digital Services Act), O.J. (L 277) 1
[hereinafter DSA].

115 Eur. CommÕn,EU Code of Conduct on Countering Illegal Hate Speech Online, E!" . C#$$ Õ%, https:
//commission.europa.eu/strategy-and-policy/policies/justice-and-fundamental-rights/combatting-
discrimination/racism-and-xenophobia/eu-code-conduct-countering-illegal-hate-speech-onlineen
[https://perma.cc/9KA8-DPHD].

116 For this deÞnition, the Code refers to Council Framework Decision 2008/913/JHA of 28 Nov. 2008 on
Combating Certain Forms and Expressions of Racism and Xenophobia by Means of Criminal Law, 2008
O.J. (L 328) 55.

117 Eur. CommÕn,supranote115.

https://commission.europa.eu/strategy-and-policy/policies/justice-and-fundamental-rights/combatting-discrimination/racism-and-xenophobia/eu-code-conduct-countering-illegal-hate-speech-online_en
https://commission.europa.eu/strategy-and-policy/policies/justice-and-fundamental-rights/combatting-discrimination/racism-and-xenophobia/eu-code-conduct-countering-illegal-hate-speech-online_en
https://commission.europa.eu/strategy-and-policy/policies/justice-and-fundamental-rights/combatting-discrimination/racism-and-xenophobia/eu-code-conduct-countering-illegal-hate-speech-online_en
https://perma.cc/9KA8-DPHD
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services. The implementation of the code was monitored annually in collaboration
with a network of organizations located in various EU countries.118 Using a
commonly agreed methodology, these organizations tested how the IT companies
were implementing the commitments in the Code.119

The DSA creates a protective regime for users of online media. It is part of the
ÒNew SchoolÓ speech regulation, to follow Jack BalkinÕs terminology.120 Unlike
ÒOld School Regulation,Ó which aimed to regulate the speakers themselves, ÒNew
SchoolÓ regulates the infrastructure for speech.121 It aims to ensure freedom of
speech by regulating the social media platforms. It attempts to strike a balance
between protecting free speech and limiting ÒillegalÓ hate speech.122 To some
extent it enhances free speech rights by creating a process for limiting speech and
timelines for the duration of these limits. It regulates the circumstances in which
online platforms may exclude users.123 It enhances the obligation to implement
a Ônotice and action mechanismÕ (which already existed in the code of conduct)
to alert about the presence of content or information they consider to be illegal.
It enhances the current internal complaint-handling system that some platforms
maintain. In addition, it foresees the possibility for out-of-court dispute settlements.
It provides for the creation of new national and European bodies which will oversee
its application.124It also authorizes the Member states to enact signiÞcant penalties
related to the violation of its clauses.125 It enhances transparency for the process
by creating reporting obligations for the platforms.126

118 On the monitoring of the implementation of the code, the European Commission has periodically
published reports.Id.

119 See, e.g., Didier Reynders,Countering Illegal Hate Speech Online 7th Evaluation of the Code of
Conduct, E!" . C#$$ Õ%, https://commission.europa.eu/document/download/5dcc2a40-785d-43f0-
b806-f065386395deen?Þlename=Factsheet%20-%207th%20monitoring%20round%20of%20the%20C
ode%20of%20Conduct.pdf[https://perma.cc/EQJ3-S8VV].

120 SeeJack M. Balkin,Old School/New School Speech Regulation, 127H&"' . L. R(' . 2296 (2014); Jack
M. Balkin, Free Speech in the Algorithmic Society: Bid Data, Private Governance, and New School Speech
Regulation, 51U. C. D&')* L. R(' . 1149 (2018).

121 Balkin, supranote120, at 2306.
122 Seeinfra, Part II.A.1.
123 See Id.
124 See infra, Part II.A.5.
125 See infra, Part II.A.4.
126 See infra, Part II.A.6

https://commission.europa.eu/document/download/5dcc2a40-785d-43f0-b806-f065386395de_en?filename=Factsheet%20-%207th%20monitoring%20round%20of%20the%20Code%20of%20Conduct.pdf
https://commission.europa.eu/document/download/5dcc2a40-785d-43f0-b806-f065386395de_en?filename=Factsheet%20-%207th%20monitoring%20round%20of%20the%20Code%20of%20Conduct.pdf
https://commission.europa.eu/document/download/5dcc2a40-785d-43f0-b806-f065386395de_en?filename=Factsheet%20-%207th%20monitoring%20round%20of%20the%20Code%20of%20Conduct.pdf
https://perma.cc/EQJ3-S8VV
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The Act largely aims to address systemic problems that emerge in the
platformsÕ content moderation processes. It was motivated by the need to set a
standard of transparency and accountability on how the major platforms moderate
content and use algorithms.127 It obliges them to develop appropriate risk
management tools. As explained in the Memorandum, the Act aims to mitigate
risks of erroneous or unjustiÞed blocking of speech, to address the chilling e! ects
on speech, to stimulate the freedom to receive information and to hold opinions,
and to reinforce usersÕ redress possibilities.128 It recognizes that it may be the case
that some groups or persons may be vulnerable or disadvantaged in their use of
online services because of their gender, race or ethnic origin, religion or belief,
disability, age or sexual orientation.129 It also recognizes that these users may be
disproportionately a! ected by restrictions and removal measures following from
unconscious or conscious biases, potentially embedded in the notiÞcation systems
by users and third parties, as well as replicated in automated content moderation
tools used by platforms.130 It aims to create mandatory safeguards for the removal
of usersÕ information, which include the provision of explanatory information
to the user, complaint mechanisms and external out-of-court dispute resolution
mechanisms.131

1. UsersÕ Procedural Rights

The Act enhances free speech rights by creating processes which online
platforms should follow if they wish to exclude users. They can only suspend users
found to frequently provide illegal content after having issued a prior warning.132

This exclusion may last only for a reasonable period of time.133 The Act creates
an obligation for platforms to assessÑin a timely, diligent and objective mannerÑ
whether a recipient, individual entity, or complainant engages in misuse.134 In this
evaluation, they shall take into consideration the numbers of items of manifestly

127 Eur. CommÕn, Proposal for a Regulation of the European Parliament and of the Council on a Single
Market for Digital Services (Digital Services Act) and amending Directive 2000/31/EC, COM (2020) 825
Þnal (Dec. 15, 2020).

128 Id.
129 Id. at 12.
130 Id. at 12.
131 Id. at 12.
132 DSA, supranote114, art. 23(1).
133 Id.
134 Id. art. 23(3).
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illegal content or unfounded notices or complaints submitted, their proportion
to the total number of items of information provided or notices submitted, the
gravity of the misuses and its consequences, the intention of the recipient, or
complainant.135 The platforms must have a clear and detailed policy in respect
of misuse.136They are obliged to notify the law enforcement or judicial authorities
of the Member State or Member States where they are suspicious that a serious
criminal o! ence has taken place.137 This measure responds to concerns that have
been raised about content moderation, given that platforms in the past intervened
based on the behavior of groups or accounts and the actors or associations behind
them.138 In the past, behavioral content moderation was opaque, because giving
notice and reasons to users was seen as undermining the e! ectiveness of rules
rather than promoting compliance.139

The Act also enhances the system of complaints that platform users have
when their speech is limited. Online platforms are obliged under the act to provide
to recipients of the service, for a period of at least six months, access to an
e! ective internal complaint-handling system if they decide to remove or disable
access to information, if they decide to suspend or terminate the provision of
service in whole or in part to recipients, and if they decide to suspend or terminate
the recipientsÕ account.140 The platforms are obliged to handle complaints in a
timely, diligent, and objective manner.141 They are also obliged to agree to out-of-
court dispute settlements to resolve disputes related to these decisions, including
complaints that could not be resolved by means of the internal complaint-handling
system.142 These out-of-court dispute settlement bodies will be certiÞed by the
Digital Services Coordinators of the EU Member States.143 These Coordinators
must certify that the body is impartial and independent of online platforms and
recipients, that they have the necessary expertise in relation to areas of illegal
content, that they are easily accessible online through electronic communication

135 Id. art. 23(3).
136 Id. art. 23(4).
137 Id. art. 18(1).
138 SeeEvelyn Douek,Content Moderation as Systems Thinking, 136H!"# . L. R$#. 526, 539Ð40 (2022).
139 Id. at 540.
140 DSA, supranote114, arts. 17(3)(f), 20(1).
141 Id. art. 20(4).
142 Id. art. 21(1).
143 Id. art. 21(3). On the Digital Services Coordinators,see infraPart II.A.5.
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technology, and that they are capable of settling disputes in a swift, e! cient, and
cost-e" ective manner.144

2. Protection Against Hate Speech and Misinformation-related Systemic Risks

The Act also aims to protect users against exposure to hate speech. It creates
due diligence obligations for a transparent and safe online environment.145 It
obliges online platforms to implement notice and action mechanisms.146 Based
on these mechanisms, any individual or entity may notify them of the presence on
their service of speciÞc items of information that they consider to be illegal hate
speech.147 The platforms are obliged to process the notices that they receive and
decide in a timely, diligent, and objective mannerÑwhether a piece of information
should be removed or not.148 If in acting on these decisions, a platform decides
to remove or disable access to speciÞc items of information, the platform should
inform the recipients of the service about the decision to remove content or disable
access, and they will provide a clear statement of the reasons for their decision.149

Platforms should also provide information on the redress possibilities available to
the recipients of their service in respect of the decision, in particular as this relates
to internal complaint-handling mechanisms, out-of-court dispute settlement, and
judicial redress.150 Platforms also may suspend, for a reasonable period of time
and after having issued a prior warning, the processing of notices and complaints
submitted through the notice and action mechanisms and internal complaints-
handling systems if they estimate that there is misuse of these mechanisms.151

The Act creates additional obligations for very large online platforms to
manage systemic risks. The Preamble to the DSA emphasizes that the systemic
risks the platforms pose may have a disproportionately negative impact in the Union
when the number of recipients of a platform reaches a signiÞcant share of the Union
population.152This reach exists where the number of recipients exceeds a threshold

144 DSA, supranote114, art. 21(3).
145 Id. ch. 3.
146 Id. art. 16.
147 Id.
148 Id. art. 16(6).
149 Id. art. 17.
150 Id. pmbl. ¦ 64, art. 17(3)(f).
151 Id. art. 23(2).
152 Id. pmbl. ¦ 76.
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of 45 million, that is the 10% of the Union population.153 Corporations that have
such an impact should, under the Act, bear Òthe highest standard of due diligence
obligations.Ó154 Platforms which provide their services to over 45 million users in
the Union (a number to be constantly reevaluated in reference to the increase or
decrease of the population of the Union) must identify, analyze and assess at least
once a year any systemic risks stemming from the functioning and the use of their
services in the Union.155 The risks the platforms should be diligent about include
the dissemination of illegal content through their services, any negative e! ects for
the exercise of the fundamental rights to respect for private and family life, freedom
of expression and information, the prohibition of discrimination, and the rights of
the child in conformity with the articles of the Charter of Fundamental Rights in
the Union.156 They should also analyze the risks of intentional manipulation of
their service, including by means of inauthentic use or automated exploitation of
the service with an actual or foreseeable negative e! ect on the protection of public
health, minors, civic discourse, or actual or foreseeable e! ects related to electoral
processes and public security.157 The platforms must put in place reasonable
mitigation measures tailored to the speciÞc systemic risks they pose. These
measures may include adapting content moderation or recommender systems, their
decision-making processes, the features or functioning of their services and of
their terms and conditions.158 They should also include targeted measures aimed
at limiting the display of advertisements in association with the service they
provide.159 They must also reinforce the internal processes or supervision of their
activities in particular as regards detection of systemic risk.160One of the concerns
that motivated this need for a systemic response is the concern that frequently it is
groups of accounts that violate rules.161

The platforms are also obliged to put in place reasonable, proportionate
and e! ective mitigation measures, tailored to the speciÞc systemic risks

153 Id. arts. 33(1)Ð(2).
154 Id. pmbl. ¦ 76.
155 Id. art. 34(1).
156 Id.
157 Id. art. 34(1)(c).
158 Id. art. 34(2).
159 Id. art. 35(1).
160 Id. art. 34(1).
161 SeeDouek,supranote138, at 539Ð40.
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they identify.162 These measures may include adapting content moderation or
recommender systems, their decision-making processes, the features or functioning
of their services, or their terms and conditions. They may also include targeted
measures aimed at limiting the display of advertisements in association with the
service they provide. Several of these obligations imposed by the DSA would
be considered contrary to the First Amendment in the US under the Òeditorial
discretionÓ doctrine.163

One of those risk mitigation measures is signing up to the strengthened
Code of Practice on Disinformation elaborated by the EU in 2022.164 The Code
was elaborated by the EU in response to the fact that platforms rely on third-
party fact-checkersÕ judgments to guide content moderation.165 In the area of
political advertising, this Code of Practice requires the elaboration of proportionate
and appropriate identity veriÞcation systems in place for sponsors and providers
of advertising services.166 It requires a commitment to provide transparency
information to users on the political or issue ads they see on their service.167

The platforms who decide to sign on to this code also commit to providing users
with clear, comprehensible and comprehensive information about why they see a
political or issue ad.168 They also commit to maintaining repositories of political
or issue advertising and ensuring their correctness, completeness, usability and
quality, such that they contain all political and issue advertising along with the
necessary information to comply with their legal obligations and with transparency
commitments under the Code.169The Code also recommends that platforms should
strengthen their e! orts to better equip users to identify disinformation.170 The
participants commit to facilitating user access to tools for assessing the factual
accuracy of sources through fact-checks from fact-checking organizations that
have ßagged potential disinformation and warning labels from other authoritative

162 DSA, supranote114, art. 27(1).
163 Eric Goldman,The Constitutionality of Mandating Editorial Transparency, 73 H!"#$%&"L.J. 1203,

1220 (2022).
164 Eur. CommÕn,2022 Strengthened Code of Practice on Disinformation(June 16, 2022).
165 SeeDouek,supranote138, at 543.
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sources.171 In this respect, they should develop and apply policies, features, or
programs to help users beneÞt from independent fact-checkers or authoritative
sources by means of labels, such as labels indicating fact-checker ratings, notices to
users who try to share or previously shared the rated content.172The platforms also
commit to develop and apply tools or features to inform users, through measures
such as labels and notices that independent fact-checking has taken place.173 The
platforms are obliged to report on the independent fact-checkers they have used.174

They also commit to provide users with tools to help them make more informed
decisions when they encounter online information that may be false or misleading,
and to facilitate user access to tools and information to assess the trustworthiness
of information sources, such as indicators of trustworthiness for informed online
navigation, particularly relating to societal issues or debates of general interest.175

The Code also foresees that the signatories will provide details of the basic
criteria they use to review information source and disclose relevant safeguards put
in place to ensure that their services are apolitical, unbiased, and independent.176

It foresees that the platforms should integrate, showcase, and consistently use
fact-checkersÕ work in their services, processes, and contents across Member
States.177They commit to creating a repository of fact-checking content that will be
governed by the representatives of fact-checkers.178They also commit to operating
on the bases of strict ethical and transparency rules.179 These rules will comply
with the requirements of instruments such as the International Fact-checking
Network (IFCN) Code of Principles or the future Code of Professional Integrity
for Independent European fact-checking organizations.180 This requirement was
integrated because it became obvious that the platforms were the ones who decided
in the past which fact-checkers to trust, what content fact-checkers will have access
to, and how fact-checking would lead to decision-making.181
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172 Id. Measure 21.1.
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The Act also asks the platforms to develop crisis protocols for addressing
crisis situations in case of extraordinary circumstances a! ecting public security or
public health.182 The Commission will also collaborate with the online platforms
towards the drawing up, testing and application of these crisis protocols.183 These
protocols will include numerous measures such as displaying information on the
crisis situation provided by the Member statesÕ authorities or at Union level,
ensuring that a point of contact is responsible for crisis management.184

The Þrst report on the implementation of these protocols, issued by the
European Board for Digital Services, indicates that the platforms have taken
measures to mitigate systemic risks stemming from the design, features, or
interfaces of their systems.185 Platforms mitigate systemic risks by limiting social
functionalities and user interactions (e.g., chat), restricting the dissemination of
user-generated content, and disabling content personalization by default.186 They
also employ blocking features to prevent users from seeing or interacting with
content, or they control the conditions under which others may view or engage
with content deemed misinformative or harmful.187 Additionally, platforms blur
images and videos and include warning messages for users.188

The report also notes that platforms are creating early detection models to
identify dangerous viral trends, such as harmful challenges.189 They are using
wordlistsÑincluding anti-circumvention measures to adapt to new slang terms and
emojisÑespecially for content posted by minors, as well as early detection models
to identify emerging trends such as dangerous challenges.190 Some platforms
employ automated transcription of audio into text and automated analysis of the
resulting text to improve content moderation.191 They use human reviews for
content reaching certain thresholds of popularity and implement age-based content

182 DSA, supranote114, art. 48.
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Þlters for minors.192 Platforms also employ contextual text moderation measures,
such as explaining to users why certain content or comments may not be posted due
to content moderation Þlters.193 Additionally, they collaborate with independent
fact-checkers.194

3. Algorithmic Content Prioritization

The DSA recognizes the role of algorithms in prioritizing and presenting
information to facilitate and optimize access to information for the recipients of
the service.195 It recognizes the signiÞcant impact that recommender systems can
have on the ability of recipients to retrieve and interact with information online.196

It also recognizes the important role that they play in the ampliÞcation of certain
messages, the viral dissemination of information and the stimulation of online
behavior.197 It notes that very large online platforms should clearly present the
parameters for such recommender systems in an easily comprehensible manner to
ensure that the recipients understand how information is prioritized for them.198 It
emphasizes that the platforms should ensure that the recipients enjoy alternative
options for the main parameters, including options that are not based on proÞling
the recipient.199

The DSA also notes that the advertising systems used by very large
online platforms pose particular risks and require further public and regulatory
supervision on account of their scale and ability to target and reach recipients of
the service, based on their behavior within and outside of the platforms.200 It notes
that the very large online platforms should ensure public access to repositories of
advertisements they display to facilitate supervision and research into emerging
risks related to illegal hate speech, or manipulative techniques and disinformation

192 Id.
193 Id. at 34Ð5.
194 Id. at 35.
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with a real and foreseeable negative impact on public health, public security, civil
discourse, political participation, and equality.201

The platforms are obliged to collaborate with the national Digital Services
Coordinators and provide them access to data necessary to assess the risks
and possible harms brought about by the platformsÕ systems.202 That data may
be related to the accuracy, functioning, and testing of algorithmic systems for
content moderation, recommender systems, advertising systems, data related to the
processes and outputs of content moderation, or of internal complaint-handling
systems within the meaning of the regulation.203 The regulation provides a
framework for compelling access to data from very large online platforms to vetted
researchers especially for the identiÞcation of systemic risks.204

The Þrst report on the application of the DSA indicates that platforms have
adapted their recommender systems to demote harmful or potentially harmful
content, such as illegal content, inauthentic content, content from repeat violators
of terms and conditions, or disinformation.205 They are also restricting the
dissemination of potentially illegal content that has reached a certain level of
popularity but has not yet undergone human review.206Additionally, platforms use
algorithms to restrict content on high-risk topics or during critical periods, such as
elections, or crises such as natural disasters or public health emergencies.207 They
also employ information banners or interstitials to limit the spread of content that
occurs as a spillover from o! ine coordination or incidents from other platforms,
such as viral trends.208

The platforms are designing their algorithmic systems to recommend content
that is diverse, not narrow or repetitive, and they source content items for potential
recommendation from reliable sources and trusted experts.209 They also claim
that their recommender systems optimize not only for view time but also for

201 Id. pmbl. ¦ 95, art. 39(1).
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content quality.210 Platforms give users the option to reset their recommendation
proÞle to emulate a new user experience or allow them to turn o! or opt out of
recommender systems entirely.211 They also allow their users to indicate that they
are Ònot interestedÓ in speciÞc content, signaling to the system to reduce exposure
to similar content.212 Furthermore, platforms permit users to select keywords for
content display or Þltering.213

4. Penalties

The act authorizes the member states to enact penalties in relation to the
infringements of the regulation by providers of intermediary services under their
jurisdiction. These penalties should be e! ective, proportionate, but also serious
enough to dissuade from violating the Act.214 The Member States should ensure
that the maximum amount of penalties imposed for a failure to comply with the
obligations laid down in the Act should not exceed 6% of the annual income or
turnover of the provider of intermediary services concerned.215 As regards the
periodic penalty payments, they should not exceed 5% of the average daily turnover
of the provider of intermediary services concerned in the preceding Þnancial
year per day, calculated from the date speciÞed in the decision concerned.216 For
the very large platforms, the Commission may impose Þnes of 6% of their total
turnover in the preceding Þnancial year, if it Þnds that they have intentionally or
negligently failed to meet their obligations under the Act.217

5. Institutions for Supervision and Transparency

The DSA creates a system aiming to control the moderation procedures
that already exist within the major social media networks.218 These moderation
procedures were enhanced by these platforms following the Code of Conduct on
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countering hate speech agreed between them and the EU in 2016.219 This system
consists of creating national bodies, the Digital Services Coordinators within the
member states, and national codes of conduct. These national bodies have the
mission to ensure the e! ective and consistent application and enforcement of
the regulation across the Union.220 The Act also creates a European Board for
Digital Services, which will be an independent advisory group for the national
Digital Services Coordinators.221 The National Digital Services Coordinators,
the European Board for Digital Services, and the European Commission all
collaborate toward enforcing the provisions of the Act upon the major social media
platforms.222

The National Digital Services Coordinators should be authorities independent
from the government and private bodies, and free from any external inßuence.223

They have signiÞcant powers to impose Þnes in accordance with the regulation for
failure to comply with its clauses, as well as periodic penalty payments to ensure
that infringements are terminated.224 They also can adopt interim measures to
make sure that serious harm does not arise.225 The Digital Services Coordinators
also have the authority to request that the judicial authorities of Member States
impose a temporary restriction on access to the service for its recipients when
a violation of the DSA persists and results in serious harm or involves a serious
criminal o! ence that threatens the life or safety of persons.226

The DSA creates also an independent advisory group for Digital Services
Coordinators, the European Board for Digital Services.227 It will be composed
by high-level o" cials of the National Digital Services Coordinators.228 It will,
among others, support and promote the development and implementation of
European standards, guidelines, reports, templates and code of conducts, and it will

219 Eur. CommÕn,Code of Conduct on Countering Illegal Hate Speech Online(2016),https://ec.europa.
eu/newsroom/document.cfm?docid=42985[https://perma.cc/6Q3D-AVLD].

220 DSA, supranote114, art. 49.
221 Id. art. 61.
222 Id. arts. 62, 63, 64.
223 Id. art. 50.
224 Id. art. 51(2).
225 Id. art. 51(2)(e).
226 Id. art. 51(3)(b).
227 Id. art. 61.
228 Id. art. 62(1).

https://ec.europa.eu/newsroom/document.cfm?doc_id=42985
https://ec.europa.eu/newsroom/document.cfm?doc_id=42985
https://perma.cc/6Q3D-AVLD


174 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

contribute to the identiÞcation of emerging issues, with regard to matters covered
by the Regulation.229 The Board shall be chaired by the European Commission.230

The Act contains several clauses related to enhancing transparency in the
moderation activities of several platforms. The DSA has special clauses for the
supervision, investigation, enforcement and monitoring in respect of very large
online platforms. The Commission, or the Board either on their own initiative or
upon request of at least three Digital Services Coordinators, may recommend to a
national Digital Services Coordinator to investigate a suspected infringement.231

The Commission has also the authority to monitor the e! ective implementation
and compliance with the Act.232 The DSA states that where the infringement of a
provision that applies to very large online platforms is not e! ectively addressed,
the Commission may on its own initiative or upon advice of the Board investigate
the infringement concerned and the measures taken.233 It should be able to issue
decisions Þnding an infringement and imposing sanctions in respect of very
large online platforms. The Act gives the Commission strong investigative and
enforcement powers to enforce and monitor several rules.234The Commission may
itself adopt a non-compliance decision in relation to very large online platforms.235

It may request any information it needs in this respect and even conduct onsite
investigations.236

All these institutions will play an important role in deÞning the standards of
protection of online speech. Although the role of all these independent authorities
is very important, Courts will have the last word in Europe about whether social
media usersÕ freedom will be protected adequately or not. Courts will apply
existing constitutional standards for the protection of hate speech within each one
of the member-states. They will also apply the deÞnitions of hate speech that are
acceptable within each one of the EU Member States.237The contribution of courts
is already very important within the EU member-states legal systems. Judicial and
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extra-judicial mechanisms will be applying the standards of protection in relation
to hate speech, which vary across the European states. The role of the standards
articulated by the European Court of Human Rights in this area will also play an
important role.238

6. Reporting

The Act creates transparency reporting obligations for online platforms. They
are obliged to publish detailed reports on the content moderation they engaged in,
at least once a year.239 These reports should include the number of orders they
received from member statesÕ authorities, the number of notices they received in
relation to allegations of illegal content and any action they took.240 They should
also include the content moderation that they engaged in at their own initiative and
the number and type of measures they took that a! ect the availability, visibility
and accessibility of information provided by the recipients of the service and the
recipientsÕ ability to provide information.241 They should also include the number
of complaints received through their internal complaint-handling system.242 The
reports should also include information on the number of disputes submitted
to the out-of-court dispute settlement bodies certiÞed by the National Digital
Services coordinators, the outcomes of the dispute settlement, and the average time
needed for completing the dispute settlement procedures.243 The reports should
also include the number of suspensions to usersÕ accounts imposed explaining
whether these suspensions were enacted for the provision of manifestly illegal
content, the submission of manifestly unfounded notices and the submission of
manifestly unfounded complaints.244They should also report the use that they have
made of AI for the purpose of content moderation, including a speciÞcation of the
precise purposes, indicators of the accuracy of the automated means in fulÞlling
those purposes and any safeguards they applied.245 The platforms are also obliged
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to communicate to the Digital Services Coordinator their establishment of the
information on the numbers of their active users.246

7. Compliance O! cers

The DSA creates an obligation for the very large online platforms to appoint
compliance o! cers who should monitor the compliance with this Regulation
within the platformÕs organization.247These compliance o! cers are involved in all
issues that relate to their obligations under the regulation. The compliance o! cers
must be able to perform their tasks in an independent manner.248 The platforms
have an obligation to support them in the performance of their tasks and provide
them with the resources necessary to adequately carry out those tasks.249

8. Civil Society

The regulatory system created by the DSA gives an important role to civil
society organizations active in the area of eliminating hate. It complements
the online moderation practiced by major platforms with Òtrusted ßagger
organisationsÓ250 which will notify the platforms about suspect content. The
national Digital Services Coordinators are tasked with the mission to award the
status of Òtrusted ßaggerÓ to organizations which have demonstrated that they have
particular expertise and competence in Òdetecting,Ó Òidentifying,Ó and ÒnotifyingÓ
illegal content, if they represent collective interests and are independent from any
online platform and if they carry out their activities for the purposes of submitting
notices in a timely, diligent, and objective manner.251

The DSA foresees a system of ÒindependentÓ auditing for very large online
platforms.252 This system of independent auditing should ensure that large online
platforms abide by their obligations as regards the notice and action mechanisms,
their obligation to provide reasons when they decide to remove or disable access
to items of information, the measures they take against misuse and illegal behavior
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more generally, and the dispute settlement systems that they implement.253 The
auditors should write a report to be transmitted to the Digital Services Coordinator
where the platform is established and the Board, together with the risk assessment
and the mitigations measures and the platformÕs plans for addressing the auditÕs
recommendation.254 The auditors should include in their report their opinion
on whether the platforms are abiding by the regulation.255 The platforms must
collaborate with the auditors and make available to them all relevant data.256

9. Transnational Impact

The DSA foresees that it applies to providers of intermediary services
irrespective of their place of establishment or residence, Òin so far as they o! er
services in the Union, as evidenced by a substantial connection to the Union.Ó257

This means that it covers the services that social media platforms are o! ering to
anyone within the EU, even if the companies themselves are based outside of the
EU. But even beyond that, companies have strong operational and reputational
incentives to adapt to the DSA even if they do not have a legal obligation to do
so.258 Insofar as the major companies are transnational and must therefore follow
European rules as well as American law, several companies have already modiÞed
their operation practices to abide by the EUÕs code of conduct countering illegal
hate speech online.259 Companies tend to modify their behavior so as to meet the
most stringent legal regimes in order to be able to o! er their services everywhere.
Navigating across di! erent legal regimes poses several logistic challenges, while
following one single set of rules is operationally easier.260By engaging in regional
regulation of online speech, the EU may be transforming itself into a global
regulator. This transformation into a Òglobal regulatory hegemonÓ helps the EU
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obtain greater legitimacy for its rules and enhances its soft power.261 The EU
can thus perpetuate the ideology that an extensive regulatory system is needed
to preserve global public goods.262 This inßuence also a! rms the EUÕs global
standing during recent crises of constitutional democracy around the world.

In the area of data privacy, the EU has transformed itself into a global
regulator through the adequacy decisions it requires for data transfers outside of
the EU. The General Data Protection Regulation (GDPR) enacted by the EU has
clauses which a" ect the legal regime of states beyond its territory.263 In order
for data transfers of anyone within the EU to take place outside the EU, the
EU is requiring a decision by a Data Protection Authority of any Member state
which a! rms that the third country is a" ording an ÒadequateÓ level of protection
of data privacy.264 These ÒadequacyÓ decisions mean that the EU standards of
privacy protection apply extraterritorially. Third countries must a" ord standards of
protection considered by any EU Data Protection Authority at least adequate to the
GDPR.265 They must enact legal regimes that approximate EU privacy standards.
There is a longstanding clash of values between the EU and the US in the area
of enforcement of EU privacy law. Several agreements between the US and EU
related to transatlantic privacy transfers have been invalidated by the Court of
Justice of the European Union.266 The latest agreement in this area was reached
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in the spring of 2022, under the Biden presidency.267 Following the recent policy
changes in several major social media companies, it is very likely that some clash
of values will emerge in the area of regulating hate speech online, too.268 The
EUÕs Code of Conduct asked the platforms to sign on to a global impact code,
but some major platforms have decided not to abide by EU rules where they do
not have a legal obligation to do so, as analyzed below.269 The uncertainty about
the enforcement of the Act has also a! ected EU-US relations. Due to concerns
about the transatlantic enforcement of the DSA, Marco Rubio announced that the
US government will refuse visas to o" cials of EU member states that are limiting
AmericansÕ speech.270

B. EU Member StatesÕ Legislation

The DSA now supersedes national legislation existing in several EU Member
states on regulating hate speech and fake news online, e.g. France and Germany.271

Germany enacted the Network Enforcement Act in 2017.272This legislation aimed
to enable the enforcement of criminal code provisions and other regulations
relating to online social media platforms.273 It aimed to enforce clauses related
to the dissemination of propaganda material of unconstitutional organization, the
preparation of a violent o! ence endangering the state, and the encouragement of
a serious violent o! ence endangering the state.274 Under the DSA, the Network
Enforcement Act applies only to the extent that it is compatible with it.

France has legislated an even more restrictive framework related to hate
speech online which now complements the DSA. Legislation enacted already in
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2004 related to protecting online speech,275 and it has been amended several
times since. One of its most recent amendments, in 2020, related to adapting
the speech o! enses foreseen in the main statute which relates to freedom of the
press in France enacted in 1881.276 Proclaiming the protection of Òthe freedom to
communicate online,Ó the amended law foresees that this freedom can be limited if
this is necessary to respect Òhuman dignity,Ó the freedoms and property of others,
pluralism, or the public order, among others.277 The law deÞnes hate speech as
speech which o! ends a person or a group Òbased on their origin or membership
or non-membership in an ethnicity, a nation, a race or a religion, their sex, their
sexual orientation, their gender identity or disability.Ó278 In France, illegal hate
speech also covers the comments of those who incite discrimination, hatred, or
violence against a person based on one of the features.279It further covers the denial
of crimes against humanity as deÞned by French law, challenging the historical
occurrence of genocide and other crimes against humanity, as well as challenging
the enslavement or exploitation due to enslavement, and challenging the accuracy
a war crime condemnation pronounced by a French or an international court.280

The legislation aiming to combat hate speech online also foresees that
the platforms maintain procedures and human and technological means to
cooperate with judicial and administrative authorities when the latter ask them
to identify users who engage in illegal hate speech. They must provide elements
of identiÞcation to public authorities and they must preserve content that has

275 SeeLoi 2004-575 du 21 juin 2004 pour la conÞance dans l!«economie num«erique (1) [Law No. 2004-575
of June 21, 2004 for ConÞdence in the Digital Economy],J!"#$%& O''()(*& +* &% R«*,"-&(."* F#%$)ü%(/*
[J.O.] [O''()(%& G%0*11* !' F#%$)*], June 22, 2004 (setting out narrow situations in which freedom of
speech may be limited online).

276 SeeLoi 2020-766 du 24 juin 2020 visantà lutter contre les contenus haineux sur internet (1) [Law
2020-766 of June 24th 2020 Aiming to Fight Hate Speech on the Internet],J!"#$%& O''()(*& +* &%
R«*,"-&(."* F#%$)ü%(/* [J.O.] [O''()(%& G%0*11* !' F#%$)*], June 25, 2020 (incorporating provisions
relating to registered users of online platforms); Conseil constitutionnel [CC] [Constitutional Court] D«ecision
n¡ 2020-801 DC, June 18, 2020 (Fr.) (imposing liability on online platform operators).

277 Loi 2004-575 du 21 juin 2004 pour la conÞance dans l!«economie num«erique (1) art. 1.
278 Id. art. 1-1;see alsoLoi du 29 juillet 1881 sur la libert«e de la presse [Law of July 29, 1881 on Freedom

Of The Press] arts. 32Ð33J!"#$%& O''()(*& +* &% R«*,"-&(."* F#%$)ü%(/* [J.O.] [O''()(%& G%0*11* !'
F#%$)*], July 20, 1881.

279 Loi du 29 juillet 1881 sur la libert«e de la presse arts. 23Ð24.
280 Loi du 29 juillet 1881 sur la libert«e de la presse, art. 24(a).
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been signaled as illegal hate speech, even when they have withdrawn from public
view.281

France has also enacted legislation in relation to misinformation. Based on
this law, online platforms must take measures to combat fake news that may
threaten the public order or alter the sincerity of electoral processes up to three
months leading up to elections.282 The legislation authorizes judges to issue
preliminary injunctions via an urgent applications process ordering the removal of
allegations of facts during electoral campaigns, which are Òinexact or deceivingÓ
and likely to alter the sincerity of the voting process.283 The judges must decide
within 48 hours.284 Furthermore, according to the same law, the FrenchConseil
Sup«erieur de lÕAudiovisuel(CSA), which has now been succeeded by the French
Regulatory Authority for Audiovisual and Digital Communication (Autorit«e de
r«egulation de la communication audiovisuelle et num«erique Ð ARCOM) can
unilaterally terminate a contract with a broadcasting corporation when the latter
transmits Òfalse information.Ó285 The law applies to corporations broadcasting in
France that are controlled by foreign states.286 Legislation also obliges online
platforms to take measures against the transmission of Òfalse informationÓ which
can disturb the public order.287The law obliges platforms to take measures to allow
users to signal anything they consider fake news.288 The platforms should also
communicate to the public their activities toward ensuring the transparency of the
algorithms they use, their action towards combating misinformation.289

Examining the constitutionality of legislation, the FrenchConseil
Constitutionnelheld that the law was necessary to prevent the risk of citizens

281 Loi 2020-766 du 24 juin 2020 visantà lutter contre les contenus haineux sur internet (1) [Law 2020-766
of June 24, 2020 Aiming to Fight Hate Speech on the Internet] art. 2(I),J!"#$%&O''()(*& +* &%R«*,"-&(."*
F#%$)ü%(/* [J.O.] [O''()(%& G%0*11* !' F#%$)*], June 25, 2020.

282 Loi 2018-1202 du 22 d«ecembre 2018 relativèa la lutte contre la manipulation de l!information (1) [Law
2018-1202 of Dec. 22 2018 on the Fight Against the Manipulation of Information],J!"#$%& O''()(*& +* &%
R«*,"-&(."* F#%$)ü%(/* [J.O.] [O''()(%& G%0*11* !' F#%$)*], Dec. 23, 2018.

283 Loi 2018-1202 du 22 d«ecembre 2018 relativèa la lutte contre la manipulation de l!information (1) art.
1.

284 Id.
285 Id. art. 8.
286 Id. art. 10.
287 Id. art. 11.
288 Id. art. 11(I).
289 Id.
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being manipulated in exercising their vote by the mass dissemination of
misinformation.290 The Conseil Constitutionnelalso upheld the possibility
the law gave to urgent applications judgesÕs abilities to order the removal of
certain incorrect or misleading information from the internet.291 The judges were
asked to evaluate whether the time frame of 48 hours was appropriate given
the risks in intervening within the political debate ahead of a future election.292

According to theConseil, the legislation concerns cases where the ÒincorrectÓ or
Òmisleading natureÓ of a publication Òis apparent.Ó293 The legislation does not
capture opinions, parodies, partial inaccuracies, or simple exaggerations.294 The
legislation thus is compatible with the right to a fair trial and the Òconstitutional
valueÓ of properly administrating of justice and the guaranteeing rights.295 The
sameConseilalso held that the authorities given to the CSAÑthose authorities
now held by ARCOMÑare also compatible with freedom of expression, given
that those concerned possess judicial avenues to ensure their rights are protected
against the misuse of power by a public authority.296

France has enacted several other statutes to complement the application
of the DSA. The law to secure and regulate the digital space, known as the
SREN law, designates the national French authority responsible for monitoring
its application.297 The law designates ARCOM as the digital services coordinator
in France.298 The law introduces a new supplementary penalty which allows for
the suspension of social media accounts used to commit certain o! enses such
as harassment, defamation, or invasion of privacy, for a maximum period of six
months to a year.299 Failure to comply with these obligations regarding the design
and organization of online platforms is a criminal o! ense, as are the violations of

290 Conseil constitutionnel [CC] [Constitutional Court] D«ecision n¡ 2018-773 DC, Dec. 20, 2018,¦ 18
(Fr.).

291 Id. at ¦ 23.
292 Id.
293 Id.
294 Id. at ¦ 21.
295 Id. at ¦ 26.
296 Id. at ¦¦ 52, 64.
297 LOI n¡ 2024-449 du 21 mai 2024 visantà s«ecuriser et̀a r«eguler lÕespace num«erique [Law 2024-449 of

May 21, 2024 to secure and regulate the digital space],J!"#$%& O''()(*& +* &% R«*,"-&(."* F#%$)ü%(/*
[J.O.] [O''()(%& G%0*11* !' F#%$)*], May 22, 2024.

298 Id. art. 51.
299 Id. art. 16.
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the DSA clauses which oblige very large platforms to appoint compliance o! cers,
to create repositories with advertisements they make available, and to provide
access to researchers who investigate systemic risks that may occur within the
platforms.300

ARCOMÕs authorities have been increased to also regulate foreign
audiovisual services available in France if they transmit online. It requires online
public communications providers and hosts to remove or cease broadcasting
content from entitles that are covered by the DSA within 72 hours upon formal
notice from ARCOM.301 It also foresees penalty enhancements for distributing
AI-generated visual or audio content depicting a person without their consent.
Sharing deepfakes carries a penalty of two years of imprisonment maximum and a
Þne of 45,000 euros.302 It obliges major online platforms to adopt charters for the
monitoring and support of content moderators, including measures for training,
psychological support, and well-being at work.303

The SREN law is also important because it reinforces digital citizenship
education. It makes it compulsory for pupils to obtain a digital skills certiÞcate at
the end of their Þrst and last years of secondary school.304 This digital citizenship
training includes awareness of the risks associated with artiÞcial intelligence and
the Þght against disinformation.305 It also enhances the protection of minors from
accessing online pornographic content by blocking, delisting and imposing Þnds
for sites that do not verify user age.306

III
US: R!"#$%&'$! %( R!)#"&%!

The DSA is likely to lead to a transatlantic clash in the standards of protecting
freedom of expression between the US and the EU. Federal legislation in the US
protects the platforms from liability for content posted by others.307 It also exempts

300 Id. art. 52.
301 Id. art. 14.
302 Id. art. 15.
303 Id. art. 25.
304 Id. arts. 7, 8.
305 Id. art. 7.
306 Id.
307 47 U.S.C.¤ 230(c)(1) (ÒNo provider or user of an interactive computer service shall be treated as the

publisher or speaker of any information provided by another information content providerÓ).
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them from civil liability for any action they take Òin good faithÓ to moderate
content posted by others which they consider to be Òobscene, lewd, lascivious,
Þlthy, excessively violent, harassing, or otherwise objectionable, whether or not
such material is constitutionally protected.Ó308 During his Þrst term, President
Trump issued an executive order according to which, Òit is the policy of the
United States to ensureÓ that this clause Òis not distorted to provide liability
protectionÓ when the platforms Òengage in deceptive or pretextual actions . . . to
stiße viewpoints with which they disagree.Ó309 When the President himself was
excluded following the events at the Capitol in January 6th 2021, he sued Facebook,
Twitter, and Google/YouTube, alleging viewpoint discrimination and due process-
type violations, such as lack of clear standards/guidelines, and lack of notice on
the relevant terms of service.310 The lawsuits argued that the platforms are state
actors for First Amendment purposes and asked the courts to Þnd Section 230
unconstitutional.311 The cases against the platforms were dismissed for failing to
plausibly allege a First Amendment claim.312 Several attempts to enact federal
legislation to regulate the platforms and to protect some due process rights for
their users did not succeed.313

308 Id. ¤ 230(c)(2).
309 Exec. Order No. 13925, 85 Fed. Reg. 34079 (2020).
310 SeeClass Action Complaint¦ 59, Trump v. Facebook, Inc., No. 1:21-cv-22440 (S.D. Fla. July 7, 2021);

Class Action Complaint¦¦ 37Ð38, Trump v. Twitter, Inc., No. 1:21-cv-22441 (S.D. Fla. July 7, 2021); Class
Action Complaint¦ 8, Trump v. YouTube, LLC., No. 1:21-cv-22445 (S.D. Fla. July 7, 2021). For an analysis
of the casesseeNunziato,supranote74, at 1269Ð71.

311 Class Action Complaint¦ 151, Trump v. Facebook, Inc.;seeNunziato,supranote74, at 1269Ð70.
312 See, e.g., Trump v. Twitter, Inc., 602 F.Supp.3d 1213, 1225 (N.D. Cal. May 6, 2022). The court also

dismissed Trump!s request for declaratory judgment that CDA 230 is unconstitutional.Id.; see alsoNunziato,
supranote74, at 1271 n.97.

313 Then-Senator Marco RubioÕs proposal DISCOURSE Act aimed to protect due process rights for those
excluded and to create civil liability for moderating content in a way that advantages certain viewpoints by
amending¤ 230(c)(2). Senator Bill Hagerty introduced the 21st Century FREE Speech Act, which called
social media platforms Òcommon carrier technology companiesÓ and abrogated¤ 230 immunity when they
failed to comply with the Act. Senators John Thune and Brian Schatz introduced the Platform Accountability
and Consumer Transparency (PACT) Act, which would create due process-type requirements but no liability
for viewpoint or speaker discrimination. Senator Roger Wicker introduced the PRO-SPEECH Act to prohibit
discrimination in the platforms and to authorize the FDC to regulate unfair methods of competition. A few
more senators introduced a bill to repeal¤ 230 entirely.SeeNunziato,supranote74, at 1277Ð81.
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A. TexasÕs And FloridaÕs Attempts To Regulate

Following the moderation practice adopted by the platforms in conformity
with the deontology code elaborated by the EU, Texas and Florida in the US enacted
legislation to prevent large social media platforms from engaging in viewpoint
discrimination.314 To a great extent, the motivation behind this legislation was
the same as the one behind the DSA: it was important to ensure access to social
media platforms which now deÞne the public sphere and to limit their ability
to remove users.315 There are important di! erences between the DSA and how
these statutes go about it. The legislation enacted in Florida and Texas aimed to
protect conservative viewpoints and ideas from being removed from online social
media.316 In this respect, the legislation was based on a problematic motivation,
as the Supreme Court found.317 The DSA aims to protect all kinds of users from
being removed from platforms. Furthermore, unlike the DSA, the legislation in
Florida and Texas would consider hate speech to be viewpoint discrimination and
would limit the ability of the platforms to engage in content moderation in Texas
and Florida.318

The question that emerges is whether the platforms exercise editorial
judgment which is protected under the First Amendment, or whether the common
carrier doctrine should apply to them, which means that they are not allowed to
engage in viewpoint discrimination. The prohibition to discriminate means that
the content moderation the platforms are engaging in thanks to the EU deontology
code and the limits they impose upon hate speech and incitement to hatred are
not acceptable under the legislation existing in Texas and Florida. If content
moderation is to be considered as part of the platformsÕ editorial discretion,Miami
Herald v. Tornillo dictates that it is protected under the First Amendment.319

Following a split in circuit courts on the matter, the Supreme Court, inMoody
v. NetChoice, made some important clariÞcations as to the meaning of the First
Amendment for online social media platforms.320 It also vacated and remanded the

314 SeeF!" . S#"#. ¤ 501.2041 (2025),T$%. B&' . & C() . C(*$ A++. ¤ 120.001.
315 See infranotes 323Ð328, 349Ð357, and accompanying text.
316 See id.
317 Moody v. Netchoice, LLC., 144 S. Ct. 2383, 2407 (2024).
318 See infranotes 323Ð328, 349Ð357, and accompanying text.
319 418 U.S. 241 (1974).
320 603 U.S. 707 (2024).
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case to the Circuit Courts because, in its opinion, these courts did not perform the
facial analysis they should have performed as to all the possible applications of the
statutes.321 The Supreme Court, by a! rming that the freedom of the platforms is
protected by the First Amendment, appears to be reluctant to accept the possibility
for government regulation of the platforms. The decision implies that according
to the First Amendment, government may not regulate these platforms in either
direction. Jack Balkin described TexasÕs and FloridaÕs attempts to regulate the
platforms as attempts to de-constitutionalize the matterÑthat is, to get courts to
accept legal theories that turn conßicts over speech claims into non-constitutional
questions of statutory or administrative law or technological design.322

Florida enacted SB 7072 which prevents social media platforms from
Òunfairly censoring,Ó Òshadow banning,Ó Òdeplatforming,Ó or applying post-
prioritisation algorithms to political candidates, users, or residents.323 It deÞned
Òshadow banÓ as Òactions by social media platforms which limit or eliminate
the exposure of a user or content or material posted by a user to other users of
the social media platform,Ó including acts Òwhich are not readily apparent to a
user.Ó324 The law was inspired by the common carrier doctrine.325 In relation to
candidates for o! ce in particular, the law foresaw that social media platforms may
not deplatform them, beginning on the date of qualiÞcation and ending on the date
of election or the date the candidate ceases to be a candidate.326 The textÕs focus
on political candidates was due to concerns that Big Tech engaged in viewpoint
discrimination against conservatives.327 Social media platforms may remove users
only after having given written notice within seven days with a Òthorough rationaleÓ
for their decision and they must explain how they used any algorithms to identify
or ßag the userÕs content or material as objectionable.328

321 Seeinfra Part III.B.
322 Jack Balkin,Moody v. Netchoice: The Supreme Court Meets the Free Speech Triangle, S!" . C# R$%.,

127, 137 (2025).
323 F&' . S#'#. ¤ 501.2041(1)(g) (2023). ÒShadow-banningÓ is deÞned as any action that limits exposure to

content.Id. ¤ 501.2041(1)(f).
324 Id. ¤ 510.2041(1)(e).
325 See alsoNunziato,supranote3, at 367.
326 Fla. S.B. 7072,¤ 2 (2021) (amendingF&' . S#'#. ¤ 106.072).
327 Upon elaboration of the law, FloridaÕs Governor DeSantis emphasized the need to protect against

viewpoint discrimination for conservative voices, Calvert,supranote3, at 396.
328 F&' . S#'#. ¤ 501.2041(2)(d)Ð(3)(d) (2023).
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The legislation also contained important elements towards protecting users
from being unfairly excluded from the platforms. The law further created a private
right of action and foresaw statutory damages of$100,000 and punitive damages
against the platform.329 Platforms that willfully deplatform political candidates
would face Þnes of$250,000 per day for statewide candidates and$25,000 per
day for other candidates.330 The law created a further obligation for social media
platforms to provide notice annually to users on the post-prioritisation algorithms
for content and material posted by or about a user who is known to be a candidate
for o! ce.331 The law also provided that a social media platform may not take any
action to censor, deplatform, or shadow ban a journalistic enterprise based on the
content of its publication or broadcast.332

The Eleventh Circuit found that the law violated the First Amendment rights
of social media platforms.333 For the court, the social media platforms Òexpress
themselves for better or worse through their content-moderation decisions.Ó334

ÒWhen a platform selectively removes what it perceives to be incendiary political
rhetoric . . . it conveys a message and thereby engages in ÔspeechÕ within the
meaning of the First Amendment.Ó335 Content moderation is editorial judgment
that is inherently expressive.336 The platforms express themselves by announcing
their community standards and by enforcing them. They exercise editorial
judgment by removing posts that violate their terms of service or community
standards, e.g. hate speech or violent content.337 They also exercise editorial
judgment Òby choosing how to prioritize and display posts Ð e" ectively selecting
which usersÕ speech the viewer will see and in what order.Ó338 According to the
court, these practices are ÒcuratingÓ usersÕ posts into collections of content that
they then disseminate to others, an activity which is close to the editorial control
and judgment of the press protected byMiami Herald Publishing Co. v. Tornillo.339

329 Id. ¤ 501.2041(3)(d).
330 F!" . S#"#. ¤ 106.072(3) (2024).
331 F!" . S#"#. ¤ 501.2041(3)(d) (2023).
332 Id. ¤ 501.2041(1)(j).
333 NetChoice, LLC v. Attorney General, Florida, 34 F.4th 1196, 1203 (11th Cir. 2022).
334 Id.
335 Id.
336 Id. at 1227.
337 Id. at 1210.
338 Id.
339 Miami Herald Pub. Co. v. Tornillo, 418 U.S. 241, 258 (1974).
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Miami Herald held that a Florida statute giving a right to reply to those facing
ÒcriticismÓ violates the First Amendment because it interferes with the newspaperÕs
exercise of editorial control and judgment.340 Forcing the paper to print what
otherwise it would not, intrudes into editorial discretion.341

For the Eleventh Circuit, Òa private entityÕs decisions about whether, to what
extent and in what manner to disseminate third-party-created content to the public
are editorial judgments protected by the First Amendment.Ó342 For the court,
the common carrier doctrine is not relevant to social media platforms because
platforms require users to accept their terms of service and to abide by their
community standards.343 They also make individualised content- and viewpoint-
based decisions about whether to publish particular messages or users.344 The
court also notes that Congress has distinguished internet companies from common
carriers because the Telecommunications Act of 1996 explicitly di! erentiates
Òinteractive computer servicesÓ from Òcommon carriers or telecommunications
services.Ó345

The court applied strict scrutiny and did not Þnd any compelling interest
that could justify restrictions on editorial judgment.346 It found that there is no
Ògovernmental interest in levelling the expressive playing Þeld. Nor is there a
substantial governmental interest in enabling users Ð who, remember have no vested
right to a social-media account Ð to say whatever they want on privately owned
platforms that would prefer to remove their posts.Ó347 ÒPreventing ÔunfairnessÕ to
certain users or points of view isnÕt a substantial governmental interest; rather,
private actors have a First Amendment right to be ÔunfairÕ Ð which is to say, a
right to have and express their own points of view.Ó348 The decision means that
platforms should be free to regulate how their users should behave and to enforce
this regulation by engaging in content moderation or not.

340 Id.
341 Id.
342 NetChoice, 34 F.4th at 1212.
343 Id. at 1220.
344 Id.
345 Id. at 1221, citing 47 U.S.C.¤ 223(e)(6) (ÒNothing in this section shall be construed to tread interactive

computer services as common carriers or telecommunications carriers.Ó).
346 Id. at 1228.
347 Id.
348 Id.
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Texas enacted HB 20 which prohibited large social media platforms from
censoring speech based on the viewpoint of its speaker.349 The Texas legislature
in enacting HB 20 found that the platforms Òfunction as common carriers, [they]
are a! ected with a public interest, are central public forums for public debate and
have enjoyed governmental support in the United States.Ó350 It also found that
Òsocial media platforms with the largest number of users are common carriers by
virtue of their market dominance.Ó351 Texas Governor Greg Abbott emphasized
the role social media play in forming Òthe public squareÓ to justify the need to
Òprotect Texans from being wrongfully censored.Ó352 The legislation foresaw that
a social media platform Òmay not sensor a user, a userÕs expression, or a userÕs
ability to receive the expression of another person based on the viewpoint of
the user or another person, the viewpoint represented in the userÕs expression or
another personÕs expression or a userÕs geographic location in this state or any part
of this state.Ó353 Although the DSA aims to provide guidance as to the content
moderation of hate speech, HB 20 aimed to prohibit content moderation of hate
speech altogether. Nevertheless, concerning usersÕ access rights to the platforms,
the law contained several clauses which are very close to the content of the DSA.
The law obliged the platforms to provide written notice to the users when they
decide to remove content and to explain the reason why the removal took place.354

It also obliged the platforms to create a complaint system in relation to the decision
to remove the content.355 It contained disclosure requirements as to the moderation
policy, obliging platforms to publish a biannual transparency report in relation to
their moderation activities.356 Users and the state attorney could seek injunctive
relief for violations of viewpoint neutrality.357

Unlike the Eleventh Circuit, the Fifth held that the common carrier doctrine
is relevant and that the legislation is compatible with the First Amendment.358 The

349 T!" . B#$. & C%&. C%'! A(( . ¤¤120.001(1), 120.002(b) (West 2023).
350 H.B. 20, 87th Leg., 2d Spec. Sess.¤ 1(3) (Tex. 2021).
351 Id. ¤ 1(4).
352 Nunziato,supranote3, at 373.
353 T!" . C)*. P+,- . & R!& . C%'! A(( . ¤ 143A.002(a) (West 2021).
354 Id. ¤ 120.103(b)(1).
355 Id. ¤¤120.103(b)(2), 120.104.
356 Id. ¤ 120.053.
357 Id. ¤¤143A.007Ð008.
358 NetChoice L.L.C. v. Paxton, 49 F.4th 439, 448 (5th Cir. 2022).
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decision focuses on the law as protecting other peopleÕs speech and regulating the
platformsÕ conduct, not their speech.359 The court ruled that the State of Texas can
regulate conduct in a way that requires private entities to host, transmit or otherwise
facilitate speech.360 The court applied the common carrier doctrine, which vests
States with the power to impose non-discrimination obligations on communication
and transportation providers that serve the public.361 The doctrine vests the Texas
Legislature with the power to prevent the platforms from discriminating against
Texas users.362 The court held that the platforms are common carriers because
they are holding out their communications medium for the public to use on equal
terms and because they are understood as having the social and economic role to
facilitate other peopleÕs speech.363

For the same court even if the legislation burdens the platformsÕ First
Amendment rights, it does so in a content-neutral way and is thus subject to
intermediate scrutiny.364 The Fifth Circuit disagrees with the Eleventh Circuit
that the Supreme Court has recognized Ôeditorial discretionÕ as an independent
category of First-Amendment-protected expression.365 It also disagrees with the
conclusion that the platformsÕ censorship is akin to Òeditorial judgmentÓ that has
been mentioned in Supreme Court doctrine. For the Fifth Circuit, the platforms
do not exercise editorial control because they use algorithms to screen out certain
obscene and spam-related content.366 They also disclaim any reputational or legal
responsibility for the content they host.367 They merely engage in viewpoint-based
censorship with respect to expression they already have disseminated.368The court
cites in this respect 47 U.S.C.¤ 230 which provides that platforms Òshall [not] be
treated as the publisher or speakerÓ of content developed by other users.369

359 Id. at 455.
360 Id.
361 Id. at 469.
362 Id.
363 Id. at 479Ð80.
364 Id. at 480.
365 Id. at 490.
366 Id. at 459Ð60.
367 Id. at 464.
368 Id.
369 Id. at 480.
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B. The Supreme CourtÕs Delimitation Of These E! orts

1. Content Moderation and Editorial Discretion

The Supreme Court examined these cases together on appeal. In its recent
ruling Moody v. NetChoice, a 9-0 opinion written by Justice Kagan, the Supreme
Court vacated the judgments of the Courts of Appeals for the Fifth and Eleventh
Circuits and remanded the cases for further proceedings.370 In its opinion, neither
Court considered the scope of the application of the laws and weighed the
unconstitutional applications as against the constitutional ones.371 The courts
merely concentrated on whether a state law can regulate the content-moderation
practices used in FacebookÕs News Feed.372 They treated these cases as applied
claims and not as facial ones.373 The Circuit Courts did not assess the scope of the
statutes and in particular what activities the laws prohibit or regulate.374 They did
not examine whether the laws a! ect other services the platforms have like direct
messaging or event management.

Further, the Supreme Court articulated some criteria for the lower Courts
that are relevant to the transatlantic di! erence in the protection of freedom of
expression and the scope of the DSA. Its analysis is leaning closer to the Eleventh
Circuit. It rejected the common carrier doctrine and analogized the platformsÕ
activities to the legal regime which covers editorial discretion. It held that though
social media platforms are new, the essence of their project is something the
Court Òhas seen before.Ó375 The platforms Òinclude and exclude, organize and
prioritize and produce their own distinctive compilations of expression.Ó376 Thus,
they resemble Òtraditional publishers and editorsÓ who Òalso select and shape
other partiesÕ expression into their own curated speech products.Ó377 This means

370 Moody v. Netchoice, LLC., 144 S. Ct. 2383, 2393 (2024).
371 Id. at 2397Ð98.
372 Id. at 2397.
373 Id. at 2398.
374 Id.
375 Id. at 2393.
376 Id.
377 Id.
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that Òlaws curtailing their editorial choices must meet the First AmendmentÕs
requirements.Ó378

Justice KaganÕs opinion criticises the Fifth CircuitÕs opinion which held that
the content choices the major platforms make for their main feeds are Ònot speechÓ
at all, so states may regulate them free of the First AmendmentÕs restraints. For the
same justice, the Fifth Circuit was wrong in concluding that TexasÕs restrictions on
the platformsÕ selection, ordering, and labelling of third-party posts do not interfere
with expression.379 Per Justice Kagan, it was also wrong to treat as valid TexasÕs
interest in changing the content of the platformsÕ feeds.380 Presenting a curated
compilation of speech originally created by others is expressive activity, soMiami
Herald Publishing Co. v. Tornillo,381 the case protecting editorial discretion, is
relevant.382 The First Amendment provides protection when an entity engaging in
expressive activity, including compiling and curating othersÕ speech, is directed to
accommodate messages it would prefer to exclude.383 Justice Kagan emphasized
that the editorial function is an aspect of speech384 and that an entity exercising
editorial discretion in the selection and presentation of content is engaged in Speech
activity.385These activities are protected expressive activities because they involve
Ò[d]eciding on the third-party speech that will be included in or excluded from
a compilationÑand then organizing and presenting the included items.Ó386 This

378 Id. The Court provides more clariÞcation on how platformÕs activities are to be considered here as
compared to a previous case,Twitter, Inc, v. Taamneh. 598 U.S. 471 (2023). InTaamneh, where the Court
decided whether major platforms may be considered as Òaiding and abettingÓ terrorism, the Court did not
take a clear position on this issue. It held there that Òthese platforms appear to transmit most content without
inspecting it.ÓId. at 499. The court held that these platforms are generally available to the public and that they
do not appear to carefully screen content before allowing users to upload it onto their platforms.Id. at 498. On
the contrary, they Òappear to transmit most content without inspecting it.ÓId. at 499. The ÒrecommendationÓ
algorithms the platforms use to make available to the public material related to their interests Òappear agnostic
as to the nature of the contentÓ they transmit.Id. The platforms Òare global in scale and they allow hundreds
of millions (or billions) of people to upload vast quantities of information on a daily basis.ÓId. at 500.

379 Moody, 144 S. Ct. at 2399.
380 Id.
381 418 U.S. 241 (1974).
382 Moody, 144 S. Ct. at 2400.
383 Id. at 2401.
384 Id. at 2402 (citing Denver Area Educ. Telecomms, Consortium, Inc. v. FCC, 518 U.S. 727, 737 (1996)).
385 Id. at 2402 (citing Ark. Educ. Television CommÕn v. Forbes, 523 U.S. 666, 674 (1998)).
386 Id.
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does not change Òjust because a compiler includes most items and excludes just a
few.Ó387

Justice Kagan further notes that although the new media di! er from the old,
analogies to old media, even if imperfect, can be useful. ÒThe government may
not, in supposed pursuit of better expressive balance, alter a private speakerÕs own
editorial choices about the mix of speech it wants to convey.Ó388 Facebook o! ers a
personalized collection of stories to every user as soon as they open their account
via algorithms, the algorithms being based on each userÕs history.389 The fact that
platforms use algorithms and not human beings to implement those standards, to
prefer content deemed trustworthy or to suppress content viewed as deceptive,
does not alter the fact that they engage in curating speech, because the platforms
apply their community standards to engage in content moderation.390 Facebook
removes content in cases of violence and criminal behaviour, to ensure safety
online and protect against suicide and self-injury, sexual exploitation, bullying
and harassment.391 They also remove objectionable content (hate speech, violent
and graphic content), and content that raises concerns as to its Integrity and
Authenticity (false news, manipulated media).392 YouTubeÕs guidelines also target
videos falling within hate speech, misinformation, violent or graphic content, and
child safety.393 These policies rest, for Justice Kagan, on a series of choices about
whether and how to convey posts having a certain content or viewpoint. Their
expressive quality lies in that they Òrest on a set of beliefs on which messages
are appropriate and which are not.Ó394 Justice Kagan clearly states that enforcing
TexasÕ legislation means that the platforms cannot disfavor posts because they
Òsupport Nazi ideology; advocate for terrorism; espouse racism, Islamophobia,
or anti-Semitism glorify rape or other gender-based violence; encourage teenage
suicide and self-injury; discourage the use of vaccines; advise phony treatments
for diseases; advance false claims of election fraud.Ó395 In other words, content

387 Id.
388 Id. at 2403.
389 Id.
390 Id. at 2403Ð04.
391 Id. at 2404.
392 Id.
393 Id.
394 Id. at 2405.
395 Id. at 2405.
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moderation as currently practiced by the platforms and under the inßuence of
EU law and other market imperatives the platforms may be facingÑsuch as their
own need to protect their users from being exposed to speech they may consider
harmfulÑis protected under the First Amendment.

For Justice Kagan, because these are all inherently expressive activities,
TexasÕ statute which targets them does not pass even intermediate scrutiny.396

Under that standard, a law must further a Òsubstantial governmental interestÓ that
is Òunrelated to the suppression of free expression.Ó397 Although many possible
interests relating to regulating social media can meet that test, Òthe interest Texas
has asserted cannot carry the day,Ó because Òit is very much related to the
suppression of free expression.Ó398 This is the case, because it aims to Òcorrect the
mix of speech that the major social-media platforms presentÓ in a way that advances
the governmentÕs vision on what is the proper ideological balance.399Justice Kagan
repeated a standard approach to speech rights by the Court, according to which
Ò[the government] cannot prohibit speech to improve or better balance the speech
market.Ó400 She cites in this respectBuckley v. Valeo,401 the decision related to
political campaign funding, according to which Òthe government may not Ôrestrict
the speech of some elements of our society in order to enhance the relative voice
of others.Õ Ó402 And the government may not pursue it consistently with the First
Amendment. In other words, she repeats a standard First Amendment principle on
the basis of which government intervention is not legitimate in order to redistribute
speech rights within civil society.403

Justice Kagan engages withTurner Broadcasting System, Inc. v. FCC(Turner
II)404 to emphasize that Òa private partyÕs collection of third-party content into
a single speech product is itself expressive and intrusion into that activity must
be specially justiÞed under the First Amendment.Ó405 Justice Kagan engaged with

396 Id. at 2391, 2405Ð07.
397 Id. at 2407 (citing United States v. OÕBrien, 391 U.S. 367, 377 (1968)).
398 Id. at 2407.
399 Id.
400 Id.
401 424 U.S. 1, 48Ð49 (1976).
402 Moody, 144 S. Ct. at 2407.
403 SeeT!"#$!%&!#'(' , supranote15, at 171Ð72, 181Ð82, 232.
404 520 U.S. 180, 185, 189Ð90 (1997).
405 Moody, 144 S. Ct. at 2401.
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PruneYard Shopping Center v. Robins,406 where the Court rejected a shopping
mallÕs First Amendment challenge to a California law requiring it to allow members
of the public to distribute handbills on its property, noting that the mall owner did
not claim that they were engaged in any expressive activity.407For Justice Kagan, in
the latter there was little prospect of misattributing the opinions of the third partyÕs
speech to the host.408

Although Justice Kagan emphasizes the platformsÕ expressive rights, a good
number of Justices believe that the use of AI in content moderation may not be
covered by the First Amendment. Justices Barrett and Alito wrote two concurring
opinions which bring some variation to Justice KaganÕs reasoning. They distinguish
between human content moderators and the use of AI in content moderation. Justice
Barrett questions whether the use of AI in moderating hate speech should be
covered by First Amendment rights.409 The reliance on large language models
to determine what is ÒhatefulÓ may not, for Justice Barrett, necessarily be an
inherently expressive choice.410 Given that the use of AI leads to results that even
the researchers and programmers that came up with them do not understand, Justice
Alito believes (and Justice Thomas and Gorsuch joined his opinion) that it should
not be covered by editorial discretion.411 Justice Alito also appears concerned
by the Òenormous powerÓ exercised by platforms like Facebook and YouTube as
a result of Ònetwork e! ects.Ó412 Justice Jackson notes that Ònot every potential
action taken by a social media company will qualify as expression protected under
the First AmendmentÓ and advises that courts must examine Òhow the regulated
activities actually function before deciding if the activity in question constitutes
expression and therefore comes within the First AmendmentÕs ambit.Ó413

2. UsersÕ Procedural Rights

Justice Kagan appears to be rejecting the common carrier doctrine as to
viewpoint discrimination. This has implications as to whether platforms should

406 447 U.S. 74 (1980).
407 Moody, 144 S. Ct. at 2401.
408 Id. at 2406.
409 Id. at 2410.
410 Id.
411 Id. at 2438Ð39.
412 Id. at 2439.
413 Id. at 2411Ð12.
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be allowed to entirely remove users as well. This is important because platforms
may escalate in the measures they take against users. They may moderate their
speech, or they may decide to remove users entirely. For the Justice, Ò[d]eciding on
the third-party speech that will be included in or excluded from a compilationÑ
and then organizing and presenting the included itemsÑis expressive activity of
its own.Ó414 This does not appear to leave room for protecting usersÕ procedural
rights in the way these rights are protected by the DSA.

Furthermore, Justice KaganÕs analysis in relation to the motivation behind
TexasÕ law is relevant not only to content moderation but also to usersÕ rights.
She emphasizes that the motivation behind the Texas statute, which was to protect
Òconservative viewpoints and ideasÓ from being silenced,415 is impermissible
because the government in Texas was dictating the inclusion of a speciÞc
viewpoint.416 For Justice Kagan, Texas (under the pretext of preventing viewpoint
discrimination) is actually dictating the inclusion of a speciÞc view point, which
is unacceptable under the First Amendment.417 ÒOn the spectrum of dangers to
free expression,Ó she notes, Òthere are few greater than allowing the government
to change the speech of private actors in order to achieve its own conception of
speech nirvana.Ó418 This ruling creates di! culties because a platform may allow
users to have accounts and engage in content moderation of their speech. They may
also engage in more radical measures such as removing users entirely as part of a
series of escalating sanctions against them. Although Justice Kagan did not directly
address this problem, the response may be in her treatment of FloridaÕs requirement
to provide rationales for exclusion.

Justice Kagan engaged with FloridaÕs rules (which approximate the DSA)
requiring the platforms to provide a Òthorough rationale explaining the reason that
the social media censored the userÓ419 and a Òprecise and thorough explanation of
how the social media platform became aware of the censored content or material,

414 Id. at 2402.
415 Id. at 2407 (quoting Texas Governor Greg AbbottÕs comments in signing the legislation: Ò[S]ilencing

conservative views is un-American, itÕs un-Texan and itÕs about to be illegal in TexasÓ).
416 Id. at 2407. For an analysis of this point,seeEvelyn Douek & Genevieve Lakier,Lochner.com?, 138

H!"# . L. R$#. 100, 138 (2024).
417 Moody, 144 S. Ct. at 2407.
418 Id. at 2407.
419 F%!. S&!&. ¤ 501.2041(3)(c) (2023).
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including a thorough explanation of the algorithms used, if any, to identify or
ßag the userÕs content or material as objectionable.Ó420 For Justice Kagan, the
appropriate test in this case is asking whether this requirement unduly burdens
expression in reference toZauderer v. O! ce of Disciplinary Counsel of Supreme
Court.421 Zaudererwas a case on commercial speech, which required disclosures
by attorneys advertising contingent fee arrangements to avoid misleading
customers. The Court articulated the criterion that Ò[C]ommercial speech that is
not false or deceptive and does not concern unlawful activities . . . may be restricted
only in the service of a substantial governmental interest and only through means
that directly advance that interest.Ó422 And restrictions on commercial speech
should also be narrowly crafted to serve the StateÕs purposes. Commercial speech
is subject to intermediate scrutiny, and it is di! cult to anticipate whether regulation
protecting rights of access to social media platforms may be upheld under the
doctrine. As Jack Balkin also notes, the procedural guarantees are very important
from the perspective of protecting access to social media platforms.423 These refer
to the fact that platforms must apply the criteria of excluding users consistently
and non-arbitrarily. It is not clear whether Justice KaganÕs reliance on the theory
of commercial speech for these procedural guarantees is adequate to protect these
rights. The di! culties that platforms face in performing this kind of reporting at
scale may be seen as burdening platforms unduly and thus as being in tension
with the First Amendment underZauderer.424 It is not clear whether the type of
procedural rights guaranteed by the DSA may be justiÞed under the compelled
commercial speech doctrine.

If, according to Justice Kagan, TexasÕs law had a problematic motivation
under the facüade of imposing viewpoint neutrality, the DSA shows that it is possible
to create procedural rights to ensure that social media platforms respect usersÕ
rights. The DSA enacted in the EU o" ers a model on the legal avenues users
should have to complain against social media platforms if they have been excluded
unfairly.425 It shows that it is possible to impose upon the platforms viewpoint

420 Id. ¤ 501.2041(3)(d).
421 Moody, 144 S. Ct. at 2398.See alsoZauderer v. O" . of Disciplinary Couns. of Sup. Ct., 471 U.S. 626,

657Ð58 (1985).
422 Zauderer, 471 U.S. at 638.
423 See alsoBalkin, supranote71, at 158.
424 See also id.at 164.
425 See supraPart II.A.1.
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neutral requirements to justify why they are limiting usersÕ speech and if the
measures they take against users culminate to excluding them, why they were
excluded, and how long.426

In this respect, the DSA o! ers a more comprehensive system of protection
to anyone based in the EU, because it provides that platforms and governments
must make available several legal avenues, in parallel to having access to courts,
for users to complain if they think their speech was unfairly moderated. In the
European Union, the legal framework is more robust in this respect, because, as
analysed earlier, citizens can claim the protection of constitutional rights to free
speech against platforms too before courts.427 This means that users in the United
States do not have the same legal avenues that users have in Europe to complain
against the platforms. All they have are the avenues the platforms themselves are
making available to them, e.g. the Facebook Oversight Board. The Board is very
selective in the cases it examines, which means that most users who might want to
complain about unfair content moderation of their speech are unable to do so.428 If
the Supreme Court is in favor of protecting usersÕ access to social media platforms,
it may need to engage with a di! erent theory which will allow governments to
impose these requirements. Or, platforms may actually decide to abide by the
requirements the EU has posed in this respect too on their own, in order to protect
their reputational interests which are monetizable interests.429

C. New YorkÕs And CaliforniaÕs Attempts To Limit Hate Speech.

New York and California each enacted legislation aiming to limit hate speech
online, which contain some elements that also exist in the DSA.430 Two circuit
courts have found that both these attempts to dictate to the companies that they
should be moderating hate speech are contrary to the First Amendment.431 The

426 Id.
427 See supraPart I.A.
428 See Appeal to the Oversight Board, O!"#$%&'( B)*#+ , https://www.oversightboardappeals.com/

login/?localeredirect=1&redirecturl=https%3A%2F%2Foversightboardappeals.com%2Fsubmit
[https://perma.cc/MV73-E8UH] (last visited Mar. 27, 2026).

429 See infraPart IV.A.
430 For California,seeC*, . B-$. & P#). . C)+" ¤ 22677 (West 2022). For New York,seeN.Y. G"/ . B-$.

L*0 ¤ 394-ccc (McKinney 2024).
431 X Corp. v. Bonta, 116 F.4th 888, 903 (9th Cir. 2024);see alsoEugene Volokh, Locals Tech. Inc. v.

James, 148 F.4th 71, 83 (2d Cir. 2025).
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most comprehensive of the two is CaliforniaÕs law.432 It requires social media
companies to submit to the Attorney General a report on a semi-annual basis,
which will include the terms of service of their platforms and any changes, and
a statement of whether and how they deÞne Òhate speechÓ or Òracism,Ó Òextremism
or radicalization,Ó Òdisinformation or misinformation,Ó Òharassment,Ó Òforeign
political interference and controlled substance distribution.Ó433 The report should
also include a detailed description of the content moderation practices used by
the social media company for their platforms, how automated content moderation
systems enforce terms of service, and when they involve human review.434 The
same report should indicate how the company responds to user reports of violations
of the terms of service and how it takes broader action against individual users or
against groups of users that violate the terms of service.435 It should also indicate
the content that was ßagged by the social media company as belonging to any of the
above categories, such as the total number of ßagged and actioned items of content,
the number of items of content that were removed, demonetized or deprioritized
by the social media company, the number of times the same items were viewed and
shared before they were removed and the number of times users appealed company
actions, and the numbers of reversals of these actions.436

The Ninth Circuit, which examined the legislation, found that the content
category report provisions facially violate the First Amendment.437 The Court
applied strict scrutiny to the provisions because in its opinion they are Òcontent-
basedÓ and they Òcompel the platformÕs non-commercial speech.Ó438 The Reports
are not commercial speech, because they Òdo not propose a commercial
transaction.Ó439 They require each company to Òrecast its content moderation
practices in language prescribed by the State, implicitly opining on whether and
how certain controversial categories of content should be moderated.Ó440 Further,

432 C!" . B#$. & P%&'. C&() ¤ 22677 (West 2022).
433 Id. ¤ 22677(a)(1)Ð(3).
434 Id. ¤ 22677(a)(4)(A)Ð(B).
435 Id. ¤ 22677(a)(4)(C)Ð(D).
436 Id. ¤ 22677(a)(5)(A)(i)Ð(vii).
437 X Corp. v. Bonta, 116 F.4th 888, 898 (9th Cir. 2024).
438 Id. at 899Ð900.
439 Id. at 901 (citing United States v. United Foods, Inc., 533 U.S. 405, 409 (2001) and IMDb.com Inc. v.

Becerra, 962 F.3d 1111, 1122 (2020)).
440 Id. at 901.
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the Court of Appeals held that the provisions fail strict scrutiny because they
are not narrowly tailored to serve CaliforniaÕs goal of requiring social media
companies to be transparent about their policies and practices so that consumers
can make informed decisions about where they consume and disseminate news
and information.441 The Court remanded to the district court to determine whether
the Report provisions are severable from the remainder of the legislation and if
so, which, if any, of the remaining challenged provisions should be subject to the
preliminary injunction.442

New YorkÕs legislation obliges social media networks to have Òa clear and
concise policy readily available and accessible on their website and applicationÓ
which will indicate how the network will respond and address reports of incidents
of hateful conduct on their platform.443 The legislation contains a deÞnition of
Òhateful conductÓ as Òthe use of a social media network to vilify, humiliate, or incite
violence against a group or a class of persons on the basis of race, color, religion,
ethnicity, national origin, disability, sex, sexual orientation, gender identity or
gender expression.Ó444 It also creates an obligation for social media platforms
to create a mechanism for users to report incidents of hateful conduct and to
provide a response to any individual reporting hateful conduct.445 The legislation
creates civil responsibility for platforms which ÒknowinglyÓ fail to comply with
the requirements of the section.446 The legislation contains an interpretive clause
requiring that it will not be construed as adversely a! ecting the right to free speech
under the First Amendment.447

The Second Circuit held that the constitutionality of the law depends on how
it is interpreted.448 If the law is interpreted to mean that the platforms must adopt
the stateÕs deÞnition of Òhateful conduct,Ó then the statute fails under intermediate
scrutiny.449 If the law is interpreted to only impose a requirement to have a
content moderation policy and a general mechanism for reporting content-related

441 Id. at 903.
442 Id. at 904.
443 N.Y. G!" . B#$. L%&¤ 394-ccc(3) (McKinney 2024).
444 Id. ¤ 394-ccc(1)(a).
445 Id. ¤ 394-ccc(2).
446 Id. ¤ 394-ccc(5).
447 Id. ¤ 394-ccc(4).
448 Eugene Volokh, Locals Tech. Inc. v. James, 148 F.4th 71, 83 (2d Cir. 2025).
449 Id. at 94.
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complaints, then the statute survives constitutional scrutiny underZauderer.450

The Court engages withMoody and rea! rms the First Amendment rights of
the platforms, which engage in Òtheir own expressive activity.Ó451 Following
MoodyÕssuggestion, it considersZaudereras o" ering the governing standard when
evaluating the constitutionality of a law related to social media platforms.452 For
the court, if the law merely requires social media networks to publicly disclose
their content moderation policies and contains no requirement that these policies
address Òhateful conductÓ as deÞned by the statute, then the statute requires Òpurely
factual and uncontroversial information about the terms under which [commercial]
services will be available.Ó453 A Òneutral disclosure requirementÓ would survive
Zaudererscrutiny, provided that it is Òtruly agnosticÓ about the substance of the
content moderation policy.454 For the Court,Zauderer requires protection for
commercial speech, because of its value in informing consumers and thus allowing
them to choose the platform of their choice, a moderated or an unmoderated
one.455 However, if the law requires platforms to accept the stateÕs deÞnition of
hateful conduct, then it is requiring Òsocial media networks to Ôprovide a forum
for someone elseÕs viewsÕ Ð in this case the StateÕs.Ó456 In this case, it would not
survive under either strict or intermediate scrutiny.

IV
T!" S#$#" %& #!" C!$''"()"* +( M%,"-$#+() H$#" S.""/! $(,

M+*+(&%-0$#+%(O('+("

A. PlatformsÕ Latest Policy Changes In The USÑTowards A Divided Internet?

Moodymeans that platforms are allowed to decide on their own whether they
will regulate hate speech and misinformation or not in the United States. They
may decide to abide by the obligation that they have within the European Union
to engage in content moderation in the United States as well, although they do not
have a legal obligation to do so. As discussed earlier, platforms usually abide by

450 Zauderer v. O" . of Disciplinary Couns. of Sup. Ct. of Ohio, 471 U.S. 626, 651 (1985).
451 James, 148 F.4th at 84.
452 Id. at 85.
453 Id. (citing Zauderer v. O" . of Disciplinary Couns. of Sup. Ct. of Ohio, 471 U.S. 626, 651 (1985)).
454 Id. at 90Ð91.
455 Id. at 86 (Ò[T]he extension of First Amendment protection to commercial speech is justiÞed principally

by the value to consumers of the information such speech provides.Ó (citingZauderer, 471 U.S. at 651)).
456 Id. at 94 (citing Moody v. Netchoice, LLC., 144 S. Ct. 2383, 2400 (2024)).
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the strictest legal regime that exists in one part of the world, and then generalize
their behavior due to operational reasons.457 Or they may decide to forgo content
moderation altogether. X(Twitter)Õs practices since 2022 and the declarations by
Facebook CEO Mark Zuckerberg in the beginning of 2025 point in the direction of
scaling back content moderation in the United States.458In making these decisions,
platforms need to evaluate also whether they are interested in o! ering to their
users an environment where they feel safe to interact with others to maintain their
popularity among the public, and by extension among investors and advertisers.

In general, the platforms have a strong reputational interest to maintain a safe
atmosphere which protects users from being exposed to hatred. This reputational
interest is monetizable. It relates to retaining customers and funding for the
publicly owned corporations. Scholars discuss the business case for corporate
social responsibility, which associates the value of a company with the social
value of the policies it maintains.459 Especially in recent years, the corporate
world has moved more generally towards Corporate Social Responsibility and
Environmental Social Governance policies which aim to prevent creating human
rights risks across their planet.460 Global corporations are interested in a" rming
their standing as good Global Citizens to keep raising revenue, if they are publicly
held, and to keep their customers. Social Media companiesÕ reputational interests
are related to losing income from advertisers if they do not protect their users from
exposure to content they are not happy with. X(Twitter)Õs value as a company
dropped dramatically in the past following its cuts in content moderation.461

The same changes also led to signiÞcant losses in advertising revenue.462 The

457 See supraIntroduction.
458 See generallySpring,supranote1; Du! y, supranote1.
459 G!"#!$ L. C%&"', A$#"(&) F(*$(" & M *+,&(% V*(,) , F"!- T,( S.!+',!%#(" T! T,(

S.&'(,!%#(" : H!/ S0).&*$&1*%*.2C&$ D"*3( F*$&$+*&%O0.4("5!"-&$+( 10 (2015).
460 See generally, e.g., Kishanthi Parella,International Law in the Boardroom, 108C!"$(%%L. R(3. 839,

(2023); Luca Enriques et al.,How the EU Sustainability Due Diligence Directive Could Reshape Corporate
America,78S.&$. L. R(3. 241, (2026).

461 Adam Baggatt,Value of X has Fallen 71% Since Purchase by Musk and Name Change from Twitter,
G0&"#*&$ (Jan. 2 2024, at 09:24 AM ET),https://www.theguardian.com/technology/2024/jan/02/x-
twitter-stock-falls-elon-musk[https://perma.cc/2S6L-73P3].

462 Aisha Counts & Eari Nakano,TwitterÕs Surge in Harmful Content a Barrier to Advertiser Return,
B%!!-1("6 (July 19, 2023, at 6:00 AM ET),https://www.bloomberg.com/news/articles/2023-07-
19/twitter-s-surge-in-harmful-content-a-barrier-to-advertiser-return[https://perma.cc/R29T-8ND7].
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platform rebounded only thanks to the political alliances of its current owner.463

And more recently, thanks to the purchase of X by xAI, also owned by the same
businessman.464 Therefore, even in the absence of regulation, platforms have an
interest in regulating themselves by moderating hate speech and ensuring safe
environments to their users. Adapting to the standards elaborated by the DSA,
even in parts of the world where there is no legal obligation to do so, may o! er
a good avenue towards protecting the platformsÕ reputational interests. This will
likely conÞrm the Brussels e! ect in this area as well.465 Alternatively, platforms
may opt to come up with self-regulation modes that combine elements from the
DSA and end-user empowerment, as discussed later in this paper.466

As regards misinformation, X appears to have transitioned to a system of
community notes and to have reduced its content moderation team, a proposal
which Meta also follows since January 2025.467 Other platforms have also
announced that they are transitioning to the same system for fact checking
purposes.468 As analysed below, several studies indicate that the Community
Notes System is not su" cient to address misinformation and disinformation. Meta
announced in January 2025 several other policy changes such as ÒSimplifyingÓ
content policies by removing certain restrictions on topics like immigration and
gender, changing enforcement approach for policy violations, focusing automated
Þlters only on illegal and high-severity violations, requiring user reports before
taking action on lower-severity violations, increasing the conÞdence threshold
required before removing content, reintroducing civic and political content into
recommendation systems on Facebook, Instagram, and Threads, and relocating

463 Mark Sweney,Value of Elon MuskÕs X Ôrebounds to$44bn purchase priceÕ, G!"#$%"& (March 19,
2025, at 07:33 AM ET),https://www.theguardian.com/technology/2025/mar/19/value-elon-musk-x-
rebounds-purchase-price[https://perma.cc/HXW6-63ND].

464 Greg Bensinger,MuskÕs Social Media Firm X Bought by his AI Company, Valued at$33 Billion,
R'!('#) (March 29, 2025, at 1:25 AM ET),https://www.reuters.com/markets/deals/musks-xai-buys-
social-media-platform-x-45-billion-2025-03-28/[https://perma.cc/7WNP-G6FH]. The purchase valued X
at$33 billion, not including$12 billion in debt, which is already lower from the price Elon Musk bought the
company in 2023;seeKurt Wagner & Katie Roof,MuskÕs xAI Deal O! ers Unexpected Win for X Investors,
LA T%*') (March 31, 2025, at 4:19 PM PT),https://www.latimes.com/business/story/2025-03-31/musks-
xai-deal-offers-unexpected-win-for-x-investors[https://perma.cc/3S4E-NBJF].

465 See generallyB#"$+,#$ , T-' B#!))'.) E++'/( , supranote29.
466 See infraPart IV.A.2Ð3.
467 See infraPart IV.A.1.
468 See id.

https://www.theguardian.com/technology/2025/mar/19/value-elon-musk-x-rebounds-purchase-price
https://www.theguardian.com/technology/2025/mar/19/value-elon-musk-x-rebounds-purchase-price
https://perma.cc/HXW6-63ND
https://www.reuters.com/markets/deals/musks-xai-buys-social-media-platform-x-45-billion-2025-03-28/
https://www.reuters.com/markets/deals/musks-xai-buys-social-media-platform-x-45-billion-2025-03-28/
https://perma.cc/7WNP-G6FH
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trust and safety and content moderation teams from California to Texas.469 Meta
has also announced that they are deleting all videos posted on their platforms after
30 days.470This is a measure which aims to save it time from its content moderation
practices. Several of these changes are likely to lead to a divided internet between
the US and the EU.

1. Misinformation

In the area of misinformation, since 2023, X cut down on its content
moderation team and deployed a crowd-sourced fact-checking system under the
name Community Notes.471 The system was piloted in the US and used in other
countries as well.472 Several other platforms such as YouTube, TikTok and Meta
are also transitioning to this system.473 MetaÕs CEO announced in January 2025
that Meta is implementing changes in the platformÕs operations in the United
States, which includes, among other changes, introducing Community Notes.474

This system is very di! erent from the one that the DSA requires platforms to apply
in Europe, although X has applied it in several European states too. As analysed
earlier,475 the DSA requires the platforms to prevent systemic risks and to maintain
content moderation by professionals, which are bound by the Code of Practice on
Disinformation elaborated by the EU.476

Several studies have shown that the system of community notes has a number
of shortcomings which make it unreliable alone to combat misinformation and

469 ÒThis will help remove the concern that biased employees are overly censoring content,Ó according to
Mark Zuckerberg.SeeJustin Hendrix,Transcript: Mark Zuckerberg Announces Major Changes to MetaÕs
Content Moderation Policies and Operations, T!"# P$%&"'.P(!)) (Jan. 7, 2025),https://www.techpolicy.p
ress/transcript-mark-zuckerberg-announces-major-changes-to-metas-content-moderation-policies-and-
operations/[https://perma.cc/MPT8-7P9Q].

470 Updating Our Facebook Live Video Storage Policy, M!*+ (2025),https://about.fb.com/news/2025/0
2/updating-our-facebook-live-video-storage-policy/amp/[https://perma.cc/GTM9-LZPC].

471 Paul Bouchaud & Pedro Ramaciotti,Algorithmic Resolution of Crowd-Sourced Moderation on X in
Polarized Settings Across Countries, +( X&,, at 2 (June 18, 2025),https://arxiv.org/abs/2506.15168v1
[https://perma.cc/8YQJ-9R5T]. The study included United States, United Kingdom, Japan, Spain, France,
Brazil, Canada, Germany, Argentina, Israel Australia, Poland and Mexico.

472 Id.
473 Id.
474 SeeHendrix,supranote469.
475 See supraPart III.B.2.
476 E-( . C$.. Õ/ , S*(!/0*#!/!1 C$1! $2 P(+" . $/ D&)&/2$(.+*&$/ (2022),https://digital-strategy.ec.

europa.eu/en/library/2022-strengthened-code-practice-disinformation[https://perma.cc/5SMQ-ZGYM].

https://www.techpolicy.press/transcript-mark-zuckerberg-announces-major-changes-to-metas-content-moderation-policies-and-operations/
https://www.techpolicy.press/transcript-mark-zuckerberg-announces-major-changes-to-metas-content-moderation-policies-and-operations/
https://www.techpolicy.press/transcript-mark-zuckerberg-announces-major-changes-to-metas-content-moderation-policies-and-operations/
https://perma.cc/MPT8-7P9Q
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https://arxiv.org/abs/2506.15168v1
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disinformation. A study by media scientists in France on how the system was
implemented in 14 countries on X shows some of these shortcomings towards
combatting misinformation.477The transition to the Community Notes system was
motivated by criticisms of the use of expert fact-checking.478 Although expert
moderation was shown to successfully decrease the extent to which people agree
with misleading claims, it faced criticisms for bias and for its likelihood to further
radicalize polarized individuals.479 The Community Notes system allows self-
selected contributors to attach contextual notes to posts they consider Òmisinformed
or potentially misleading,Ó and it asks other contributors to rate the notes asHelpful,
Somewhat Helpful, or Not Helpful.480 The system infers ideological positions
for both notes and raters and then predictsHelpful ratings on the basis of their
ideological alignment.481 A note ratedHelpful by raters of diverse ideological
backgrounds is given a higher§n value in this system.482 The system then creates
an algorithm using these parameters to resolve conßicting ratings by selecting
notes with the highest§n value. Comments are removed or kept depending on
whether diverse raters Þnd them helpful or not. In the systemÕs pilot phase in the
US, there was high agreement between Community Notes and expert fact-checker
classiÞcations, and the system was also found to generate greater user trust and
to be less prone to entrench individuals.483 While the system was developed and
tested in the United States, where political disagreement is modeled using a single
ideology dimension, it turned out to be less promising for other parts of the world
where political competition is organized along multiple ideological currents.484

Posts discussing politically divisive issues are not likely to be rated asHelpful and
thus moderated, while others reporting scams and misleading practices are likely to

477 Bouchaud & Ramaciotti,supranote471, at 2.
478 Id.
479 Id.
480 Id. If su! cient contributors from diverse viewpoints rate a note asHelpful, X assigns itHelpful status,

while it removes from public view notes marked asNot Helpful. Id. at S1. Contributors who systematically
author notes assignedNot Helpfulstatus may lose their ability to contribute notes, and notes that have not
received su! cient ratings from contributors with diverse perspectives remain invisible to users outside the
Community Notes program.Id.

481 Id. at 2.
482 Id.
483 Id.
484 Id. at 2.



206 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

reach that status.485 This means that Community Notes cannot properly moderate
the most polarizing issues related to national politics.486 Allowing polarizing,
political content to remain unresolved is a design choice by the platform.487 The
researchers conclude that the Community Notes system, which substitutes crowd-
sourced moderation that relies on consensus for expert fact-checking, needs a risk
assessment for polarizing content, especially during election periods.488 Posts that
are uninformative or misinformative will not necessarily be caught in time.

A second study, conducted by academics in computer science from all
over the world, also points out that because there are important problems
with how the system works, it cannot be used without being supplemented by
expert fact-checkers.489 Community Notes is e! ective for those cases where
professional content moderators have already fact checked claims.490 The system
is not successful as a work-around to biases because Community Note users
carry their own cognitive biases.491 Users overestimate the truthfulness of
claims and are overconÞdent in their ability to judge statements.492 Few have
the time or motivation to participate, and the personalization and polarization
caused by prioritization algorithms means that knowledgeable users may not
encounter misleading posts at all.493 Ideological diversity is only measured for
political bias and not for other cultural, linguistic or conspiratorial biases.494

Furthermore, the system may be attacked by malign bots or groups of users
who Òinßate social reputations,Ó Òamplify speciÞc narratives,Ó and engage in
other harmful behavior.495 Such groups may Òdeceive the community notes
algorithmÓ by Òcreating an artiÞcial perception of internal disagreement through

485 Id. at 4.
486 Id. at 7.
487 Id.
488 Id.
489 Isabelle Augenstein et al.,Community Moderation and the New Epistemology of Fact Checking on

Social Media, !" X#$, at 1 (May 26, 2025),https://arxiv.org/pdf/2505.20067v1[https://perma.cc/3KCE-
SNBC].

490 Id. at 7.
491 Id. at 6.
492 Id.
493 Id. at 3.
494 Id. at 6.
495 Id.

https://arxiv.org/pdf/2505.20067v1
https://perma.cc/3KCE-SNBC
https://perma.cc/3KCE-SNBC
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collusive inorganic activity on benign content.Ó496 The study concludes that only
a collaborative approach between professional fact checkers and the community
model may bring about reliable results,497something that the DSA also encourages
the platforms to do.

Further, research by NGOs indicates that misinformation is being made
widely available on X without being checked through the Community Notes system
and without any other e! ort by the platform to contain it.498 Another positive
element in the DSA is that it encourages platforms to consider seriously notes made
by Òtrusted ßaggers.Ó499As analyzed earlier, these trusted ßaggers are NGOs which
self-register as the defenders of human rights against hate speech.500They may also
contribute to the credibility of the notes system if the platforms take their warnings
seriously, as the DSA requires.

The DSA, which encourages professional fact-checking performed by
journalists who are trusted to have received ethics training, appears to o! er a
more reliable system for combating misinformation and disinformation. As the
Þrst report on its application has shown, the DSA has been successful in bringing
together representatives from platforms and civil society actors to collaborate
on tools and methods of content moderation.501 Civil society organizations
emphasized the need for human moderators to be well-trained and aware of
local contexts, languages, and cultures.502 At the operational level, the report
mentions that this collaboration led to recognition of the need to create close links
between content moderation and legal teams to escalate borderline cases, establish
partnerships with anti-bias researchers and civil society organizations, and develop
market-speciÞc moderation processes to capture local nuances in languages, slang
terms, and cultural references while ensuring content moderation enforcement by
human reviewers.503

496 Id.
497 Id. at 7.
498 X Posts Claiming European Leaders Took Cocaine Reach 135M Views with no Community Notes, C!" .

#$" C$%&!'"(&) D()(! . H*!' (May 15, 2025),https://counterhate.com/research/x-posts-claiming-europe
an-leaders-took-cocaine-reach-135m-views-with-no-community-notes/[https://perma.cc/M5XQ-M9SB].

499 See supraPart II.A.8.
500 See Id.
501 SeeEur. Bd. For Digit. Services,supranote24, at 34;see also supraPart II.A.3.
502 SeeEur. Bd. For Digit. Services,supranote24, at 34.
503 Id. at 35.

https://counterhate.com/research/x-posts-claiming-european-leaders-took-cocaine-reach-135m-views-with-no-community-notes/
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https://perma.cc/M5XQ-M9SB


208 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

In general, as analyzed earlier, the DSA obliges the platforms to create crisis
protocols in case of emergencies, i.e. waves of misinformation or disinformation
that occur during a pandemic.504 If the platforms do not generalize these protocols
across their operations around the world, systemic risks that occur outside of the
EU may not be addressed in time. As the COVID-19 crisis showed, public health
emergencies are di! cult to manage due to the evolving nature of expert guidance
in response to the fast pace of scientiÞc discoveries about the best ways to respond
to unknown viruses.505 Even if obtaining accurate information during a pandemic
has its own challenges, the EU approach is to err on the side of caution and to
prevent information that is likely misleading from being shared quickly around
the platforms. As Evelyn Douek reminds us, the race to combat misinformation
online during the recent COVID-19 pandemic led to frequent changes in public
guidance by the relevant authorities, which undermined the publicÕs trust towards
the platforms in the US.506 The problem, however, seems to have been that the
platforms did not clearly explain to the public how they communicated with the
government and reliable expert sources to deÞne the guidance they made available
to the public.507 Evelyn Douek argues for Òan a! rmative vision for the role of
platforms in policing medical claims,Ó such as limiting claims that are directly
related to physical harms while letting be claims that may not be entirely accurate
but are not likely to lead to such harm.508 This view is compatible with the liberty
Moodyrecognized that platforms have. Having a protocol, according to what the
DSA requires, may be a useful way for the platforms to proceed with their global
operations. Or it could be the point of departure for them to elaborate a policy. The
protocol required by the DSA allows the platforms to Þnd for themselves the best
way to engage in content moderation in this area, which allows them to follow some
of the criteria Douek suggests.509 To address this di! culty, other legal scholars
in the US are arguing in favor of amending Section 230 of the Communications

504 See supraPart II.A.2.
505 SeeWendy E. Parmet & Jeremy Paul,COVID-19: The First Posttruth Pandemic, 110 A! . J. P"# .

H$%&'(945, 945 (2020); Claudia E. Haupt & Wendy E. Parmet,Lethal Lies: Government Speech, Distorted
Science, and the First Amendment, 2022U. I&&. L. R$). 1809, 1814 (2022).

506 See Evelyn Douek, The Politics and Perverse E! ects of the Fight Against Online Medical
Misinformation, 134Y%&$L.J. F.237, 243Ð45 (2025) (describing how the changing guidance by authorities
during the COVID 19 guidance led to concerns about how the platforms were using content moderation).

507 Id. at 246.
508 Id. at 262Ð66.
509 Id.
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Decency Act, which excludes from civil liability platforms for the content that
others provide.510 In the area of regulating emerging technology, scholars suggest
that the ÒmaximinÓ principle might o! er guidance.511 According to the principle,
regulators must choose the policy with Òthe best worst-case outcome.Ó512The crisis
protocol may be a DSA requirement that imposes upon the liberty of the platforms.
At the same time, it seems to be appropriate in the area of confronting crises, when
the correct solutions might be uncertain. Erring on the side of caution may well be
the best worst-case outcome in times of crises. Protecting their users could be an
important imperative for the platforms to generalize these protocols and use them
also outside of the EU, where they do not have a legal obligation to do so.

Additional di" culties arise from the use of prioritization algorithms, which
address users on the basis of their previous history. These algorithms may enhance
biases that users already have that are likely to radicalize them further. This can
only inhibit the public dialogue thereby preventing users from potentially exposure
to information that challenges their beliefs Ñ- thus strengthening conÞrmation
biases.513 Studies have shown that recommendation algorithms detect usersÕ
interests very quickly, and adapt over time in a way that narrows exposure to
new topics and perspectives.514 In particular, research on YouTube and Twitter
shows that Òcertain topics (e.g., political content) are reinforced more strongly than
others.Ó515 And, recent research on X indicates that Òright-leaning accounts are
often more prominently featured in algorithmic curationÓ for both Òright-leaningÓ
and ÒneutralÓ accounts.516 Although recent political science research indicates
that the concerns with Òecho-chambersÓ may have been exaggerated due to social

510 See, e.g., Leiter,Free Speech on the Internet, supranote64, at 255.
511 Cass R. Sunstein,Maximin, 37 Y!"# J. $%R#&. 940, 950Ð51 (2020); Noam Kolt,Algorithmic Black

Swans, 101W!'( . U. L. R#). 1177, 1239 (2024).
512 Sunstein,supranote511, at 966.
513 Vincent Blasi,Is John Stuart MillÕs on Liberty Obsolete?, 5 J. F*## S+##,( L. 151, 161 (2024).
514 SeeFabian Baumann et al.,Dynamics of Algorithmic Content AmpliÞcation on TikTok, !* X-) , at 1

(2025),https://arxiv.org/abs/2503.20231[https://perma.cc/6WGM-8B3D].
515 Id. at 20.
516 Jinyi Ye, Luca Luceri & Emiliio Ferrara,Auditing Political Exposure Bias: Algorithmic AmpliÞcation

on Twitter/X During the 2024 U.S. Presidential Election, P*$, . ./.0 ACM C$%1. $% F!-*%#'' ,
A,,$2%3!4-"-35, & T*!%'+!*#%,5 , 2349, 2352, 2355 (2025),https://doi.org/10.1145/3715275.3732159
[https://perma.cc/UHK4-2BA2].
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media not functioning as viewersÕ only source of daily news517 Ñ nonetheless,
more research in this area is needed to explore potential risks and responses. As
the Þrst report on the application of the DSA indicates, social media platforms,
at least within the EU, are demoting or restricting potentially harmful content and
using information banners or interstitials to limit the spread of such content.518The
report also noted that some platforms design their recommender system to optimize
for content quality not just view time.519 This shows that the Act has encouraged
platforms to reßect on the design of their prioritization algorithms if they have not
done so by themselves.

2. Incitement to Hatred

The use of prioritization algorithms that are demoting harmful content
is even more important in the area of incitement to hatred and violence. An
important di! erence between European legal systems and the US is the deÞnition
of incitement. The DSA refers to the Code of Conduct, which platforms have
agreed to abide by, and to the national legislation existing within EU Member
States to deÞne hate speech. The CodeÕs deÞnition which reßects the standards
existing within EU States covers Òpublic incitement to violence or hatred.Ó520 This
standard is much broader than the one existing in the US. According to the criteria
posed byBrandenburg v. Ohio, speech may be outlawed only when it encourages
imminent lawless action that will very likely occur.521 The criterion is motivated
by the need to preserve social peace. Within EU legal systems, incitement to hatred

517 Andrew Guess et al.,Avoiding the Echo Chamber About Echo Chambers: Why Selective Exposure to
Like-Minded Political News Is Less Prevalent than You Think, K!"#$%F&'!()%"&! , * , + (2018),https:
//kf -site-production.s3.amazonaws.com/mediaelements/Þles/000/000/133/original/ToposKF W
hite-PaperNyhan V1.pdf [https://perma.cc/VB2P-EA6L]. The study covering the U.S. indicates that
43% of conservative Republicans and 26% of liberal Democrats consult opposing media sources for their
information. Id. at 7. This leaves a large percentage of the public limited in the source of information it
consults, leaving room for risks in the area of incitement to hatred and violence. The study also details that
only about 20% of U.S. adults claim they regularly get their news from social media.Id. at 8. The study
concludes that a subset of the most politically engaged and vocal members of the public is living in an echo
chamber.Id. at 16. These are small numbers, but the risks are worth investigating.

518 Eur. Bd. For Digit. Services,supranote24, at 36;See supraPart II.A.3.
519 Eur. Bd. For Digit. Services,supranote24, at 36.
520 Eur. CommÕn,supranote219, at 1;see alsoCouncil Framework Decision 2008/913/JHA of 28 Nov.

2008 on Combating Certain Forms and Expressions of Racism and Xenophobia by Means of Criminal Law,
2008 O.J. (L 328) 55.

521 Brandenburg v. Ohio, 395 U.S. 444, 447 (1969).
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or violence entails legal responsibility independently of whether it encourages to
imminent lawless action which is likely to occur or not.522 This means that in the
area of incitement, the di! erence in the legal standards will likely lead to a division
of the internet. TheBrandenburgCourt follows John Stuart Mill, who famously
deÞnes incitement in his important bookOn Liberty, in reference to an agitator
inciting an angry mob.523 In the current context of social media operating on the
basis of prioritization algorithms which may enhance hatred, the Mill-Brandenburg
deÞnition of incitement may no longer be adequate.524Whether a person is likely to
engage in violent acts may well depend on their own circumstances in combination
with targeted content due to prioritization algorithms. Users prone to radicalization
may well be Òcaptive audiences,Ó which means that the EU deÞnition of incitement
to hatred may be preferable to the one ofBrandenburg.

The constant exposure to hateful speech along with misinformation and
the speed with which it is shared may be altering our understanding of how
incitement to hatred and violence occurs. At the very least, it is imperative
to investigate through interdisciplinary studies involving behavioral sciences
(psychology) whether the way prioritization algorithms work is likely to contribute
to incitement to hatred and to committing violence. Further research is required to
identify how users prone to radicalization respond to constant exposure to materials
that may constitute incitement. Further research is needed in this area to study
the psychological impact of constant exposure to hate speech and how legislation
related to bullying and harassment should apply to these behaviors when they occur
online. The DSAÕs broader deÞnition of incitement shows a preference for erring
on the side of caution in the area of online incitement. As analyzed earlier, the Þrst
report on the application of the DSA indicates that platforms have adapted their
recommender systems to demote harmful or potentially harmful content, which
includes content that constitutes incitement to hatred, at least within the EU.525This
measure, which follows the precautionary approach, is a very positive development
in the absence of data related to how human beings react to being targeted with
speech that constitutes incitement to hatred.

522 SeedeÞnition of incitement to hatred,supraPart II.A.
523 SeeJ!"# S$%&'$M()) , O# L(*+'$, -. (Batoche Books: Kitchener, 2001).
524 SeeLeiter,Free Speech on the Internet, supranote64, at 248.
525 Eur. Bd. For Digit. Services,supranote24, at 36.See supraPart II.A.3.
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3. Hate Speech

Divergence is likely to occur between the US and the EU in the area of deÞning
and limiting hate speech. While some social media platforms, Facebook included,
engage in content moderation,526 a division of the internet is likely to emerge in
the interpretation of what constitutes hate speech and misinformation. National
standards within each of the EU member states will play a role in this respect,
and the same will occur in the US as well. The DSA leaves plenty of room for
national understandings of what constitutes hate speech because it does not contain
a deÞnition itself. Instead, it refers throughout to Òillegal hate speech.Ó527 This
reference includes the deÞnition of hate speech which exists in the Code of Conduct
the EU asked major Social Media platforms to sign.528 It also aims to allow the
Member States to enforce their national standards in this respect. In Europe, the
European Court of Human Rights (ECtHR) plays in important role in harmonizing
the standards for the protection of free speech across the 46 Member States of the
Council of Europe.52927 of those are also EU members, where the DSA applies.530

This means that the ECtHR will continue to play an important role in deÞning the
acceptable standards for free speech and what constitutes hate speech. National
institutions within the EU Member States are likely to play an even more important
role daily for deÞning hate speech and whether users have been properly removed
from the platforms or not.

Meta updated their hate speech policy in January 2025.531 The new policy
has replaced references to Òhate speechÓ with references to Òhateful conduct.Ó532

The platform has removed the reference to Òstatements of inferiority, expressions
of contempt or disgust; cursing; and calls for exclusion or segregationÓ as well

526 See Detecting Violations, M!"# , https://transparency.meta.com/enforcement/detecting-violations/
[https://perma.cc/HH8J-9PHW] (last visited Mar. 6, 2026).

527 See, e.g., DSA,supranote114, pmbl.¦¦ 12, 62, 80, 87, 106, art 12.
528 See supraPart II.A.
529 SeeN#"#$%!A$&%'%#()*, H#"! S+!!,- #.( "-! E*/)+!#. C)*/" )0 H*1#. R%2-"379 (Taylor &

Francis Group 2025) (ebook).
530 See The Council of Europe and the European Union: Partners in Promoting Human Rights and

Democracy, C)*.,%$ )0 E*/)+! (2024),https://edoc.coe.int/en/di! erent-roles-shared-values/6332-
leaf let-the-council-of -europe-and-the-european-union-partners-in-promoting-human-rights-and-
democracy.html[https://perma.cc/9QUY-ATHQ].

531 See Hateful Conduct, M!"# , https://transparency.meta.com/policies/community-standards/hateful-
conduct/[https://perma.cc/J54M-VW4C] (last visited Mar. 6, 2026).

532 Id.
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as to Òslurs that are used to attack people on the basis of their protected
characteristics.Ó533 This alone is di! erent from the law that exists in some EU
states. Several of the removed phrases would be captured by French hate speech
legislation, for instance.534French law punishes defamation and insult and foresees
penalty enhancements when defamation and insult occur on the basis of someoneÕs
membership or non-membership of a speciÞc ethnic group, nation, race or religion,
their sex, their sexual orientation or gender identity or their disability.535 The
FrenchCour de Cassation(Supreme Court of the Ordinary Jurisdiction in France)
has held that the penalty enhancement for group defamation applies to statements
posted on Twitter, against a religious group falsely accusing it of having committed
crimes in the past.536

Some other policy measures Facebook announced in January 2025 are
compatible with the current content moderation practices it already follows
under the DSA. Increasing the conÞdence threshold before removing content is
something that the DSA itself is trying to achieve, thanks to the increased role it
foresees for user reporting of hateful materials and the increase in legal avenues
it requires the platforms and European states to make available to users. With
the exception of removing restrictions on topics like immigration and gender,
the policy changes announced do not appear to change much to the current
content moderation practices. Increasing the conÞdence threshold before removing
content, which Facebook also announced,537 will most likely require some expert
fact-checking, a requirement under the DSA.538

Furthermore, FacebookÕs new policies, interesting as they are, do not seem
to create more legal avenues for users to complain about policies such as the ones

533 Id.
534 Loi du 29 juillet 1881 sur la libert«e de la presse [Law of July 29, 1881 on the Freedom of the Press],

ch. IV, arts. 23Ð35.
535 Id. arts. 32Ð33.
536 Cour de cassation [Cass.] [supreme court for judicial matters] crim., Oct. 15, 2019, 18-85.368, In«edit,

ECLI:FR:CCASS:2019:CR01825 (Fr.) (Þnding that a statement on Twitter according to which ÒJewish
people are the ones responsible for the massacre of thirty million Christians in USSR between 1917 and
1947Ó constitutes group defamation under article 32, because it attributes to the Jewish people a fact which
may be proven otherwise, and which violates their honor and their consideration).

537 SeeHendrix,supranote469.
538 See supraPart II.A.2.
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users have in the EU under the DSA, as analyzed earlier.539In case of disagreement
between a user and the platform, the only avenue that remains available is the
Facebook Oversight Board.

Combatting hate speech and misinformation has always been challenging.
The di! culties largely relate to deÞning what kind of speech should be considered
hateful. Previously, arguments against limiting hate speech against social groups
were based on the distinction between general claims against social groups and
individualised expressions against persons. Scholars were arguing in the past that
broad negative utterances against social groups should not trigger the enforcement
mechanism against hate speech.540 The reasons for this di" erence in treatment
is that broad, hateful utterances against social groups are easily refutable by
more speech. Individualised defamatory expressions against persons, on the other
hand, arbitrarily associate a person with a social group and project upon them
negative qualities associated with the same group. This kind of speech, the
argument goes, should trigger the enforcement of anti-hate speech regulation.
Hate speech frequently attributes social stereotypes associated with groups to
individuals. Persons are associated arbitrarily with social groups and with the
negative characteristics that these social groups have. In this case, hate speech
should be limited by government. Government intervention is necessary when a
person experiences a verbal attack which attributes to her characteristics attributed
arbitrarily to a social group she is classiÞed as being a member of. The justiÞcation
for limiting speech is the arbitrariness which exists in the association of some
characteristics with a person and in the association of the person with the social
group. The person is denied the possibility to deÞne for herself her personality
and show it to others. This distinction between broad defamatory utterances and
individualised attacks against persons needs to be evaluated anew in the context of
online communication. Algorithms trigger targeted content which may reproduce
broad hateful claims against groups in ways that are persistent upon a user. Constant
exposure to hate speech together with the inability of checking the accuracy of
these claims runs the risk of deteriorating the social standing of members of social
groups which have historically experienced discrimination. Users are Òcaptive

539 See supraPart III.A.
540 SeeIoanna Tourkochoriti,Should Hate Speech be Protected? Group Defamation, Party Bans and the

Divide Between Europe and the US, 45C!"#$ . H#$ . R%&. L. R'( . 552, 552Ð622 (2014).
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audiencesÓ of hateful utterances. Further research in psychology is urgently needed
to evaluate how people react to being targeted with hate speech due to algorithmic
prioritization.

Furthermore, new concerns constantly emerge from the ability of AI to
generate hate speech itself. For example, an AI chatbot called Grok created by xAI
shared on X a series of antisemitic posts.541 This was later attributed to the AIÕs
primitive nature and a need for better automated systems to ban hate speech before
it is posted.542 The comments were deleted and xAI published an apology,543 but
the very presence of the comments and the absence of any mechanism that would
prevent them from being posted is very concerning about the ability and willingness
of the platform to prevent similar material from being made available. AI progress
is likely to lead to similar phenomena in the future, because the competition
between tech companies leads them to overlook ethics issues.544 The combination
of prioritization algorithms with AI Chatbots that engage in hate speech are likely
to lead to systemic risks of transmitting hateful information across the internet at
a very high speed. The DSA, which obliges the platforms to create crisis protocols
and authorizes national authorities and the EU to impose sanctions upon platforms
should this situation occur, is o! ering a way that may protect users from being
exposed to defamatory inaccurate information that is likely to incite to hatred and
violence. The EU authorities were quick to respond to GrokÕs dissemination of hate
speech and to ask X to discuss why this occurred.545

The DSAÕs success in fostering collaboration between platform
representatives and civil society actors to collaborate on methods of content

541 Kate Conger,Elon MuskÕs Grok Chatbot Shares Antisemitic Posts on X, N.Y. T!"#$ (July 8 2025),
https://www.nytimes.com/2025/07/08/technology/grok-antisemitism-ai-x.html[https://perma.cc/48YQ-
YXEK].

542 Paresh Dave,Elon Musk Unveils Grok 4 amid Controversy over ChatbotÕs Antisemitic Posts, W!%#&
(July 10, 2025),https://www.wired.com/story/grok-4-elon-musk-xai-antisemitic-posts/#intcid=wired-
article-bottom-recircc5ee0d61-16d2-49e8-9a32-1e3c4d524997roberta-similarity1[https://perma.cc/B
6WD-AEX7].

543 Kate Conger,Grok Chatbot Mirrored X UsersÕ ÔExtremist ViewsÕ in Antisemitic Posts, xAI Says, N.Y.
T!"#$ (July 12 2025),https://www.nytimes.com/2025/07/12/technology/x-ai-grok-antisemitism.html
[https://perma.cc/QC9G-VG7F].

544 SeeNoam Kolt,Algorithmic Black Swans, 101W'$( . U. L. R#). 1177, 1200 (2024).
545 Elisa Gkritsi,EU Calls in X to Talk Grok After Antisemitic Outbursts, P*+!,!-* (July 14, 2025),https:

//www.politico.eu/article/european-commission-x-artiÞcial-intelligence-chatbot-grok-antisemitism/
[https://perma.cc/HQA5-E42Q].
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moderation, with an emphasis on the need for human moderators to be well-
trained and aware of local contexts, can also be very beneÞcial for detecting hate
speech .546

B. Using AI To Filter Hate Speech And Misinformation.

Content moderation as practiced by major platforms themselves is highly
problematic. Scholars are alert to the dangers of imposing excessive limits
to freedom of expression by using AI in content moderation.547 Moderation
technology is not accurate and it is not sure that it has the level of nuance that
is required to detect hate speech. Its use may be overinclusive and underinclusive
at the same time. A 2024 study, commissioned by the NGO The Future of Free
Speech, focusing on Germany, Sweden, and France, showed that the use of AI in
content moderation returns too many false positives, even for those legal systems
that limit hate speech.548 The study brought together academics who examined
whether speech that had been removed by Facebook and YouTube in Germany,
Sweden, and France would fall under the scope of the applicable legislation in each
one of these countries.549 It involved using researchers to double-check speech that
had been removed against the relevant legislation limiting hate speech. They found
that only 10%Ð15% of the speech that had been removed fell under the scope of
the relevant legislation.550

The challenges in detecting hate speech and misinformation threaten the
democratic character of online communication itself. Distinguishing truth from
falsity is particularly challenging for democracy because ßagging and Þltering
content implies serious disempowerment for speakers and users of online
information.551 The state of the art lies in automated detection systems using large
language models (LLMs). These are computer models that can be purposed to

546 Eur. Bd. For Digit. Services,supranote24, at 34.
547 Evelyn Douek,Content Moderation as Systems Thinking, 136H!"# . L. R$#. 528, 551 (2022).
548 T%$F&'&"$ () F"$$ S*$$+%, P"$#$,'-,. ÒT(""$,'/ () H!'$ Ó(" S'-)0-,. F"$$ E1*"$//-(,

O,0-,$ ? 6 (May 2024),https://futurefreespeech.org/wp-content/uploads/2024/05/Preventing-Torrents-
of-Hate-or-Stif ling-Free-Expression-Online-The-Future-of-Free-Speech.pdf[https://perma.cc/M6LU-
Y7VS].

549 Id. The author of this article was among the academics involved in the study on France.
550 Id.
551 Sille O. S¿e,Algorithmic Detection of Misinformation and Disinformation: Gricean Perspectives, 74

J. D(+&2$,'!'-(, 309, 331 (2018).
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recognize and Þlter or ßag certain content that contains false information.552LLMs
use datasets which are collections of works, e.g. news articles, which have been
labeled as ÒfalseÓ or ÒtrueÓ to check information.553 Once models are built and
their performance evaluated, they can be implemented for real world use, where it is
unclear how they decide on their labeling.554A type of these models are the natural
language processing models, use of which can lead to problematic situations to the
extent that they pick up cultural biases about gender, race, ethnicity, and religion.555

This means that it is important to ensure that datasets must train models to do
what they are intended to do and to avoid the accidental propagation of undesirable
patterns in the data. Some scientists argue that linguistic data will always include
pre-existing biases.556 Those gender-based biases are due to word embedding.557

Embedding consists of providing a dictionary for computer programs that use
words. Words are associated with semantic meanings and with other words. These
then create arithmetic models that capture a variety of relationships which may
reßect sexist and other attitudes.558 Computer programming has evolved towards
debiasing algorithms. Nevertheless, this debiasing does not fully eliminate the
presence of bias. In some attempts, 6% of new instances of word embedding were
still judged as reproducing stereotypes.559All these di! culties complicate the task
of detecting misinformation.

552 See generallyLynn E.M. de Rijk, Who Gets to Decide What Is True? The Free Speech Problem
and the Importance of Datasets to False Information Detection Models(2022) (MRes Linguistics and
Communication Sciences Thesis, Radbound University, unpublished study on Þle with author). I am grateful
to Lynn for the references to literature in Linguistic and Communication Sciences in this paper.

553 Id. at 4.
554 Id.
555 Tolga Bolukbasi et al.,Man Is to Computer Programmer as Woman Is to Homemaker? Debiasing Word

Embeddings, !" X#$, at 1 (July 21, 2016),https://arxiv.org/pdf/1607.06520[https://perma.cc/42JE-H73K];
Robyn Speer,Conceptnet numberbatch 17.04: Better, Less-Stereotyped Word Vectors, C%&'()* N(* B+%,
(Apr. 24, 2017),http://blog.conceptnet.io/posts/2017/conceptnet-numberbatch-17-04-better- less-
stereotyped-word-vectors/[https://perma.cc/2LB6-2LEB].

556 Emily M. Bender & Batya Friedman,Data Statements for Natural Language Processing: Toward
Mitigating System Bias and Enabling Better Science, 6 T"!&-!'*#%&- A-- Õ& .%" C%/)0*!*#%&!+
L#&,0#-*#'- 587, 604 (2018).

557 SeeSpeer,supranote555.
558 SeeSpeer,supranote555.
559 SeeBolukbasi,supranote555, at 8.
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Furthermore, researchers use two approaches to detect false information: one
based on content, and one based on context.560 The approaches based on content
focus either on style or on knowledge. In the style-based approach, several elements
in a publication are used to classify it as misinformation, such as textual or linguistic
features, images, and the relation between headline and article.561 The knowledge-
based models presuppose a list of facts made available by their creators, against
which they check arguments in a text under consideration.562 A context approach
uses elements in the context surrounding a post, such as metadata, user behavior,
and how the post is propagated in the social media network (spreading patterns,
reliability of the source).563 All these approaches indicate that there is a great
degree of subjectivity that is at stake. The model designer has virtually unlimited
freedom to create a model that limits speech.

These models are created with some underlying assumptions that inform
the data collection and labeling.564 Fact-checking is done by journalists and
researchers collecting data from sources that are deemed reliable or unreliable.565

To evaluate the accuracy of information, the models use mainstream online
newspapers and data labeled by journalists. Labelling is done by experts or
researchers making use of journalist-managed sources.566 Several di! culties arise
in this process, in part because there are many cases which fall along the continuum
between truth and falsity. The case of satire is particularly interesting because some
of these models consider it as Òfalse information,Ó while others donÕt. The methods
of data labeling are not always clear and the entire process depends entirely on the
subjectivity of the evaluator. Although journalists are trained in fact-checking, their
judgment is also subjective. Researchers by themselves do not seem to be able to
trace the line between false information and the edge cases of misinformation.567

AI models are likely to limit too much speech, unless human moderators also
intervene. Researchers suggest that the solution to the problem of developing a false

560 Seede Rijk,supranote552, at 5.
561 See id.
562 Id.
563 Id.
564 Id. at 11.
565 Id.
566 Id. at 21.
567 Id. at 23.
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information detection model should focus on where the model will be implemented
to reduce the risk of false positives.568

The latest research on LLMs indicates that they are capable of impressive
results. They are becoming better at capturing misinformation. They are able
to Òhandle images, access timely and credible knowledge on the web, retrieve
evidence that refutes or contextualizes the given content that may or may not
be misinformation, and generate clear explanations with accurate and trustworthy
references.Ó569 They even respond automatically to potential misinformation.570

They can determine the credibility of web pages by looking up their publishersÕ
factuality and bias ratings.571 They can extract text from each web page they refer
to as evidence to verify if misinformation exists.572 The quality of their responses
is estimated to be 8-10% better than the crowd-sourced misinformation analyses
on X.573 Nevertheless, they still are not able to recognize misinformation that is
partially correct and even factual but may be misleading through the tactics of its
use and across domains, and they are ill equipped to identify misinformation on
social media.574 Addressing such misinformation requires understanding content
that is multimodal along with its context.575 Furthermore, any errors LLMs make
may actually contribute to misinformation. A study found that even when an LLM
expressed uncertainty about the accuracy of false headlines, participants were still
inclined to believe and share them.576

Other studies have shown that as promising as they are, LLMs present
both opportunities and challenges.577 They are prone to hallucinations may well
create unreliable information themselves. They may well be used by malicious

568 Id. at 24.
569 Xinyi Zhou et al.,Correcting Misinformation on Social Media with a Large Language Model, !" X#$,

at 3 (Jan. 11, 2026),https://doi.org/10.48550/arXiv.2403.11169[https://perma.cc/59DZ-3CM4].
570 Id.
571 Id.
572 Id.
573 Id. at 5.
574 Id. at 2, 7.
575 Id. at 7.
576 Matthew R. DeVerna et al.,Fact-Checking Information from Large Language Models Can Decrease

Headline Discernment, PNAS, at 6 (Dec. 4, 2024),https://www.pnas.org/doi/pdf/10.1073/pnas.2322823121
[https://perma.cc/4MF4-EYZR].

577 Isabelle Augenstein et al.,Factuality Challenges in the Era of Large Language Models and
Opportunities for Fact-Checking, N!%. M!&' . I(%)*. 852, 852 (2024).
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disinformation actors to generate information that will be then used as training
data for other LLMs.578 They can be used by fake accounts to spread hateful
and manipulative content, altering important parts of public opinion. Furthermore,
generative AI tools can generate inÞnite variations of misinformation claims that
may reach an enormous number of users, undermining e! orts to fact-check.579

State-of-the-art tools are not able to distinguish between legitimate Twitter/X
accounts and those managed by ChatGPT. LLMs may be used in fact-checking
only when their advantages are balanced with responsible and ethical practices.580

LLMs may only support human moderators when they have Þrst fact-checked
claims by identifying sections of documents Òthat repeat a previously fact-checked
claim or that make a claim semantically equivalent to a previously veriÞed one.Ó581

This means that it is not possible to dispense with human content moderators
altogether, biased as they may be.582 It is also promising that as noted above, at
least 4 Justices of the US Supreme Court are skeptical about extending expressive
rights to the use of AI by social media platforms.583

FacebookÕs latest policy announcement indicates that they will focus
automated Þlters only on illegal and high-severity violations.584 This policy is
promising and it will likely reduce the number of false positives. It also means that
the di! erences in understanding illegality in the area of hate speech between the
EU and the US will manifest themselves here as well. Because the DSA captures
more speech than what is considered to be illegal in the U.S., e.g. hate speech, this
will likely lead to a division of the internet as far as the deÞnition of hateful content
is concerned.

C. Alternative Solutions: ÒImmunizing And Empowering End UsersÓ

Any solution in the area of misinformation must involve raising awareness.
Studies have shown that raising awareness serves the role of ÒimmunizingÓ

578 Id. at 854, 856.
579 Id. at 856.
580 Id. at 858.
581 Id.
582 Mahi Kolla et al.,LLM-Mod: Can Large Language Models Assist Content Moderation?, in E!"#$%#%

A&'"()*"' +, "-# CHI C+$,#(#$*# +$ H./)$ F)*"+(' 0$ C+/1."0$2 S3'"#/' 1, 2 (2024).
583 See supraPart III.B.1.
584 SeeHendrix,supranote469and accompanying text.
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users.585 One of the most di! cult questions that arises in the area of hate speech
is how past experience of individuals and societies a" ects how people perceive
hate speech. Hate speech appeals to emotions. It is also addressed from a position
of authority. How would humans judge an utterance as hateful and what aspects
can we use to decide? It is important for research to devise ways of getting society
involved in making these decisions. Facebook appointed content moderators with
linguistic and cultural expertise.586Another solution is to enhance the role of NGOs
which engage in direct interaction and communication in an attempt to change
online usersÕ attitudes towards hate speech. NGOs like#IAmHereare already
interjecting themselves in the public debate and trying to a" ect the conversations
occurring online which are perceived as hateful or demeaning by them.587 The
French legislation o" ering civic training in schools for minors on these issues is an
important step in this direction.588The Reports that the European Board for Digital
Services is obliged to draft on the application of the DSA is also an important
opportunity to bring together civil society organisations and representatives by the
platforms to reßect on the standards of content moderation policies.589

Another solution may come from the fact that receiving technology has also
improved signiÞcantly. The receivers of information online can nowadays a" ect the
content of information that is reaching them. This means that another option would
be to suggest government regulation that requires large social media platforms
to make available ÒmiddlewareÓ companies which provide content moderation
and recommendation services.590 The receivers could use di" erent companies to
perform these tasks. These middleware options can allow users to delegate curation
to providers of their choosing, by subscribing to providers of their choice. They can
choose services they trust to align with their interests.591Bluesky, for instance, has

585 Nico Grant & Ti" any Hsu,Google Finds ÔInoculatingÕ People Against Misinformation Helps Blunt Its
Power, N.Y. T!"#$ (Aug. 24, 2022),https://www.nytimes.com/2022/08/24/technology/google-search-
misinformation.html[https://perma.cc/3J6R-66SM].

586 See How Review Teams Work, M#%&(Nov. 12, 2024),https://transparency.meta.com/enforcement/de
tecting-violations/how-review-teams-work/[https://perma.cc/SV9D-SLN5].

587 SeeJessica Bateman,Ô#IAmHereÕ: The People Trying to Make Facebook a Nicer Place, BBC N#'$
(June 9, 2019),https://www.bbc.com/news/blogs-trending-48462190[https://perma.cc/48DA-KDSJ].

588 See supraPart II.B.
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590 S(&)!*+ %(# F,%,-# ./ S.0!&1 M#2!& '!%( M!221#'&-# 8, 10 (Luke Hogg & Ren«ee DiResta eds.,

2024);see alsoBalkin, supranote71, at 149Ð50.
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already given its users the ability to label content and prevent it from appearing in
their feed.592The DSA encourages the use of middleware by requiring transparency
in algorithmic processes and enhancing user control of the feed they receive.593

Furthermore, users can modify the content they receive in ways that reduce
its hateful or insulting impact. It is possible to apply smart Þlters that reformulate
hate speech or replace it with content that approximates its semantic value.
Existing technology o! ers paraphrasing capabilities through machine-learning-
based systems currently under development in text AI and natural language
processing.594 Technology enables solutions that are not binary: users can alter
what they see, while speakersÕ expression is not entirely restricted. In such
cases, platforms can claim to have removed a signiÞcant quantity of harmful
content (e.g., 70%), while users retain the option to disable these Þlters. It is
crucial to explore the philosophical and epistemological implications of this
practice and to determine the most appropriate legal response. The use of this
technology for moderating hate speech o! ers signiÞcant advantages, potentially
creating a situation where platforms no longer need to make direct decisions
about speech moderation. However, broader implementation of this technology on
online platforms raises several concerns. Most notably, speakers remain unaware
of the modiÞcations made to their utterances. This technological development
raises important questions regarding the protection of speakers!autonomy and self-
deÞnition.

Under International Human Rights Law, speech may be limited only when
the principle of proportionality is respected.595 This principle requires that any
restriction on speech must be necessary, appropriate, and not excessive in relation

592 See Blueskey User FAQ, B!"#$%&(May 19, 2023),https://bsky.social/about/blog/5-19-2023-user-faq
[https://perma.cc/AW37-QPXX].

593 See supraPart II.A.3.
594 Jianing Zhou & Suma Bhat,Paraphrase Generation: A Survey of the State of the Art, in P'()##*+,-$ (.

/0# 1213C(,.#'#,)# (, E45+'+)6! M#/0(*$ +, N6/"'6! L6,-"6-# P'()#$$+,- 5075, 5075Ð86 (2021).
595 European Convention on Human Rights, art. 10 (Nov. 4, 1950) (ÒFreedom of expression 1. Everyone

has the right to freedom of expression. This right shall include freedom to hold opinions and to receive
and impart information and ideas without interference by public authority and regardless of frontiers. This
article shall not prevent States from requiring the licensing of broadcasting, television or cinema enterprises.
2. The exercise of these freedoms, since it carries with it duties and responsibilities, may be subject to such
formalities, conditions, restrictions or penalties as are prescribed by law and are necessary in a democratic
society, in the interests of national security, territorial integrity or public safety, for the prevention of disorder
or crime, for the protection of health or morals, for the protection of the reputation or rights of others,
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to the legitimate aim pursued. The question that emerges is whether altering speech
through automated Þlters constitutes a proportionate response to preventing harm
to others. Freedom of expression protects several fundamental interests and core
values.596 These include individual autonomy, the pursuit of truth through open
debate, and democratic self-governance.597 Free speech has been characterized as
Òthe most human rightÓ due to its crucial role in conceptualizing and defending all
other human rights.598 When a personÕs speech is altered without their knowledge
or consent, all these interests and values are seriously compromised. The use
of automated paraphrasing Þlters raises signiÞcant concerns that warrant further
research. While platforms might beneÞt from reduced moderation burdens, such
technology fundamentally alters a speaker!s expression without their awareness or
ability to respond. The Digital Services Act (DSA) already o! ers an alternative
solution: notice and action mechanisms that require platforms to investigate
user reports of hateful or misinformative speech.599 This approach may be
preferable to automated paraphrasing because it preserves speaker autonomy
while still addressing harmful content. Unlike automated Þlters, notice and action
mechanisms allow speakers to know when their content is challenged and provide
them an opportunity to defend their expressionÑa procedural safeguard essential
to respecting freedom of speech.

C!"#$%&'!"

The two systems of social media regulation are o! ering di! erent approaches.
The DSA seems to be o! ering a more robust system of protection of the users
of social media platforms than the legal regime that exists in the US. The DSA
reßects a conception of the government dominant in Europe according to which
it is legitimate for the state to address social power imbalances. The social media
platforms play an important role in deÞning the infrastructure of the public sphere
and in enabling citizens to express themselves. If social media platforms have
emerged as strong social actors that are threatening the expressive rights of the
average citizen, then the government has legitimacy to protect the expressive

for preventing the disclosure of information received in conÞdence, or for maintaining the authority and
impartiality of the judiciary.Ó).

596 Joshua Cohen,Freedom of Expression, in 22 P!"#$%$&!' & P()#"* A++,"-%207, 211 (1993).
597 See generallyE-"* H."/0. , H,1. S&..*! ,/2 D.3$*-,1"* C"1"0./%!"&(2016).
598 See generallyE-"* H."/0. , T!. M$%1H(3,/ R"4!1: W!' F-.. S&..*! "% E5.-'1!"/4 (2022).
599 See supraPart II.A.
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rights of the citizens over those of the platforms themselves. The doctrine of the
Òhorizontal e! ectÓ is the legal translation of this conception of the role of the
government. It means that the constitutional rights of the users of social media
platforms may be a" rmed against the platforms themselves. Users of social media
platforms may refer to their constitutional rights to free speech against social media
platforms within EU member states. The European Commission was motivated
by a similar conception to enact legislation to protect the procedural rights of the
users of social media platforms to challenge limits to their speech imposed by the
platforms.600The Commission sees as the Òthe problem driversÓ which necessitate
its regulation the fact that Òprivate companies make fundamental decisions with
signiÞcant impact on users and their rights.Ó601 It considers the way the companies
are applying their terms of service and community standards as having no Òchecks
and balancesÓ and as being Òopaque.Ó602It is concerned that the tools the platforms
are using for content moderation Òare not consistently accurateÓ and that they lead
to Òoverenforcement.Ó603The rationale the Commission proposes to regulate social
media platforms reßects the doctrine of the horizontal e! ect in the protection of
the rights included in the EU Charter. The DSA enhances the procedural rights
the users have across the EU within each EU member state. Furthermore, the DSA
makes enforceable against social media platforms that o! er services within the EU
the legislation against hate speech that exists already within EU member states.

The US legal system, which relies on the state action doctrine, recognizes
constitutional protection only for the free speech rights of the social media
platforms themselves. This leads to a reluctance in developing regulation to protect
usersÕ free speech rights when these are limited by social media platforms. It also
means that the platforms are allowed to decide on their own whether they will
limit hate speech. The constitutional freedom of speech rights of the users of social
media platforms do not apply against the platforms due to the state action doctrine,
which means that these rights only cover usersÕ ability to choose which social media
platform to use and to decide whether they prefer a moderated or a non-moderated
platform. The result in the US is that strong economic and political actors are able
to create their own platforms and to ensure access to those who agree with them,

600 Eur. CommÕn,supranote4, at 26Ð27.
601 Id. at 25.
602 Id. at 25.
603 Id. at 25.
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while the Europeans are willing to regulate existing strong social media platforms
to ensure everyone has access to them. The European system aims to guarantee
pluralism within each social media platform Ð except for hate speech. In the area of
hate speech, national legislation and standards will apply as informed by the case
law of the ECtHR. This means that a division of the internet is likely to emerge
even between EU member states as regards the standards of content moderation.
A variation in the same standards is likely to occur between Europe and the US if
platforms scale back their content moderation there.

The DSA is likely to have a global e! ect thanks to the regulatory gap that
exists in the US. Recent declarations by social media platforms CEOs indicate some
scaling back of content moderation in the US, while platforms are also maintaining
several of their existing practices.604 Platforms are likely to continue engaging
in content moderation that meets the DSA requirements even where they have
no legal obligation to do so, such as in the US. This has several advantages and
disadvantages. Users based in the US will also be protected against hate speech
and misinformation. However, they will not have the same procedural rights to
challenge limits to their speech that users have within the EU. Whether large social
media platforms are likely to abide by the DSA outside of the EU depends on
whether they are interested in the reputational beneÞts that accompany responsible
business practices. The fact that they maintain their global content moderation
teams suggests they do.605 In general, the movement towards responsible business
practices seems to be gaining ground. If governments do not regulate platforms
to protect usersÕ procedural rights, platforms should self-regulate by providing
avenues for users to complain similar to those that the DSA a! ords European users.
Europeans are likely to experience more limits on their speech, due to legal regimes
in Europe that restrict speech more extensively than in the US, but they also have
more legal avenues to challenge such restrictions.

The uncertainty regarding the impact of algorithmic prioritization on human
thinking has led several scholars to invoke the framework of militant democracy to
justify regulating social media platforms.606 These concerns are signiÞcant given

604 See supraPart IV.A.
605 See, e.g., Transparency Center, M!"# , https://transparency.meta.com[https://perma.cc/TX7T-J6YA]

(last visited April 1, 2026) (information on global content moderation teams).
606 See generallyNetanel,supranote13; Haupt,supranote37.

https://transparency.meta.com
https://perma.cc/TX7T-J6YA
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the enormous economic and social power these platforms exercise over the public
sphere, deÞning the rules of public debate. The EU approach certainly reßects a
militant democracy mentality. It also expresses a greater willingness than the US to
redistribute speech rights in order to ensure that everyone enjoys equally e! ective
free speech, to the extent possible.607 Nevertheless, there are still several issues
worth exploring to ensure that the DSA is applied in a way that does not excessively
limit personal liberties. There is always the danger of erring on the side of under-
protecting speech in the enforcement of the DSA.

Although the dangers of misinformation and exposure to hate speech might
not be acute for large parts of the population, who seem to receive information
from multiple sources and not from social media platforms alone, there are some
parts of the population that are exposed to the dangers of the echo-chambers.608

Given that the most politicized and politically active parts of the population are
likely to be exposed to discourses they are not willing to verify, it is important to
conduct further research in order to investigate the impact of hate speech online.
Some regulation that recognizes access rights to large social media platforms may
also alleviate a feeling of alienation which is likely to lead to radicalization.

That said, both systems of regulation need further research in order to
redeÞne their priorities in relation to a constantly-evolving, state-of-the-art of the
technology used by very large social media platforms. It is important to investigate
the challenges that regulating online extreme speech poses for governments and
private actors (online platforms). It is important also to focus on the transnational
enforcement of the DSA and how it a! ects the standards of protection of online
users globally. It is necessary to recommend a balance between under-enforcement
and over-enforcement of limits to hate speech. Research is needed to enlighten what
should count as hateful, violent, dangerous, o! ensive, or defamatory expression
online. That task will include evaluations of the positive legal obligations borne
by governments under the DSA to counter hate speech and disinformation. It is
important to investigate the regulation of extreme speech from dual perspectives,
including the consequences that exposure to extreme speech can have upon
vulnerable sections of the population, and the consequences that limiting speech
can have upon the users whose freedoms are limited.

607 SeeT!"#$!%&!#'(' , supranote15, at 137.
608 See generallyGuess et al.,supranote517.
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As AI-generated summaries increasingly displace traditional search results, users are
less likely to visit the underlying websites where content is published. This shift has
sharply reduced tra! c to those sites, threatening the economic viability of content
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test: licensing is warranted only when (1) the content has demonstrable value for AI
training, (2) withdrawal is the rational market outcome absent remuneration, and (3)
voluntary licensing fails due to transaction costs or bargaining frictions. Together,
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I !"#$%&'"($!

In June 2025,The Wall Street Journalreported a sharp and accelerating
decline in referral tra! c to online publishers.1 Major outlets such asHu! Post,
Business Insider, andThe Washington Posthad lost half or more of their search-
driven visits over three years.2 This erosion coincided with the rise of AI-generated
summaries in place of traditional search results.3 Where users once typed a query,

1 Isabella Simonetti & Katherine Blunt,News Sites Are Getting Crushed by GoogleÕs New AI Tools,
W,33 S". J., Jun. 10, 2025,https://www.wsj.com/tech/ai/google-ai-news-publishers-7e687141[https:
//perma.cc/2L55-HR9V].

2 Id.
3 According to one study, adding AI-generated summaries to search results cuts the likelihood of users

clicking through to a source by about half.SeeAthena Chapekis & Anna Lieb,Google Users Are Less
Likely to Click on Links When an AI Summary Appears in the Results, P./ R*'1 . C"#. (July 22, 2025),

https://www.wsj.com/tech/ai/google-ai-news-publishers-7e687141
https://perma.cc/2L55-HR9V
https://perma.cc/2L55-HR9V
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scanned snippets, and clicked through to original sites, they are now often presented
with an AI-composed answer that is condensed, polished, and complete enough to
obviate the visit.4

For many publishers, this shift is not merely inconvenient; it is destabilizing.
Referral tra! c underwrites both advertising revenue and subscription pipelines.5

A sustained collapse in that tra! c forces di! cult adjustments, such as reductions in
sta" , consolidation of coverage, migration behind paywalls, or a pivot to alternative
products such as branded apps and events.6 The pattern extends well beyond news.
Independent bloggers, niche review sites, technical explainers, and specialized
forumsÑmany of which are run by small teams or individualsÑface the same
pressure.7 In each case, the audience still wants the content, but increasingly
consumes it through an intermediary that returns little or nothing to the original
source.

The scale of this redirection has grown markedly. A decade ago, Google
crawled roughly two pages for every visit it sent back to a publisher.8 By late 2024,
those ratios had become unrecognizable: Google was at 18:1, OpenAI at 1,500:1,
and Anthropic at 60,000:1.9 This means that for every user a large language model
sends to a publisher, it may have already consumed multiple orders of magnitude
more content from the same source. Today the web remains rich in high-quality
material, but for many creators, the economics of keeping it open have changed
materially.

Generative AI systems depend on that openness. Large language models
(LLMs) are trained on vast and varied datasets including books, news articles,

https://www.pewresearch.org/short-reads/2025/07/22/google-users-are-less-likely-to-click-on-links-
when-an-ai-summary-appears-in-the-results/[https://perma.cc/M2DP-VFF6].

4 See id.(observing that approximately sixty percent of respondents reported seeing an AI-generated
summary in Google search results in March 2025).

5 SeeSimonetti & Blunt,supranote1.
6 Id.
7 SeeAlex Bocharov,Declare Your AIndependence: Block AI Bots, Scrapers and Crawlers With A Single

Click, T!" C#$%&'()" B#$* (July 3, 2024),https://blog.cloudßare.com/declaring-your-aindependence-
block-ai-bots-scrapers-and-crawlers-with-a-single-click/[https://perma.cc/AY57-LC5B].

8 Christine Wang,Publishers Facing Existential Threat from AI, Cloudßare CEO Says, A+,$- (Jun. 19,
2025),https://www.axios.com/2025/06/19/ai-search-trafÞc-publishers[https://perma.cc/X6AX-DJCL].

9 Id.

https://www.pewresearch.org/short-reads/2025/07/22/google-users-are-less-likely-to-click-on-links-when-an-ai-summary-appears-in-the-results/
https://www.pewresearch.org/short-reads/2025/07/22/google-users-are-less-likely-to-click-on-links-when-an-ai-summary-appears-in-the-results/
https://perma.cc/M2DP-VFF6
https://blog.cloudflare.com/declaring-your-aindependence-block-ai-bots-scrapers-and-crawlers-with-a-single-click/
https://blog.cloudflare.com/declaring-your-aindependence-block-ai-bots-scrapers-and-crawlers-with-a-single-click/
https://perma.cc/AY57-LC5B
https://www.axios.com/2025/06/19/ai-search-traffic-publishers
https://perma.cc/X6AX-DJCL
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technical documentation, forum discussions, and more.10 In the United States, this
training has proceeded under a broad reading of the fair use doctrine, which permits
copying and reuse for transformative purposes without prior authorization.11

This permissive environment has been central to U.S. leadership in AI,
lowering entry costs and enabling both startups and incumbents to train powerful
general-purpose and domain-speciÞc systems at scale.12

Until recently, the principal constraint on training was legal uncertainty,
especially regarding the scope of fair use.13 These doctrinal issues have been

10 Large language models reßect both the quality and quantity of their underlying data.SeeJared Kaplan
et al.,Scaling Laws for Neural Language Models, A! X"# (2020) (noting the importance of quantity),https:
//arxiv.org/pdf/2001.08361[https://perma.cc/LJ9V-CYYB]; Ming Li et al., From Quantity to Quality:
Boosting LLM Performance with Self-Guided Data Selection for Instruction Tuning, A! X"# (2023) (noting
the importance of quality),https://arxiv.org/pdf/2308.12032[https://perma.cc/V6EJ-4W5V].

11 SeeMark A. Lemley & Bryan Casey,Fair Learning, 99T$%. L. R$#. 743, 745Ð46 (2021) (observing
that a permissive fair use regime has facilitated the rapid development of large language models). Fair use
turns on four statutory factors: Ò(1) the purpose and character of the use, including whether such use is of a
commercial nature or is for nonproÞt educational purposes [and whether it is transformative]; (2) the nature
of the copyrighted work; (3) the amount and substantiality of the portion used in relation to the copyrighted
work as a whole; and (4) the e! ect of the use upon the potential market for or value of the work.Ó&' U.S.C.¤
&(' . No single factor is dispositive.SeeAndy Warhol Found. for the Visual Arts, Inc. v. Goldsmith, 598 U.S.
508 (2023). The doctrineÕs application is famously uncertain. Lemley and Casey quote Lawrence LessigÕs
remark that fair use is Òthe right to hire a lawyer.Ó Lemley & Casey,supra11, at 763 (quotingL)*!$+,$
L$--". , F!$$ C/01/!$ 187 (2004)).

Courts evaluating LLM training could, for example, conclude under factor one that training serves a
distinct, transformative purpose because the model learns from the articles rather than reproducing them
to substitute for subscriptions. Under factor two, courts may characterize news articles as primarily factual
and therefore more amenable to permissible use. Under factor three, courts may Þnd that machine learning
relies on textual features such as token frequencies or word co-location rather than full expressive works.
Under factor four, courts could determine that publishers such asThe New York Timesdo not market their
content for LLM training and that such training does not impair core revenue streams or intended audiences.
These possibilities illustrate the substantial ßexibility courts retain to Þnd that LLM training constitutes fair
use.

12 SeeJ2-3/) L$#"+$& T"4 H*)+. , C256!".31 , AI, )+7 G!$)1 P2*$! C245$1"1"2+4 (2025) (noting
that the development of American frontier models has relied heavily on free access to online data, which
permissive copyright rules enable),https://cdn.sanity.io/Þles/d8lrla4f/staging/1e8b069431e03d9e8b23f0
3dede131ef5fdb16a9.pdf[https://perma.cc/YBN6-R2W9].

13 Notable litigation is ongoing.See, e.g., Complaint at 1, The New York Times Co. v. OpenAI, Inc., No.
1:23-cv-11195 (S.D.N.Y. Dec. 27, 2023) (alleging unauthorized use and reproduction of NYT articles in
ChatGPT outputs); In re OpenAI, Inc. Copyright Infringement Litig., 776 F. Supp. 3d 1352 (U.S. J.P.M.L.
2025) (coordinating author class actions alleging infringement in training data); Complaint at 1, Zi! Davis,
Inc. v. OpenAI, Inc., No. 1:25-cv-00501 (D. Del. Apr. 24, 2025) (claiming unauthorized systematic scraping
of journalism content); Complaint at 1, Authors Guild v. OpenAI, Inc., No. 1:23-cv-08292 (S.D.N.Y. Sept.

https://arxiv.org/pdf/2001.08361
https://arxiv.org/pdf/2001.08361
https://perma.cc/LJ9V-CYYB
https://arxiv.org/pdf/2308.12032
https://perma.cc/V6EJ-4W5V
https://cdn.sanity.io/files/d8lrla4f/staging/1e8b069431e03d9e8b23f03dede131ef5fdb16a9.pdf
https://cdn.sanity.io/files/d8lrla4f/staging/1e8b069431e03d9e8b23f03dede131ef5fdb16a9.pdf
https://perma.cc/YBN6-R2W9
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widely analyzed.14 Far less attention has been paid to a parallel problem: practical
gating, where high-value content is increasingly constrained for reasons unrelated
to copyright and in ways that doctrine alone cannot resolve.

This erosion appears in the gradual loss of the abundant, openly accessible
content that fueled the Þrst wave of generative AI.15 Facing declining engagement
and limited return from AI-driven summaries, content producers are adopting
defensive measures: blocking web crawlers, placing archives behind paywalls,
throttling API access, or entering exclusive licensing deals.16 These responses are
economically rational. When the marginal return from keeping content public falls

19, 2023) (claiming copyright infringement by scraping plainti! sÕ works of Þction); Complaint at 1, The
Intercept Media, Inc. v. OpenAI, Inc., No. 1:24-cv-01515 (S.D.N.Y. Feb. 28, 2024) (alleging violations of
the Digital Millennium Copyright Act of 1998 as a result of stripping author, title, copyright, and terms of
use information from plainti! Õs protected works); Complaint at 1, Raw Story Media, Inc. v. OpenAI, Inc.,
No. 1:24-cv-01514, (S.D.N.Y. Feb. 28, 2024) (same).

14 There are many voices.See, e.g., BJ Ard, CopyrightÕs Latent Space: Generative AI and the Limits
of Fair Use, 110C!"#$%%L. R$&. 509, 561 (2025) (noting that fair use should protect an authorÕs chosen
market); Olivia S. Hiltbrand,Guarding the News MediaÕs Intellectual Property in the Age of Generative AI, 28
S'(# . T$)* . L. R$&. 35, 40 (2025) (suggesting that news outlets should be strongly protected because of their
unique societal role); Frank Pasquale & Haochen Sun,Consent and Compensation: Resolving Generative AIÕs
Copyright Crisis, 110V( . L. R$&. O#%+#$207, 207 (2024) (proposing an opt-out mechanism that permits
copyright holders to prohibit non-consensual use of their work); Peter Henderson et al.,Foundation Models
and Fair Use, 24J. M()* . L$("#+#, & R-)* . 1, 2 (2023) (suggesting that law could permit fair use when
strong technical tools are used by AI developers to mitigate copyright infringement); David Atkinson,Unfair
Learning: GenAI Exceptionalism and Copyright Law, A" X+&(2025) (arguing that consistent application of
liberal fair use for Generative AI would require that no human ever pay for copyright work),https://arxiv.or
g/pdf/2504.00955[https://perma.cc/PY33-U6EG]; Lemley & Casey,supranote11, at 748Ð50 (noting that
generative AI typically transforms the data that it ingests and that copyright law should permit its free use in
most circumstances).

15 SeeBocharov,supranote7 (reporting that of the bottom 10,000 websites in terms of internet tra" c,
more than 18% were blocking scrapers). The erosion of open access to content has not been conÞned to small
producers. For example, Reddit, Stack Overßow, and X have gated their content.SeeAdam Levine, Tae Kim
& Angela Palumbo,Google Search Is Fading, B(""!# Õ-, June 16, 2025, at 16Ð17. And publishing executives
are noting that Òblocking [LLMs from scraping] should be publishersÕ Þrst line of defense when planning
for the expected decline in search tra" c from the transition to generative search.Ó Peter Brown & Klaudia
Ja«zwi«nska,Journalism Zero: How Platforms and Publishers are Navigating AI, C!%./ . J!."#(%+-/ R$&.,
May 15, 2025, at 42,https://towcenter.columbia.edu/sites/towcenter.columbia.edu/Þles/content/Jou
rnalism%20Zero%20How%20Platforms%20and%20Publishers%20are%20Navigating%20AI0.pdf
[https://perma.cc/A2FJ-GLQ9].

16 Id.

https://arxiv.org/pdf/2504.00955
https://arxiv.org/pdf/2504.00955
https://perma.cc/PY33-U6EG
https://towcenter.columbia.edu/sites/towcenter.columbia.edu/files/content/Journalism%20Zero_%20How%20Platforms%20and%20Publishers%20are%20Navigating%20AI_0.pdf
https://towcenter.columbia.edu/sites/towcenter.columbia.edu/files/content/Journalism%20Zero_%20How%20Platforms%20and%20Publishers%20are%20Navigating%20AI_0.pdf
https://perma.cc/A2FJ-GLQ9
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below the cost of production, withdrawal becomes a sustainable choice, so long as
enough people are willing to pay for the content.17

This development represents a form of gating by other means. Fair use
remains unchanged, but the incentives that once kept high-value material publicly
accessible are weakening. The resulting constraints arise not from court orders or
statutory amendments, but from private infrastructure control, platform design, and
market leverage.18 The practical availability of training data is shrinking in ways
that doctrine alone cannot prevent.

Not all content is equally vulnerable. A substantial portion of LLM training
material consists ofbaseline content: works produced under conditions that
make withdrawal unlikely irrespective of AI reuse.19 Examples include academic
research, open-source documentation, government publications, and commercial
journalism from well-capitalized outlets.20 Institutional mandates, diversiÞed
revenue, reputational incentives, and legal obligations support their continued
openness.21

The more immediate fragility lies withat-risk content: high-quality, domain-
speciÞc material produced by economically marginal creators without institutional
support and whose continued publication depends on monetizing user attention
or access.22 These sources play an outsized role for model diversity, edge-case
ßuency, and temporal responsiveness,23 yet they are the Þrst to su! er when AI
intermediates the relationship with their audience.24

17 The standard law and economics copyright model recognizes as much.SeeWilliam M. Landes &
Richard A. Posner,An Economic Analysis of Copyright, 18J. L!"#$ S%&'. 325, 326 (1989).

18 See infraPart I.B.
19 See infraPart II.A.
20 SeeRebecca Tushnet,Copy This Essay: How Fair Use Doctrine Harms Free Speech and How Copying

Serves It, 114Y#$! L.J. 535, 541 (2004).
21 Id.
22 See infraPart II.B.
23 Cf.Edward Lee,Fair Use and the Origin of AI Training, 63H(&. L. R!) . 105, 158Ð59 (2025) (observing

that model performance depends on both the magnitude and the diversity of its training inputs).
24 Consider the recent experience of one technology blog author who posted their dissatisfaction on

Reddit:

I have my own personal tech blog, and used to get a fairly large number of hits per month from
search, but noticed itÕs been pretty steeply declining the past 6 months. I did some research
recently using CloudFlareÕs AI audit tools, and found where itÕs going. ItÕs almost all now tra" c
that comes through ChatGPT user queries or similar.



2026] TRAINING DATA GOVERNANCE 233

Between these poles liestransitional content: material still produced under
stable-enough conditions, but increasingly exposed to the same pressures that drive
at-risk creators toward withdrawal.25 Transitional content functions as an early
indicator, signaling where changes in platform economics or user behavior may
soon convert stable producers into at-risk ones.

Against this backdrop, the policy question becomes how to preserve access
to high-value but economically fragile content without overregulating sources
that remain su! ciently stable. Existing academic proposals o" er only partial
answers. Licensing of training data remains a relatively young and evolving area
of scholarship. Proposals by Pasquale, Sun, and others have brought needed
attention to questions of fairness, labor value, and the distribution of beneÞts
in AI development.26 This Article builds on those contributions while taking a
di" erent analytic path. Rather than treating all training data as a single category,
it emphasizes the heterogeneity of incentives across content types and grounds the
case for licensing in situations where content loss poses a measurable risk to social
welfare.

On this view, the central objective of training-data policy is to maximize
overall joint welfare, which encompasses the interests of AI developers, content
producers, and end users. Achieving that aim requires distinguishing among
content types and targeting intervention only where content withdrawal is the
predictable market outcome rather than relying on a uniform entitlement to
remuneration. The licensing regime proposed here therefore activates only when
three conditions are satisÞed:

Fairly clear measurable switch of tra! c from Google landing on my site, to tra! c instead going
to ChatGPT.ItÕs gotten to the point where my user count on the site has dropped over 50%,
from people using the Google AI summary or ChatGPT search results instead, both of which
just serve the information from my site.

Comment posted by u/Me4502,R!""#$ (r/technology)New Sites Are Getting Crushed by GoogleÕs New AI
Tools(2025) (emphasis added),https://www.reddit.com/r/technology/comments/1l7xnaz/newssitesare g
etting crushedby googlesnew ai/ [https://perma.cc/ZCX3-CE3L].

25 See infraPart II.C.
26 SeePasquale & Sun,supranote14, at 231Ð36; Roy S. Kaufman,Responsible AI Starts withLicensing,

48C%&'( . J.L. & A)$* 403 (2025); Christophe Geiger & Vincenzo Iaia,The Forgotten Creator: Towards a
Statutory Remuneration Right for Machine Learning of Generative AI, C%(+'$. L. & S!, . R!- ., Apr. 2024,
at 1, 6; Benjamin L.W. Sobel,ArtiÞcial IntelligenceÕs Fair Use Crisis, 41 C%&'( . J.L. & A)$* 45, 91Ð93
(2017).

https://www.reddit.com/r/technology/comments/1l7xnaz/news_sites_are_getting_crushed_by_googles_new_ai/
https://www.reddit.com/r/technology/comments/1l7xnaz/news_sites_are_getting_crushed_by_googles_new_ai/
https://perma.cc/ZCX3-CE3L
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(1) the content has demonstrable value for AI training;

(2) the producer operates at the economic margin such that withdrawal is the
rational outcome absent remuneration; and

(3) voluntary licensing fails due to transaction costs, bargaining asymmetries, or
collective action problems.

The framework is designed as a fallback rather than a foundation. Fair use
remains the default rule for baseline content, and at-risk content producers are free
to opt out and continue to post their content publicly. In this way, the licensing
regime sets a price ßoor that at-risk producers can choose to accept.

The remainder of the Article proceeds in four Parts. Part I describes the shift
from doctrinal uncertainty to practical gating and shows how litigation, platform
enclosure, and deployment-layer exclusivity restrict access without changing
the underlying fair use framework. Part II develops the trigger conditions for
contingent licensing and the resultant three-tier structure of baseline, transitional,
and at-risk content. Part III explains why licensing, if used, should remain
narrowly tailored, drawing lessons from other compulsory regimes and avoiding
premature intervention in baseline material. Part IV evaluates legal and institutional
design options, including statutory, administrative, judicial, and hybrid approaches,
and outlines safeguards to protect voluntary licensing and baseline access. The
Article concludes that contingent licensing, applied sparingly and grounded in
clear evidence of market failure, can help stabilize the content ecosystem while
preserving the openness that has enabled AI innovation. Above all, the Article
demonstrates that training data governance provides the conceptual tools needed
to address problems that narrow doctrinal analysis alone cannot resolve.

I
F!"#$ !% G&'()*

Even without any change to fair use, the e! ective openness of AI training
inputs is shrinking.27 Content that was once easily accessible to large language
models is increasingly subject to legal, technical, and strategic barriers.28 This
Article refers to these constraints as gating: a reduction in practical accessibility

27 Infra Parts I.AÐD.
28 Id.
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irrespective of formal copyright rule. Rather than altering doctrine, gating shifts
the factual conditions under which doctrine operates, narrowing the pool of usable
training data through upstream access decisions.

The risk is structural. Fair use may remain a robust defense, but it does not
guarantee that socially valuable inputs will be available in the Þrst instance. Rights
holders can (and increasingly do) control access upstream, long before any fair
use argument is invoked.29 The result is an ecosystem in which training inputs are
determined not only by what copyright law permits, but by who can access the data
and on what terms.

This shift matters because the scale and breadth of training inputs directly
inßuence the performance, competitiveness, and epistemic diversity of LLMs.30

Consider, for instance, that the largest models rely on trillions of tokens drawn
from across the public web,31 yet recent analyses of Common Crawl datasets show
that only a small fraction of the internet is consistently captured, with domain-level
coverage varying markedly from month to month.32 If major sources withdraw or
gate content, those inputs may disappear from training corpora altogether, creating
blind spots that can persist across successive model generations.

Gating now takes several distinct forms, often reinforcing one another:

1. Litigation-based gatingÑwhere legal action, or the credible threat of it,
creates uncertainty that deters use regardless of ultimate merits.

29 Examples are given below at Parts I.BÐC.
30 SeeLee,supranote23, at 158Ð59.
31 For example, GoogleÕs PaLM 2 was trained with 3.6 trillion tokens.SeeJennifer Elias,GoogleÕs Newest

A.I. Model Uses Nearly Five Times More Text Data for Training Than Its Predecessor, CNBC(May 17, 2023,
at 11:52 ET),https://www.cnbc.com/2023/05/16/googles-palm-2-uses-nearly-Þve-times-more-text-data-
than-predecessor.html[https://perma.cc/8Q8Z-AN4V]. Even earlier models trained with large swaths of the
internet. For instance, GPT-3 was trained on data sourced from Common Crawl (a large-scale snapshot of the
web), WebText2 (a Þltered collection of Reddit posts), Books1 and Books2 (collections of publicly available
books), and the English-language version of Wikipedia.SeeTom B. Brown et al.,Language Models Are
Few-Shot Learners, A! X"#, at 9 (2020),https://arxiv.org/pdf/2005.14165[https://perma.cc/7GF8-236U].

32 Common Crawl emphasizes that it does not crawl the entire web, Ònor even a representative sample of
it.ÓS$%&'( B'')* , A C!"$")'+ A('+,-"- .& $/% L'!0%-$ S.1!)% &.! G%(%!'$"#%AI T!'"("(0 D'$' :
C.22.( C!'3+ 4 (2024),https://facctconference.org/static/papers24/facct24-148.pdf[https://perma.
cc/ZL7B-Q76V]. While inclusion in a crawl depends on a score assigned to a webpage, and that the score
depends in part upon an internal monthly quota established by Common Crawl, persistent and patterned
gating deprives the population of data that can be selected for crawling.Id. at 5.

https://www.cnbc.com/2023/05/16/googles-palm-2-uses-nearly-five-times-more-text-data-than-predecessor.html
https://www.cnbc.com/2023/05/16/googles-palm-2-uses-nearly-five-times-more-text-data-than-predecessor.html
https://perma.cc/8Q8Z-AN4V
https://arxiv.org/pdf/2005.14165
https://perma.cc/7GF8-236U
https://facctconference.org/static/papers24/facct24-148.pdf
https://perma.cc/ZL7B-Q76V
https://perma.cc/ZL7B-Q76V
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2. Platform enclosureÑwhere intermediaries controlling major data streams
impose technical or contractual barriers to access.

3. Deployment-layer exclusivityÑwhere the most valuable outputs of LLMs
depend on proprietary datasets unavailable to competitors, e! ectively limiting
access through downstream integration.

4. Market-wide fragmentationÑwhere the cumulative e! ect of dispersed and
inconsistent access restrictions distorts competition and reduces the diversity
of training data.

Each of these forms can operate independently, but their combined e! ect is
to erode the predictability and openness that characterized the early generative AI
ecosystem. Understanding how they arise and interact is essential for designing
policy interventions that preserve the advantages of open training while respecting
legitimate incentives for content creation. Each is addressed in turn below.

A. Litigation-Based Gating

Litigation has become one of the most visible mechanisms through which
content producers challenge AI training on their works.33 Over the past two years,
authors, visual artists, news organizations, and others have Þled a wave of suits
alleging copyright infringement, digital piracy, or related claims against developers
of large language models and image generators.34 Some plainti! s seek damages;
others aim to secure declaratory judgments or injunctions aimed at limiting or
reshaping how training occurs.35

The legal merits of these cases remain uncertain. No court has yet issued a
deÞnitive ruling on whether using copyrighted works to train a generative model
constitutes infringement or falls within fair use. Many claims face substantial
doctrinal hurdles, particularly given the longstanding acceptance of intermediate
copying for transformative uses in other contexts.36 But the immediate e! ects

33 For a non-exhaustive sample of ongoing suits, seesupranote13.
34 See id.(collecting complaints that include such claims).
35 Id. In some cases, damages may be marginally preferred to injunctions. Consider that the toleration

of scraping can serve multiple strategic aims. It can reinforce reputation and agenda-setting power, increase
referral tra" c through citations, build bargaining leverage by making models reliant on their content, and
signal openness to future licensing or partnership opportunities.

36 SeePerfect 10, Inc. v. Amazon.com, Inc., 508 F.3d 1146, 1165 (9th Cir. 2007) (holding that GoogleÕs use
of thumbnail images in an image search engine was transformative because it served a di! erent function than
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extend beyond the courtroom. For many rights holders, Þling suit functions as
a form of practical gating. It is a method for signaling objection to AI training,
deterring prospective users, and occasionally resulting in settlements that restrict
use or impose licensing obligations.37

This use of litigation as a gating mechanism reßects a broader dynamic
in intellectual property enforcement. Even when plainti! s cannot secure a clear
judicial victory, the prospect of prolonged litigation that entails discovery burdens,
legal expense, and reputational risk can make negotiated resolution the rational
choice for defendants.38 In the generative AI context, several disputes have
reportedly ended in licensing agreements or the removal of contested datasets
from training corpora.39 Such resolutions may resolve the controversy between the
parties, but they also reshape the broader training ecosystem: the contested material
exits the open pool, and other rights holders may be encouraged to bring similar
claims in anticipation of comparable concessions.40

the original photographs); Campbell v. Acu! -Rose Music, Inc., 510 U.S. 569, 572, 579Ð82 (1994) (holding
that a commercial parody of Roy OrbisonÕs song ÒOh, Pretty WomanÓ was a transformative use, even though
it borrowed heavily from the original);comparePrinceton Univ. Press v. Michigan Document Servs., Inc., 99
F.3d 1381, 1389Ð91 (6th Cir. 1996) (holding that the commercial reproduction of coursepack materials for
sale to students was not transformative and thus not fair use); Andy Warhol Found. for the Visual Arts, Inc. v.
Goldsmith, 598 U.S. 508, 521Ð26 (2023) (holding that WarholÕs licensing of a silkscreen image derived from
GoldsmithÕs photograph for use in a commercial magazine was not su" ciently transformative to qualify for
fair use).

37 SeeMark A. Lemley & Carl Shapiro,Patent Holdup and Royalty Stacking, 85T!" . L. R!#. 1991, 1991
(2007) (describing the strategic use of litigation in patent licensing negotiations); Shyamkrishna Balganesh,
The Uneasy Case Against Copyright Trolls, 86S. C$%. L. R!#. 723, 723Ð24 (2013) (describing the strategic
use of litigation in the copyright context).

38 Cf. Ben Depoorter,Technology and Uncertainty: The Shaping E! ect of Copyright Law, 157 U. P$.
L. R!#. 1831, 1837, 1842Ð43 (2009). Depoorter documents how litigation by prominent rights holders in
response to technological disruptionsÑincluding the audio cassette, VCR, CD, DAT, DVD, MP3, and Þle
sharingÑoften took years to resolve and created substantial uncertainty. Within a rational choice framework,
such uncertainty translates into expected costs from discovery, legal fees, and reputational harm, and can
encourage defendants to settle as a precaution.

39 SeeTori Noble,Copyright and AI: Cases and Consequences, E%!&'()*+& F()*'+!( F),*-$'+)* (Feb.
19, 2025),https://www.ef f.org/deeplinks/2025/02/copyright-and-ai-cases-and-consequences[https:
//perma.cc/ET5X-LDNW] (describing pending suits as a struggle for leverage in settlement negotiations).

40 This is because other rights holdersÕ expectations of success are inßuenced by the outcomes of prior
litigation. While they may not know a particular defendantÕs reservation price, i.e., the maximum they are
willing to pay to settle, observing similarly situated plainti! s can provide useful signals. On the dynamics of
strike suits,see generallyLucian Bebchuk,Suing Solely to Extract a Settlement O! er (NatÕl Bureau of Econ.
Rsch., Working Paper No. 2161, 1987).

https://www.eff.org/deeplinks/2025/02/copyright-and-ai-cases-and-consequences
https://perma.cc/ET5X-LDNW
https://perma.cc/ET5X-LDNW
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Litigation also performs a signaling function for regulators and the broader
market. By characterizing unlicensed training as an appropriation of creative labor,
plainti! s can shift public opinion toward stricter controls.41 In this sense, litigation
operates as both a legal and political act that is capable of shaping legislative
debates, informing administrative rulemaking, and inßuencing emerging industry
norms. As additional suits are Þled, the perceived legal risk of unlicensed training
increases, even if the underlying doctrine remains unchanged.

B. Platform Enclosure: The Grok Model

A second, and more immediate, source of gating arises from platform owners
that control large, continuously updated streams of user-generated content. These
platforms, such as social media networks, discussion forums, and other high-tra" c
intermediaries, occupy a distinctive position in the data supply chain. With a change
in terms of service or access permissions, they can shift material from an open or
semi-open environment into a closed, proprietary one.

The launch of XÕs ÒGrokÓ assistant illustrates this shift. In connection with
GrokÕs debut, X announced that the assistant would be trained on the platformÕs
full corpus of user posts, but that this data would no longer be broadly available
to developers via the API.42 A resource that had functioned as a shared, public-
facing input thus became a proprietary training asset reserved for the platformÕs
own systems. RedditÕs decision to restrict API access to third-party developers
reßects a similar move, e! ectively enclosing user-generated content that had long
been available for external analysis and AI training.43 Although permissible under

41 Cf. Pasquale & Sun,supranote14, at 231Ð36 (considering the value of content in terms of labor and
its unlicensed use as a form of unjust enrichment).

42 SeeEmma Roth,XÕs New Policy Prevents Companies from Using Posts to ÔFine-tune or TrainÕ AI
Models, T!" V"#$" (Jun. 5, 2025),https://www.theverge.com/news/680626/x-ai-training-ban-posts
[https://perma.cc/P6MR-ALRX]; see alsoEdge8,Elon Musk Twitter Data Strategy: The Real AI Play
Behind X Acquisition, L%&'"(I& (June 2025),https://www.linkedin.com/posts/edge8aielon-musk-twitter-
data-strategy-the-real-activity-7333704827778048000-X-5W/[https://perma.cc/8VFS-YY8Y] (asserting
that Musk secured a human communication dataset that includes 400 million daily conversations in order
to develop proprietary AI that comprehends customer sentiment, market dynamics, and cultural trends with
accuracy).

43 Reddit currently earns about nine percent of its revenue from licensing its data to OpenAI. Levine, Kim
& Palumbo,supranote15, at 16Ð17. Reddit hosts human discussions of many topics. Its CEO believes that
Òhuman intelligence [as reßected in discussion] is still going to be worth a lot, and itÕs going to go up and up
in value.ÓId. at 17.

https://www.theverge.com/news/680626/x-ai-training-ban-posts
https://perma.cc/P6MR-ALRX
https://www.linkedin.com/posts/edge8ai_elon-musk-twitter-data-strategy-the-real-activity-7333704827778048000-X-5W/
https://www.linkedin.com/posts/edge8ai_elon-musk-twitter-data-strategy-the-real-activity-7333704827778048000-X-5W/
https://perma.cc/8VFS-YY8Y
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existing copyright and contract rules, these actions exemplify enclosure in the
generative AI context, i.e., the withdrawal of a once-common input from the open
pool, conferring competitive advantage on the actor controlling the chokepoint.

Enclosure has at least three important consequences. First, it concentrates
training advantages in the hands of incumbent platforms, which may already beneÞt
from network e! ects and other sources of market power. Second, it reduces the
diversity of training inputs available to other developers, potentially skewing model
behavior toward the linguistic and cultural patterns that are prevalent on whatever
platforms remain accessible.44 Third, it may accelerate the adoption of vertically
integrated AI strategies, in which content capture, model development, and product
deployment occur within a single corporate structure.45 Such integration not only
forecloses rivalsÕ access to key inputs but also narrows public visibility into how
those inputs are used.46

Although the motives for enclosure vary, from monetizing data through
proprietary AI products to avoiding the costs of serving high-volume API tra" c,
the strategic logic is consistent. By converting publicly visible streams into
proprietary reservoirs, platforms insulate themselves from competitive training,
slow the di! usion of advanced capabilities, and ensure that any residual licensing
occurs on terms they dictate.

C. Technical Gating: The Microsoft Copilot Model

Not all gating strategies rely on legal or contractual barriers; some operate at
the technical layer, embedding access controls directly into the systems that deliver
content. MicrosoftÕs Copilot products illustrate this approach. Although marketed
as an AI assistant within the Microsoft 365 suite, CopilotÕs architecture can be
conÞgured to mediate, and selectively restrict, how its models access corporate

44 SeeTshilidzi Marwala,The Commercial Importance of Diversity in Generative AI, D!"#$ M!%&'"() ,
Aug. 21, 2024,https://www.dailymaverick.co.za/opinionista/2024-08-21-the-commercial-importance-
of -diversity-in-generative-ai/[https://perma.cc/Q9UW-ZWD3] (emphasizing the commercial risks of
uniformity).

45 Marwala observes that developers can respond to vertical integration by assembling cross-disciplinary
teams and incorporating underrepresented voices.Id. Yet vertical integration may o! er a stronger competitive
position, creating a moat that deters entry and confers an advantage over existing competitors.

46 Cf., Recent Proposed Legislation,Platform Accountability and Transparency Act, S. 1876, 118th
Cong. (2023), 137 H!'% . L. R&%. 2104, 2105 (2024) (oting that transparency can play an important role
in supporting accountability for how platforms use data).

https://www.dailymaverick.co.za/opinionista/2024-08-21-the-commercial-importance-of-diversity-in-generative-ai/
https://www.dailymaverick.co.za/opinionista/2024-08-21-the-commercial-importance-of-diversity-in-generative-ai/
https://perma.cc/Q9UW-ZWD3
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or institutional data.47 These controls are framed as mechanisms for enforcing
privacy, security, and compliance obligations,48 but they also generate a form
of technical enclosure. Content that could, in principle, support general-purpose
training is rendered accessible only within a tightly controlled environment, with
usage parameters determined unilaterally by the platform provider.

The gating e! ect arises from the interplay between proprietary infrastructure
and closed data pathways. CopilotÕs integration into MicrosoftÕs cloud ecosystem
ensures that access to documents, emails, or other materials passes through
AzureÕs permissioning framework.49 That framework can block export to non-
Microsoft environments or prevent materials from being ingested into models
outside the sanctioned stack. While these design choices serve legitimate security
purposes, they also restrict opportunities for independent developers to work with
the same content, thereby consolidating training advantages within MicrosoftÕs AI
ecosystem.

Similar patterns have emerged in other domains. In legal services, for
example, the AI startup Harvey has partnered with major law Þrms to
deliver generative AI capabilities trained on Þrm-speciÞc knowledge. HarveyÕs
deployment model keeps that knowledge within closed technical and contractual
boundaries, ensuring that it beneÞts only participating Þrms and the vendorÕs own
systems.50 Other providers, such as Bloomberg with BloombergGPT and Google
with its internal model sandboxing environments, use comparable strategies to
retain exclusive access to high-value, domain-speciÞc datasets.51

47 SeeM!"#$%$&', Data, Privacy, and Security for Microsoft 365 Copilot(Jan. 7, 2026),https://learn.mi
crosoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy[https://perma.cc/6SU5-W4K6]
(noting that while prompts, responses, and data accessed through Microsoft Graph are not used to train
foundation LLMs, Copilot conditions outputs on user-speciÞc organizational data).

48 Id.
49 Id.
50 SeeBob Ambrogi,Harvey AI To Move Out Of Early Access Phase, Release More A! ordable Versions

Of Its Custom AI Models, L() S!'*% (May 1, 2024),https://www.lawnext.com/2024/05/harvey-ai-to-
move-out-of -early-access-phase-release-more-af fordable-versions-of - its-custom-ai-models.html
[https://perma.cc/PKM8-7PVK] (explaining that Harvey is developing a platform enabling Þrms to securely
train generative AI systems on their private data, integrate them with existing legal technology and workßows,
and continually reÞne them through feedback from their legal workforce). This product strategy of technical
gating mirrors that employed by MicrosoftÕs Copilot.

51 While roughly half of its training data (48.73%) comes from public datasets, BloombergGPT relies
heavily on BloombergÕs proprietary corpus of Þnancial documents.SeeShijie Wu et al.,Bloomberg-GPT: A

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-privacy
https://perma.cc/6SU5-W4K6
https://www.lawnext.com/2024/05/harvey-ai-to-move-out-of-early-access-phase-release-more-affordable-versions-of-its-custom-ai-models.html
https://www.lawnext.com/2024/05/harvey-ai-to-move-out-of-early-access-phase-release-more-affordable-versions-of-its-custom-ai-models.html
https://perma.cc/PKM8-7PVK
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Like litigation and platform enclosure, technical gating also has a
signaling e! ect. By embedding access limits into the architecture of widely
adopted enterprise tools, Microsoft, Harvey, and similar providers normalize the
expectation that high-value content will remain within closed technical boundaries.
Over time, this can shift industry norms toward data localization and platform-
speciÞc exclusivity, reinforcing the broader trend toward fragmentation of the
training commons.

D. Data Degradation and Crawl Decline

A Þnal form of gating is less visible than litigation or explicit platform
enclosure but may prove equally consequential: the steady contraction in the
breadth and depth of material captured by large-scale web crawls. Public datasets
such as Common Crawl, which has long been regarded as a proxy for the Òopen
web,Ó are increasingly constrained by both technical barriers to crawling and the
strategic decisions of major content hosts.52 As sites deploy bot detection, rate
limiting, paywalls, and other access restrictions, the share of the web that remains
open to automated collection continues to shrink.

The decline is measurable. Analyses of Common Crawl snapshots show a
steady reduction in coverage of certain high-value domains, accompanied by an
increase in duplicate or low-quality material. The ratio of unique, high-quality
pages to total pages crawled has fallen over time, reßecting both the withdrawal
of valuable sources and the proliferation of SEO-driven or spam content.53 As one
study observes, large-scale crawls now risk overrepresenting ÒsyntheticÓ pages, i.e.,

Large Language Model for Finance, A! X"#, at 9 (2023),https://arxiv.org/pdf/2303.17564[https://perma.cc
/G8XM-5XTD]. By keeping this proprietary material inaccessible to outsiders, Bloomberg employs a form
of technical gating.

Google uses internal sandboxing systemsÑsuch as the GDC Sandbox, to emulateair-gapped
environments, where systems are physically or logically isolated from external networks. Rohan Grover &
TJ Banasik,Emulating the Air-Gapped Experience: GDC Sandbox Is Now Generally Available, G$$%&'
C&$() (June 3, 2025),https://cloud.google.com/blog/topics/hybrid-cloud/using-gdc-sandbox-to-emulate-
air-gapped-environments[https://perma.cc/X2JY-NX7X]. This setup addresses major barriers to adopting
generative AI, including strict regulatory mandates, sovereignty requirements, low-latency processing needs,
and the challenge of handling large volumes of on-premises data. By limiting access to training pipelines and
infrastructure to approved users, sandboxing also operates as a form of technical gating.

52 Infra Parts I.BÐC.
53 SeeB**+, , supranote32, at 6 (explaining that Òbig and important domains . . . now block Common

CrawlÓ and that its sampling process is designed to Þlter out spam). Even before recent copyright litigation
and removals by major publishers likeThe New York Times, Common Crawl systematically excluded

https://arxiv.org/pdf/2303.17564
https://perma.cc/G8XM-5XTD
https://perma.cc/G8XM-5XTD
https://cloud.google.com/blog/topics/hybrid-cloud/using-gdc-sandbox-to-emulate-air-gapped-environments
https://cloud.google.com/blog/topics/hybrid-cloud/using-gdc-sandbox-to-emulate-air-gapped-environments
https://perma.cc/X2JY-NX7X
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content produced or ampliÞed by automated systems, including AI-generated text
optimized for search ranking, while underrepresenting authoritative and curated
sources.54

For AI developers, this form of gating is particularly di! cult to counteract.
Unlike platform enclosure, where the loss is tied to a discrete event or policy
change, crawl decline unfolds gradually and di" usely.55 Each individual barrier
may be minor, but their cumulative e" ect can be substantial. Models trained on
newer datasets may exhibit subtle but persistent erosion in coverage of specialized
domains, niche expertise, and historically open archives.

This degradation has signiÞcant feedback e" ects. As high-quality open
content disappears from training pools, models may be forced to rely more heavily
on older copies of that material, risking staleness and reduced accuracy in domains
where facts evolve rapidly.56 In parallel, the proliferation of synthetic content online
increases the risk of recursive training loops, in which models learn from data
originally generated by other models, leading to compounding errors, artifacts, and
bias.57 The result is a gradual shift in the composition of ÒpublicÓ training data,
one that can impair model performance without any formal change to copyright
law or platform access policies. In this respect, crawl decline illustrates a broader
governance problem. Access can collapse even as doctrine remains permissive,
because the practical composition of the training corpus is determined by upstream
infrastructure rather than legal rules.

platforms such as Facebook, despite their centrality to online activity.Id. Thus, Common Crawl cannot be
understood as a comprehensive ÒsnapshotÓ of the web.

54 Cf. J!""! D#$%! !& '( ., D#)*+!,&-,% L'.%! W!/&!0& C#.1#.' : A C'"! S&*$2 #, &3! C#(#""'(
C(!', C.'4(!$ C#.1*" 1292 (2021) (reporting that crawl-based corpora contain substantial amounts of
machine-generated text). With the spread of gating, crawls are more likely to contain a higher fraction of
synthetic pages.

55 This is because crawl decline results from many small and decentralized actions, such as publishers
blocking bots, changing link structures, or removing pages, which accumulate gradually. Unlike a discrete
enclosure event, there is no single trigger or counterparty, making the loss harder to detect and address.

56 This pattern is reinforced by inclusion practices that favor domains from past successful crawls,
increasing the likelihood that previously collected material will be recaptured.SeeB'')5 , supranote32, at
6 (explaining that Common Crawl employs this practice).

57 SeeIlia Shumailov et al.,AI Models Collapse When Trained on Recursively Generated Data, 631
N'&*.! 755, 755 (2024) (describing the phenomenon).
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II
A T!"#"$ C%&'"&' F#()"*%#+

Part I documented how legal, technical, and platform-based gating is already
reshaping the content environment for large language model (LLM) training. These
shifts do not a! ect all producers uniformly.58 Some operate well above the margin,
with strong economic and institutional incentives to keep their content publicly
accessible even absent direct licensing revenue.59 Others sit much closer to the
margin, where the economic returns on continued openness are weaker, and the
incentives to withdraw, restrict, or license become correspondingly stronger.60

Without a way to distinguish between these positions, proposals for content
regulation risk being either overbroad, imposing unnecessary obligations on stable
producers, or underinclusive, leaving vulnerable sources unprotected.61

This Part develops a three-tier classiÞcation framework that enables more
precise targeting of policy interventions. The tiersÑbaseline, at-risk, and
transitional contentÑare deÞned by both economic resilience and the likelihood
of gating under current and foreseeable market conditions. Baseline content
comprises inframarginal producers whose economic position and complementary
beneÞts make content restriction unlikely, regardless of whether they receive
licensing revenue. At-risk content refers to marginal producers whose works are
socially valuable but economically precarious, making withdrawal or gating likely
absent compensation. Transitional content occupies the middle ground, where
market changes or policy shifts have begun to erode accessibility without yet
producing full withdrawal; this tier includes both inframarginal and marginal
producers, though the latter are more vulnerable.

The framework is designed to be dynamic: content can move between tiers as
market conditions, legal rules, or technical architectures evolve. This adaptability
is essential, as the current AI training ecosystem remains ßuid, with expansion and
contraction occurring at di! erent points in the content supply chain.62

58 Infra Parts II.AÐC.
59 Infra Part II.A.
60 Infra Part II.B.
61 Infra Part III.A.
62 As noted earlier, this pattern is visible in the push toward gating discussed in Part I and reßected in

studies of Common Crawl, where certain high-value websites have been withdrawn by content producers
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By distinguishing among these categories, the framework operationalizes the
ArticleÕs three-part test for contingent licensing developed in Part III. All licensing
justiÞcations begin with the same threshold: the content must have demonstrable
value for training. The remaining two factors, whether withdrawal is likely and
whether voluntary bargaining has failed, determine placement within the tiers.
Content that satisÞes both conditions is at-risk; content that satisÞes neither is
baseline; and content for which the conditions are emerging but not yet decisive is
transitional. This mapping allows regulatory tools such as contingent licensing to
be deployed only where warranted, preserving access to high value but vulnerable
inputs without imposing unnecessary obligations on stable producers and thereby
maintaining both the openness and diversity of the training pool.63

A. Baseline Content

Baseline content refers to works produced by inframarginal creators,
producers whose incentives to keep content publicly accessible remain strong
even without direct licensing income from AI developers.64 In economic terms,
an inframarginal producer operates well above the point at which the marginal
beneÞt of openness equals the marginal cost. Because they derive substantial
complementary beneÞts from accessibility, they are unlikely to gate content under
current market conditions.

Inframarginality can arise for several reasons. Some content, especially user-
generated material such as posts on X or Reddit, is motivated by reputation
incentives or a desire to contribute information.65 Many baseline producers

themselves.SeeB!!"# , supranote32. Other studies have shown that low-tra! c sites have also disappeared.
SeeBocharov,supranote7.

63 Again, as notedsupranote26, the goal advanced by this Article is to maximize social welfare in a
broad sense, encompassing the welfare of LLM developers, content producers, and consumers of both LLMs
and content. Achieving that goal, as will be shown, requires a recognition that not all content is identical.

64 SeeHal R. Varian, What Use Is Economic Theory? 7Ð8 (Aug. 1989) (unpublished conference paper),
https://people.ischool.berkeley.edu/! hal/Papers/theory.pdf[https://perma.cc/Y2DL-BEAX] (noting that
inframarginal decisions are ones for which people are insensitive to price changes). By analogy, inframarginal
content consists of works whose producers already obtain su! cient non-licensing beneÞts, e.g., institutional
funding, advertising revenue, reputational returns, such that, at prevailing conditions, the marginal cost of
supplying the content is below the marginal beneÞt from those non-licensing sources. Because those external
beneÞts, and not LLM licensing income, determine output, any licensing income does not materially change
the equilibrium quantity supplied.

65 See Roland B«enabou & Jean Tirole,Intrinsic and Extrinsic Motivation, 70R$%. E"&' . S()* . 489, 489
(2003), which distinguishes between extrinsic incentives, such as reputation and social approval, and intrinsic

https://people.ischool.berkeley.edu/~hal/Papers/theory.pdf
https://perma.cc/Y2DL-BEAX
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are also embedded within institutions, including publicly funded universities,
large commercial publishers with diversiÞed revenue streams, and mission-driven
nonproÞts, whose business models do not depend on per-use monetization.66

Others rely on indirect strategies, such as advertising, brand visibility, or
cross-selling, making openness a driver of value elsewhere in the enterprise.
Government agencies releasing data pursuant to transparency mandates,67 and
news organizations maintaining limited open access for credibility and reach,68

reßect the same underlying logic.

incentives, such as an internal desire to help others. Both forms can su! ciently encourage content creation
independent of any licensing income.

66 Consider law professors: compensation is typically salary-based and does not vary substantially with
the number or quality of publications produced. Accordingly, the decision to publish a law review article
is largely independent of compensation.Cf. Pamela Samuelson,Google Book Search and the Future of
Books in Cyberspace, 94 M!"" . L. R#$. 1308, 1332 (2010) (observing that academic authors often write
for reputational returns).

Similarly, large commercial publishers such asThe New York Timeshave diversiÞed revenue streams that
include subscriptions, advertising, and other lines of business; licensing fees from LLM developers are not
necessary for their proÞtability. As a result, prospective licensing revenue is unlikely to a" ect its publication
decisions. Those decisions are largely insensitive to such income.

Mission-driven nonproÞts exhibit the same inframarginal decision to publish. Their output is justiÞed
by mission goals and Þnanced by donations, grants, and endowment income, often alongside open-access
policies, so prospective LLM-licensing revenue is ancillary. Once marginal costs are covered, additional
licensing income does not meaningfully alter the quantity or timing of publication. Furthermore, many non-
proÞts can rely on volunteer labor, which keeps operating costs at low.See, e.g., Maryana Iskander,Love
Wikipedia? Get to Know the NonproÞt Behind It, W!%!&#'!( F)*"'(+!)" (Nov. 9, 2024),https://wikime
diafoundation.org/news/2025/11/09/love-wikipedia-get-to-know-the-nonproÞt-behind-it/[https:
//perma.cc/48Y5-8UZ4] (noting that Wikipedia is maintained by almost 250,000 volunteers and funded
through reader donations); Benjamin Good et al.,Microtask Crowdsourcing for Disease Mention Annotation
in PubMed Abstracts, A, X!$ (2014),https://arxiv.org/pdf/1408.1928[https://perma.cc/4DR7-8NKJ]
(describing how biomedical databases like PubMed have been partially annotated using crowdsourced labor
paid as little as$0.06 per abstract).

67 Federal agencies, for instance, are required to make data open by default, maintain comprehensive
public data inventories, and designate Chief Data O! cers to ensure compliance.See44 U.S.C.¤3506(b)
(requiring agencies to ensure open access to data assets);id. ¤3511(a) (mandating development and
publication of comprehensive data inventories);id. ¤3520(a) (establishing Chief Data O! cers to oversee
data governance). These initiatives can (and are) supported by non-proÞts that make the data more accessible.
See for example, CourtListener.com, which archives legal data and provides excellent search tools.C)*,+
L!-+#"#, , https://www.courtlistener.com/opinion/[https://perma.cc/R365-TH6F] (last visited Jan. 25,
2026).

68 SeeLesley Chiou & Catherine Tucker,Paywalls and the Demand for News, 25 I".) . E/)" . & P)0Õ1
61, 61 (2013) (observing a reduced readership in response to gating).

https://wikimediafoundation.org/news/2025/11/09/love-wikipedia-get-to-know-the-nonprofit-behind-it/
https://wikimediafoundation.org/news/2025/11/09/love-wikipedia-get-to-know-the-nonprofit-behind-it/
https://perma.cc/48Y5-8UZ4
https://perma.cc/48Y5-8UZ4
https://arxiv.org/pdf/1408.1928
https://perma.cc/4DR7-8NKJ
https://www.courtlistener.com/opinion/
https://perma.cc/R365-TH6F
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Although baseline producers are stable under present conditions, stability
should not be mistaken for permanence. Their inframarginal status depends on the
persistence of the economic and institutional arrangements that make openness
valuable. If those conditions shift, through declining advertising markets, reduced
institutional funding, or sustained erosion of audience engagement, baseline
producers may migrate toward transitional or even at-risk status. Monitoring is
therefore essential, even within this ostensibly secure tier.

Because baseline content is not presently endangered, it does not warrant
regulatory intervention. Imposing licensing obligations on this tier would be
overbroad, adding unnecessary transaction costs and potentially discouraging
openness by converting a nonrival public good69 into a monetized asset. Policy
should instead treat baseline content as the anchor of the AI training ecosystem,
reinforcing the forces that sustain openness through measures such as open-data
initiatives, public funding, and competition policy that limits overconcentration
in distribution channels. Only if systemic gating were to emerge, meaning
a widespread shift from openness to restriction across a substantial share of
baseline producers, would targeted intervention be justiÞed, particularly where the
transaction costs of bilateral negotiation would be prohibitive.70

69 Baseline content does exhibit textbook positive externalities: LLM developers beneÞt from its existence
without compensating the creators, which do not internalize that value. In theory, this should lead to
underproduction.SeePaul A. Samuelson,The Pure Theory of Public Expenditure, 36 R!" . E#$%. & S&'&.
387, 387Ð89 (1954) (explaining that public goods tend to be underproduced when their beneÞts cannot be
fully captured by individual producers). But for now, the shortfall appears minimal. The institutions and
communities that support this content, such as universities, governments, open-source projects, continue to
produce it for reasons that are largely independent of potential licensing income from AI developers.

70 SpeciÞcally, Òsystemic gatingÓ refers to a pattern of access restrictions by a critical mass of baseline
content producers, such that the training ecosystem as a whole su! ers a measurable and enduring reduction
in quality or breadth. Under this approach, systemic gating would need to be shown to: (1) a! ect a signiÞcant
share of relevant content within a category; (2) materially impair the ability of developers to train models
that meet public-interest benchmarks; and (3) occur in a market environment where transaction costs or
bargaining asymmetries make voluntary licensing infeasible.

Systemic gating analogizes, imperfectly, to Michael HellerÕs anticommons. The anticommons describes
underuse that arises when multiple parties each hold rights to exclude, making it hard to assemble a workable
bundle of permissions at reasonable cost.SeeMichael A. Heller,The Tragedy of the Anticommons: Property
in the Transition from Marx to Markets, 111H'(" . L. R!" . 621, 622Ð23 (1998). The oft-invoked ÒSoviet
grocery storeÓ image (bare shelves despite upstream supply) captures the intuition of serial veto points, but it
stems from hierarchical bottlenecks and price controls within a single owner (the state), not from fragmented
private exclusion rights (of numerous independent content creators).
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B. At-Risk Content

At-risk content consists of work that is economicallymarginal.71 In economic
terms, its producers operate close to the break-even point, such that modest shifts in
costs or revenue can determine whether their content remains publicly accessible.72

As noted in the Introduction, the rise of generative AI heightens these pressures by
enabling broad substitution, where users satisfy their information needs through
AI outputs rather than through original sources, and by creating new bargaining
asymmetries between large AI developers and smaller producers. When these
producers experience reduced tra! c, diminished advertising revenue, or declining
licensing income, the rational response is to gate or withdraw their works unless
compensated.73

The economic fragility of marginal producers leaves them with weak
incentives to preserve open access in the absence of direct payment.74 Their

By contrast, systemic gating of content more closely resembles a patent thicket: complementary inputs
are dispersed across many rights holders and intermediaries (paywalls, robots.txt and API/TOS restrictions,
DRM/database rights, platform gatekeeping), so that each actor holds a veto, raising search and bargaining
costs, creating royalty-stacking risk, and inviting holdup even when downstream value is clear.SeeMichael
A. Heller & Rebecca S. Eisenberg,Can Patents Deter Innovation? The Anticommons in Biomedical Research,
!"# S$%&'$&698, 698 (1998); Carl Shapiro,Navigating the Patent Thicket: Cross Licenses, Patent Pools, and
Standard Setting, 1 I''()*+%(' P(, Õ- & E$(' . 119, 120 (2000); Mark A. Lemley & Carl Shapiro,Patent
Holdup and Royalty Stacking, 85T&.. L. R&). 1991, 1991 (2007).

The analogy of a patent thicket to systemic gating is not perfect since many ÒgatesÓ are contractual or
technical in nature rather than represented by the exercise of traditional property rights. Moreover, fair use
and similar defenses mitigate exclusion, and access policies change over time. Nonetheless, the analogy is
still useful. The mechanism (many veto points lead to underuse) and the remedies (coordination tools like
clearinghouses, pools, or default/blanket licenses) align.

71 SeeVarian,supranote64, at 8 (ÒThe marginal decisions are the ones that you agonize over . . . . If the
price were a little higher or a little lower, the results of your agonizing might be di" erentÓ).

72 At-risk content captures production decisions at the margin, where small changes in expected
remuneration can ßip whether the work is created. This maps onto the classic accessÐincentives tradeo" :
charging for access reduces use ex-post but can raise ex-ante incentives to create where they are weakest, i.e.,
at the margin.SeeW%,,%*/M. L*'0&1 & R%$2*30A. P(1'&3 , T2&E$('(/%$ S+34$+43& (5I'+&,,&$+4*,
P3(6&3+- L*7 20Ð21 (Harv. Univ. Press 2003) (ÒUnless there is power to exclude, the incentive to create
intellectual property [in this case, content for LLM training] in the Þrst place may be impaired . . . . [T]he
result is the Ôaccess versus incentivesÕ tradeo" : charging a price for a public good reduces access to it (a
social cost), making it artiÞcially scarce . . . but increases the incentive to create it in the Þrst place, which is
a possibly o" setting social beneÞt.Ó).

73 This basic tradeo" is broadly acknowledged.See Shyamkrishna Balganesh,Foreseeability and
Copyright Incentives, 122H*3) . L. R&). 1569, 1578 n.27 (2009) (collecting citations).

74 SeeL*'0&1 & P(1'&3 , supranote72, at 20Ð21.
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revenue models, which are often dependent on advertising, subscriptions, or
donations, are highly sensitive to even modest declines in audience engagement.75

Niche journalism outlets, specialized academic repositories, and independent
creative archives, for example, may Þnd that AI-driven substitution reduces their
readership enough to threaten their viability.76 Without compensation, continued
openness would e! ectively require these producers to subsidize AI development at
their own expense.

From a policy perspective, the at-risk category is where a contingent licensing
mechanism is most justiÞed, not because the set of producers is small or easily
enumerated, but because the expected social loss from withdrawal is high and
the likelihood of withdrawal is elevated by substitution e! ects and weak outside
options.77 Transaction costs and bargaining frictions a! ect both baseline and at-
risk producers, but in the at-risk segment they can be especially acute because
parties are numerous and heterogeneous, valuation and attribution are di" cult, and
bargaining power is often asymmetric. These frictions, rather than any principled
unwillingness to license, can explain why voluntary agreements may fail to

75 See, e.g., Rebecca Tushnet,Attention Must Be Paid: Commercial Speech, User-Generated Ads, and the
Challenge of Regulation, 58B!"" . L. R#$. 721, 721Ð23 (2010) (describing the Òattention economyÓ and the
di" culty of attracting audience eyeballs for ad-supported media).

76 SeeChapekis & Lieb,supranote3 (noting that Google AI summaries reduced click-through tra" c to
underlying websites by about half).

77 In addition, vulnerable content once removed from general accessibility is rarely restored.P%&%'()*(+
P%,%-),)!.)+ #* %. ., K##,(&' )!* */# M%++#+: U&-#0+*%&-(&' */# P),!.%0(*1 %&- I2,.(3%*()&+ )"
I&*#0&#*P%14%..+5 (2020),https://dl.acm.org/doi/epdf/10.1145/3366423.3380217[https://perm
a.cc/5W7W-6RF6] (ÒWe observed no instances of sites using paywalls, removing the paywalls, and then
re-establishing it.Ó); Mike Ananny & Leila Bighash,Why Drop a Paywall? Mapping Industry Accounts of
Online News DecommodiÞcation, 10I&*Õ. J. C)22 . 3359, 3359 (2016) (documenting temporary drops and
later reinstatements for emergencies, promotions, and experiments). Legal and technical controls further lock
in closure (e.g., DMCA¤ 1201Ðstyle anticircumvention applied to paywalls). Theresa M. Troupson,Yes, ItÕs
Illegal to Cheat a Paywall: Access Rights and the DMCAÕs Anticircumvention Provision, 90N.Y.U. L. R#$.
325, 325 (2015). To be sure, reversals do occur, and many outlets temporarily dropped paywalls for COVID-
19 coverage before restoring them, but these are exceptions. Once closed, content generally remains closed
absent a compelling shock. Mark Jacob,Local News Outlets Drop Paywalls for Pandemic Stories, but Gain
Digital Subscribers Anyway, N4. U. L)3 . N#4+ I&(*(%*($#(Mar. 25, 2020),https://localnewsinitiative.no
rthwestern.edu/posts/2020/03/25/digital-subscriptions-virus/[https://perma.cc/R2X6-RNCR].

https://dl.acm.org/doi/epdf/10.1145/3366423.3380217
https://perma.cc/5W7W-6RF6
https://perma.cc/5W7W-6RF6
https://localnewsinitiative.northwestern.edu/posts/2020/03/25/digital-subscriptions-virus/
https://localnewsinitiative.northwestern.edu/posts/2020/03/25/digital-subscriptions-virus/
https://perma.cc/R2X6-RNCR
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materialize.78 Accordingly, the at-risk tier marks the point at which the three-part
test for contingent licensing is most consistently satisÞed.

Importantly, the at-risk designation is dynamic. Producers may enter or exit
the category as market conditions evolve. A formerly marginal outlet that secures
stable funding or develops a reliable licensing market may transition to baseline
status. Conversely, baseline producers facing sharp revenue declines due to changes
in search algorithms, platform policies, or audience behavior may become newly at
risk. Any policy framework must therefore be capable of updating classiÞcations
regularly and with minimal friction.79

C. Transitional Content

Transitional content occupies the middle ground between stable baseline
sources and genuinely at-risk material. It consists of works or datasets whose
economic position, legal posture, or distribution model is beginning to shift in ways
that could, over time, a! ect their availability for AI training.80 Such changes may
stem from new monetization strategies, alterations in ownership, or early moves
toward gating, i.e. developments that signal potential vulnerability but do not, at
present, make withdrawal likely.

Because transitional content can move in either direction, toward stability
or toward risk, it warrants more active monitoring. Timely observation enables
policymakers and market actors to identify when a sourceÕs trajectory has shifted
enough to require reclassiÞcation. This tier is distinct from at-risk content, where
barriers to licensing or policy intervention are more pronounced by deÞnition.

78 SeeJacob Alhade! , Cooper Cuene & Max Del Real,Limits of Algorithmic Fair Use, 19 W!"# . J. L.
T$%#. & A&'" ( , 49Ð51 (2024) (observing that payment of licensing fees presents a substantial barrier to
small, start-up model developers and that concentration of large developers, and potentially less innovation,
would result). Because they operate at the economic margin, they often lack dedicated legal or licensing sta!
and cannot justify the upfront expense of contract negotiation for a single developer. Developers, for their
part, cannot feasibly pursue individual agreements with large numbers of such producers, especially when
the value of any one source is uncertain.Cf.Jacob Victor,Reconceptualizing Compulsory Licenses, 72S'!) .
L. R$*. 915, 915Ð16 (2020) (noting the transaction costs problem within the context of music licensing with
many musical artists).

79 Infra Part IV.A.
80 Cf. James Boyle,The Second Enclosure Movement and the Construction of the Public Domain, 66L.

& C+)'$,- . P&+." . 33, 33Ð34 (2003) (conceptualizing progressive enclosure of formerly open resources as
legal, technological, and social conditions evolve). By analogy, publicly accessible inframarginal content may
migrate behind paywalls as the environment changes; the ßow can also run in reverse if conditions loosen.
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Because transitional content is identiÞed early, before the economic pressure to gate
becomes acute, transitional content is generally easier to license or address through
targeted agreements, which reduces the need for heavy-handed intervention at the
outset.

One might object that all content is transitional, given a long enough horizon.
But that view is too broad to be operationally useful. The framework draws lines
based on observable changes that matter for near-term training access, not on
hypothetical long-run shifts. In this sense, ÒtransitionalÓ identiÞes a deÞnable
subset of content whose future availability is meaningfully in ßux. Monitoring
is appropriate across all tiers, including baseline content, but the intensity of
monitoring should vary with proximity to a tipping point. Transitional content
warrants closer attention because small changes in incentives can more readily shift
it toward at-risk status where the timing pressure to remunerate and avoid gating is
theoretically immanent.

At-risk content remains the more pressing policy challenge because it involves
producers facing the highest transaction costs and bargaining frictions, making
voluntary agreements di! cult to secure. This is why the proposed contingent
licensing mechanism is tailored to the at-risk tier. It provides genuinely endangered
producers with a means to maintain viability without disrupting the property rights
or market positions of more stable sources. Transitional content could migrate
into the at-risk category if conditions deteriorate, but that movement is neither
automatic nor presumed. The value of the transitional designation is that it ßags
content for closer observation while preserving space for market solutions before
any regulatory tools are triggered.81

III
W!" C#$%&$'($%L&)($*&$' ?

Parts I and II showed that the primary pressure point in the training-data
ecosystem lies with at-risk producers, sources whose works remain socially
valuable but are increasingly vulnerable to withdrawal as substitution, gating, and
transaction costs accumulate. When these producers exit, the resulting contraction
cannot be o" set through fair use or voluntary bargaining alone. Part III therefore

81 For examples of baseline and at-risk content,see infraPart III.D.
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turns to the institutional question, i.e., how to preserve access to high-value,
economically fragile content without disrupting markets that already function well.

A narrowly tailored contingent licensing framework o! ers one approach. It
supplies a predictable fallback that preserves access to socially valuable content
when bilateral negotiation is impracticable, while minimizing intrusion into
markets that function well on their own.82 The analysis that follows considers
how such a fallback operates, the conditions under which it should apply, and why
extending licensing beyond those limits would be premature.

A. Contingent Licensing as a Bargaining Floor

A contingent license functions as a bargaining ßoor. It reduces the transaction
costs that prevent mutually beneÞcial exchanges by standardizing terms and
aggregating demand.83 This mechanism is aimed at cases where producers are
willing to license but cannot feasibly negotiate separately with multiple developers,
and where developers cannot identify or contract e" ciently with a large number
of small or heterogeneous sources.84 By o! ering a low-friction alternative, the
fallback preserves access to content that might otherwise disappear from the
training pool.

A central feature of this ßoor is its opt-out structure. Producers retain
full discretion to withdraw their works from the licensing pool and pursue
bespoke arrangements, ensuring that the fallback does not operate as a back-
door compulsory license. Developers gain a reliable access channel when bilateral
negotiation is impractical, while producers maintain control over participation and
terms.

82 For a historical example of legal intervention used to address large-scale coordination failures in content
licensing in early radio broadcasting,seeVictor, supranote78, at 915Ð16. As a compulsory regime, the
analogy is imperfect, but it illustrates how fallback mechanisms can stabilize access when transaction costs
render bilateral negotiation infeasible.

83 SeeJane C. Ginsburg,Fair Use for Free, or Permitted-But-Paid?, 29B!"#!$!% T!&' . L. J.1383, 1386
(2014) (noting that licensing schemes reduce the transaction costs associated with negotiating numerous
small deals, while still allowing for voluntary agreements, which o! ers ßexibility).

84 Victor notes that the original goal of promoting broad distribution of protected works through
compulsory licensing has largely been supplanted by a focus on the minimization of transaction costs. Victor,
supranote78, at 915Ð16.
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E! ective design depends on accurate price calibration.85 If the fallback price
is set too low, content producers will opt out, and the mechanism will fail to prevent
the withdrawal of socially valuable content. If it is set too high, AI developers will
avoid the regime and attempt individual negotiation or forego access altogether,
recreating the very transaction-cost barriers the fallback is meant to address. When
calibrated correctly, however, the fallback operates as a form of insurance. It
reduces uncertainty for marginal producers whose continued openness depends on
securing some predictable return, and it preserves room for higher-value deals for
producers with greater bargaining leverage. A well-set price stabilizes supply at the
margin without distorting markets that already function e! ectively.

Yet the same feature carries a countervailing risk. When the licensing ßoor
sits close to a content producerÕs opportunity cost, the incentive to seek higher-
value arrangements may diminish. Producers with limited brand recognition or a
narrow market reach may see little beneÞt in negotiating individually if the ßoor
o! ers a guaranteed, low-friction payout. Over time, this dynamic can shift the
composition of licensing activity. Large, well-positioned producers continue to
negotiate bespoke terms, while smaller ones default to the fallback and seldom
pursue direct bargaining. This bifurcation may be e" cient if the fallback price
approximates what marginal producers could obtain through negotiation, but it can
also dampen competitive dynamics if the fallback becomes the dominant mode of
exchange rather than a safeguard against market failure.

Designing the ßoor level is therefore a delicate exercise.86 If set too low, it
will fail to prevent the withdrawal of socially valuable content; if set too high, it
risks entrenching a one-size-Þts-all market that displaces di! erentiated bargains.
The appropriate calibration should preserve the fallbackÕs insurance function for
producers near the margin while maintaining meaningful upside for those able
to negotiate above it. Striking that balance is not merely a matter of economic
modeling. It will require iterative adjustment as market conditions evolve and as

85 SeePasquale & Hun,supranote14, at 236Ð42 (discussing benchmark pricing of AI training data);
Sobel,supranote26, at 92-93 (noting the di" cult of ascertaining price). The challenge for any licensing
scheme, including the one proposed in this Article, is to identify an e" cient price in the absence of clear
market signals that arise from bargaining.SeeArmen A. Alchian,Information Costs, Pricing, and Resource
Unemployment, 7 E!"# . I#$%&'( 109, 109 (1969) (emphasizing the need for information that arises from
real-world exchange to accurately discover prices).

86 Real-world bargains should be approximated where possible.SeeAlchian,supranote85, at 109.
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producers and developers respond to the regime in ways that may not be fully
predictable ex ante.

It should be clear that accuracy in this dimension is central to the frameworkÕs
success.87 The purpose of the ßoor is not to dictate prices for all transactions, but
to provide a credible baseline that lowers search and negotiation costs and thereby
makes voluntary agreements more likely.88 If a reliable price cannot be set, either
because the underlying information is thin or because costs vary too widely across
producers, then a contingent framework should not be applied; poorly calibrated
intervention can be more distortive than no intervention at all.89

B. Excluding Baseline and Transitional Content

It may seem benign to extend the contingent licensing scheme to all producers,
including baseline and transitional ones, on an optional basis.90 After all, these
producers could accept the statutory ßoor or decline it in favor of private
arrangements. But even a voluntary ßoor is not costless. Its availability can shift
expectations and distort incentives, alter bargaining strategies, and reshape markets

87 Note that administrative costs, including the costs of acquiring information to set e! cient prices, must
be considered as well. If these prove to be prohibitive the contingent licensing scheme fails on welfare
grounds.See infraPart IV.

88 A related way to preserve participation incentives is to allocate pooled licensing revenues
probabilistically rather than proportionally by means of lottery-style distributions when individualized
accounting would exhaust the very funds it seeks to allocate. Online creator economies already function this
way. Most YouTube or Substack contributors receive little or nothing, yet participation persists because the
prospect of an outsized return sustains aggregate supply. A contingent-licensing pool could emulate this logic
by distributing a small share of total receipts through weighted draws among veriÞed at-risk contributors,
thereby maintaining expected value while avoiding high administrative cost. Such probabilistic rewards
would not track precise contributions but would achieve statistical su! ciency by providing enough of an
expected payo" to keep marginal producers engaged. The idea echoes classic law-and-economics treatments
of uncertain recovery.SeeSaul Levmore,Probabilistic Recoveries, Restitution, and Recurring Wrongs, 19
J. L. S!"#$%& '(), '() Ð(* (1990). Applied here, the same logic justiÞes modest randomness in payout
design: when the goal is to sustain socially valuable production rather than to achieve distributive precision,
probabilistic mechanisms can preserve incentives at lower cost than universal micropayments.

89 This point will be further elaboratedinfra Part IV.
90 As mentionedsupranote26, existing scholarship proposes blanket licenses. This approach is largely

taken by the Copyright Act of 1976 as well.See17 U.S.C.¤¤ 111, 114, 115, 118, 119, 122, 511 (providing
for compulsory mechanical licenses for the creation of new sound recordings of non-dramatic musical
compositions; the distribution of phonorecords to the public; satellite and cable retransmissions; and non-
interactive digital performances of sound recordings, i.e., streaming);see alsoGinsburg,supranote83, at
1432Ð33 (cataloging the various forms).
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in ways that are counterproductive where voluntary exchange already functions
well.

Consider incentive distortion. If a guaranteed licensing payment were
available to all producers, some who currently keep their content openly accessible
might instead gate it to qualify for compensation, reducing the supply of
freely available training data.91 That outcome would run directly counter to the
frameworkÕs core aim of preserving openness wherever market incentives already
support it.

A further concern is administrative. Licensing requires resources to set terms,
monitor compliance, and recalibrate prices as conditions change.92 Extending the
scheme to producers who are not at risk of exit would expand the volume of covered
works without a corresponding beneÞt, making the system more complex and
resource-intensive to operate. Broader coverage would also increase the frequency
and di! culty of price-setting and eligibility determinations, raising the likelihood
of error and ine! ciency.

Extending coverage could also entrench large baseline producers in ways
that disadvantage smaller or newer creators.93 Even with an opt-out, a guaranteed
ßoor may function as a de facto revenue stream for incumbents, reinforcing their
market position and narrowing diversity in the content ecosystem. At the same time,
broad inclusion would dilute the resources and administrative attention available to

91 SeeCass R. Sunstein,Deciding by Default, 162U. P! . L. R"#. 1, 17Ð24 (2013) (observing that defaults
alter behavior via inertia, endorsement e" ects, and loss aversion, thereby shifting market expectations); Mark
A. Lemley,Intellectual Property Rights and Standard-Setting Organizations, 90C!$%&. L. R"#. 1889, 1960
(2002) (noting that default rules promulgated by standard setting organizations can create false expectations).

Monetary incentives, such as licensing income, can crowd out norm-based compliance and reframe
conduct as a priced option.SeeUri Gneezy & Aldo Rustichini,A Fine Is a Price, 29 J. L"'!$ S()* . 1,
1 (2000) (observing that a small Þne for late pickups of children from daycare increased lateness of parents
consistent with substitution of Þnes for non-monetary penalties such as shame).

92 In the context of administering collective management systems, Òowners of rights authorize collective
management organizations to monitor the use of their works, negotiate with prospective users, give them
licenses against appropriate remuneration on the basis of a tari" system and under appropriate conditions,
collect such remuneration, and distribute it among the owners of rights.ÓM%+!$, F%-./0, C/$$"-(%#"
M!1!'"2"1( /& C/3,0%'+( !1* R"$!("* R%'+(. 17 (2d ed. 2002).

93 SeeHerbert Hovenkamp,Antitrust and the Patent System: A Reexamination, 76 O+%/S(. L.J. 467,
469Ð70 (2015) (discussing the ways that patent and related intellectual property protections can reinforce
incumbency and impede competition).
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support genuinely at-risk creators, whose contributions are most likely to disappear
without targeted intervention.

Absent systemic gating,94 extending the scheme more broadly could also
weaken its legitimacy. A mechanism narrowly focused on preventing the loss
of socially valuable content is easier to justify, both politically and legally, than
one that extends to well-resourced producers whose incentives already support
continued openness.95 The narrower and more targeted the intervention, the
stronger the case that it is necessary and proportionate.

C. Why Not Compulsory Licensing?

A universal compulsory licensing scheme could, in theory, o! er several
advantages. It would ensure continuity of access to a broad spectrum of training
inputs, reducing the risk that valuable datasets disappear due to shifting incentives
or individual producer decisions.96 By guaranteeing that baseline, transitional,
and at-risk content remains available on uniform and predictable terms, such a
scheme could blunt concentration e! ects that arise when only a few developers
secure exclusive rights to key resources. Broader access might also preserve
diversity in model development, easing the tendency toward a small number
of dominant architectures trained on idiosyncratically gated corpora. Finally,
compulsory licensing could simplify contracting and reduce transaction frictions,
particularly where numerous small producers are otherwise di" cult to reach,

94 For a deÞnition,see supranote 70. While it is important to anticipate the possibility of systemic
gating, the evidence to date does not suggest it has reached a level that justiÞes immediate, across-the-
board licensing. The current landscape is marked more by isolated acts of gating, often by high-proÞle
platforms or publishers, than by the kind of widespread, coordinated withdrawal that would threaten the
overall quality and diversity of training data. Treating systemic gating as a live but premature risk keeps
the policy response proportionate, preserving ßexibility to escalate only if access losses become persistent,
pervasive, and demonstrably harmful.

95 The legitimacy of exceptions in international copyright law has long been tied to proportionality. Article
9(2) of the Berne Convention requires that limitations on exclusive rights be conÞned to Òcertain special
cases,Ó avoid conßict with the Ònormal exploitationÓ of a work, and not Òunreasonably prejudiceÓ the rights-
holder. By insisting that exceptions be narrowly tailored and justiÞed, the three-step test reßects the intuition
that interventions are more defensible, politically and legally, when directed at speciÞc risks rather than
applied broadly.SeeBerne Convention for the Protection of Literary and Artistic Works art. 9(2), Sept. 9,
1886, as revised at Paris, July 24, 1971,S. T!"#$% D&' . N&. 99-27.

96 SeeJacob Victor,Reconceptualizing Compulsory Copyright Licenses, 72 S$#( . L. R") . 915, 915Ð16
(2020).



256 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW Vol. 15:2

allowing developers to plan longer training cycles with greater conÞdence in data
availability.97

However, across-the-board compulsory licensing carries signiÞcant
drawbacks. Foremost is the risk of eroding property rights on a broad scale.
By requiring all producers to make their works available for AI training on Þxed
terms, such a regime would deprive creators of meaningful control over how
their works are used.98 That loss is not merely symbolic. Control over licensing
terms can shape how producers position themselves in the marketplace, cultivate
audience relationships, and capture downstream value.

Moreover, compulsory licensing carries a nontrivial risk of chilling
innovation in both content creation and AI development. If license terms are mis-
calibrated, that is, if they are too favorable to developers or too burdensome for
creators, then either side may face reduced incentives to invest.99 In particular, a
regime in which creators cannot withhold access, even strategically, may dampen
the incentive to produce distinctive, high-value works, narrowing the diversity of
inputs available for future models.100

From an administrative perspective, a universal compulsory licensing regime
could, in some respects, be simpler to administer than a contingent, at-risk-only
scheme. Because it would apply across all content categories, there would be
no need to identify, monitor, and periodically reassess which producers qualify
as at-risk or whether triggering conditions have been met. Eliminating those
eligibility determinations could reduce complexity and lower the potential for
disputes, allowing the licensing authority to focus on setting and enforcing uniform
terms. At the same time, administering royalty collection and distribution across
a much larger pool of participants could generate its own burdens, and the net
e! ect on administrative costs would depend heavily on implementation.101 Even if
the balance ultimately favored universal licensing on administrative grounds, the
e" ciency concerns outlined above would remain decisive.

97 Id.
98 SeeBerne Convention,supranote95.
99 SeeVictor, supranote96, at 944, 988.

100 In comparison, a well-calibrated licensing regime that provides an opt-out, discussed in Part III.C,
supra, captures broader beneÞts insofar as information and administration costs are low.

101 See infraPart IV.
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D. Contemporary Illustrations:GearspaceandThe New York Times

To this point, the analysis has shown that the case for intervention turns on
di! erentiating content that is genuinely vulnerable to withdrawal from content
produced by stable actors with independent incentives to remain accessible. That
distinction becomes clearer when applied to concrete contexts. The examples
that follow, one near the at-risk margin and one Þrmly within the baseline tier,
demonstrate why a uniform licensing regime would be overbroad and that a targeted
intervention must focus on sources for which withdrawal is a predictable market
outcome rather than a strategic choice.

Gearspace is a long-running forum dedicated to professional audio
engineering and music production, and exempliÞes content that sits near the at-
risk end of the spectrum.102 Its contributions are narrow in scope, highly technical,
and the product of decades of cumulative community knowledge.103 Although the
forumÕs revenue model is stable enough for now, it lacks the diversiÞed income
streams of a major media organization. If site operators were to restrict access to
web crawlers due to concerns over uncompensated AI use, the impact on AI training
would be disproportionate. Models tuned for audio production assistance could
lose a key corpus of domain-speciÞc expertise, degrading niche capabilities in
ways that are di" cult to restore once the data is gone. Under a contingent licensing
regime,Gearspacecould beneÞt from standardized licensing terms that preserve
access while providing modest compensation, ensuring that its value as a training
input is not lost through market exit or prohibitive negotiation costs.

By contrast,The New York Timeslies at the opposite end of the risk spectrum.
It is a baseline producer of content that is widely read, highly trusted, and
supported by stable, diversiÞed revenue streams. Its recent decision to gate content
from AI crawlers, enforced through technical measures and litigation,104 does not
reßect a risk of market failure, but rather a strategic e! ort to enhance bargaining
leverage. UnlikeGearspace, the Times has strong, independent incentives to
continue producing and distributing content, reinforced by its subscription model,
institutional reputation, and established market position. Extending a compulsory

102 SeeG!"#$%"&!, https://gearspace.com/[https://perma.cc/4LUM-TBT8] (last visited Feb. 16, 2026).
103 SeeG!"#$%"&!, https://gearspace.com/board/[https://perma.cc/K7PK-8UBU] (last visited Feb. 16,

2026). A simple search of the forum displays rich and detailed content that goes back at least a decade.
104 See supranote13.

https://gearspace.com/
https://perma.cc/4LUM-TBT8
https://gearspace.com/board/
https://perma.cc/K7PK-8UBU
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or contingent license to such a producer would not preserve endangered supply; it
would instead interfere with a functioning market in which the producer is capable
of negotiating access on its own terms.105

The contrast between these two cases underscores why a uniform approach
to AI training access would be both overbroad and ine! cient. GearspaceÕs
vulnerability reßects structural fragility. It possesses limited resources, relies on
volunteer contributions, and cannot pursue alternative monetization paths readily.
The Times, by contrast, has the resources and institutional stability to negotiate
licensing terms without risking the viability of its output. A contingent licensing
framework is therefore suited to preserving access in the former case while
respecting property rights and bargaining autonomy in the latter.

Taken together, these examples show that e" ective policy must track
underlying economic conditions. Intervention is warranted only where withdrawal
is a predictable market outcome, not where producers already possess the capacity
and incentives to negotiate access on their own terms. A contingent licensing
framework reßects that distinction, directing support to vulnerable sources without
disrupting stable markets or altering incentives where they already function.

IV
L!"#$ D!%&"' #'( I )*$!)!'+#+&,'

A licensing regime, no matter how well-justiÞed in principle, should be
implemented only if it can operate e! ciently. Its beneÞts must outweigh both
the informational demands of implementation and the administrative burdens
of ongoing operation. This constraint is especially important for a contingent
or fallback framework, which depends on accurate classiÞcation of content
types, timely monitoring of availability, e! cient price-setting, and enforcement
mechanisms that preserve rather than distort existing market incentives. As Part
III explained, the case for intervention arises primarily when transaction costs
make voluntary bargaining infeasible. The design choices that follow proceed from
that assumption and evaluate how a contingent licensing system could function in
practice under those conditions.

105 The Timesrecently closed its Þrst licensing deal with Amazon.SeeJaspreet Singh,New York Times
Partners with Amazon for Its First Licensing Deal, R!"#!$%, May 29, 2025,https://www.reuters.com/busine
ss/retail-consumer/new-york-times-amazon-sign-ai-licensing-deal-2025-05-29/[https://perma.cc/67F2-
2T27].

https://www.reuters.com/business/retail-consumer/new-york-times-amazon-sign-ai-licensing-deal-2025-05-29/
https://www.reuters.com/business/retail-consumer/new-york-times-amazon-sign-ai-licensing-deal-2025-05-29/
https://perma.cc/67F2-2T27
https://perma.cc/67F2-2T27
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A. Information and ClassiÞcation Requirements

A contingent licensing framework relies on accurate, up-to-date information
about the content it is meant to support. At a minimum, the system must be able to
distinguish at-risk sources from those that can negotiate e! ectively on their own,
and it must do so in a way that is transparent, predictable, and resistant to strategic
manipulation. This requires clear criteria for classiÞcation and mechanisms for
updating those classiÞcations as market conditions change.

ClassiÞcation cannot rest solely on producer declarations or static indicators.
Some sources may appear stable but face declining viability over time; others
may present themselves as fragile to obtain favorable terms. A workable system
therefore must rely on observable signals such as patterns of withdrawal, shifts
in access policies, or documented failures in voluntary negotiations, rather than
subjective assessments of vulnerability. The goal is to identify circumstances in
which access to a socially valuable input is at genuine risk of disappearing.

Price-setting presents a related informational challenge, but one that is
manageable in practice. The objective is not to determine the intrinsic value of
each individual work, but to approximate the level of compensation necessary
to keep marginal producers from withdrawing access. For many at-risk sources,
this information is accessible: operating costs for community forums, technical
archives, and niche publishers, such as hosting, storage, moderation, and basic
sta" ng, can be estimated with reasonable accuracy using public data, industry
benchmarks, and comparable-market analyses of the kind antitrust and regulatory
agencies routinely perform. Where continued availability depends on covering
these relatively stable minimum-viability costs, a fallback price can be set to
ensure that participation remains economically feasible without displacing higher-
value negotiations for producers with stronger market positions.106The calibration
exercise therefore does not require precision in any microeconomic sense; it

106 Demand-side indicators can also inform calibration. Antitrust and regulatory agencies routinely
approximate the value of inputs by examining downstream ÞrmsÕ revenues, scale, or competitive incentives,
and similar methods could be used here to estimate developersÕ willingness to pay for continued access
without requiring precise attribution of a datasetÕs marginal contribution to model performance.

As already noted, lottery-style payouts to content creators could be deployed to encourage higher levels of
participation.See supranote88.
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requires a credible ßoor capable of preventing supply collapse among structurally
fragile sources while preserving room for market-driven bargaining above it.

Accurate price-setting is only part of the institutional design. A viable
framework must also incorporate monitoring and enforcement mechanisms to
ensure that the terms of the license are observed in practice. A contingent license
must ensure that participating producers actually make their content available
under the speciÞed terms and that developers comply with the conditions attached
to use. These obligations need not be onerous, but they must be clear enough to
prevent opportunistic behavior and light enough to avoid deterring participation.
Enforcement mechanisms should focus on detectable breaches, including improper
withholding, misuse of licensed material, or failures to report use, rather than on
intrusive oversight of day-to-day activity.

A licensing system that cannot e! ciently meet these informational and
administrative requirements should not be implemented. Its value depends on
the ability to function reliably, adapting to changes in the content ecosystem
without imposing excessive burdens on producers, developers, or the institutions
responsible for administering it.

B. Institutional Options

Multiple institutional pathways could support a contingent licensing system,
each with distinct advantages in scope, ßexibility, and enforceability. These models
are not mutually exclusive, and any implementation should remain modular so that
only the elements needed to address demonstrated market failures are activated.

A statutory pathway o" ers the clearest legal foundation. Congress could enact
a narrowly tailored contingent license, drawing structural guidance from existing
regimes such as the mechanical license for musical compositions, but limiting its
scope to content that meets strict eligibility criteria and clearly deÞned rate-setting
rules. Such a framework would provide legal certainty and lower transaction costs,
while still requiring careful calibration to ensure that it does not extend beyond the
market failures it is designed to address.107

107 SeeVictor, supranote96, at 927Ð30 (explaining that compulsory licensing for musical compositions
was justiÞed by the impracticability of individualized negotiation and the public value of broad access
to protected works). The Copyright ActÕs rate-setting criteria similarly emphasize balancing access, fair
return, and minimal disruption to existing industry structures.See17 U.S.C.¤ 801(b)(1)(A)Ð(D). By
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Alternatively, a limited administrative body or collective rights organization
could manage the licensing process. Institutions such as ASCAP, BMI, or the
Copyright Clearance Center provide models for aggregating rights and distributing
royalties, though at a much larger scale and for di! erent types of works.108 A more
modest analogue could identify eligible at-risk content, collect fees, and distribute
compensation using standardized criteria rather than granular usage tracking. This
approach can scale and adapt to changing conditions but would require ongoing
coordination across diverse content categories and careful constraints to ensure
that it remains narrow, modular, and limited to contexts where voluntary licensing
has failed.

Judicial mechanisms could also play a limited transitional role. Courts have at
times responded to recurring copyright disputes by articulating presumptive rules
or structured remedies that reduce uncertainty across similar cases.109In a training-
data context, courts could recognize a narrow presumptive license for gated content
that meets deÞned criteria, such as limited substitution risk, demonstrated public
value, and unsuccessful attempts at voluntary negotiation. Although courts are not
well suited to designing or administering a licensing system, they can help stabilize
expectations and reduce litigation pressure while legislative or administrative
solutions develop.

Each institutional pathway carries trade-o! s: statutory approaches risk
rigidity, administrative models require sustained resources, and judicial
mechanisms can yield uneven results. Hybrid options, such as limited legislative
authorization for a registry paired with judicial presumptions in recurring

contrast, compulsory licensing for noncommercial broadcasters rested primarily on reducing transaction
costs rather than on dissemination. Victor,supranote96, at 945. These rationales illustrate the economic logic
behind targeted intervention when voluntary licensing becomes infeasible, though the contingent framework
proposed here is narrower in scope and focused solely on at-risk content.

108 See, e.g., Kristelia A. Garc«õa,Facilitating Competition by Remedial Regulation, 31 B!"#!$!% L. &
T!&' . J.183, 194 (2016) (describing the ASCAP blanket license).

109 For instance, courts engage in rate setting when they attempt to approximate the fair market value of a
license for performance rights organizations.SeeIn re Pandora Media, Inc., 6 F. Supp. 3d 317, 353 (S.D.N.Y.
2014) (quoting Am. SocÕy of Composers, Authors, & Publishers v. MobiTV, Inc., 681 F.3d 76, 82 (2d Cir.
2012),a! Õd, 785 F.3d 73 (2d Cir. 2015)). In other instances, courts can compel copyright owners to license
but leave rate-setting to the parties subject to judicial veriÞcation that licenses Òare easily accessible [and]
reasonably priced.Ó Cambridge University Press v. Becker, 863 F. Supp. 2d 1190, 1237 (N.D. Ga. 2012),
revÕd sub nom, Cambridge University Press v. Patton, 769 F.3d 1232 (11th Cir. 2014).See alsoGinsburg,
supranote83, at 1397Ð98 (describing judicial compulsory licensing).
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disputes, are also plausible. Analogous coordination tools exist in other domains,
including patent pools110 and fair, reasonable, and non-discriminatory (FRAND)
licensing,111 which address fragmentation by facilitating access to essential inputs
while preserving private incentives to innovate. Although the legal structures
di! er, the underlying challenge of enabling scalable access without collapsing
bargaining autonomy is similar. Whatever form is adopted, the central aim should
be to maintain contingency, minimize market distortion, and provide clear legal
footing for the narrow circumstances in which intervention is warranted.

C. Global Considerations

Although grounded in U.S. law, any contingent licensing must remain
compatible with international obligations.112 Under the Berne Convention and
TRIPS, limitations and exceptions must be conÞned to special cases, avoid
conßict with normal exploitation of works, and refrain from causing unreasonable
prejudice to the legitimate interests of rights-holders.113 A narrowly tailored,

110 SeeJosh Lerner & Jean Tirole,E! cient Patent Pools, 94 A! . E"#$ . R%&. 691, 700Ð02 (2004)
(explaining that patent pools bundle complementary patents, reduce transaction costs, and avoiding blocking
rights by resolving overlapping claims).

111 SeeCarl Shapiro,Navigating the Patent Thicket: Cross Licenses, Patent Pools, and Standard Setting,
1 I$$#&'()#$ P#*Õ+ & E"#$ . 119, 122 (2001) (observing that standard-setting organizations commonly
require patent-holders to license essential technologies on FRAND terms);see also Intellectual Property
Rights, E,- . T%*%"#!!. . S('$/'-/. I$.( . (ETSI), https://www.etsi.org/intellectual-property-rights
[https://perma.cc/YC7A-L6VW] (last visited Feb. 16, 2026). ETSI requires Standard Essential Patent
holders to commit to licensing on FRAND terms to ensure interoperability in global technology standards.

112 See, e.g., Mattias R¬attz«en,Location Is All You Need: Copyright Extraterritoriality and Where to Train
Your AI, 26 C#*,! . S"). & T%"0. L. R%&. 175, 175 (2024) (noting divergence of copyright rules across
the United States, the EU, the U.K., Japan, Singapore, Australia, India, Israel, Òand many more countriesÓ
and that Òthere is therefore a high likelihood that the same type of training activity would be considered
copyright infringement in some countries but not in others.Ó); Matthew Sag & Peter K. Yu,The Globalization
of Copyright Exceptions for AI Training, 74 E!#-+ L. J. 1163, 1168, 1212 (2025) (observing a lack of
harmonization but signs of an emerging global equilibrium that permits, in some instances, unauthorized use
of copyrighted works for training).

113 SeeBerne Convention,supra note 95 (limiting exceptions to cases that are limited in scope, do
not conßict with normal exploitation of the work and, do not unreasonably prejudice the rights-holder);
Agreement on Trade-Related Aspects of Intellectual Property Rights art. 13, Apr. 15, 1994, 1869 U.N.T.S.
299 (incorporating a similar Òthree-step testÓ for limitations and exceptions to exclusive rights).

https://www.etsi.org/intellectual-property-rights
https://perma.cc/YC7A-L6VW
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market-failure-triggered mechanism limited to at-risk content can plausibly satisfy
these standards.114

Global approaches vary. The EU allows text and data mining for research
while allowing commercial rightsholders to opt-out115 whereas China often relies
on state-backed mechanisms to facilitate access.116 The United States need not
harmonize with either model, but should avoid creating obstacles to cross-
border training or inconsistencies that complicate international deployment. A
transparent, nondiscriminatory, U.S.-focused system would minimize friction and
reinforce the legitimacy of any contingent licensing system.

Over time, reciprocal or federated licensing arrangements could emerge
across jurisdictions, whether through mutual recognition of rights or coordinated
registries for at-risk content. Although such developments are speculative, they
illustrate that a narrowly tailored contingent framework is compatible with
international law and adaptable to di! erent legal environments.

C!"#$%&'!"

The shift toward AI-mediated access has reconÞgured the economics of
online content in ways that copyright doctrine alone cannot address. To date, fair
use continues to permit large-scale training, yet its permissive scope does little to
sustain the underlying supply of high-value inputs when the incentives that once
supported openness begin to erode. As Parts I and II showed, the resulting pressures
fall unevenly across the content ecosystem. Baseline producers remain viable
under a wide range of conditions, while at-risk creators face growing incentives
to withdraw. Transitional sources fall between these poles, signaling where market
stress may soon become acute. Any governance response must therefore distinguish

114 Cf. Kaigeng Li, Hong Wu & Yupeng Dong,Copyright Protection During the Training Stage of
Generative AI, C!"#$%&' L. & S&($')%* R&+., Nov. 2024, at 1, 18 (suggesting that remuneration rights
are consistent with international intellectual property treaties).

115 SeeDirective (EU) 2019/790 of the European Parliament and of the Council of 17 April 2019
on Copyright and Related Rights in the Digital Single Market and Amending Directives 96/9/EC and
2001/29/EC, 2019 O.J. (L 130) 92. Article 3 permits text and data mining for research; Article 4 provides
for owners of data to opt-out.

116 See China Accelerating Development of Large Language Models, X),-$. (Jun. 14, 2023),https://en
glish.news.cn/20230614/52ef051d78414df9a5f2f1d94b605c55/c.html[https://perma.cc/Y4KW-36G3]
(reporting on large-scale state funding for LLM infrastructure and models).

https://english.news.cn/20230614/52ef051d78414df9a5f2f1d94b605c55/c.html
https://english.news.cn/20230614/52ef051d78414df9a5f2f1d94b605c55/c.html
https://perma.cc/Y4KW-36G3
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among these very di! erent positions rather than treating Òtraining dataÓ as a
homogeneous resource.

Contingent licensing o! ers one tool for doing so. Properly designed, it can
operate as a narrow, fallback mechanism that activates only when three conditions
converge: the content is demonstrably valuable for training, withdrawal is the
rational outcome absent remuneration, and bilateral negotiation is blocked by
transaction costs or collective-action frictions. A system meeting these criteria does
not displace fair use, impose compulsory terms on stable producers, or convert
open access into a default licensing market. It preserves what already works,
intervenes only where failure is demonstrable, and respects the basic structure of
incentives that support continued content production.

As Part IV emphasized, any licensing mechanism must be able to classify
content reliably, set prices at a level that stabilizes supply without distorting
markets, and operate with administrative e" ciency. Where those informational and
operational demands cannot be e" ciently met, the case for intervention collapses;
the welfare-maximizing outcome is non-intervention. But where the conditions are
satisÞed, a contingent license can prevent the disappearance of socially valuable
inputs that models cannot easily substitute for or reconstruct once withdrawn.

Training data governance thus reframes the debate. Rather than focusing on
the limits of fair use or the propriety of large-scale scraping, it directs attention to
the economic conditions that determine whether critical content remains available
at all. The governance challenge is not to guarantee universal access or to suppress
strategic gating; it is to ensure that the loss of fragile but essential sources does
not degrade the quality, diversity, and reliability of generative AI systems in ways
that undermine long-term social welfare. A contingent, evidence-based licensing
fallback that is narrow in scope, modest in ambition, and grounded in market
failure, could o! er one path toward that goal.
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The Nazi conÞscation of art is recognized as one of the biggest displacements
of artworks in history.1 Between 1933 and 1945, an estimated 150,000 pieces of
art were plundered in Western Europe and nearly half a million in Eastern Europe.2

The Nazi government deemed modern and abstract art, works by Jewish artists or
that depict Jewish subjects, or any pieces critical of the government as Òdegenerate
artÓ that must be taken away.3 To facilitate the spoliation, the Nazi government
passed a law Òrequiring Jews within the Nazi Reich with more than 5,000
Reichsmarks in property to periodically declare and inventory assets, including art

1 SeeH).&!% F)/'.'$*! , T,) L!+&M0+)0" : T,) N$7' C!*+#'%$.4 &! S&)$/ &,) W!%/6Õ+G%)$&)+&
W!%5+ !2 A%&23 (Tim Bent & Hector Feliciano trans., BasicBooks 1997) (ÒIn twelve years . . . as many
works of art were displaced, transported, and stolen as during the entire Thirty Years War or all the Napoleonic
Wars.Ó).

2 Benjamin E. Pollock,Out of the Night and Fog: Permitting Litigation to Prompt an International
Resolution to Nazi-Looted Art Claims, 43H!0+ . L. R)( . 193, 196 (2005).

3 Emily J. Henson, Comment,The Last Prisoners of War: Returning World War II Art to Its Rightful
OwnersÑCan Moral Obligations Be Translated into Legal Duties?, 51D)P$0/ L. R)( . 1103, 1105Ð6 (2002).
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collections.Ó4 Nazis also systematically put one spouse in a concentration camp and
forced the other spouse to liquidate remaining assets by coercing them to exercise
a power of attorney.5 Moreover, deprived of income and access to bank accounts,6

many Jewish art collectors resorted to selling their collections at discount prices to
support their living or raise funds to escape.7

While e! orts to restitute unlawfully lost art during the Nazi era began
soon after the end of WWII, the lack of records rendered many such attempts
unsuccessful.8 In recent years, increasing awareness of the restitution issue and
new research resources have given rise to a series of litigations in major art centers
such as New York, where the original owner or their heirs challenge the title of the
current possessor, usually a good-faith purchaser, for the reemerged lost artwork.
However, adjudicating these claims requires courts to delineate legal boundaries
within historically complicated contexts. The varying outcomes of Holocaust-
related art restitution litigations and the constantly evolving legal landscape have
injected signiÞcant uncertainties into the art market.

In April 2026, Congress passed the Holocaust Expropriated Art Recovery
Act of 2025, amending its 2016 predecessor to better accommodate claimants by
eliminating all procedural obstacles, ensuring that Holocaust-related art restitution
cases are decided on the merits alone.9 This amendment is poised to signiÞcantly

4 Jennifer Anglim Kreder,The New Battleground of Museum Ethics and Holocaust-Era Claims:
Technicalities Trumping Justice or Responsible Stewardship for the Public Trust?, !! O" . L. R#$. 37, 48Ð9
(2009).

5 Id. at 49.
6 SeeZuckerman v. Metro. Museum of Art, 307 F. Supp. 3d 304, 308 (S.D.N.Y. 2018) (ÒThe Nuremberg

Laws formalized a process of exclusion of Jews from GermanyÕs economic and social life. It ushered in a
process of eventual total dispossession through what became known as ÔAryanizationÕ or ÔArisierung,Õ Þrst
through takeovers by ÔAryansÕ of Jewish-owned businesses and then by forcing Jews to surrender virtually
all of their assets. Through this process all Jewish workers and managers were dismissed, and businesses and
corporations belonging to Jewish owners were forcibly transferred to non-Jewish Germans, who ÔboughtÕ
them at prices o" cially Þxed and well below market value.Ó).

7 Kreder,supranote4, at 49Ð50.
8 SeePollock,supranote2, at 198 (2006) (ÒIn the modern era, the end of the Cold War opened Eastern

bloc borders and permitted the release of many previously classiÞed documents. Additionally, it is projected
that more art will resurface in the near future as the generation who lived through World War II passes on.
Despite numerous attempts to resolve Holocaust-era claims, however, the problem of looted art remains.Ó).

9 SeeHolocaust Expropriated Art Recovery Act of 2025, S. 1884, 119th Cong. (2025),https://www.
congress.gov/bill/119th-congress/senate-bill/1884[https://www.congress.gov/bill/119th-congress/senate-
bill/1884] (Òthe bill limits the defenses that may be asserted against civil claims or causes of action, including

https://www.congress.gov/bill/119th-congress/senate-bill/1884
https://www.congress.gov/bill/119th-congress/senate-bill/1884
https://www.congress.gov/bill/119th-congress/senate-bill/1884
https://www.congress.gov/bill/119th-congress/senate-bill/1884
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disrupt the existing legal framework and market behavior. To understand the
changes it may introduce, it is worth examining the current framework and the
market dynamics it has shaped.

This paper examines past Holocaust-related art restitution litigations in New
York courts, analyzes their impact on the art market, and evaluates the Þndings
against the changes introduced by the 2025 amendment. Part I of the paper begins
by establishing the historical context through an overview of the international
and U.S. laws designed to advance the restitution e! orts. Part II then details the
New York courtsÕ speciÞc approach and evaluates its e! ectiveness. As part of the
evaluation, Part III of this paper contrasts the New York approach with European
frameworks to address certain criticisms. Part IV highlights a signiÞcant recent
development: the criminal systemÕs intervention in Holocaust-related restitution
cases. Finally, Part V evaluates how various market constituentsÑcollectors,
dealers, auction houses, and museumsÑhave adapted to the evolving legal rules.

Ultimately, this paper argues that the pre-amendment New York framework
strikes a balance between justice for victims and art market stability, while
creating incentives for parties to facilitate Holocaust-related restitution. However,
the framework also has two shortcomings: Þrst, purchasers bear a disproportionate
burden and risk while dealers and auction houses bear too little, an imbalance
the 2025 amendment is likely to exacerbate; second, the rigid application of the
laches defense risks barring legitimate claims by good-faith claimants, a problem
the amendment addresses but at the cost of potentially encouraging opportunistic
behavior among prospective claimants.

I
C!"#$%# &!' H!(!)*+,# -R$(*#$- A'# R$,#.#+#.!" L*/,

A. Non-Binding International Agreements

Starting in 1914, organizations and countries have worked to address the issue
of Nazi-plundered art, advocating for the return of these artworks to their original

by prohibiting defenses based on the passage of time, including equitable defenses such as laches (i.e.,
unreasonable delays); and discretionary bases for dismissal that are unrelated to the merits of the claim,
including international comity (i.e., deference to the laws of other countries).Ó).
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owners through statements, conferences, and agreements.10 One of the most
inßuential e! orts was the Washington Conference. In 1998, the U.S. assembled the
representatives of forty-four nations in Washington, D.C. to Òshare information and
discuss solutions to the continuing problem of restoring lost property to the victims
of the Holocaust and their heirs.Ó11 The participating countries unanimously signed
the Washington Conference Principles on Nazi-ConÞscated Art (ÒWashington
PrinciplesÓ), a non-binding set of guidelines urging governments, museums, and
other relevant entities to facilitate the identiÞcation and return of Nazi-conÞscated
art.12

In 2009, the U.S. State DepartmentÕs O" ce of Special Envoy for Holocaust
Issues held a series of meetings in Prague to assess the progress made since the
Washington Conference and to evaluate the contemporary practices in provenance
research and restitution.13 The declaration resulted from the conference, known
as the ÒTerezin Declaration,Ó encouraged the forty-seven participating nations
(many of which had participated in the Washington Conference) to engage in
ÒintensiÞed provenance researchÓ and to Òfacilitate just and fair solutions with
regard to Nazi-conÞscated artÓ within their respective legal systems.14 Importantly,
the Declaration further calls upon both governmental and private actors to resolve
disputes Òon the facts and merits,Ó rather than through legal technicalities, such as
statute of limitations issues.15 Similar to the Washington Principles, the Terezin
Declaration is also non-binding.16

10 SeeMatter of Art Inst. of Chicago, 2025 NY Slip Op 50617(U), 9Ð19 (Sup. Ct.) (recounting all the
international advocacy and legislative e! orts for Holocaust-related art restitution from 1941 to 2016).

11 O" ce for the Special Envoy of Holocaust Issues, Washington Conference Principles on Nazi-
ConÞscated Art,U.S. D!" Õ# $%S#&#! (Dec. 3, 1998),https://www.state.gov/washington-conference-
principles-on-nazi-confiscated-art[https://perma.cc/VYN6-EJVE]. [hereinafter Washington Principle]

12 Id. ¤¤3, 5Ð6.
13 O" ce for the Special Envoy of Holocaust Issues, 2009 Terezin Declaration on Holocaust Era Assets

and Related Issues,U.S. D!" Õ# $%S#&#! (June 30, 2009),https://www.state.gov/prague-holocaust-era-
assets-conference-terezin-declaration[https://perma.cc/52X2-RHTK] [hereinafter Terezin Declaration].

14 Jillian E. Meaney,From Platitudes to the Passage of the HEAR Act: How Procedural Obstacles in
U.S. Courts Have Prevented the Restitution of Nazi-Expropriated Art and CongressÕs E! orts to Provide a
Resolution, '( U. F)&. J.L. & P*+. P$)Õ, 371, 377 (2017).

15 Terezin Declaration,supranote13.
16 Id.

https://www.state.gov/washington-conference-principles-on-nazi-confiscated-art
https://www.state.gov/washington-conference-principles-on-nazi-confiscated-art
https://perma.cc/VYN6-EJVE
https://www.state.gov/prague-holocaust-era-assets-conference-terezin-declaration
https://www.state.gov/prague-holocaust-era-assets-conference-terezin-declaration
https://www.state.gov/prague-holocaust-era-assets-conference-terezin-declaration
https://www.state.gov/prague-holocaust-era-assets-conference-terezin-declaration
https://perma.cc/52X2-RHTK
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B. Holocaust Expropriated Art Recovery Act

In 2016, the U.S. Congress enacted the Holocaust Expropriated Art Recovery
Act (ÒHEAR ActÓ) to advance the goals set out in the Washington Principles
and Terezin Declaration.17 The Act establishes an operative six-year statute of
limitation for claims seeking the recovery of lost cultural properties due to Nazi
persecution from 1933 to 1945.18 The statute of limitations only begins to run after
the rightful owner obtains actual knowledge of facts giving rise to the claim.19 The
Act does not repeal or pre-empt existing statute of limitations. Instead, a claimant
may rely on either the applicable state or federal statute of limitations or the HEAR
Act, whichever o! ers more time.20

In April 2026, Congress passed the HEAR Act of 2025, which expands upon
its 2016 predecessor by removing a range of defenses based on passage of time
including laches, so that Holocaust-related art restitution claims can be decided
solely on the merits.21 Because each jurisdiction has its own approach to such
claims, how courts will implement the 2025 amendments in practice remains to be
seen.

II
W!"#$%&'(% P)$%*$+,-" $% '#- C.))-%' N-/ Y()0 F)!1-/()0

Because of the non-binding nature of the Washington Principles, each
jurisdiction has integrated the Principles in its legal system di! erently. This
section will evaluate the e" cacy of the Washington Principles in New York court
decisions from three perspectives: procedural law, substantive law, and equity
claims. The analysis reveals that although the courts frequently acknowledge
the Washington Principles and the casesÕ horriÞc historical context, New York
courts have generally refrained from providing special accommodations for the
original owners in substantive or equitable rulings. Nonetheless, illuminated by
the Washington Principles, New York courts lift certain procedural burdens for the

17 Holocaust Expropriated Art Recovery (HEAR) Act of 2016,P!" . L. N#. 114Ð308,¤¤3 & 5, 130 Stat.
1524, 1524.

18 Id. ¤ 5.
19 Id.
20 Herbert I. Lazerow,Holocaust Art Disputes: The Holocaust Expropriated Art Recovery Act of 2016,

51, I$%Õ&L'( . 195, 232 (2018).
21 HEAR Act of 2025,supranote9.
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original owners. Lastly, this section will also discuss New York courtsÕ remedies
for good-faith purchasers who lose their titles to the heirs of original owners.

A. Procedural Law

In addition to applying the HEAR Act, New York courts have established their
own unique way to calculate the statute of limitations for replevinÑthe claims that
victimsÕ heirs usually pursue to recover their lost artÑin order to better protect
the victims. The foundational case for Holocaust-related art restitution litigation in
New York,Solomon R. Guggenheim Found. v. Lubell, outlines the framework for
recovering a stolen artwork under New York law:

New York case law has long protected the right of the owner whose
property has been stolen to recover that property, even if it is in the
possession of a good-faith purchaser for value. There is a three-year
Statute of Limitations for recovery of a chattel. The rule in this State
is that a cause of action for replevin against the good-faith purchaser of
a stolen chattel accrues when the true owner makes demand for return of
the chattel and the person in possession of the chattel refuses to return it.
Until demand is made and refused, possession of the stolen property by
the good-faith purchaser for value is not considered wrongful. Although
seemingly anomalous, a di! erent rule applies when the stolen object is
in the possession of the thief. In that situation, the Statute of Limitations
runs from the time of the theft, even if the property owner was unaware
of the theft at the time that it occurred.22

In other words, the three-year statute of limitations does not start running
until the original owner or their heir makes a demand to return the artwork and
the current possessor refuses that demand. The demand-and-refusal framework
a! ords e! ective protection to the true owners without unduly disrupting the market.
This is because, Þrst, the demand-and-refusal framework provides the potential
claimants a reasonable opportunity to receive notice of the acquisition of the stolen
work.23 Otherwise, a stolen workÕs title can be automatically legitimized if a buyer

22 Solomon R. Guggenheim Found. v. Lubell, 569 N.E.2d 426, 429 (N.Y.1991) (internal citations omitted).
Note that New York law di! erentiates the cases of possession by a thief and possession by a good-faith
purchasers. This paper only discusses the latter scenario as it is the case of most Holocaust-related artwork
title disputes.

23 Id. at 430.
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simply waits for the statute of limitations to run out. This way, heirs will never
have the opportunity to take action to recover the work before their rights are
extinguished. The demand-and-refusal mechanism is particularly useful when the
paintings are sold in the private market between private collectors. Navigating the
obscure private sales is an impossible task, and requiring claimants to do so would
Òobscure [New York lawÕs] straightforward protection of true owners.Ó24

In addition, the framework a! ords current possessors a bu! er and encourages
private resolution. The framework gives the current possessor a fair opportunity to
receive notice about the claim and conduct their own research. This is particularly
crucial in the context of Holocaust-related art title disputes as the cases often trace
back to transactions from decades ago. Allowing both parties to develop their
repositories of evidence maximizes the information available to resolve the dispute.
Where the evidence strongly favors one side, the parties can reach an e" cient
resolution without resorting to litigation. Given the high volume of transactions
in the New York art market, this also serves to reduce unnecessary strain on the
courts.

The New York framework is crafted with the recognition that ÒNew York
enjoys a worldwide reputation as a preeminent cultural center.Ó25 Accordingly,
New York has a strong interest in preventing New York from becoming Òa haven
for cultural property stolen abroadÓ26 while avoiding excessive market uncertainty.
The demand-and-refusal mechanism accomplishes both.

Because of the special demand-and-refusal rule, the HEAR Act of 2016 has
minimal utility in Holocaust-related restitution litigations in New York.27 The
framework only starts tolling the limitations period relatively late,28 and sending
the demand to return entails the claimantÕs actual knowledge of their possessory
interest. Therefore, the only scenarios where the HEAR Act can extend the statute
of limitations for a claimant in New York is when the claimant brings the lawsuit
over three years after the demand is refused but within six years of actual discovery.

24 Id.
25 Id. at 431.
26 Id. at 430
27 For a more comprehensive discussion on the impact of HEAR Act in di! erent jurisdictions,see

Lazerow,supranote20, at 245Ð7 (explaining di! erences in the actÕs practical e! ects in New York, New
Jersey, and California).

28 Id. at 245.
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Given that a lawsuit usually follows soon after the refusal, the HEAR Act extension
is not used frequently.29

It is unclear how New York will adapt its procedural law in response to the
HEAR Act of 2025. The demand-and-refusal rule serves an important function:
it provides the current possessor with notice and a safe harbor within which to
assess and respond to a potential claim. Removing this framework could introduce
signiÞcant uncertainty into the art market.

Under the old rules, the delay in tolling does not mean a claimant can
indeÞnitely delay making demand for return after discovering the location of the
lost work. As discussed later in this section, New York courts uphold the equitable
doctrine of laches, a defense eliminated by the 2025 amendment.

B. Substantive Law

In Holocaust-related restitution cases, New York courts strictly adhere to the
rule of law in their determination of substantive contract and property claims. The
heirs must Þrst show they have a legitimate possessory interest in the disputed
painting, which heavily relies on provenance records and sale documents tracing
back decades. Because of the passage of time and loss of records in war and
emigration, this could be an exceedingly challenging task. For instance, in the
2024 caseRobert Owen Lehman Foundation, Inc. v. Wien, the court refused to
determine whether Dr. Heinrich ReigerÕs heirs had a possessory interest in the
disputed painting,Portrait of ArtistÕs Wifeby Egon Schiele.30 Although the records
showed that Dr. ReigerÕs collection catalog included a reference to ÒPortrait of
Edith Schiele, watercolor,Ó the description did not su! ciently establish ownership
of the disputed artwork because Schiele had made multiple paintings of the same
or similar subjects.31 Neither could the expert witness, Eyal Dolev, a professional
provenance researcher, reach a certain conclusion about whether the disputed

29 Id.
30 Robert Owen Lehman Found., Inc. v. Wien, 2024 NY Slip Op 51041(U), 29Ð30 (Sup. Ct.). The claim

was dismissed based on laches.
31 Id. at 28 (detailing the expert witness testiÞed that there were at least two paintings depicting the artistÕs

wife that could have been the work in the Rieger collection: D1709,https://nycourts.gov/reporter/webdocs/
ROLFvWien Image12.pdf; D1908,https://nycourts.gov/reporter/webdocs/ROLFvWienImage1.pdf.).

https://nycourts.gov/reporter/webdocs/ROLFvWien_Image12.pdf
https://nycourts.gov/reporter/webdocs/ROLFvWien_Image12.pdf
https://nycourts.gov/reporter/webdocs/ROLFvWien_Image12.pdf
https://nycourts.gov/reporter/webdocs/ROLFvWien_Image12.pdf
https://nycourts.gov/reporter/webdocs/ROLFvWien_Image1.pdf
https://nycourts.gov/reporter/webdocs/ROLFvWien_Image1.pdf
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painting was the one that once belonged to Dr. ReigerÕs collection.32 The court
refused to make a factual determination because the passage of time had resulted
in Òdeceased witnesses, faded memories, lost documents, and hearsay testimony of
questionable value.Ó33

Once a possessory interest is established, the plainti! must show that the
work was taken away from their ancestor through illegitimate means, and thereby
prove that the current possessor lacks a good title over the artwork. Like most legal
systems in the world, New York upholds the fundamental principle ofnemo dat
quod non habetÑÒone cannot convey greater rights in property than one has.Ó34

Therefore, the focus of restitution lawsuits is on characterizing the nature of the
transfer between the original owner and the alleged illegitimate transferee. There
are two main categories for such relationships: direct theft and separation due to
duress.

1. Direct Theft

Because a seller can only pass the title they own, a thief cannot transfer good
title to subsequent buyers.35 A subsequent purchaser, however innocent, always
loses to the original owner.36

This rule has been a" rmed in restitution cases.37 Menzel v. ListspeciÞed
that the Nazi governmentÕs seizure of artworks is within the meaning of theft and

32 Id. at 28Ð9 (Dolev testiÞed that in 2014, the heirs Þrst thought that either D1709 or D1719 belonged
to Dr. Rieger. Then, Dolev conducted provenance research on D1908 on behalf of the heirs when they were
approached by the ChristieÕs and asked if the heirs had claims for the painting.).

33 Id. at 29 (internal citation omitted).
34 SeeDan Klerman & Anja Shortland,The Transformation of the Art Market: Law, Norms, and

Institutions, 23T!"#$"%&'() I*+,&$&"-L., 219, 221 (2022) (noting that a thief cannot transfer a more secure
version of a title than the one they possessed).

35 Saul Levmore,Variety and Uniformity in the Treatment of the Good-Faith Purchaser, 16 J. L".()
S%,/&"-, 43, 57Ð58 (1987).

36 SeeMenzel v. List, 2d 300, 316 (N.Y. Sup. Ct. 1966) (ÒNo title could have been conveyed by [the Nazis]
as against the rightful owners. The law stands as a bulwark against the handiwork of evil, to guard to rightful
owners the fruits of their labors.Ó).

37 See, e.g., Lubell, 569 N.E.2d at 429 (ÒNew York case law has long protected the right of the owner whose
property has been stolen to recover that property, even if it is in the possession of a good-faith purchaser for
value.Ó);Reif v. Nagy, 175 A.D.3d 107, 129 (1st Dept. 2019) (quoting Bakalar v. Vavra, 619 F.3d 136, 141
(2d Cir. 2010) (ÒArtwork stolen during World War II still belongs to the original owner, even if there have
been several subsequent buyers and even if each of those buyers was completely unaware that she was buying
stolen goods.Ó).
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pillage, and the Nazi government has acquired no title to such property.38 In the
case, the plainti! sought to recover a painting by Marc Chagall, which she and her
husband left in their apartment when they ßed the expanding Nazi power, and was
later seized by the Nazi government.39 The court rejected the argument that the
painting was abandoned by the plainti! . Abandonment is deÞned as Òa voluntary
relinquishment of a known right.Ó40 ÒThe relinquishment here by the Menzels
in order to ßee for their lives wasno more voluntarythan the relinquishment of
property during a holdup.Ó41 The Menzelcourt accordingly found the original
owner to be Òthe sole and rightful owner of the painting.Ó42

Forty years after theMenzel decision,Vineberg v. Bissonnette, a Rhode
Island decision relying heavily on New York precedents, clariÞed that transfer to
a Nazi-a" liated party can also constitute theft.43 In Vineberg, the original owner
was ordered by the Nazi government to immediately sell the inventory of his art
gallery through a government-approved dealer. The original owner consigned most
of his inventory, including the work in dispute, to an approved auction house.
The consigned items were sold at far-below-market prices, and the proceeds of
the auction were never delivered to the victim.44 Because the original owner
relinquished the property involuntarily and never realized the proceeds from the
auction before he ßed, the court ruled that the consignment constituted theft.45

1.1. Entrustment Exception46

One exception to thenemo datprinciple is the entrustment rule. The rule
speciÞes that if the original owner entrusts goods to a merchant who deals in goods

38 See Menzel, 49 Misc. 2d at 307Ð08 (pointing out that property acquired by Nazi seizure met the
standard of pillaged property for which title is not obtained).
39 Id. at 301.
40 Id. at 305.
41 Id. (emphasis added).
42 Id. at 316.
43 See generallyVineberg v. Bissonnette, 529 F. Supp.2d 300 (D.R.I. 2007) (asserting that Nazi authorities

forcing the sale of the paintings was the equivalent of theft).
44 Id. at 302Ð03.
45 Id. at 307 (analogizing the case toMenzel).
46 Another established exception tonemo datprinciple in New York is that Òvoidable titleÓ exception,

which allows a person with a voidable title to transfer a good title to a good faith purchaser if the original
owner of the goods was induced by fraud or deceit to transfer the goods to the person. U.C.C.¤ 2-403(1).
This paper will not discuss this exception because it is irrelevant to art restitution cases.
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of the kind, such as consigning an artwork to an art dealer, the merchant has the
power to transfer the original ownerÕs title to a buyer in the ordinary course of
business.47 New York courts have upheld this exception for lost artworks of the
Nazi-era, Þnding that the good-faith purchasers have a proper title even when the
original transaction between the original owner and the dealer was ßawed. For
instance, the First Department of New York Supreme Court Appellate Division
has barred restitution claims regarding the paintingStrasse in Krageroby Edvard
Munch,48 which was left by the original owner, Professor Curt Glaser, to his
brother Paul Glaser, an art dealer, after Professor GlaserÕs family escaped Nazi
Germany.49 Paul sold the work within the following years without consulting
with Professor Glaser. Despite Professor GlaserÕs disappointment at his brother for
being a Òdisloyal administratorÓ for selling the paintings, the court ruled that the
entrustment exception applied and Paul Glaser had the authority to transfer good
title to the good-faith purchaser.50

1.2. New York Does Not Recognize theMarket OvertException

One important distinction between New York and Civil Law jurisdictions
is that New York does not recognize themarket overt exception.51 Under
the exception, public markets enjoy Òcleansing powersÓ: if a good-faith buyer
purchases stolen goods in a public market at fair market price, the buyer can legally
possess the goods, and the original owner cannot recover the stolen goods without

47 SeeU.C.C.¤ 2-403(2): ÒAny entrusting of possession of goods to a merchant who deals ingoodsof
that kind gives him power to transfer all rights of the entruster toa buyer in ordinary course of businessÓ
(emphasis added);see alsoU.C.C.¤ 1-201(9), a Òbuyer in ordinary course of businessÓ is a person, other
than a pawnbroker, who buys goods in good faith , lacking the knowledge that the sale violates the rights of
a third party, in the business of selling goods of that kind.Ó

48 See alsoWertheimer v. CirkerÕs Hayes Stor. Warehouse, 300 A.D.2d 117 (N.Y. 2002), for another
example with similar fact pattern and holding. The court dismissed the claim to recover a painting allegedly
misappropriated and sold by an art dealer entrusted by the Wertheimer family when they ßed the Nazi
occupation of France.

49 Matter of Peters, 34 A.D.3d 29, 30Ð31 (1st Dept. 2006);see alsoWertheimer v. CirkerÕs Hayes Stor.
Warehouse, 300 A.D.2d 117, 117Ð19 (1st Dept. 2002), for another example with a similar fact pattern and
holding. The court dismissed the claim to recover a painting allegedly misappropriated and sold by an art
dealer entrusted by the Wertheimer family when they ßed the Nazi occupation of France.

50 Id. at 31, 35Ð36.
51 For detailed discussions on the distinctions between common law and civil law jurisdictions on the

matter, seeMichelle I. Turner,The Innocent Buyer of Art Looted During World War II, 32 V!"# . J.
T$!"%"!&'("!) L., 1511, 1534 (1999);see alsoLevmore,supranote35, at 61 & nn.61Ð62 (noting that
the exception existed at common law England, but it does not apply in the United States).

https://www.law.cornell.edu/ucc/2/2-105#Goods_2-105
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reimbursing the good-faith purchaser with the paid price.52 Hong Kong law, for
instance, recognizes the title of a good-faith purchaser if they acquired the stolen
goods without notice of defect in title in an open market in the ordinary course of
business.53 Many common law jurisdictions also recognize good-faith purchasersÕ
good title to stolen goods if the original owner does not Þnd the stolen goods or
the thief within a period of time.54 Hong Kong law requires the original owner to
act within six years of identifying the current possessor, if the current possessor is
not the Þrst purchaser from the thief.55

2. Duress: Forced Sale or Gift

Due to the complicated history behind the art lost during the Nazi-era, many
original owners sold or left their property to parties not a! liated with the Nazi
government, such as dealers, friends, and family members. Those scenarios are not
covered by direct theft, and the parties usually invoke duress to void the disputed
transactions. Courts have applied economic duress and third-party duress in those
cases, and have relied on the original ownerÕs voluntariness and the fairness of the
transaction in determining those cases.

2.1. Third-Party Duress

Third-party duress allows a party to void a contract if their assent has been
induced by the duress of a third person, rather than by the opposing party in the
contract.56 In the context of lost art in the Nazi-era, courts have only recognized
third-party duress where the original owner was directly coerced by the Nazis
with imminent threatÑin particular, where the original owner executed a power of
attorney to transfer their property under the coercion of the Nazis.57 In Reif v. Nagy,

52 Levmore,supranote35, at 55.
53 Sale of Goods Ordinance, (2018) Cap. 26,¤ 24 (H.K.) (ÒWhere goods are openly sold in a shop or

market in Hong Kong, in the ordinary course of the business of such shop or market, the buyer acquires a
good title to the goods, provided he buys them in good faith and without notice of any defect or want of
title on the part of the seller.Ó);see also StevenGallagher,ÒPurchased in Hong KongÓ: Is Hong Kong the
Best Place to Buy Stolen or Looted Antiquities?, 24 I!" Õ# J. C$#"$%&#P%'(., 479 (2017) (explaining the
introduction of section 26 of the Sale of Goods Ordinance).

54 Turner,supranote51, at 1534.
55 Limitation Ordinance, (2020) Cap. 247,¤ 5 (H.K.); Gallagher,supranote53, at 491.
56 Restatement (Second) Of Contracts (2020)¤ 175 cmt. E (Am. Law Inst. 2020).
57 See, e.g., Reif v. Nagy, 175 A.D.3d 107 (1st Dept. 2019) (rejecting the idea that one signing a power

of attorney at a death camp was executing the document voluntarily); Bakalar v. Vavra, 619 F.3d 136, 148
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the original owner, Fritz Gr¬unbaum, was forced to execute a power of attorney in
favor of his wife, Elisabeth Gr¬unbaum, while imprisoned in a concentration camp.
The First Department expressly rejects Òthe notion that a person who signs a power
of attorney in a death camp can be said to have executed the document voluntarily,Ó
and Þnds that the power of attorney was Òa product of duress,Ó and Òany subsequent
transfer of the artworks did not convey legal title.Ó58

However, courts have been less sympathetic to the original owners when
the duress came from a party that does not have direct association with the Nazi
government. Five years after theReif v. Nagydecision,Bennigson v. Solomon R.
Guggenheim FoundationclariÞed the requirements for a contract to be voidable
under third-party duress and explained in detail why the principle did not apply
to the case. InBennigson, the original owners, Mr. Karl Adler, sold the disputed
painting to a dealer, J. Thannhauser, at a discounted price in order to fund their
ßight from Nazi occupation.59 The claimants, heirs of Mr. Adler, argued that the
urgency to sell in order to escape allowed the dealer to take advantage of him and
deprived Mr. Adler of a fair sale. The claimants alleged that this pressure imposed
by the Nazi government constituted third-party duress.

The court rejected this theory and dismissed the case at an early stage,
Þnding that the sale failed to meet all requirements for third-party duress. First,
the claimant failed to allege the nexus between Mr. AdlerÕs decision to sell and
a direct threatening consequence. The court distinguished the present case from
Sherman v. Sherman, a precedent the claimants relied on, where the court annulled
a marriage under third-party duress. The plainti! in Shermanwas Òthreatened with
the loss of his life and with imprisonment in the jail in the city of New Yorkif he
did not then and there marry the defendant.Ó60 In contrast, the claimants did not
allege any direct consequences conditioned on the sale to J. Thannhauser.61 It was
insu" cient to simply allege Òa coercive environment created by Nazi GermanyÕs

(2d Cir. 2010) (Korman, J., concurring) (ÒThe power of attorney, which [the original owner] was forced to
execute while in the Dachau concentration camp, divested him of his legal control over the Drawing. Such
an involuntary divestiture of possession and legal control rendered any subsequent transfer void.Ó).

58 Reif, 175 A.D.3d at 129.
59 Bennigson v. Solomon R. Guggenheim Found., 84 Misc. 3d 995, 999 (N.Y. Sup. Ct. 2024).
60 Id. at 1019Ð20 (citing Sherman v. Sherman, 20 N.Y.S. 414, 414 (Ct. C.P., NY County 1892)).
61 Id. at 1020 (ÒTo wit, the [Amended Complaint] does not contain allegations of a similar nexus between

Mr. AdlerÕs decision to sell the Painting to J. Thannhauser at that time or at the price that he sold it, any direct
consequence had he chosen not to do so, and/or J. ThannhauserÕs knowledge of any such consequences.Ó).
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appropriation of Mr. AdlerÕs livelihood such that Mr. Adler needed money and that
J. Thannhauser, as an opportunistic buyer, took advantage of this situation.Ó62

Second, a third-party duress claim to void a contract is barred when the
plainti! Õs opposing party gives value to the contract in good faith.63 The court
cited federal court precedents64 and the Second Restatement of Contracts, which
provides that:

There is, however, an important exception [to third-party duress] if
the other party has, in good faith and without reason to know of the
duress, given value or changed his position materially in reliance on the
transaction . . . so that the other party is protected if he has made the
contract in good faith before learning of the duress.65

Here, the claimants acknowledged that the J. Thannhauser bought the painting
for 6,887 Swiss Francs or approximately$1,552.66 They also did not allege that
the dealer knew of any direct consequences Mr. Adler would have faced had he not
sold the paintings to J. Thannhauser.67 Therefore, having given value in exchange
in good faith, the art dealer executed a valid contract with Mr. Adler.

Third, the claimants failed to allege that the dealer knew of or consented to any
direct consequences had Mr. Adler not completed the sale. Under New York law,
Òduress by other than the opposing party to a contract cannot constitute compulsion
su" cient to void the contract, although there is an exceptionwhen the promisee had
knowledge of or consented to the third partyÕs actions.Ó68 Having failed to allege
any knowledge, consent, or association that J. Thannhauser had with the Nazis, the
claimant cannot meet the requirement for third-party duress even if there was direct
threat from the Nazis.69

62 Id.
63 Id. at 1020Ð21.
64 See id.at 1020Ð24 (applyingAylaian v. Town of Huntington, 459 Fed. Appx. 25 (2d Cir. 2012) and

Oquendo v. CCC Terek, 111 F. Supp. 3d 389 (S.D.N.Y. 2015), two cases that the claimant relied on in their
amended complaint.).

65 Restatement (Second) Of Contracts (2020)¤ 175 cmt. e (Am. Law Inst. 2020) (partially quoted in
Bennigson84 Misc. 3d at. n.7).

66 Bennigson84 Misc. 3d at 1021.
67 Id. at 1022Ð23
68 Id. at 1022 (citingOquendo,111 F. Supp. 3d at 409) (internal citation omitted) (emphasis added).
69 Id. at 1021Ð23.
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Lastly, Mr. Adler did not promptly repudiate the sale. New York law requires
that Òthe person claiming duress must act promptly to repudiate the contract or
release or he will be deemed to have waived his right to do so.Ó70 Mr. Adler
accepted the proceeds from the sale. Moreover, when the Guggenheim Foundation
inquired Eric Adler, Mr. AdlerÕs son, about the disputed paintingÕs provenance in
1974, Eric did not indicate that the painting had been sold under duress or mention
his potential possessory interest in it.71 Because both Mr. Adler and his heirs failed
to repudiate when presented with the opportunity, their ratiÞcation implies that they
waived the right to assert the voidability of the contract.72

Having been discussed in detail only inBennigson, the third-party duress
theory is largely untested in Nazi-era art restitution cases. Currently, the rule only
permits plainti! s to void the original transfer in narrowly deÞned circumstances.
Moreover, the prompt repudiation requirement poses an additional hurdle for heirs,
many of whom could be genuinely unaware of their potential interest in artworks
until after the current possessor inquires.

2.2. Economic Duress

Under New York law, Òto void a contract on the ground of economic duress,Ó
a plainti! must show that a transaction was Òprocured by means of (1) a wrongful
threat that (2) precluded the exercise of its free will.Ó73 New York law demands
a Òwrongful threatÓ to be a threatening conduct Òoutside a partyÕs legal rights,Ó74

and the threat must come from one of the parties to the transaction.75 Importantly,
Òpressure exerted from general economic conditions is not enough to allege
duress.Ó76 Courts have noted that because Òan element of economic duress is
present when many contracts are formed,Ó a plainti! seeking to void a contract
based on economic duress Òbears a heavy burden.Ó77

70 Id. at 1023 (quotingOquendo, 111 F. Supp. 3d at 409).
71 Id. at 1010.
72 Id. at 1010 & 1023-24.
73 Zuckerman v. Metro. Museum of Art, 307 F. Supp. 3d 304, 318 (S.D.N.Y. 2018),a! Õd, 928 F.3d 186

(2d Cir. 2019).
74 Id.
75 Bennigson, 214 NYS.3d at 645.
76 Zuckerman, 307 F. Supp. 3d at 319.
77 Id. at 318Ð19.
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Courts have strictly applied these rules in determining title disputes of art lost
due to Nazi persecution. InZuckerman v. Metropolitan Museum of Art, 307 F. Supp.
3d 304, 219-20 (S.D.N.Y. 2018), the court rejected the economic duress theory to
recover a Picasso painting sold by the original owner, the Le! manns, in order to
fund their escape from Nazi occupation.78 The Le! manns started their e! orts to
liquidate the painting in 1937.79 After negotiating multiple undesirable o! ers with
the notorious art dealer C. M. de Hauke, who was later identiÞed as a tra" cker by
the U.S. State Department,80 the Le! manns eventually sold the painting in 1938
to the Paris art dealers K¬ate Perls for US$13,200.81

The court dismissed the case because the allegations did not meet the
standards for economic duress. First, the claimant was unable to plead a Òwrongful
threatÓ by the art dealer in the 1938 transaction. The claimant argued that the
Le! manns Òwould not have disposed of this seminal work at that time but for the
Nazi and Fascist persecution to which [they had] been subjected.Ó82 This condition
was insu" cient to prove economic duress because the counterparties, the Perls and
Rosenberg, who did not have any association with the Nazis, did not wrongfully
threaten the Le! manns to sell.83

Second, the claimant failed to allege that the Le! manns sold the painting
by force that Òprecluded the exercise of their free will.Ó84 The Le! manns spent
two years Òexploring the possibility of selling [the painting] with dealers in
Paris.Ó85 They negotiated with several potential buyers to Òimprove their leverage
to maximize the sale price before ultimately accepting the o! er from Perls
and Rosenberg.Ó86 In the meantime, the painting was stored in Switzerland for
safekeeping.87 The court pointed out that the claimant Òconßate[d] the Le! mannsÕ
need Ôto raise as much cash as possibleÕ with the Le! manns having Òno other

78 Id.
79 Id. at 311.
80 Id.
81 Id. at 312 (U.S.$12,000 after a standard ten percent selling commission).
82 Id. at 319.
83 Id. at 320.
84 Id. (internal quotation omitted)
85 Id. at 319.
86 Id.
87 Id.
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alternativeÓ88 and found that the Le! mans demonstrated free will in the negotiation
process.

Similarly, theBennigsoncourt also refused to Þnd economic duress because
J. Thannhauser was Ònot alleged to have connection to the Nazis as a collaborator
or otherwise.Ó89 In addition, the decision clariÞed that Ò[g]eneral economic
conditions or even the economic pressure felt during the undeniably horriÞc
circumstances of the Nazi (or Fascist) regime are not su" cient to prove duress
where the counterparty played no part in producing the economic pressures.Ó90

2.3. Gift

Robert Owen Lehman Foundation, Inc. v. Wienpresents a peculiar case where
the original owner, Karl Mayl¬ander, left his art collection in the possession of a
close friend, Etelka Ho! man.91 Karl and Etelka were allegedly planning to get
married, but no evidence could ascertain the nature of the relationship between the
two.92 The plainti! challenged the legitimacy of the transfer, which the defendant
claimed was a gift.93

The court rejected the gift theory.94 Under New York law, to make a valid
inter vivosgift, three elements must be present: Òthe intent on the part of the
donor to make a present transfer; delivery of the gift, either actual or constructive
to the donee; and acceptance by the donee.Ó95 ÒThe element of donative intent
presupposes that the donor possesses the mental capacity to make a gift.Ó96 That
is, the donor must be able to make a voluntary transfer without consideration or
compensation.97 ÒThe proponent of a gift has the burden of proving each of these
elements by clear and convincing evidence.Ó98

88 Id. at 320.
89 Bennigson, 214 NYS.3d at 646.
90 Id. at 645.
91 Robert Owen Lehman Found., Inc.,No. E2019008883, 2024 WL 3803311, at *9Ð10 (NY Sup. Ct. Aug.

1, 2024).
92 Id. at *9.
93 Id. at *35Ð36.
94 Id.
95 Id. at *36.
96 Id. (citing Spallina v. Giannoccaro, 469 N.Y.S.2d 824 (4th DepÕt. 1983)).
97 Id.
98 Id.
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Here, Karl left his art collection to Etelka without specifying the intent.99

He was forced to execute a power of attorney on October 21, 1941, which did
not include the collection, and was murdered by the Nazis two days after.100 Due
to KarlÕs silence on the nature of the transfer, the court found that the record
was Òbereft of clear and convincing evidence that Karl had the intent to make a
present transfer to Etelka.Ó101 The defendant could not prove by a preponderance
of evidence Òthat the gift was voluntary and understandingly made by [Karl],
uninßuenced by fraud, duress or coercion.Ó102 Therefore, Etelka and subsequent
possessors of the disputed painting never acquired good title. The court accordingly
ordered the restitution to the heirs of Karl.103

In short, despite the horriÞc history of the Holocaust, the New York courts
have strictly applied its substantive laws and closely scrutinized the facts of each
case. When an original owner could not possibly have made a voluntary transfer,
the court protects the victim under theories of direct theft or invalid gift. When
the original owner chose to sell a painting without imminent threat, the court
recognizes the contract and upholds the sale. In this way, New York provides a
level of predictability in the complicated cases of Holocaust-related art restitution,
assuring the stability of the art market while upholding justice for the victims.

C. Equity Claims

The HEAR Act of 2025 precludes laches and all other defenses based on the
passage of time.104 Because the 2025 Act has not yet been applied in practice,
the following analysis draws on New York court decisions under the 2016 HEAR
Act. Although no longer good law, these cases nonetheless remain instructive: it
illuminates the incentives New York courts sought to create and reßects how those
choices have shaped the dynamics of the New York art market.

99 Id. at *9 (ÒThe exact circumstances of the transfer from Karl to Etelka are unknown. The record reveals,
however, that the transfer to Etelka occurred only after Karl tried unsuccessfully to sell the artworks to Þnance
his departure from Vienna, and the transfer was made in the context of his persecution by the Nazis, even if
Karl had alleged additional motives in making the transfer to Etelka.Ó).

100 Id.
101 Id. at *36.
102 Id.
103 Id. at *42.
104 SeeHolocaust Expropriated Art Recovery Act of 2025,supranote9.
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Before the amendment, New York courts have expressly rejected
incorporating the HEAR Act and the Washington Principles to equity claims,
notably laches.105 The doctrine of laches is Òan equitable bar, based on a lengthy
neglect or omission to assert a right and the resulting prejudice to an adverse
party.Ó106 Under New York law, a defendant can raise a laches defense if they can
show that (1) there is an Òunreasonable delay in commencing the suitÓ that (2)
caused prejudice against the defendant.107

In the context of restitution cases, laches accrues when a party knew or should
have known about the opportunity to make a claim.108 In Zuckerman, the court
found that the plainti! s unreasonably delayed in bringing their claims because the
Le! manns knew to whom they sold their collection and the painting in dispute had
later been acquired by Òmajor public institution[s].Ó109Moreover, the Metropolitan
Museum of Art, the paintingÕs current possessor, published the provenance of the
painting, listing ÒP. Le! mannÓ as a prior owner since at least 1967. Yet, none of
the Le! mannsÕ heirs had demanded the return of the painting until 2010.

ÒA defendant has been prejudiced by a delay when the assertion of a claim
available some time ago would be inequitable in light of the delay in bringing
that claim.Ó110 In particular, courts have found prejudice against the defendant in
cases where important witnesses died during the plainti! Õs delay.111 Moreover, a
long passage of time itself can constitute prejudice because of the inevitable faded
memories and disappearance of records.112

105 Bennigson, 214 N.Y.S.3d at 643 (Òlaches is an available defense to claims revived under the HEAR
ActÓ); Zuckerman v. Metro. Museum of Art, 928 F.3d 186, 190 (2d Cir. 2019).

106 Reif v. Nagy, 175 A.D.3d at 130.
107 Zuckerman, 928 F.3d at 193;Robert Owen Lehman Found. Inc., 2024 WL 380331 at *25.
108 Zuckerman, 928 F.3d at 193;see also, Robert Owen Lehman Found. Inc., 2024 WL 380331 at *25

(citing Bakalar v. Vavra, 819 F.Supp.2d 293Ð94, 304 (S.D.NY 2011),a! !d, 500 F.AppÕx 6 (2d Cir. 2012)).
109 Zuckerman, 928 F.3d at 193Ð194. The painting was Þrst acquired by the MoMA and then the Met.
110 Id.
111 See, e.g., id. at 194Ð95. (Þnding that the defendant has been prejudiced because the plainti! s waited

sixty years to bring their claims. During the lapse of time, Þrst-hand witnesses deceased. There was no
available witnesses to testify whether the initial sale between the Le! manns and the art dealer was voluntary.).

112 See, e.g., Solomon R. Guggenheim Found. v. Lubell, 550 N.Y.S.2d 618, 621 (App. Div. 1990),a! Õd,
569 N.E.2d 426 (N.Y. 1991);Zuckerman.928 F.3d at 194.
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However, Ò[t]he mere lapse of time, without a showing of prejudice, is
insu! cient to sustain a claim of laches.Ó113 The prejudice requirement is often
invoked to bar defenses by bad-faith actors. For example, theReif v. Nagycourt
rejected the defendantÕs laches defense because he was already on notice of the
plainti" Õs claim when he purchased the painting in dispute.114 Further, ÒNagy (the
defendant) purchased the Artworks at a substantial discount from the price sought
by SothebyÕs prior to the claim being publicized, and he obtained insurance for
the very purpose of insuring title against plainti" sÕ claims.Ó115 Having su" ered
no change in position, the court determined that Nagy was not prejudiced despite
the death of important witnesses, which happened after the initial sale but prior to
NagyÕs purchase.116

Other than the cases involving opportunistic buyers like Nagy, New York
courts are often unsympathetic to dilatory claimants.117 The Bennigsoncourt
dismissed the case because the plainti" Òasserts without appropriate explanation
that it was only in 2013 that plainti" Bennigson learned for the Þrst time that his
family might have a possessory interest in the painting at issue,Ó 80 years after
the initial sale and 47 years after the Guggenheim Foundation reached out to Eric
Adler to inquire his familyÕs connection to the painting.118 The court found that
the plainti" failed to exercise due diligence in ascertaining his potential possessory
interest in the work after GuggenheimÕs inquiry, as well as in pursuing the claim.

Laches deters bad-faith behaviors and urges claimants to pursue their claims
in a timely fashion. The latter is particularly signiÞcant for Holocaust-related
restitution cases given the inherent long lapse of time between the contested
transaction and the opportunity to bring a claim. Once a claimant learns of their

113 Reif v. Nagy, 175 A.D.3d at 130.
114 Id. at 130Ð131.
115 Id.
116 Id. at 131 (ÒTheBakalarcourt pointed to Mathilde!s death as a prejudice. Mathilde, and other witnesses

had died well before Nagy purchased the Artworks. In any event, as we already discussed, Mathilde could not
have shown she had good title to the Artworks and her testimony would not have been probative . . .Ôalthough
the decedentÕs testimony may have shed light on how he came into possession of the (artwork), we can
perceive of no scenario whereby the decedent could have shown that he held (good) title.Õ Ó) (citing Matter
of Flamenbaum, 1 N.E. 3d 782, 784 (N.Y. 2013)).

117 See, e.g., Zuckerman, 928 F.3d at 196;Bennigson, 214 N.Y.S.3d at 644.
118 Bennigson, 214 N.Y.S.3d at 644Ð45.
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potential interest, further delay will only compound an already scarce evidentiary
record.

That said, this approach can unduly burden good-faith claimants. When
determining Òunreasonable delay,Ó New York adopts a rigid standard. The courts
are unsympathetic to claimants who lack access to information about their
possessory interest until the current possessor publicizes their possession of the
contested work. Under this standard, a current possessor who makes an inquiry
before the claimant has had a reasonable opportunity to discover their interest can
e! ectively secure broad immunity against future claims. The 2025 amendment
resolves this edge case, but in doing so, it also removes the incentive to bring
claims promptly. This risks enabling unreasonable delay by claimants with weak
cases, who may opportunistically postpone litigation in hopes of obtaining more
favorable evidence, even where none is likely to emerge and the prolonged wait
will further obscure the historical record.

D. Remedies for Good-Faith Purchasers

Once a plainti! prevails on their restitution claims, the current possessor
must return the artwork, usually without reimbursement.119 The New York legal
framework for art restitution cases between an heir and a good-faith purchaser
has been famously characterized as Òa classic zero-sum gameÓ and as a Òbattle[]
between two innocent victims of a theft.Ó120

One way a good-faith purchaser can mitigate their loss is through a breach of
implied warranty of title claim against the party who sold the artwork to them. The
Uniform Commercial Code (ÒU.C.C.Ó) provides that the seller of goods gives an
implied warranty that Òthe title conveyed shall be good, and its transfer rightful,Ó121

and a merchant seller who regularly deals in goods of the kind impliedly warrants
that Òthe goods shall be delivered free of the rightful claim of any third person.Ó122

New York courts have applied this rule in the art restitution context. InMenzel v.

119 SeeDeborah DeMott,Artful Good Faith: An Essay on Law, Custom, and Intermediaries in Art Markets,
D!"# L. J., 607, 611 (2012) (ÒPrior scholarship characterizes the United States as unusual but not unique
among nations in . . . not requiring that a successful claimant reimburse a good-faith purchaser as a condition
of obtaining the return of a stolen object.Ó).

120 Id. at 618.
121 U.C.C.¤ 2-312(1)(a).
122 U.C.C.¤ 2-312(3).
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List, the jury found for the good-faith purchaser, List, on his claim against the Perls
Galleries, from which the painting was purchased, in the amount of the restituted
paintingÕs current market value plus the cost of ListÕs unsuccessful action against
Menzel.123

However, the remedy is not always available to good-faith purchasers due to
the procedural constraints and unpredictability of the art market. The paper will
discuss the potential issues of breach of warranty claims in detail in the last section.
In short, a good-faith purchaser who loses their works to a rightful owner is usually
left uncompensated.

E. Evaluating the New York Approach

The New York approach advances the objectives set out in the Washington
Principles and the HEAR Act in three ways. To begin with, it balances equity with
market stability. New YorkÕs strict application of substantive law provides market
participants with reliable standards for assessing the risk of potential disputes. The
demand-and-refusal mechanism further serves as a risk bu! er for possessors: it
gives fair notice of potential claims that may not have been discoverable at the time
of acquisition, and o! ers an opportunity to resolve disputes privately, allowing for
greater ßexibility and less reputational harm.

Second, inaccessibility of information is a major obstacle to most Holocaust-
related art restitution cases. New York courts address this problem by creating
incentives for potential claimants and possessors to preserve or uncover more
evidence. Under laches, claimants must pursue claims in a timely manner to
minimize the loss of evidence over time. Buyers must conduct reasonable due
diligence to avoid acquiring artworks with problematic titles. Moreover, the
demand-and-refusal rule encourages current possessors, when contacted by a
claimant for restitution, to conduct further research and develop their own account
of facts. With evidence developed from both perspectives, it is easier to determine
the true ownership of the artwork. If each sideÕs Þndings point to the same party,
the parties can resolve the dispute without resorting to costly litigation.

Lastly, the New York approach o! ers a reasonable framework to navigate
the zero-sum nature of art title disputes. Taken together, the New York legal

123 Menzel v. List, 246 N.E.2d 742, 743 (N.Y. 1969).
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mechanisms implicitly impose negligence-like duties on the litigants, forming
a quasi-negligence-based model for Holocaust-related art title disputes.124

SpeciÞcally, a claimant must demonstrate diligent search to prevail, even if the
underlying facts support restitution. If the duty is not fulÞlled, the current possessor
gets to keep the painting to minimize the disruption caused by involuntary
dispossession,125 provided they have not acted in bad faith. Where the claimant
does prevail, the resulting burden on the current possessor, while not ideal, is
a reasonable compromise. Under the modiÞed annulment theory of corrective
justice, a victimÕs wrongful loss must be remedied, but need not be remedied
by the wrongdoer.126 This view of corrective justice127 is particularly apt for
Holocaust-related art restitution, given that the Washington Principles, the Terezin
Declaration, and the HEAR Act all emphasize prioritizing recovery for victims.128

In short, the New York approach deters illicit trade while ensuring market
stability, creates incentive to maximize available information, and provides a
reasonable remedy solution for the zero-sum art title disputes. However, the current
law has notable shortcomings. The current laches rule disfavors claimants who
genuinely lack access to learn about their possessory interest after the current
possessor publicizes their possession of the work, which could bar valid claims
for innocent claimants. Moreover, in practice, the New York framework exposes

124 See Schwarz,Rethinking the Laws of Good Faith Purchase, 11C!"#$ . L. R%&1332 (2011). The article
provides an economic analysis of the incentives that a negligence-based regime for good-faith purchasers
creates for each party in a title dispute, in particular the original owner and the good-faith buyer. In most
Holocaust-related art title disputes, the original owners already passed away and could not have made a
meaningfully di! erent choice given the historical circumstances. It is therefore not useful to consider the
incentive for the original owners in this paperÕs context. Instead, this paper appropriates Schwartz and ScottÕs
model and analyzes the incentives created for the claimants (who are usually not the original owner) and the
good-faith art collector under New York framework.

125 Id. at 1354Ð1356.
126 See generallyJules Coleman,The Mixed Conception of Corrective Justice, 77I!'( L. R%&. 431 (1991-

1992).
127 As opposed to the relational view, which focuses on the duty the wrongdoer owes to the victim and

repairing the wrongdoing even if the wrongdoing proximately leads to a better result for the victim.See id.
128 See, e.g., Washington Principle,supranote11 (ÒResources and personnel should be made available

to facilitate the identiÞcation of all art that had been conÞscated by the Nazis and not subsequently
restituted.Ó); Terezin Declaration,supra note 13 (ÒNoting the importance ofrestituting communal and
individual immovable property that belonged to the victims of the Holocaust (Shoah) and other victims
of Nazi persecution. . .Ó); HEAR Act of 2016,supra note 17 (ÒTo provide thevictims of Holocaust-era
persecution and their heirs a fair opportunity to recover works of art conÞscated or misappropriated by the
Nazis.Ó).
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good-faith purchaser disproportionate risk, which will be addressed in detail in
Part V.

Another common criticism of the New York decisions is its inßexibility
in the face of the catastrophic history of the Holocaust.129 As this section
demonstrates, New York courts strictly uphold the rules of contract and property
laws in Holocaust-related art restitution cases. This approach has been criticized
as ÒevasiveÓ130 and even Òimmoral.Ó131 Commentators often cite European laws
and restitution cases as comparison to advocate for more ßexible and claimant-
favorable reforms.132 However, given the reasons discussed in the following
section, the European frameworks are generally inapplicable to the market reality
in the U.S., and do not necessarily generate the most favorable outcomes for the
claimants.

III
A C!"#$%$&'() L)*+ : W$+,'*-&!* P%'*.'#/)+ '* E0%!#)$* L$1

Many European jurisdictions have recently reformed their laws to facilitate the
restitution of artworks involuntarily separated from their owners during the Nazi

129 W!"#$ J%&'() R%(*'*+*'!, O"-.,'/.*'!, (WJRO), U.S. Museums Fail to Address Holocaust Stolen
Art Claims,https://art.claimscon.org/advocacy/u-s-museums-fail-to-address-nazi-era-stolen-art-claims/
[https://perma.cc/8SSF-RHCK]. (ÒÔIt is immoral that seven decades after the fall of the Third Reich, stolen
works of art Ð some from owners who perished in the Holocaust Ð still hang in museums across the United
States,Õ Ronald Lauder, chairman of WJRO and president of the World Jewish Congress (WJC), said. He
has called the artworks Ôprisoners of warÕ that were stolen during the greatest displacement of art in human
history. The WJC is a WJRO member-organization.Ó).

130 See, e.g., Elisabeth K. Pomeroy,ÒUnlawfully LostÓ Artwork from the Nazi Takeover: RedeÞning Forced
Sales in the Holocaust Expropriated Art Recovery Act of 2016, 21 W.0% F!"%(* J. B+(. & I ,*%##. P"!1 .
L. 468 (2021) (argued that the current New York framework has been criticized for failing to a! ord enough
protection to the heirs and the legislators and courts have failed to do everything to facilitate fair and just
compensations for the victims and their heirs.); WJRO,supranote129.

131 WJRO,supranote129. (ÒÔIt is immoral that seven decades after the fall of the Third Reich, stolen works
of artÑsome from owners who perished in the HolocaustÑstill hang in museums across the United States,Õ
Ronald Lauder, chairman of WJRO and president of the World Jewish Congress (WJC), said. He has called
the artworks Ôprisoners of warÕ that were stolen during the greatest displacement of art in human history. The
WJC is a WJRO member-organization.Ó).

132 See, e.g., Pomeroy,supranote130, at 488 (using a French restitution as comparison to the NY court
cases); Catherine Hickley, Did the Nazis Force an Art Sale? The Question Lingers 88 Years Later., N.Y.
Times,https://www.nytimes.com/2021/07/06/arts/design/nazis-art-forced-sales.html[https://perma.cc/5
LZT-8H3G] (comparing the approaches and decisions in the U.S. jurisdictions and European jurisdictions
regarding the restitution of paintings sold in the same auction).

https://art.claimscon.org/advocacy/u-s-museums-fail-to-address-nazi-era-stolen-art-claims/
https://art.claimscon.org/advocacy/u-s-museums-fail-to-address-nazi-era-stolen-art-claims/
https://perma.cc/8SSF-RHCK
https://www.nytimes.com/2021/07/06/arts/design/nazis-art-forced-sales.html
https://perma.cc/5LZT-8H3G
https://perma.cc/5LZT-8H3G
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era.133 To name a few, the French Parliament unanimously passed Law No. 2023-
650,134 which grants authority to the Commission for the Restitution of Property
and the Compensation of Victims of Anti-Semitic Spoliation (ÒCIVSÓ) to return
Nazi-looted art in public collections without additional case-by-case parliamentary
approval.135 Germany has announced that starting in 2025, all Nazi-looted art
restitution claims against a public museum are to be brought to a dedicated
arbitration court, instead of an advisory commission, to overcome the statute of
limitations obstacle and ensure the enforceability of the decisions.136,137

133 See, e.g., Justine Chen,RedeÞning Restitution: FranceÕs Legal Shift on Nazi-Looted Art, C!"#!$
%&$A$#L'( (July 25, 2025), https://itsartlaw.org/art-law/redeÞning-restitution-frances-legal-shift-on-nazi-
looted-art/ [https://perma.cc/47BH-KWV4] (explaining the e! ect of a new law in France that allows public
institutions to return artwork without parliamentary approval).

134 L«!)*%$'"+! , LOI " ¡ ,-,. -/0- (2023),https://www.legifrance.gouv.fr/jorf/articlejo/JORFARTI00
0047874542[https://perma.cc/AAV9-REV7].

135 The Law mainly responds to the legal barrier to restitution Òprinciple of inalienability,Ó which is a
constitutional rule that public collections are permanent and cannot be altered or diminished without a
legislative change.See generallyChen; Dawn Lui,The Legality of Stolen Cultural Property Reparation:
A Case Study of FranceÕs New Heritage Code, S#. A"1$!(2 L. R!3. (Dec 10, 2023),https://www.standrew
slawreview.com/post/the-legality-of-stolen-cultural-property-reparation-a-case-study-of-france-s-new-
heritage-code[https://perma.cc/X8DQ-PYN6].

136 Previously, the title disputes over unlawfully lost artworks during the Nazi era were adjudicated by
Beratende Kommission NS-Raubgut, an advisory commission that issued non-binding recommendations.
Museums have barred claims based on statute of limitations. The new Arbitration Court for Nazi Looted
Property will use ßexible solutions and issue binding decisions.See generally, Matthias Weller,German
ÔAdvisory CommissionÕ to be Replaced by an Arbitration Framework, I"2#. &%A$#& L '( (Mar. 20, 2024),ht
tps://ial.uk.com/german-advisory-commission/[https://perma.cc/37F6-Q6DR]; Pierre Valentin,Germany
Announces a Major Reform of the Process Aimed at Resolving Claims to Nazi-Looted Art, F*!41%*25!$(Oct.
15, 2024),https://www.ÞeldÞsher.com/en/sectors/art-law/art-at-law/germany-announces-a-major-reform-
of-the-process-resolving-nazi-looted-art[https://perma.cc/7Y5A-9Y38]; Catherine Hickley,Germany
Approves Tribunal to Decide Nazi-Looted Art Claims, N.Y. T*6!2 (Jan. 9, 2025),https://www.nytimes.com/
2025/01/09/arts/germany-nazi-looted-art-restitution-panel.html[https://perma.cc/RRM6-S5R7]

137 Many European countries have established an arbitration system to address involuntarily lost artworks
during the Nazi-era.See, e.g., Riah Pryor,Art Arbitration Panel in The Hague Steps up a Gear to Tackle
Complex Disputes, A$#N!(27'7!$ (May 8, 2020),https://www.theartnewspaper.com/2020/05/08/art-arbi
tration-panel-in-the-hague-steps-up-a-gear-to-tackle-complex-disputes[https://perma.cc/4YRV-JQZ8];
Laura Gilbert,New Tribunal Aims to Provide Expertise and Impartiality for Art Disputes, A$#N!(27'7!$
(May 7, 2018),https://www.theartnewspaper.com/2018/05/07/new-tribunal-aims-to-provide-expertise-
and-impartiality-for-art-disputes[https://perma.cc/5FKU-R8S9]; Florian Schidt-Gabain,The New Swiss
Committee for Cultural Heritage with a Burdened Past, A$#L'(8!$ A22&+*'#! (A7$. 9, ,-,0 ), https://ww
w.artlawyersassociation.com/post/the-new-swiss-committee-for-cultural-heritage-with-a-burdened-past
[https://perma.cc/CJ5J-VESN].
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Many European laws have broader deÞnitions of Òinvoluntary lossÓ that
support restitution. For instance, the Netherlands assumes Òinvoluntary loss of
possession . . . if the loss of possession occurred in the Netherlands after 10 May
1940, in Germany after 30 January 1933, or in Austria after 13 March 1938Ó for
private individuals belonging to a persecuted group.138 If the claimant is the heir
of an art dealer belonging to a persecuted group, involuntary loss of an artwork
in the dealerÕs inventory is assumed if there are supportive indications, including
Òinvoluntary sale,Ó Òsale in which a promise to deliver a passport or safe-conduct
formed part of the transaction,Ó and Òsale at a price signiÞcantly lower than the then
market value.Ó139 Moreover, Òregardless of the capacity of the original owner and
regardless of the country and time of loss Ð provided it occurred after 30 January
1933 Ð involuntary loss of possession will also be deemed to have occurred if the
involuntariness is su! ciently plausible, for example because the original owner
needed the proceeds to Þnance his escape from the Nazi regime.Ó140 Because of
the broad deÞnition, the Dutch Restitution Committee has ordered returns in cases
that would not have been possible in New York.141

France similarly has restituted artworks in cases that would not have prevailed
in New York. Although French law does not o" er a deÞnition of Òinvoluntary loss,Ó
CIVS president Michel Jeannoutot has clariÞed that Ò[e]ven if a painting was paid
for at a normal, market price, if the motive of the sale is to escape anti-Semitic
persecution, we consider it an item which should be restituted, because itÕs a forced
sale.Ó142 CIVSÕs decisions have been in accordance with MeannoutotÕs statement.

138 S!""!#$%&'"(! )"( *+! ,%(-(,'-., /+' (+/+'0"(/+( , Vereiste van onvrijwillig bezitsverlies
[Assessment Framework¤ 3.1] (2021),https://zoek.o! cielebekendmakingen.nl/stcrt-2021-20304.html
[https://perma.cc/ZF88-NMGB]; see alsoÒThe NetherlandsÕ Restitution Policy,ÓC&0!&'"0 H+'-!"1+
A1+($2 %3 !*+N+!*+'0"(/# , https://english.cultureelerfgoed.nl/topics/c/cultural-goods-ww2-1933-
1945/restitution-policy-in-the-netherlands[https://perma.cc/NY9R-MXMZ].

139 Assessment Framework¤ 3.2.
140 Id. ¤ 3.3.
141 Hickley, supra note 132 (ÒThe Dutch Restitutions Committee, the Prussian Cultural Heritage

Foundation in Berlin, the Museum Ludwig in Cologne, and the city of Basel all concluded that GlaserÕs
collection was sold because of Nazi persecution and agreed to return or compensate for the artworks in their
collections. However, American museums, such as the Metropolitan Museum of Art and the Museum of
Fine Arts, Boston, repeatedly rejected GlaserÕs heirsÕ claims, even though the artworks were sold in the same
auctions.Ó).

142 Devorah Lauter,FranceÕs New Restitution Law for Nazi-Looted Art Reveals the CountryÕs Inconsistent
E! orts in Dealing with Its Complicated Past, ARTN+4# (Oct. 9, 2023),https://www.artnews.com/art-
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In 2021, CIVS ordered the restitution of a Gustav Klimt painting to the heirs of its
original owner, who was forced to sell the painting to survive the persecution.143

However, it is important to note a signiÞcant distinction between European
jurisdictions and New York, as well as other U.S. jurisdictions. Most publicly
available restitution cases in Europe are handled by dedicated government
entities, and the claimant-friendly laws and cases all focus on artworks in public
collections.144 For instance, French restitution laws are designed surrounding
Mus«ees Nationaux R«ecup«eration (MNR), a database of approximately 2,200
artworks recovered and returned from Germany after WWII.145 Due to the lack
of provenance records, these artworks are currently entrusted to the care of
the national museums of France.146 In other words, these works are currently
Òownerless.Ó The same distinction between public and private current possessor
also exists in the Netherlands. Under Dutch law, a private current possessor can
raise amarket overtdefense upon showing good-faith acquisition, butthe State
(i.e., the owner of public collections) is barred from raising the defense.147 When
the disputed work belongs to a public collection, there is no risk of harming an

news/news/new-french-restitution-law-nazi- looted-art-complicated-history-1234681413/[https:
//perma.cc/6HJX-6VXY].

143 SeeÒReturn of a Work Looted by the Nazis,ÓM!" «## $!O%"&', https://www.musee-orsay.fr/en/ar
ticles/return-work-looted-nazis-197815[https://perma.cc/3BNH-ZS7A] (last visited Nov. 19, 2025);
Aurelian Breeden,France to Return Klimt Painting to Rightful Heirs After Nazi-Era Sale,N.Y. T()#" (Mar.
15, 2021),https://www.nytimes.com/2021/03/15/arts/design/f rance-klimt-painting-restitution.html
[https://perma.cc/LM27-NUWK]. Note that the original owner sold it for Òfar below market price.Ó

144 Many private disputes in Europe are resolved through arbitration. However, these proceedings are
usually conÞdential, and information is not publicly available. The paper does not discuss these cases because
it cannot fairly evaluate their e! ectiveness or compare their assessment framework with the New York
framework.

145 ÒBiens Mus«ees Nationaux R«ecup«eration (MNR),ÓM(*("+#̀%# $# ,&C!,+!%# , https://www.culture.go
uv.f r/nous-connaitre/organisation-du-ministere/le-secretariat-general/mission-de-recherche-et-de-
restitution-des-biens-culturels-spolies-entre-1933-et-1945/biens-musees-nationaux-recuperation-mnr
[https://perma.cc/4V8Y-RCTL] (last visited Nov. 19, 2025). For instance, 2023 reform only concerns
artworks in public collection.SeeL-( * ¡ ./.0 -12/ , https://www.legifrance.gouv.fr/jorf/articlejo/JORFAR
TI000047874542[https://perma.cc/AAV9-REV7].

146 ÒBiens Mus«ees Nationaux R«ecup«eration (MNR),Ósupranote145.
147 S+&&+"3-!%&*+ 4&* 5#+K-*(*6%(76 $#%N#$#%,&*$#*, supra note 138, at 7 (ÒCurrent owners

can invoke acquisition in good faith. However, governments have a signiÞcant responsibility to redress
injustice, regardless of the method and circumstances of the acquisition. An appeal to good faith by the
State is inconsistent with the pursuit of redress. Therefore, the State will never invoke good faith in the
acquisition process. The decision does not preclude local governments from invoking good faith. It is up to
local governments to decide whether to invoke acquisition in good faith.Ó).
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innocent good-faith purchaser. In contrast, most cases in the U.S. are brought
against a private party (i.e., non-government entities).148 A rigorous adversarial
process is needed to avoid harming the innocent.

Consequently, these European precedents are fundamentally incompatible
with the reality of the U.S. landscape. European restitution frameworks are largely
designed to address works in public collections that were directly acquired through
looting or duress by the Nazis. In contrast, private American defendants are
typically good-faith purchasers who neither participated in the atrocities nor
exploited the victimsÕ circumstances. The U.S. government was not a perpetrator
of the Holocaust and never obtained artworks through antisemetic conÞscation.
Therefore, the European model involving a specialized state restitution tribunal for
claims against a government-owned collection is inapplicable to the U.S. If a U.S.
public institution possesses a work with a defective titleÑfor instance, acquired
from an illicit dealerÑthe claimant may simply pursue a standard civil action under
existing legal frameworks.149

Notably, European jurisdictions have considered the public interest in
accessing art as a factor in determining whether to return a disputed work.150

As a result, the outcome does not always favor the claimants. For instance,
the Restitutions Committee of the Netherlands rejected the application to return
a Wassily Kandinsky painting despite Þnding that the loss was not proven to
be ÒvoluntaryÓ or not linked to the Nazi regime.151 The current possessor, the
Amsterdam City Council, argued that Òthe work has important art historical value

148 Although museums such as The Met or The Guggenheim serve a public purpose and receive government
funding, they are private non-proÞt organizations and should be distinguished from the national museums in
the French example and the State in the Dutch example.

149 Catherine Hickley,What Constitutes Art Sales Under Duress? A Dispute Reignites the Question., N.Y.
T!"#$ (Mar. 15, 2021) (Gary Timterow, the director of the Museums of Fine Arts, Houston, responded to the
discrepancy between the American and European approaches to Holocaust-related art restitution: Òa private
American institution . . . is not bound by the same moral criteria as the German government . . . . European
governments which participated in the atrocities against the Jews have di! erent standards . . . . The museum,
by contrast, is guided by centuries of property law.Ó).

150 See, e.g., Tabitha Oost,From ÒLeader to PariahÓ? On the Dutch Restitutions Committee and
the inclusion of the public interest in assessing Nazi-spoliated art claims, I%&Õ' J. C('&()*' P)+, .
2021;28(1):55-85.

151 ÒBinding Opinion Regarding Painting with Houses by Wassily Kandinsky,ÓR#$&!&(&!+%$C+""!&&##,
(Oct. 22, 2018),https://www.restitutiecommissie.nl/en/recommendation/bild-mit-hausern-by-wassily-
kandinsky/[https://perma.cc/2XU8-K9D6].

https://www.restitutiecommissie.nl/en/recommendation/bild-mit-hausern-by-wassily-kandinsky/
https://www.restitutiecommissie.nl/en/recommendation/bild-mit-hausern-by-wassily-kandinsky/
https://perma.cc/2XU8-K9D6
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and is an essential link in the limited overview of KandinskyÕs work in the
[Stedelijk] MuseumÕs collection.Ó152Finding that the applicants have insu! ciently
contested the City CouncilÕs point, the Committee ruled that the interest in
restitution does not outweigh the public interest in retaining the work in the
Stedelijk Museum.153

IV
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A recent decision from the Criminal Term of the Supreme Court of New
York o" ered an important development for Holocaust-related art restitution.154

The Antiquity Tracking Unit (ÒATUÓ) of the Manhattan District AttorneyÕs O! ce
(ÒDANYÓ) brought a case against the Art Institute of Chicago (ÒAICÓ) for criminal
possession of stolen property and conspiracy to launder stolen art.155 The case
involves an Egon Schiele painting,Russian War Prisoner, which once belonged to
the collection of the Austrian cabaret artist Fritz Gr¬unbaum.156 Finding that Òthere
is no documentary evidence whatsoever that Gr¬unbaum dispossessed himself
of any of his Schiele artworks,Ó157 the criminal court granted the prosecutionÕs
application for a turnover order and ordered that the drawing be relinquished to the
heirs of Gr¬unbaum.158

The case also developed new factual Þndings afterReif v. Nagy, the Gr¬unbaum
heirsÕ Þrst attempt to recover the Schiele collection. In AICÕs Memorandum of Law
in Opposition to the PeopleÕs Application for Turnover Over, the museum included
new Þndings and research by the Austrian government, which supported the theory
that Gr¬unbaumÕs Schiele collection was never seized by the Nazis, and remained
in the possession and disposal of the family.159 Depending on the court or juryÕs

152 Id.
153 Id.
154 See generally Art Inst. of Chi, N.Y.S.3d 816 (Crim. Term 2025).
155 Id. at *34.
156 Id. at *1.
157 Id. at *2.
158 Id. at *38. The court ordered return in a civil forfeiture proceeding.
159 RespÕtÕs Mem. OppÕn to Appl. For Turnover Order 70Ð75,https://artlawpodcast.com/wp-content/uplo

ads/2025/07/The-Art-Institute-of-Chicago-Response-Filing-Part-1.pdf[https://perma.cc/7Z4S-S2CW];
https://artlawpodcast.com/wp-content/uploads/2025/07/The-Art-Institute-of-Chicago-Response-Filing-
Part-2.pdf[https://perma.cc/RBL7-28CK].

https://artlawpodcast.com/wp-content/uploads/2025/07/The-Art-Institute-of-Chicago-Response-Filing-Part-1.pdf
https://artlawpodcast.com/wp-content/uploads/2025/07/The-Art-Institute-of-Chicago-Response-Filing-Part-1.pdf
https://artlawpodcast.com/wp-content/uploads/2025/07/The-Art-Institute-of-Chicago-Response-Filing-Part-1.pdf
https://artlawpodcast.com/wp-content/uploads/2025/07/The-Art-Institute-of-Chicago-Response-Filing-Part-1.pdf
https://perma.cc/7Z4S-S2CW
https://artlawpodcast.com/wp-content/uploads/2025/07/The-Art-Institute-of-Chicago-Response-Filing-Part-2.pdf
https://artlawpodcast.com/wp-content/uploads/2025/07/The-Art-Institute-of-Chicago-Response-Filing-Part-2.pdf
https://artlawpodcast.com/wp-content/uploads/2025/07/The-Art-Institute-of-Chicago-Response-Filing-Part-2.pdf
https://artlawpodcast.com/wp-content/uploads/2025/07/The-Art-Institute-of-Chicago-Response-Filing-Part-2.pdf
https://perma.cc/RBL7-28CK
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Þnding of the theoryÕs truthfulness, this fact could legitimize all the subsequent
sales of Gr¬unbaumÕs Schiele paintings.

ATUÕs intervention is signiÞcant in several respects. First, this marks the
UnitÕs initial entry into the realm of Holocaust-related art restitution. Outside the
present case, the ATU has primarily focused on investigating and prosecuting
illegally excavated antiquities smuggled into the U.S. markets, with most recovered
works slated for repatriation to their countries of origin.160 The Gr¬unbaum case
thus presents a rare instance in which the Unit restitutes recovered artworks to a
private party rather than to a state government.

Second and relatedly, ATU e! ectively adopts the European approach where
the government handles restitution claims on behalf of the victimsÕ heirs. This
alleviates the litigation cost on the heirs, and provides them with a second chance
to pursue recovery in addition to bringing the civil claims on their own. By taking
on the Gr¬unbaum case, the New York City government assumes responsibility in
restoring the injustice that happened in a di! erent place and time.

Lastly, the ATUÕs theory of the case helped overcome the procedural barriers
in a civil litigation. The title dispute overRussian War Prisonerwas originally
litigated as a civil case in the Southern District of New York. The district court
dismissed the plainti! Õs claims for replevin and conversion on the grounds that
the statute of limitations had expired in 2009Ñthree years after AIC refused the
plainti! Õs demand to return in 2006.161 The HEAR Act also did not revive the

160 See, e.g., ÒD.A. Bragg Announces Return Of Nine Antiquities To Poland And Italy,ÓM!"#!$$!" D%&$.
A$$Õ' Õ& ()) : P*+&&R+,+!&+&(Oct. 22, 2025),https://manhattanda.org/d-a-bragg-announces-return-of-
nine-antiquities-to-poland-and-italy/[https://perma.cc/PB44-3UCY]; ÒD.A. Bragg Announces Return Of
Two Paintings To Peru,ÓM!"#!$$!" D%&$. A$$Õ' Õ& ()) : P*+&&R+,+!&+&(Feb. 16, 2024),https://manhatta
nda.org/d-a-bragg-announces-return-of-two-paintings-to-peru/[https://perma.cc/NKH3-QYB4]; ÒD.A.
Bragg Returns Two 7th Century Antiquities to China,ÓM!"#!$$!" D%&$. A$$Õ' Õ& ()) : P*+&&R+,+!&+&
(May 9, 2023),https://manhattanda.org/d-a-bragg-returns-two-7th-century-antiquities-to-china/
[https://perma.cc/U4TD-4P65].

161 Reif v. Art Inst. of Chi., 2024 US Dist LEXIS 34493, at 5 (S.D.N.Y. 2024) (ÒThe relevant New York law
is N.Y. C.P.L.R.¤ 202, which provides that, where a cause of action accrued outside New York, the shorter
of the statute of limitations of either New York or the state where the cause of action accrued must apply.
In this case, the cause of action accrued in Illinois, which has a Þve-year statute of limitations. Thus, New
York!s shorter, three-year statute of limitations applies.Ó) (internal citation omitted).

https://manhattanda.org/d-a-bragg-announces-return-of-nine-antiquities-to-poland-and-italy/
https://manhattanda.org/d-a-bragg-announces-return-of-nine-antiquities-to-poland-and-italy/
https://manhattanda.org/d-a-bragg-announces-return-of-nine-antiquities-to-poland-and-italy/
https://manhattanda.org/d-a-bragg-announces-return-of-nine-antiquities-to-poland-and-italy/
https://perma.cc/PB44-3UCY
https://manhattanda.org/d-a-bragg-announces-return-of-two-paintings-to-peru/
https://manhattanda.org/d-a-bragg-announces-return-of-two-paintings-to-peru/
https://manhattanda.org/d-a-bragg-announces-return-of-two-paintings-to-peru/
https://manhattanda.org/d-a-bragg-announces-return-of-two-paintings-to-peru/
https://perma.cc/NKH3-QYB4
https://manhattanda.org/d-a-bragg-returns-two-7th-century-antiquities-to-china/
https://manhattanda.org/d-a-bragg-returns-two-7th-century-antiquities-to-china/
https://perma.cc/U4TD-4P65
https://plus.lexis.com/document?pdmfid=1530671&pddocfullpath=%2Fshared%2Fdocument%2Fcases%2Furn%3AcontentItem%3A6BF8-DVJ3-SBR5-C081-00000-00&pdcontentcomponentid=6412&pdislparesultsdocument=false&prid=c3a50504-e8fd-47ac-9406-f2e1d0702391&crid=e120a794-a622-4e69-ad99-a32e8d900368&pdisdocsliderrequired=true&pdpeersearchid=646af2cf-348e-4b37-98ed-4d8b7f1e2f0f-1&ecomp=pygg&earg=sr0
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claims because Òthe plainti! s knew of their claims after 1999 and failed to bring
their claims during the three years that their claims were timely.Ó162

By contrast, criminal possession of stolen property is considered a
Òcontinuous o! ense.Ó For such o! enses, the statute of limitations only begins to
run when the o! ense terminates, not when it starts.163 Here, AIC continuously
possessedRussian War Prisoner, which is still considered stolen property to
date.164 The statute of limitations Òhad not even begun to toll until the artwork
was seized by this Court on September 12, 2023.Ó165The court further emphasized
that the recovery of stolen property is not constrained by the statute of limitations
even if it runs out.166 Although an expired limitation period Òmay provide relief
from prosecution for a thief, the lapsing of a criminal statute of limitations does
not clear title to a stolen item. The statute of limitations applies to the person, not
the property.Ó167

Similarly, the conspiracy charge is also deemed as a continuing o! ense
because the Òconsistent failure to investigateRussian War PrisonerÕs provenance
Þles in the face of art industry standardsÓ demonstrates a Òcommunity of purpose
amongst the co-conspirators that sustains the theory of a continuing conspiracy
beginning when Russian War Prisoner was taken by the Nazis and continuing
until the present day.Ó168 The criminal court explicitly addressed the discrepancies
between the civil and criminal determination of statute of limitations and concluded
that Òany argument to impose a civil statute of limitations upon this application [for
a turnover order] is unavailing.Ó169

162 Id. at 5.
163 Matter of Art Inst. of Chicago, 2025 NY Slip Op 50617(U) at 31.
164 Id. at 32.
165 Id.
166 Id.
167 Id. at 32.
168 Id.
169 Id. at 33.
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Although controversial,170 ATUÕs intervention has been proven e! ective
so far. The Gr¬unbaum heirs have recovered eleven Schiele drawings from their
possessors with the help of ATU.171 AIC is the only remaining possessor resisting
restitution and has Þled an appeal regarding the seizure ofRussian War Prisoner.

V
M!"#$% I&'!(% !)* %+$ R,-$. ,/ A"%M!"#$% C,).%0%1$)%.

The New York restitution cases, discussed in the previous sections, have
profoundly reshaped the practices in the art market. Since the 1990Lubelldecision,
the market has become increasingly aware and mindful of the historical background
and legal issues behind Holocaust-related art loss. The law has in many ways
changed the industry norms. For instance, theMenzel v. Listcourt speciÞcally
rejected Klaus PerlsÕ argument that he complied with the art trade customs
when he bought the painting from a reputable Parisian gallery without inquiring
whether the gallery had good title.172 The court recognized that Perls might have
accurately described the secretive customary practice in the art trade, but a dealerÕs
compliance with customs trumped neither the rule of property law nor the dealerÕs
implied warranty to the buyer.173 The Menzel case e! ectively heightened the
standard for acceptable due diligence in the art trade and compelled a change in
industry norms.

170 See, e.g., Thomas Kline, ÒNew York Court Validates District Attorney!s Seizure of Schiele Work from
Art Institute of Chicago,ÓA!" L#$%&!' A'' Õ( (Jun. 27, 2025)https://www.artlawyersassociation.com/po
st/new-york-court-validates-district-attorney-s-seizure-of-schiele-work-from-art-institute-of-chicago
[https://perma.cc/7ZHL-43H8] (criticized that the ATU improperly intrudes into the civil-law domain
despite operating within the criminal justice system, and that the Unit has abused its authority to Òcoax
or coerce agreements with museums and private collectors across the U.S. to turn over objects of cultural
property.Ó).

171 SeeÒD.A. Bragg: Eleventh Piece Of Nazi-Looted Art Returned To Relatives Of Fritz Gr¬unbaum,Ó
DANY P!&'' R&)&#'&' (July 26, 2024)https://manhattanda.org/d-a-bragg-eleventh-piece-of -nazi-
looted-art-returned-to-relatives-of-fritz-grunbaum/[https://perma.cc/U37A-Y76Y].

172 SeeMenzel v. List, 49 Misc. 2d 300, 303 (Sup. Ct. NY1966) (ÒPerls testiÞed that he bought the painting
in July 1955 from Galerie Art Moderne in Paris for$ 2,800 in French francs. He further stated that title was
not warranted in writing or orally to third-party defendants; that Galerie Art Moderne is one of the leading,
most representative, reputable galleries in Paris, as is Perls Galleries in New York; and amongst such galleries
the o! er of sale of any painting is in and of itself, in the custom of the trade as between galleries, warranty of
title. Art galleries of such standing assume, without the necessity of inquiry, that an o! er of sale constitutes
a representation of authenticity and good title.Ó).

173 See id.; see alsoDeMott,supranote119, at 620.

https://www.artlawyersassociation.com/post/new-york-court-validates-district-attorney-s-seizure-of-schiele-work-from-art-institute-of-chicago
https://www.artlawyersassociation.com/post/new-york-court-validates-district-attorney-s-seizure-of-schiele-work-from-art-institute-of-chicago
https://www.artlawyersassociation.com/post/new-york-court-validates-district-attorney-s-seizure-of-schiele-work-from-art-institute-of-chicago
https://www.artlawyersassociation.com/post/new-york-court-validates-district-attorney-s-seizure-of-schiele-work-from-art-institute-of-chicago
https://perma.cc/7ZHL-43H8
https://manhattanda.org/d-a-bragg-eleventh-piece-of-nazi-looted-art-returned-to-relatives-of-fritz-grunbaum/
https://manhattanda.org/d-a-bragg-eleventh-piece-of-nazi-looted-art-returned-to-relatives-of-fritz-grunbaum/
https://manhattanda.org/d-a-bragg-eleventh-piece-of-nazi-looted-art-returned-to-relatives-of-fritz-grunbaum/
https://manhattanda.org/d-a-bragg-eleventh-piece-of-nazi-looted-art-returned-to-relatives-of-fritz-grunbaum/
https://perma.cc/U37A-Y76Y
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Additionally, the establishment of Art Lost Registry (ÒALRÓ), a centralized
database of potential claims of unlawfully lost artworks, has fundamentally altered
the dynamics in the art market. The ALR was founded in 1990 by a group
of major auction houses, art dealers, and specialist insurers in response to the
rise of stolen art title disputes and scandals in the 1980s.174 The foundation
of ALR aims to prevent the Òcirculation of stolen art and antiques in the open
market and encourage the amicable resolution of disputed titles with original
owners or their insurers.Ó175 With the advent of this centralized registry, the
trade is no longer an exclusive domain where information is shared only among
insiders. Any potential claimant or a prospective buyer can register or look up the
provenance issues of an artwork.176 ALR searches provide a much cheaper and
faster means of conducting due diligence than prior methods. Before, one must
commission a professional provenance researcher to access historical records and
other professional platforms.177 Because more and more potential claimants and
researchers have registered with the database, ALR search has been incorporated
into the standard art market due diligence process as a minimum requirement.178

As perhaps the most important art market and cultural center, New YorkÕs
legal framework a! ects not only parties within its geographical boundaries. For
instance, particularly in the high-end art market, buyers from around the world
ßock to New York. Art collectors and investors outside of New York and the U.S.
often seek to exhibit their collections in the City to enhance the value of their works
and, ultimately, sell them in New YorkÑthe market with the most well-capitalized
buyers, constantly setting record-breaking prices.179The evolving legal framework
in New York a! ects the norms and decisions of all constituents in the global art
market.

174 Klerman and Shortland,supranote34, at 230.
175 Id.
176 Id. Moreover, the ALR also represents victimsÕ heirs in locating lost works and negotiating their return,

typically on a contingent-fee basis.See id.(ÒThird, if the ALR locates a missing object and the registrant
recovers the registered work themselves, the registrant is contractually required to pay the ALR a location
fee equal to a small percentage of the workÕs value (usually 5%). Fourth, for a somewhat larger percentage
(usually 10% but negotiable on high-value art) the ALR will negotiate and/or litigate on behalf of a registrant
either for the return of the stolen object or for monetary compensation in return for removing the object from
the database.Ó).

177 Klerman & Shortland,supranote34, at 234.
178 Id. at 233.
179 See id.at 226Ð29, for more detailed discussion on the global e! ect of New York art market and law.
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The following subsections outline how the pre-amendment New York
framework has a! ected the behavior of di! erent types of art market participants,
including private collectors, art dealers, auction houses, and museums. The
discussion Þnds that in practice, buyers are exposed to signiÞcant risks, whereas
dealers and auction houses, as seasoned repeat players and gatekeepers of
information, often Þnd ways to insulate themselves from risks of subsequent title
disputes.

A. Private Collectors

Because New York does not recognize good-faith purchaser defense, a private
collector cannot protect themself from title disputes if a piece in their collection
later turns out to have tainted provenance, even if the collector exercised due
diligence at purchase. Nonetheless, there are several ways that a collector can
mitigate the risk of potential litigation: provenance and lost art registry research,
implied and expressed warranties, and insurance.180

1. Provenance and Lost Art Registry

Before purchasing a piece of work, a collector should perform provenance
research to determine the risk to the purchase. Although professional provenance
research might be too time consuming, lost art registries, with the most well-known
one being ALR, are useful and convenient resources for collectors to attain basic
knowledge of the risk associated with their purchases. Although passing a registry
search does not guarantee a good title, the registries help screen o! a good amount
of works with tainted history.

2. Implied and Express Warranties

As discussed above in Part II.D, a buyer of a work with problematic title can
seek damages from the seller for breach of implied warranty of title under U.C.C.181

However, there are several obstacles in a good-faith purchaseÕs way for successfully
establishing a breach of implied warranty claim.

The Þrst obstacle is the statute of limitations. Under U.C.C., the statute of
limitations of a breach of warranty claim is four years,182 and this period cannot

180 See generallyLazerow,supranote20.
181 See supranote121; Lazerow,supranote20, at 216Ð217.
182 See U.C.C.¤ 2-725; N.Y. U.C.C.¤ 2-725 (2024).
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be extended by the parties through contract.183 However, most title issues are
only discovered long after the purchase,184 and almost always past the four-year
limitation period.185 Second, because artworks are highly volatile assets, the value
of a piece of work at the purchase and at the time that a title dispute arises might
vary drastically. Therefore, collectors likely will not be able to recover the fair
market value of the work at the time they lose the work in a title dispute.186 In
other words, even if a good-faith purchaser gets compensated through breach of
warranty, they can still su! er economic injury from the loss of the proÞt they would
have collected between their purchase and the time of dispute.

An express warranty can cure some of the uncertainties of implied warranty
of title, but usually not to the collectorÕs advantage. For example, the parties could
include an express warranty that provides a future promise to compensate the buyer
at the workÕs fair market value at the time the buyer loses the work due to a title
dispute. Yet, such a clause imposes high transactional cost and is unlikely to be
agreed upon by sellers.187 In addition, a seller may use an express warranty to
disclaim their responsibility for any potential title disputes. U.C.C. permits a seller
to preclude such a warranty of merchantability claim by informing the buyer Òthat
the person selling does not claim title in himself or that he is purporting to sell only
such right or title as he or a third person may have.Ó188 Art dealers and auction
houses often adopt this approach.189

There are other complications that will a! ect the viability of a breach of
warranty claim. To begin with, both implied and express warranties are vulnerable
to the bankruptcy of the seller.190 At the time a collector loses title to an artwork

183 Id. This rule applies to both implied and express warranty.
184 See, e.g., Doss, Inc. v. ChristieÕs, Inc., 2009 U.S. Dist. LEXIS 88882 (S.D.N.Y. 2009) (ÒAccording to

N.Y. U.C.C.¤ 2-725 (Statute of Limitations in Contracts for Sale) a claim for breach of warranty must be
commenced within four years of tender of delivery of the goods.Ó). Note that the statute of limitation claim
was not raised in Menzel, Òperhaps because the case predated New YorkÕs adoption of the [U.C.C].ÓSee also
DeMott,supranote119.

185 Lazerow,supranote20, at 216 (The author claimed that he Ò[has] found no case in which a purchaser of
art that was allegedly stolen during the Holocaust discovered that possibility within four years of purchase.Ó).

186 Id. at 217.
187 Id.
188 U.C.C.¤ 2-312(2).
189 Seeinfra Part V.A.
190 Lazerow,supranote20, at 215.
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to its rightful owner, the seller may simply no longer be in business.191 Moreover,
enforcing the rights under express or implied warranties will require the collectors
unreimbursable legal fees, even if they prevail.192 Lastly, it is not uncommon for
collectors to buy from foreign sellers.193The international and multi-jurisdictional
aspect further complicates the case.194

3. Insurance

In general, insurance does not cover the loss of artwork due to someone elseÕs
superior title.195 Moreover, as noted in theReif v. Nagyopinion, if a title dispute
does take place, the court deems insurance as an unfavorable factor to the purchaser,
because it suggests bad-faith or opportunistic behaviors.196

4. What Happens if a Title Dispute Arises

When a potential title issue arises, the collector will face tremendous di! culty
selling the work in major markets.197 Reputable auction houses would withdraw a

191 DeMott,supranote119, at 621.
192 Lazerow,supranote20, at 217.
193 Id.
194 It is worth noting that the Holocaust Claims Processing O! ce (ÒHCPOÓ) of the New York State

Banking Department helps connect U.S. claimants with European jurisdictions. Originally established to
assist Holocaust victims in reclaiming deposits from Swiss banks, the HCPO now also assists claimants in
recovering unlawfully lost artworks that remained in Europe. Most of the artworks recovered by HCPO,
unlike the ones in lawsuits, are of modest Þnancial value but of great emotional and/or spiritual meaning to
the original owner.SeeHolocaust Claims Process, N.Y. DepÕt of Fin. Servs., https://www.dfs.ny.gov/consu
mers/holocaustclaims[https://perma.cc/EXF2-LKVD].

195 Lazerow,supranote20, at 217Ð18. In addition, the author discussed that although it is possible to
insure a piece of work against loss due to title dispute, the insurance is expensive and does not o" er su! cient
reimbursement for the collectorÕs loss. ÒIt is now possible to buy ownership insurance from at least one
company, but it is not cheap. The one-time premium varies from 1.75% to 6.75% of the amount insured if
the company is willing to insure you. The face amount does not change with inßation.Ó See also DeMott at
626 (ÒOne insurer, Aris Title Insur Co., has been selling art-title insurance since 2006. . . . Aris has sold only
around a thousand policies [between 2006 and 2012], however. Art title insurance has not displaced custom
transactional practice, through which dealers and auction houses rely, as discussed above, on consignors!
warranties.Ó).

196 Reif v. Nagy, 175 A.D.3d 107(N.Y. App. Div. 2019).
197 Klerman and Shortland,supranote34, at 234.

https://www.dfs.ny.gov/consumers/holocaust_claims
https://www.dfs.ny.gov/consumers/holocaust_claims
https://perma.cc/EXF2-LKVD
https://plus.lexis.com/api/document/collection/cases/id/5WHS-VWP1-DY33-B3M3-00000-00?page=129&reporter=3325&cite=175%20A.D.3d%20107&context=1530671
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piece found to have tainted provenance,198 and sophisticated buyers would tend to
avoid risking their money and reputation on the work.

The changes in norms and attitudes in the art trade and in the society at
large have encouraged current possessors of works with tainted history to make
settlements with original owners.199 The aforementioned Fritz Gr¬unbaum Schiele
Collection illustrates this trend: eleven out of the twelve works that the heirs
of Gr¬unbaum demanded were returned voluntarily by their possessors.200 One
reason for current possessors to compromise is to avoid the time- and money-
consuming litigation that o! ers no guarantee of a favorable ruling. Various cases
have shown that current owners can mitigate their economic losses by settling
with claimants. For instance, the Allentown Art Museum and the heirs of Henry
and Hertha Bromberg, the original owners of the paintingPortrait of George the
Bearded, Duke of Saxony, who ßed Germany in 1938, agreed to sell the painting
at ChristieÕs and share the proceeds of the auction sale.201 This model has become
a customary practice. The ALR, which also o! ers services to negotiate on behalf
of the claimants once a lost artwork is found, usually resolves title disputes with
private collectors by suggesting sharing the sale proceeds between the current
possessor and the claimants.202

Another consideration is the risk of reputational harm, especially in cases
involving famous artworks and celebrity collectors. The case of Marilynn Alsdorf
o! ers a great example. Known as Òthe queen of the Chicago arts community,Ó
Alsdorf initially intended to defend her ownership of PicassoÕsFemme en Blanc
when faced with a lawsuit alleging that the work had been stolen by the Nazis and
challenging her good title.203 However, due to the prominent status of both the
painting and herself, the case drew extensive domestic and international attention,
with media coverage encompassing her acquisition history and the FBIÕs seizure of

198 Id. (ÒReputable auction houses tend to immediately withdraw artworks if the ALR highlights a concern
and only proceed with a sale after its resolution. This puts pressure on possessors to settle even when legal
claims are weak or debatable.Ó).

199 See generally id.at 235Ð241.
200 See supranote171.
201 Graham Bowley,Museum to Part with Cranach Portrait Sold as Owner Fled the Nazis, N.Y. T!"#$

(Aug. 26, 2024),https://www.nytimes.com/2024/08/26/arts/design/cranach-portrait-nazis-allentown-
museum.html[https://perma.cc/3DXB-CDZS].

202 Klerman and Shortland,supranote34, at 234.
203 Id. at 235.

https://www.nytimes.com/2024/08/26/arts/design/cranach-portrait-nazis-allentown-museum.html
https://www.nytimes.com/2024/08/26/arts/design/cranach-portrait-nazis-allentown-museum.html
https://www.nytimes.com/2024/08/26/arts/design/cranach-portrait-nazis-allentown-museum.html
https://www.nytimes.com/2024/08/26/arts/design/cranach-portrait-nazis-allentown-museum.html
https://perma.cc/3DXB-CDZS
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the painting at her apartment.204 Facing mounting negative publicity and seeking
to protect her standing as a Ògenerous philanthropist and discerning and scrupulous
art collector,Ó Alsdorf ultimately abandoned her defense despite her conÞdence in
the validity of her title.205She eventually settled with the heir of the original owner
for $6.5 million, the market value of the painting.206

Ultimately, the New York legal framework o! ers limited recourse to a good-
faith purchaser once a rightful owner establishes title. Collectors can control the
risk of title dispute through rigorous pre-purchase due diligence and, when claims
arise, mitigate the economic loss by pursuing ßexible private settlements rather
than litigation.

B. Art Dealers

Art dealers serve as the primary gatekeepers of information in the art trade,
functioning as the critical Ôlock and sluiceÕ that controls the ßow of artworks,
legitimate and illegitimate, into the open market.207 As intermediaries, they create
a bu! er between buyers and sellers who often remain anonymous.208 Dealers
are also often the most knowledgeable participants in this opaque system: they
leverage specialized expertise and exclusive connections to access information
unavailable to outsiders, while shaping the terms of the sale.209Prestigious dealers
have immense bargaining power in deals, and the buyers often have to blindly rely
on the dealer in order to proceed.210

204 Id.
205 Id.
206 Martha Lufkin,$6.5 Million Settlement to Heir for Stolen Picasso, A!" N#$%&'&#!(Sept. 1, 2025),

https://www.theartnewspaper.com/2005/09/01/dollar65-million-settlement-to-heir-for-stolen-picasso
[https://perma.cc/LA34-4TDE].

207 DeMott,supranote119, at 623 (ÒAn actor performing a ÓlockÓ function deals with illegitimate as well
as legitimate actors, and by operating the lock enables an object, like a ship, to pass ÓupwardÓ as water enters
the closed lock, emerging at a higher level of value and market reputability.Ó).

208 Id.
209 Id.
210 SeeMenzel v. List, supranote172, at *303. Even after theMenzeldecision, art dealers continue to

dominate the trade. The legal battle between the Russian Oligarch Dmitry Rybolovlev and the Swiss art dealer
Yves Bouvier illustrate the enormous bargaining power a dealer has in the often opaque art transactions.See
Vincent Noce,Dmitry Rybolovlev and Yves Bouvier Settle Nine-Year Legal Feud, A!" N#$%&'&#!(Dec. 8,
2023),https://www.theartnewspaper.com/2023/12/08/dmitry-rybolovlev-and-yves-bouvier-settle-nine-
year-feud[https://perma.cc/R3AT-FHKX] (ÒRybolovlev, who is the owner of the Monaco football club, had
accused Bouvier of swindling him out of! 1.1bn from the! 2bn sale of 38 works of art between 2003 and

https://www.theartnewspaper.com/2005/09/01/dollar65-million-settlement-to-heir-for-stolen-picasso
https://www.theartnewspaper.com/2005/09/01/dollar65-million-settlement-to-heir-for-stolen-picasso
https://perma.cc/LA34-4TDE
https://www.theartnewspaper.com/2023/12/08/dmitry-rybolovlev-and-yves-bouvier-settle-nine-year-feud
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https://www.theartnewspaper.com/2023/12/08/dmitry-rybolovlev-and-yves-bouvier-settle-nine-year-feud
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Because of their critical role in the art market, the New York courts hold art
dealers to a higher standard. Instead of simply performing the duty to facilitate
sales between parties, they are legally bound to ask the hard questions about
the legitimacy of a sellerÕs title and reject pieces that raise red ßags.211 New
York courts rea! rmed theMenzeldictum on the insu! ciency of dealerÕs trade
customs on various occasions. In a later case, the Appellate Division found that a
dealer demonstrated bad faith for failing to inquire into a sellerÕs good title while
purporting to act as the sellerÕs agent,212 even though the failure to inquire was
consistent with the trade customs.

In theory and by default, art dealers are held liable for any title defects
when selling to a good-faith purchaser. However, as noted previously, a dealer
can disclaim the implied warranty of title if they use speciÞc language indicating
that they are selling only the rights they or the consignor possesses. In such cases,
the dealer is absolved of liability, and the risk of a title defect shifts back to the
purchaser.

C. Auction Houses

Unlike art dealers who facilitate private sales, auction houses are more
transparent forums focusing on public sales.213 New York used to have special
regulations on auction houses that imposed mandatory warranty of title and
required them to reimburse the buyer if the title turns out to be defective.214 The
regulations were repealed in 2022 to stimulate the post-Covid economy.215 As a
result, auction houses have adopted the same strategy as art dealers. For example,
ChristieÕs October 2023 Conditions of Sale provides:

2014. Bouvier has always denied any wrongdoing, claiming he acted as a dealer, free to set his own proÞt
margins, and not as an agent.Ó).

211 See supranote172(rejecting art dealer Klaus PerlsÕ defense that he complied with the art trade customs
assuming good title when he bought the disputed painting from a reputable Parisian gallery.).

212 SeePorter v. Wertz, 416 N.Y.S.2d 254, 256, 259 (1st DepÕt 1979),a! Õd,421 N.E.2d 500 (N.Y. 1981).
213 DeMott,supranote119, at 624Ð25.
214 SeeN.Y.C., N.Y., Admin. Code¤ 2-124 (repealed 2022).
215 SeeRules of the City of N.Y¤ 2-123 (repealed),https://codelibrary.amlegal.com/codes/newy

orkcity/ latest/NYCrules/0-0-0-16336[https://perma.cc/ES8J-DS3N]; Anny Shaw,New York City
Removes Rules Governing Auction Houses in Bid to Stimulate Business, A!" N#$%&'&#!(May 4, 2022),
https://www.theartnewspaper.com/2022/05/04/new-york-city-removes-rules-governing-auction-houses-
in-bid-to-stimulate-business[https://perma.cc/3XYF-Y6L6].

https://codelibrary.amlegal.com/codes/newyorkcity/latest/NYCrules/0-0-0-16336
https://codelibrary.amlegal.com/codes/newyorkcity/latest/NYCrules/0-0-0-16336
https://codelibrary.amlegal.com/codes/newyorkcity/latest/NYCrules/0-0-0-16336
https://codelibrary.amlegal.com/codes/newyorkcity/latest/NYCrules/0-0-0-16336
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https://www.theartnewspaper.com/2022/05/04/new-york-city-removes-rules-governing-auction-houses-in-bid-to-stimulate-business
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Except as set forth in paragraphs E1 [SellerÕs Warranties] and E2
[Authenticity Warranties] above, neither the seller nor the ChristieÕs
group makeany other warranty, express or implied, oral or written, with
respect to the lot.216

In addition, auction houses require consignors to provide warranty of title.217

Although consignment agreements are generally not publicly available and might
vary from consignor to consignor, auction houses usually include a section of
ÒsellerÕs warrantiesÓ in their conditions of sale:

For each lot, the seller gives a warranty that the seller:

(a) is the owner of the lot or a joint owner of the lot acting with the permission
of the other co-owners or, if the seller is not the owner or a joint owner of the
lot, has the permission of the owner to sell the lot, or the right to do so in law;
and

(b) has the right to transfer ownership of the lot to the buyer without any
restrictions or claims by anyone else.218

Importantly, the conditions also limit the amount of damages the buyer can
recover if the warranty of title is breached:

(c) If either of the above warranties are incorrect, the sellershall not have to pay
more than the purchase price(as deÞned in paragraph F1(a) below)paid by
you to us. The seller will not be responsible to you for any reason for loss
of proÞts or business, expected savings, loss of opportunity or interest, costs,
damages, other damages or expenses.219

Free from the mandatory warranty and the obligation to reimburse, auction
houses insulate themselves from the risk of defective titles. Should a claim arise

216 ChristieÕs New York Conditions of Sale,¦ E3 ÒNo Implied Warranties,Óhttps://share.google/YvX
OH6XDNYBRwe1vZ[https://perma.cc/S5QM-GMZK]; see alsoSothebyÕs Retails Conditionshttps:
//www.sothebys.com/en/retail-terms-conditions[https://perma.cc/VEA9-F83D], SothebyÕs Private Sale
Conditions,https://www.sothebys.com/en/sothebys-private-sale-conditions-of -business-for-buyers
[https://perma.cc/NFA4-3NFH] (containing similar language).

217 SeeDeMott,supranote119, at 626.
218 ChristieÕs New York Conditions of Sale,supranote216, ¦ E1.
219 Id.

https://share.google/YvXOH6XDNYBRwe1vZ
https://share.google/YvXOH6XDNYBRwe1vZ
https://share.google/YvXOH6XDNYBRwe1vZ
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within the four-year statute of limitations, the buyer can seek remedy from the
consigner; once that period lapses, the risk falls squarely on the buyer.

D. Museums

Although both museums and private collectors have been involved in
restitution cases as defendants, the former play a more complicated role in the
art world. A key distinction is the museumÕs public mandate: to provide access
to art, o! er educational resources, and act as stewards of cultural heritage.220

Consequently, a museumÕs response to New YorkÕs evolving legal framework and
shifting societal attitudes is uniquely propelled and constrained by these competing
public obligations.

1. Association of Art Museum Directors (AAMD) and American Alliance of
Museums (AAM) Guidelines

Building on the Washington Principles and the Terezin Declaration, the
AAMD and AAM, two of the most inßuential museum associations,221 have
established speciÞc guidelines to help member institutions operationalize these
goals. These guidelines assist museums in resolving claims by reconciling
the interests of claimants with the museumÕs Þduciary responsibilities to the
public.222 Emphasizing the role of museums as cultural and ethical stewards,223

220 See e.g., A!! Õ" #$ A%&M'!(') D*%!., Professional Practices in Art Museums(2011 ed.),https:
//cms.aamd.org/sites/default/f iles/document/Professional%20Practices%202011%20rev%202.2.230.pdf
[https://perma.cc/2ZZM-262A].

221 For instance, both the Met and Guggenheim Museum are a" liated with both AAMD and AAM. The
Associations facilitate the circulation of artworks between member museums, usually through loaning, and
set guidelines that member museums have to follow. If a member museum fails to comply, the Associations
can impose sanctions, including requiring all other member museums to cut o! collaborations with the
sanctioned museum.

222 A!! Õ" #$ A%&M'!(') D*%!., Report of the AAMD Task Force on the Spoliation of Art During the
Nazi/World War II Era (1933Ð1945)(June 4, 1998),https://www.obs-trafÞc.museum/sites/default/Þles/r
essources/Þles/AAMDreport spoliation.pdf[https://perma.cc/QB4B-WUJ8] (accessed November 26,
2025);A) . A++. #$M'!(')! , Unlawful Appropriation of Objects During the Nazi Era(Nov. 1999, amended
Apr. 2001), https://www.aam-us.org/programs/ethics-standards-and-professional-practices/unlawful-
appropriation-of-objects-during-the-nazi-era/[https://perma.cc/CVJ2-N6V4].

223 See e.g., id. (ÒWhen faced with the possibility that an object in a museumÕs custody might have been
unlawfully appropriated as part of the abhorrent practices of the Nazi regime, the museumÕs responsibility to
practice ethical stewardship is paramountÓ; ÒTheir stewardship duties and their responsibilities to the public
they serve require that any decision to acquire, borrow, or dispose of objects be taken only after the completion
of appropriate steps and careful consideration.Ó).

https://cms.aamd.org/sites/default/files/document/Professional%20Practices%202011%20rev%202.2.23_0.pdf
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the guidelines mandate enhanced provenance research to ascertain clear title,
heightened due diligence for future acquisitions and loans,224 and increased public
accessibility to museum records.225 In particular, both the AAMD and AAM
require members to alert the public upon discovering credible evidence of unlawful
appropriation.226 Furthermore, to ensure equitable and appropriate outcomes, the
guidelines explicitly suggest that museums should be willing to waive available
legal defenses when facing valid claims.227

The Guidelines present a di! erent vision of the Òpublic interestÓ served
by museums than the one articulated in the Dutch court decision.228 Rather
than focusing solely on public access to speciÞc works of art, the AAM and
AAMD position museums as ethical role models that help shape public sentiments
surrounding Holocaust-related art restitution. In this view, a museumÕs function
derives not only from its collections, but also from its actions.

2. Loaning Art and Government Immunity

Museums rely on loans from collectors and other museums to ensure the
diversity and quality of their programs. Despite the broad reach of New York
courts,229both federal and New York local laws a! ord immunity to loaned objects,
and lenders should not be deterred from loaning their artworks to New York
museums for exhibition.

The federal Immunity from Judicial Seizure Statute provides that no state or
federal court or government in the U.S. shall seize any art or cultural property
imported from a foreign country for temporary custody of a U.S. cultural,
educational, or religious institution for related non-proÞt purpose.230 The New

224 Museums can face litigation if a gift has gained title:see, e.g., Rosenberg v. Seattle Art Museum, 124
F. Supp. 2d 1207 (9th Cir. 2000).

225 SeeA!! Õ" #$ A%&M'!(') D*%!, supranote222; see alsoA) . A++. #$M'!(')! , supranote222.
226 Id.
227 SeeA) . A++. #$M'!(')! , supranote220.
228 See supranote150.
229 For instance, New York asserts jurisdiction overRussian War Prisoner, which has been in the custody of

AIC in Chicago, because the drawing brießy passed through New York 70 years ago.SeeAlexander Herman,
Why New York Can Be a Risky Place for Dealers and Museums to Hold Art, A%&N(,!-.-(% (Sept. 4, 2025),
https://www.theartnewspaper.com/2025/09/04/why-new-york-can-be-a-risky-place-for-dealers-and-
museums-to-hold-art[https://perma.cc/N6B5-DTG5].

230 See22 U.S.C¤ 2459.https://www.state.gov/immunity-from-judicial-seizure-statute-22-u-s-c-2459
[https://perma.cc/JUW9-L83H].

https://www.theartnewspaper.com/2025/09/04/why-new-york-can-be-a-risky-place-for-dealers-and-museums-to-hold-art
https://www.theartnewspaper.com/2025/09/04/why-new-york-can-be-a-risky-place-for-dealers-and-museums-to-hold-art
https://www.theartnewspaper.com/2025/09/04/why-new-york-can-be-a-risky-place-for-dealers-and-museums-to-hold-art
https://www.theartnewspaper.com/2025/09/04/why-new-york-can-be-a-risky-place-for-dealers-and-museums-to-hold-art
https://perma.cc/N6B5-DTG5
https://www.state.gov/immunity-from-judicial-seizure-statute-22-u-s-c-2459
https://www.state.gov/immunity-from-judicial-seizure-statute-22-u-s-c-2459
https://perma.cc/JUW9-L83H


308 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

York Art and Cultural A! airs Law extends protection for both international and
domestic non-New-York lenders, providing that Ò[n]o process of . . . any kind of
seizure shall be served or levied upon any work of Þne artÓ that entered New York to
be held under the supervision of a museum, university, or other nonproÞt institution
for the purpose of cultural, educational, or charitable purposes.231The government
immunity laws protect cultural exchanges and ensure the vitality of New YorkÕs
cultural scene.

3. New York Labeling Law

In 2022, New York State enacted legislation requiring museums to display
placards acknowledging any artworks known to have been stolen during the Nazi
era.232 This law reinforces the museumÕs public function: beyond serving as a
cultural repository, museums also act as ethical stewards. By institutionalizing
these disclosures in the display rooms, the law enhances transparency, marking
a critical step toward ethical curation where historical injustices are openly
recognized.

E. Looking Forward: New Practices in the Art Market

In short, New YorkÕs Holocaust-related restitution decisions have drawn the
marketÕs attention to the issue of unlawful art loss and prompted practice changes
among market participants to address the complicated historical aftermath of Nazi
plundering. Besides the heightened market awareness itself being a meaningful
success, the framework has also urged the market to develop ultra-legal means to
repair the historical wrongs su! ered by the victims and their heirs.

At the same time, the market response presents a notable limitation of the
current New York framework: art dealers and auction houses possess the greatest
knowledge of a workÕs provenance information, yet the current law allows these
key intermediaries to easily insulate themselves from liabilities, exposing innocent
good-faith purchasers to disproportionate risks. Therefore, regulation targeting
market intermediaries is needed to alleviate the risks and burdens of good-faith
purchasers.

231 N.Y. Arts & Cult. A! . Law ¤ 12.03 (2024).
232 S. 117, 2021Ð2022 Leg., Reg. Sess. (N.Y. 2021).
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New York courts frequently note in their opinions that their decisions are
inßuenced by the recognition that ÒNew York enjoys a worldwide reputation as
a preeminent cultural centerÓ233 and prompted by the interest of New York in
Òpreventing the state from becoming a marketplace for stolen goods.Ó234 Indeed,
New York has developed a framework that ensures justice for the victims without
unduly discouraging legitimate market activities. The framework has also spurred
changes in real world practices in the art market: having become increasingly
aware of the Holocaust-related title issues, the market has created more accessible
platforms for information exchange and more ßexible means to resolve title
disputes.

However, there are two major drawbacks of the pre-amendment legal
framework. First, the current law and the market practice expose art buyers to
heavy burden and disproportionate risk. Not only are they expected to conduct
independent provenance research before purchasing a piece of art, since the dealers
and auction houses are proven to be unreliable sometimes, but they also will bear
the full risk of losing the piece without compensation if a claimant successfully
establishes their case. Imposing such burdens and risks can undermine the vitality
of the art market in the long run.235 The art trade Òdepends upon a measure, in fact
in a high dosage, of security surrounding . . . purchasersÕ acquisitions.Ó236 Due to
the sheer volume of artworks unlawfully acquired during the Nazi era,237 buyers
are highly likely to encounter them when collecting art. Resources such as ALR
are useful but not comprehensive, and most of the works in the market do not have
complete provenance.238 Given the power imbalance and information asymmetry

233 Lubell, 569 N.E.2d at 431.
234 See, e.g., Bakalar v. Vavra, 2010 U.S. App. LEXIS 18343, *145 (2d Cir. 2010).
235 Patricia Youngblood Reyhan,A Chaotic Palette: Conßict of Laws in Litigation between Original

Owners and Good-Faith Purchasers of Stolen Art, D!"# L. J. 955, 1028 (2001).
236 Id.
237 SeePollock,supranote2 (noting that Nazi forces plundered more than 150,000 artworks from Western

Europe and more than 500,000 from Eastern Europe).
238 See, e.g., Provenance and Collections Research,P$%&'#()&U&%*. A$( M!+#!, , https://artmuseum.pr

inceton.edu/art/our-collections/provenance-and-collections-research[https://perma.cc/8BVF-BHHG] (ÒIt
can be di! cult to determine the complete provenance of many works of art. Objects are often bought and sold
anonymously before arriving at a museum; past owners may die without disclosing where they obtained the
works in their collections; dealers do not always make known the sources of their holdings; and the records

https://artmuseum.princeton.edu/art/our-collections/provenance-and-collections-research
https://artmuseum.princeton.edu/art/our-collections/provenance-and-collections-research
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between buyers and intermediaries, it is inequitable to place the burden and risk
solely on the former. Over time, the current framework may produce a chilling
e! ect on collecting. The 2025 amendment will likely exacerbate this trend by
removing time-based defense for current possessors.

Moreover, uncertainties incentivize owners to keep the artworks out of the
public sight. Despite the immunity laws, owners might still hesitate to loan their
collections for exhibition because of potential reputational damage.239 Because
immunity laws do not extend to for-proÞt activities,240 uncertainties can drive the
art market to rely more on private sales.241 A shift towards the private realm will
make it even more di" cult for the victims and their heirs to locate their lost art.242

To better protect the interests of good-faith art collectors, the legislature
should enact regulations targeting intermediaries in the art market. For one, New
York should reinstate the mandatory warranty of title for auction sales and require
auction houses to reimburse buyers where title proves defective.243

Second, the New York courtÕs rigid application of laches can be harsh
on good-faith claimants who simply lacked information about their potential

of dealers and auction houses are often incomplete. For all these reasons, gaps in provenance are common,
especially for works whose acquisition can date back decades or even centuries.Ó).

239 See supranote 203 (noting that renowned collectors are willing to abandon strong cases to avoid
potential reputational damage).

240 See supranote230Ð31(noting that Government Immunity only covers objects loaned for non-proÞt
purposes).

241 In private sales, artworks are not subject to third-party scrutiny. With only the seller, buyer, and dealer
involved, there is no independent party to identify and ßag potential title issues. Problematic works are
therefore less likely to be discovered by potential claimants, and parties may proceed with a sale even with
knowledge of provenance issues;see alsoReyhan,supranote235, at 1041 (ÒThe diligence required of the
purchaser presumably makes the sake of stolen art on the open market more di" cult and the discovery of
defects more likely.Ó).

242 Id.
243 See supranote213. In addition, U.S. Congress is currently pushing for more regulations in the art

trade.SeeArt Market Integrity Act, S. 2400, 119th Cong. (2025),https://www.congress.gov/bill/119th-
congress/senate-bill/2400/text/is[https://perma.cc/36C9-UEM2]. However, enacting meaningful regulation
on dealers and auction houses has proven enormously di" cult. These intermediaries have repeatedly and
successfully lobbied against legislative e! orts to impose greater oversight on the art market.See, e.g., Graham
Bowley and Zachary Small,U.S. Study Finds Further Regulation of the Art Market Not Needed Now, N.Y.
T!"#$ (Feb. 4, 2022),https://www.nytimes.com/2022/02/04/arts/design/art-market-regulation.html
[https://perma.cc/D63B-G9LQ]; Tim Schneider,Who Knew the Art Industry Spends Millions of Dollars on
Washington Lobbyists? (and Other Insights), A%&N#&(Feb. 4, 2022),https://news.artnet.com/market/gray-
market-art-lobbying-millions-2073386[https://perma.cc/6UMK-S3UM].

https://www.congress.gov/bill/119th-congress/senate-bill/2400/text/is
https://www.congress.gov/bill/119th-congress/senate-bill/2400/text/is
https://www.congress.gov/bill/119th-congress/senate-bill/2400/text/is
https://www.congress.gov/bill/119th-congress/senate-bill/2400/text/is
https://perma.cc/36C9-UEM2
https://www.nytimes.com/2022/02/04/arts/design/art-market-regulation.html
https://www.nytimes.com/2022/02/04/arts/design/art-market-regulation.html
https://perma.cc/D63B-G9LQ
https://news.artnet.com/market/gray-market-art-lobbying-millions-2073386
https://news.artnet.com/market/gray-market-art-lobbying-millions-2073386
https://news.artnet.com/market/gray-market-art-lobbying-millions-2073386
https://news.artnet.com/market/gray-market-art-lobbying-millions-2073386
https://perma.cc/6UMK-S3UM


2026] BURDEN OF HISTORY 311

claim, and may bar otherwise legitimate claims. As occurred inBennigson,
the court dismissed the case simply because substantial time had passed or
because key witnesses were no longer available, without giving the claimant a
chance to further develop their evidence through other sources. Given the chaotic
circumstances the victims faced during the Nazi era, heirs often face extraordinary
obstacles in discovering the location of their familyÕs lost art, and even conÞrming
whether they hold a valid possessory interest.244 In light of these challenges,
laches should not apply where a claimant can demonstrate that they uncovered
previously unavailable material evidence during the period of delay, and have
brought the lawsuit promptly after the discovery. Such evidence may include newly
discovered information establishing a possessory interest, or provenance evidence
that signiÞcantly strengthens a restitution claim. The AIC cases demonstrate that
the defendant is not necessarily disadvantaged simply because more time has
passedÑthe Museum found favorable evidence through further archival research,
which was unavailable whenReif v. Nagywas litigated.245

The HEAR Act of 2025 addresses this obstacle by eliminating laches and
all time-related defenses entirely. While this will beneÞt good-faith claimants
who discover their claims late, it also risks encouraging opportunistic behavior:
claimants with weak cases may strategically delay litigation in search of more
favorable evidence, even when further evidence is unlikely. Such delays would
further obscure an already complicated case.

244 SeeLazerow,supranote20, at 202 (ÒBecause so many people were displaced after the war, a question
remains over who might be the current heir of someone who owned artwork that was expropriated.Ó).

245 See supranote159.



NEW YORK UNIVERSITY

JOURNAL OF INTELLECTUAL PROPERTY
AND ENTERTAINMENT LAW

V!"#$% &' S()*+, -.-/ N#$0%) -

C1*( W2"" : C30%)4%5#)*63C!+5%)+4 7*61 61%C1*( S%5#)*63
A56

W*"" S12! !

Since the COVID-19 pandemic, the world has come to appreciate the critical value of
semiconductor chips (ÒchipsÓ). Countries around the world have prioritized access
to these chips in their e! orts to improve national and economic security, whether
through onshoring chip-making capabilities, forming alliances to share chip-producing
resources, or restricting the export of their chips to geopolitical adversaries. The Chip
Security Act (CSA) is the most recent legislation proposed in support of such e! orts,
proposing the implementation of geolocation tracking technologies for covered chips.
This note critiques this bipartisan bill, arguing that the CSA may be well-intentioned,
but is nevertheless poorly framed. By contextualizing the bill in the broader technical
and legal landscape concerning geolocation technologies, it focuses on the ambiguous
language and lack of enforcement mechanisms that may not only fail to achieve their
security objectives, but also actively harm the U.S. chip industry. By recognizing these
issues, I o! er several technical and enforcement recommendations to reframe the
bill, so thatÑif enactedÑthe CSA may provide a nuanced balance between bolstering
economic security and protecting against cybersecurity risks.

I+6)!8#56*!+ ................................................................................. 313
I. T1%C1*( S%5#)*63A56: A+ O9%)9*%7........................................... 316

! J.D. Candidate, New York University School of Law, 2027; M.Sc. in Social Science of the Internet,
University of Oxford, 2024. I am incredibly thankful to Professor Judith Germano, whose guidance and
support made this note possible. I am also thankful to the Notes Committee of the NYU Journal of Intellectual
Property and Entertainment Law for their editorial support, especially Elyse Cox and Jessica Mintz for their
exceptionally helpful comments.

312



2026] CHIP WALL 313

II. C!"# G$%&%'()"%*: T!$ T$'!*"'(& L(*+,'(#$ ............................... 317
A. Asset-Reported....................................................................... 317
B. Topology-Based...................................................................... 320
C. Delay-Based.......................................................................... 322

III. C!"# G$%&%'()"%*: T!$ L$-(& L(*+,'(#$ ..................................... 324
A. Export Control Reform Act (ECRA)............................................. 325
B. 18 U.S.C.¤ 1030: Computer Fraud and Abuse Act (CFAA).............. 327
C. CHIPS Act............................................................................. 328

IV. A R$.",$+ CSA: T$'!*"'(& (*+ E*/%0'$1$*) R$'%11$*+()"%*, .... 329
A. Technical Recommendations...................................................... 329
B. Enforcement Recommendations.................................................. 331

C%*'&2,"%*.................................................................................... 333

I !"#$%&'"($!

Semiconductor chips (ÒchipsÓ) are the foundational building blocks of the
technological age, powering nearly every electronic device around the world.1

Major disruptions to the chip supply chain caused by the COVID-19 pandemic
underscored their critical importance; factory shutdowns, stay-at-home orders,
and other logistical constraints in key chip-producing countries revealed severe
bottlenecks that led to widespread chip shortages.2 Since the pandemic, chips have
been at the forefront of national economies worldwide: the U.S. alone exported
approximately$56.8 billion in semiconductors in 2024, making it the sixth
most exported good by the country.3 However (and even more importantly), the

1 Semiconductors are fundamentally materials that can act as both electricity insulators and conductors.
These materials are then used to create integrated circuits (otherwise known as chips) capable of performing
complicated calculations and storing data.SeeM"'!($& R$"+, F(&(* Y"*2- , S$1"'%*+2')%0 I*+2, .
A,, Õ* . & O3/%0+E'%* ., C!"##"*- I* : T!$ P%,")".$ I1#(') %/ )!$ S$1"'%*+2')%0 I*+2,)04 %* )!$
A1$0"'(* W%05/%0'$ (*+ H%6F$+$0(&I*+2,)04 I*'$*)".$, W"&&I*'0$(,$ D%1$,)"' J%7,6 (2021),
https://www.semiconductors.org/wp-content/uploads/2021/05/SIA-ImpactMay2021-FINAL-May-19-
20212.pdf [https://perma.cc/VN7A-GE2M]; see also Semiconductors: Powering the Modern World, N() Õ&
S'" . F%2*+., https://www.nsf.gov/impacts/semiconductors[https://perma.cc/3463-26LE] (last accessed
Dec. 6, 2025).

2 See, e.g., C!0", M"&&$0, C!"# W(0 : T!$ F"-!) /%0 )!$ W%0&+!, M%,) C0")"'(& T$'!*%&%-4 17-18
(2022) (noting how the pandemic provided Òjust a glimpseÓ of how vulnerable the globalized chip supply
chain is).

3 S$1"'%*+2')%0 I*+2, . A,, Õ* , S$1"'%*+2')%0, P%6$0A1$0"'( Õ, E'%*%1"' S)0$*-)! , N()"%*(&
S$'20")4 , (*+ T$'!*%&%-4 L$(+$0,!"# (2026),https://www.semiconductors.org/wp-content/uploads/

https://www.semiconductors.org/wp-content/uploads/2021/05/SIA-Impact_May2021-FINAL-May-19-2021_2.pdf
https://www.semiconductors.org/wp-content/uploads/2021/05/SIA-Impact_May2021-FINAL-May-19-2021_2.pdf
https://perma.cc/VN7A-GE2M
https://www.nsf.gov/impacts/semiconductors
https://perma.cc/3463-26LE
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
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revelation of these bottlenecks has since triggered a global race towards economic
security in this space. Countries around the world have initiated e! orts to reshore
their chip-developing capabilities, andÑin cases where this is not possibleÑ
develop more restrictive alliances to share chip resources.4 The impacts of such
initiatives are even more pronounced for AI-powering chips. As the global race for
AI dominance has accelerated since the 2022 launch of ChatGPT, the demand for
AI chips has also skyrocketed.5 Every country hopes to lead (and thereby control)
the AI industry, and now both businesses and governments are exploring ways to
do so through hardware (including chips) as well as software.

As part of this push for control, several countries have introduced
geopolitically-motivated regulations concerning chips.6 The U.S. speciÞcally has
passed several legislations a! ecting chips, whether we consider the monumental
CHIPS and Science Act of 2022 (ÒCHIPS ActÓ), or the various export control
measures preventing the distribution of leading-edge chips to U.S. adversaries.7

2026/03/SIAStandardIndustryOnePager02c48.pdf[https://perma.cc/89LV-APT2]; see alsoAnn Cao,
ChinaÕs Chip Exports Surge 73% as AI Demand Fuels Semiconductor Growth, S. C!"#$ M%&#"#' P%()
(Mar. 10, 2026),https://www.scmp.com/tech/big-tech/article/3346073/chinas-chip-exports-surge-73-ai-
demand-fuels-semiconductor-growth[https://perma.cc/D7HZ-GXPC] (providing evidence of how China
has similarly increased its export of chips in recent years).

4 See, e.g., Samer Bahou, Christian G. Dieseldor! & Chih-Wen Liu,Eighteen New Semiconductor Fabs
to Start Construction in 2025, SEMI Reports, SEMI (Jan. 7, 2025),https://www.semi.org/en/semi-pr
ess-release/eighteen-new-semiconductor-fabs-to-start-construction-in-2025-semi-reports[https:
//perma.cc/E4W6-BA9N] (connecting fab construction trends with growing onshoring and nearshoring
priorities); Emily Benson, Japhet Quitzon & William A. Reinsch,Securing Semiconductor Supply Chains in
the Indo-PaciÞc Economic Framework for Prosperity, C)&. *%&S)&$)+'", & I #)Õ- S)./ ., (May 30, 2023),
https://www.csis.org/analysis/securing-semiconductor-supply-chains-indo-paciÞc-economic-framework-
prosperity[https://perma.cc/7HGA-ZJHB] (exploring alternative chip partners to China in the Indo-PaciÞc
for the U.S.).

5 SeeOndrej Burkacky et al.,Generative AI: The Next S-curve for the Semiconductor Industry?,
M, K"#(+0 & C%. (2024),https://www.mckinsey.com/industries/semiconductors/our-insights/generative-
ai-the-next-s-curve-for-the-semiconductor-industry#/[https://perma.cc/N5HS-AJUC].

6 SeeJason Wilcox,U.S. AI Chip Policy: A Post-Recission Forecast, B$1+&B%))( (July 23, 2025),https:
//www.bakerbotts.com/thought-leadership/publications/2025/july/us-ai-chip-policy[https://perma.cc
/3PDN-3LT9] (addressing more recent trends in U.S. chip policy under the Trump Administration);see
also Mary Thornton,The Critical E! ort to Combat Illicit Chip Diversion, S+2",%#/.,)%& I#/.( . A(( Õ#
(Oct. 11, 2024),https://www.semiconductors.org/the-critical-ef fort-to-combat-illicit-chip-diversion/
[https://perma.cc/26N5-P9GQ] (acknowledging industry-driven initiatives to adhere to national policies on
chip exports).

7 See, e.g., CHIPS and Science Act of 2022, Pub. L. No. 117-167, 136 Stat. 1366 (2022); Implementation
of Additional Export Controls: Certain Advanced Computing and Semiconductor Manufacturing Items;

https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
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https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://www.semiconductors.org/wp-content/uploads/2026/03/SIA_StandardIndustry_OnePager_02c48.pdf
https://perma.cc/89LV-APT2
https://www.scmp.com/tech/big-tech/article/3346073/chinas-chip-exports-surge-73-ai-demand-fuels-semiconductor-growth
https://www.scmp.com/tech/big-tech/article/3346073/chinas-chip-exports-surge-73-ai-demand-fuels-semiconductor-growth
https://perma.cc/D7HZ-GXPC
https://www.semi.org/en/semi-press-release/eighteen-new-semiconductor-fabs-to-start-construction-in-2025-semi-reports
https://www.semi.org/en/semi-press-release/eighteen-new-semiconductor-fabs-to-start-construction-in-2025-semi-reports
https://perma.cc/E4W6-BA9N
https://perma.cc/E4W6-BA9N
https://www.csis.org/analysis/securing-semiconductor-supply-chains-indo-pacific-economic-framework-prosperity
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The Chip Security Act (H.R.3447/S.1705, later referred to as Òthe CSAÓ) is
the most recent iteration of such regulations. This bipartisan bill was proposed
on May 15, 2025, and has been referred to the House Committee on Foreign
A! airs at the time of writing.8 Its main purpose is to further support export
control e! orts by enabling geolocation tracking of covered chips.9 While the billÕs
purpose is understandable in our current geopolitical climate, its execution is
heavily misguided.10 Its ambiguous language and lack of enforcement mechanisms
expose it to various challenges, particularly in the cybersecurity space. Therefore,
this note argues that the CSA in its current form is well-intentioned but poorly
framed, opening up the possibility for this legislation to not only fail to achieve its
objectives, but also harm the U.S. economy and national security.

This note will proceed as follows. After providing an overview of the CSA
and its main provisions, the note surveys the current technical landscape of
geolocation technologies. By highlighting the cybersecurity weaknesses they face,
it demonstrates how enforcing the billÕs provisions as they currently exist may result
in serious harm for the U.S. chip industry. The note then turns its attention towards
the U.S. legislative landscape pertaining to chips. While there are many instances
in which legislations complement each other and provide a more holistic approach
to chip regulation, there are also several key issues they fail to address collectively.
Finally, this note brings these critiques together to propose certain amendments to
the CSA. By including both technical and enforcement-related revisions, it hopes
to provide a means for the CSAÑif enactedÑto valuably contribute to the U.S.
legal landscape on export controls.

Supercomputer and Semiconductor End Use; Entity List ModiÞcation, 87 Fed. Reg. 62186, 62188Ð9 (Oct.
13, 2022).See alsoNo Advanced Chips for the CCP Act of 2025, H.R. 5022, 119th Cong. (2025) (a more
recent proposal for chip exports speciÞcally targeting the CCP).

8 SeeActions on H.R. 3447, 119th Cong. (2025),https://www.congress.gov/bill/119th-congress/house-
bill/3447/all-actions[https://perma.cc/3538-DSHB]

9 H.R. 3447, 119th Cong.¤ 2(4)Ð(5) (2025) (proclaiming how geolocation-driven chip security
mechanisms can improve compliance with export controls, help detect smuggling, and streamline the
legitimate exports of chips).

10 SeePaul Lekas,The Chip Security Act is the Wrong Approach to Preventing Chip Diversion, S!"#$%&'
& I ("! . I()*+ . A++Õ( , (July 25, 2025),https://www.siia.net/the-chip-security-act-is-the-wrong-approach-
to-preventing-chip-diversion/[https://perma.cc/Q6NN-KDQF] (commenting that the proposal is simply
seeking Òan easy solution to a complex problemÓ).

https://www.congress.gov/bill/119th-congress/house-bill/3447/all-actions
https://www.congress.gov/bill/119th-congress/house-bill/3447/all-actions
https://perma.cc/3538-DSHB
https://www.siia.net/the-chip-security-act-is-the-wrong-approach-to-preventing-chip-diversion/
https://www.siia.net/the-chip-security-act-is-the-wrong-approach-to-preventing-chip-diversion/
https://perma.cc/Q6NN-KDQF
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T!" C!#$ S"%&'#() A%(: A* O+"'+#",

The CSA has two broad objectives. First, it seeks to capitalize on the
security and economic beneÞts of U.S.-developed AI chips, constraining such
beneÞts to Òthe United States and allies and partners of the United StatesÓ.11

Second, it aims to strengthen existing export controls by preventing the Òdiversion,
theft, and other unauthorized use or exploitationÓ of those chips by adversaries,
thereby maintaining U.S. national security and technological competitiveness.12

To achieve these goals, the CSA would require that Òany covered integrated circuit
product [must be] outÞtted with chip security mechanisms that implement location
veriÞcation, using techniques that arefeasible and appropriate on such date of
enactment, before it is exported, reexported, or in-country transferred to or in a
foreign countryÓ (emphasis added).13 Credible information about a chipÕs location
that does not conform to its license or authorization must be reported to the Under
Secretary of Industry and Security.14

The bill includes two additional provisions related to these requirements.
First, chip security mechanisms are broadly deÞned to include Òsoftware-,
Þrmware-, or hardware-enabled security mechanism[s] or a physical security
mechanism.Ó15 Second, as the entity responsible for enforcing the CSA,
the Secretary of Commerce (Òthe SecretaryÓ) must conduct post-enactment
assessments to identify additional security mechanisms to add or replace existing
ones.16These assessments must account for the feasibility, reliability, e! ectiveness,
cost, and vulnerabilities of such additions.17

The Secretary has three other responsibilities of particular relevance to this
note. First, the Secretary may maintain Òa record of covered integrated circuit
products and include in the record the location and current end-user of each such
productÓ.18 This is relevant insofar as various scholars have proposed the creation

11 H.R. 3447¤ 2(1).
12 Id. ¤ 2(3).
13 Id. ¤ 4(a)(1).
14 Id. ¤ 4(a)(2).
15 Id. ¤ 3(2).
16 Id. ¤ 4(b)(1)(A).
17 Id. ¤ 4(b)(1)(B).
18 Id. ¤ 4(c)(2).
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of a chip registry.19 Second, the Secretary may also verify Òin a manner the
Secretary determines appropriateÓ the ownership and location of a chip.20 Third,
the Act provides a cursory acknowledgement of cybersecurity concerns, stating that
in Òimplementing requirements for secondary chip security mechanisms [ . . . ], the
Secretary shall prioritize conÞdentialityÓ.21

II
C!"# G$%&%'()"%*: T!$ T$'!*"'(& L(*+,'(#$

As noted above, the CSA requires that covered chips be Þtted with
geolocation mechanisms which use Òtechniques that arefeasible and appropriate
on such date of enactmentÓ (emphasis added).22 The broad language of the bill
o! ers the advantage of ßexibly accommodating future technological innovations.
However, presuming the CSA is enacted before new geolocation technologies
are commercially available, this ambiguity raises a host of cybersecurity issues.
Current mechanisms, while in certain cases beneÞcial, have a well-documented
history of security vulnerabilities that could operate against the fundamental goals
of this bill. The following section focuses on these technical issues, highlighting
how geolocation technologies across three categoriesÑasset-reported, topology-
based, and delay-basedÑcould cause greater harm than good if implemented as
per the requirements of the CSA.

A. Asset-Reported

Asset-reported geolocation requires the asset (in this case, the chip) to use
external signals to calculate its location.23 The asset then reports that location to
a trusted server for veriÞcation.24 The most common example of this is GPS: a

19 See, e.g., A!"#$ B$%!! & O&&' A%$&#, L()%*'(& V#$'+')%*'(& +($ AI C"',! 29 (2024)https://
static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e1/t/6670467ebe2a477eb1554f40/17186
34112482/Location%2BVeriÞcation%2Bfor%2BAI%2BChips.pdf[https://perma.cc/RP98-7DPB];
E$')" G$-&#.%/0 & M ')"%#/ A'$0, AI C"', S1-22/'&2 '&*( C"'&%: P(*#&*'%/ P%*"! , Q-%&*'*'#! ,
%&0C(-&*#$1#%!-$#! 59-61 (2023),https://static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e
1/t/651bb8a18f961e3333e3c1d7/1696315558319/AI+chip+smuggling+into+China+%5Bfinal%5D.pdf
[https://perma.cc/7669-QJ2F].

20 H.R. 3447¤ 4(c)(1).
21 Id. ¤ 4(b)(3)(B).
22 Id. ¤ 4(a)(1).
23 SeeB$%!! & A %$&#, supranote19, at 13.
24 Id.

https://static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e1/t/6670467ebe2a477eb1554f40/1718634112482/Location%2BVerification%2Bfor%2BAI%2BChips.pdf
https://static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e1/t/6670467ebe2a477eb1554f40/1718634112482/Location%2BVerification%2Bfor%2BAI%2BChips.pdf
https://static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e1/t/6670467ebe2a477eb1554f40/1718634112482/Location%2BVerification%2Bfor%2BAI%2BChips.pdf
https://perma.cc/RP98-7DPB
https://static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e1/t/651bb8a18f961e3333e3c1d7/1696315558319/AI+chip+smuggling+into+China+%5Bfinal%5D.pdf
https://static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e1/t/651bb8a18f961e3333e3c1d7/1696315558319/AI+chip+smuggling+into+China+%5Bfinal%5D.pdf
https://perma.cc/7669-QJ2F
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receiver on the ground receives navigation messages from at least four orbiting
satellites, each containing the precise time of transmission.25 The receiver can then
calculate its distance in relation to each satellite, thereby estimating its own location
through multilateration.26 As may be obvious by its pervasive use, GPS tracking is
very well understood at the technical level.27 Furthermore, it is extremely precise;
studies have shown that under optimal conditions, GPS and similar asset-reported
technologies have an accuracy range roughly between 3 to 100 meters.28

However, asset-reported technologies are also notorious for their
cybersecurity vulnerabilities.29 Most notably, civilian GPS systems are highly
vulnerable to spooÞng attacks. By recording legitimate radio signals, an attacker
can replay identicalÑbut higher powerÑsignals in order to provide a false location
or cause a receiver to lock onto the spooÞng signal instead (i.e., a seamless satellite-
lock takeover).30 This is achievable because civilian GPS systems are typically
unencrypted and insecure, which allows even unsophisticated adversaries to
easily launch spooÞng attacks at minimal cost.31 Technical mechanisms do exist
to mitigate the spoofability of GPS and asset-reported systems. Auxiliary peak
tracking (APT) is one such example, providing the ability to counter seamless
takeover attacks and limit spoofability of an assetÕs location to a one-kilometer
radius.32 However, the e! cacy of such techniques remains limited by the fact
that commercially-available chipsÑeven those equipped with on-chip governance

25 Aanjhan Ranganathan, Hildur«Olafsd«ottir & Srdjan Capkun,SPREE: A SpooÞng Resistant GPS
Receiver, A! X"# (Mar. 17, 2016),https://arxiv.org/abs/1603.05462[https://perma.cc/PTV6-HUSZ].

26 Id.
27 SeeB!$%%& A $!&' , supranote19, at 5.
28 See id.at 4.
29 See id.at 5 (noting how asset-reported methods have a history of manipulation by adversaries).
30 See, e.g.,R$&($&$)*$& , «O+$,%-«.))"! & C$/01&, supranote25, at 3-5 (overviewing various types

of GPS spooÞng attacks, as well as discussing seamless lock takeover); Nils O. Tippenhauer et al.,On
the Requirements for Successful GPS SpooÞng Attacks, P!.2 . ., )*' 34)* ACM C.&, . .& C.5/1) . &
C.552 Õ&%S'2 . 75, 81-82 (2011) (providing sample ranges for signal power, constant time o" set, location
o" set, and relative time o" set to achieve a seamless lock takeover in their experiment).

31 SeeB!$%%& A $!&' , supranote19, at 5 (estimating a cost of roughly$200 to spoof a GPS system).
See alsoR$&($&$)*$& , «O+$,%-«.))"! & C$/01&, supranote25, at 3 (noting how an attackerÕs spooÞng
signal can Òtrivially overshadowÓ the lower power of a legitimate satellite signal).

32 SeeR$&($&$)*$& , «O+$,%-«.))"! & C$/01&, supranote25, at 5, 9 (Fig. 9).

https://arxiv.org/abs/1603.05462
https://perma.cc/PTV6-HUSZ
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mechanismsÑare not yet designed to protect against actors with physical access
to them, let alone against those with a lot of resources at their disposal.33

An obvious consequence of this vulnerability is that mandating asset-reported
systems could do little to restrict the illegitimate export of chips. Especially
given that well-resourced actors can currently bypass the security measures of
current on-chip governance mechanisms, these systems may give a false sense of
security: the government may believe it can readily track U.S.-developed chips,
all while their locations are actually being spoofed. There are two additional
consequences to note. First, spooÞng attacks can sometimes cause permanent
damage to receivers.34 This should raise concerns about such attacks dismantling
underlying infrastructures and in turn resulting in further loss of chips. Second,
installing asset-reported mechanisms would create a digital, trackable footprint
for each chip.35 With enough targeted attacks, adversarial actors could access the
location data of chips used in sensitive systems across the U.S. and abroad.36 Thus,
while asset-reported mechanisms would provide the American government with
greater transparency about chip locations, it could also give a similar amount of
visibility to its adversaries.

Another critical issue with asset-reported mechanisms concerns their
reliability. As mentioned above, GPS systems are highly accurate and precise.
However, such precision requires unobstructed signals from satellites.37 As such,
GPS systems do not work well with tracking assets in indoor environments, which

33 See, e.g., O!!" A#$!%, T"& F"'( & C#)%* W"(+%$', S%,-$%, G./%$!#*)% C+"0': U'"!1 O! -C+"0
M%,+#!"'&' (. M#!#1% N#(".!#) S%,-$"(2 R"'3' 4$.& AI & A 5/#!,%5 C.&0-("!1 2 (2024),https:
//s3.us-east-1.amazonaws.com/Þles.cnas.org/documents/CNAS-Report-Tech-Secure-Chips-Jan-
24-Þnalb.pdf[https://perma.cc/QY4D-KKP7] (acknowledging this limitation as it applies to on-chip
governance mechanisms more broadly).But seeR#!1#!#(+#! , «O)#4'5 «.(("$ & C#03-! , supranote25, at
11Ð12 (providing technical recommendations for how to integrate SPREE into a modern GPS receiver with
minimal complications).

34 R#!1#!#(+#! , «O)#4'5 «.(("$ & C#03-! , supranote25, at 4.
35 SeeJoseph Hoefer,Why Tracking The Location Of AI Chips Is a Mirage Ñ and a Risk, T%,+P.) Õ2.P$%''

(May 23, 2025),https://www.techpolicy.press/why-tracking-the-location-of-ai-chips-is-a-mirage-and-
a-risk/ [https://perma.cc/AML5-YE7E] (noting how tracking systems on chips will more likely broadcast
sensitive locations of chips than protect them).

36 See id.
37 Fahim Ahmed et al.,Comparative Study of Asset Location and Tracking, 51 P$.,%5"# M41. 1138,

1139 (2020) (explaining that GNSS systemsÑamong which GPS is a U.S.-owned constellationÑdo not
work indoors because there is Òno direct line-of-sight between the antenna and satellitesÓ).

https://s3.us-east-1.amazonaws.com/files.cnas.org/documents/CNAS-Report-Tech-Secure-Chips-Jan-24-finalb.pdf
https://s3.us-east-1.amazonaws.com/files.cnas.org/documents/CNAS-Report-Tech-Secure-Chips-Jan-24-finalb.pdf
https://s3.us-east-1.amazonaws.com/files.cnas.org/documents/CNAS-Report-Tech-Secure-Chips-Jan-24-finalb.pdf
https://perma.cc/QY4D-KKP7
https://www.techpolicy.press/why-tracking-the-location-of-ai-chips-is-a-mirage-and-a-risk/
https://www.techpolicy.press/why-tracking-the-location-of-ai-chips-is-a-mirage-and-a-risk/
https://perma.cc/AML5-YE7E
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will often be the case with data centers potentially containing illicitly exported
chips.38 There are alternative asset-reported mechanisms that are better suited
to indoor tracking, such as ultra-wide band and radio-frequency identiÞcation.39

However, these require additional reference points like beacons or anchors to help
triangulate an assetÕs location.40 Given that using such systems would require
additional infrastructure, it is unlikely that they could be successfully adopted prior
to the enactment of this bill (at least, in an idealized timeline).41 Therefore, asset-
reported mechanisms not only introduce a number of spooÞng and cybersecurity
concerns, but they may also not be e! ective in the near future given current
technical and infrastructural limitations.

B. Topology-Based

Topology-based geolocation relies on the asset reporting measurements of
radio-frequency emitters within its range and widely deployed in the target
region.42 These frequencies may originate from cell towers, Wi-Fi routers,
or similar radio frequency beacons, to name a few.43 By combining those
measurements with information about both the known locations of the emitters
(typically acquired from public Whois databases, DNS records, or other
infrastructures) and the assetÕs digital characteristics (such as an IP address or
Wi-Fi SSID), one can calculate the location of a given asset.44 Network-based
mobile phone tracking and geolocalization from an IP address are two common use
cases of topology-based mechanisms.45 In addition to their e" ciency advantage
of relying on existing digital infrastructure, these mechanisms are also highly
accurate. In certain cases, they maintain a margin of error between 50 to 500
meters.46 Topology-aware methods even go a step further, incorporating round-

38 B!"## & A"!$%, supranote19, at 5.
39 Ahmed et al.,supranote37, at 1140.
40 Id. at 1142-3 (describing how beacons and tags are necessary to assist with Bluetooth tracking indoors).
41 See generally id.at 1143 (noting that the infrastructure for Bluetooth-powered tracking does not yet

exist and would be very costly to set up to ensure good signal).
42 B!"## & A "!$%, supranote19, at 4.
43 Id.
44 See, e.g., B!"## & A"!$%, supra note 19, at 15; Philippa Gill et al.,Dude, WhereÕs That IP?

Circumventing Measurement-Based IP Geolocation, in Procs. of the 19th USENIX Sec. Symposium, at 2
(2010) (highlighting the potential use of proprietary or public databases of IP for location mappings).

45 B!"## & A"!$%, supranote19, at 15.
46 Id. at 4.
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trip time (RTT) measurements and network topology data to further increase their
accuracy.47

However, much like asset-reported mechanisms, topology-based methods are
highly prone to cybersecurity threats. To start, these mechanisms may also be easily
spoofed: attackers can either reroute geolocation pings through proxy networks, or
simply disable the pings entirely.48 The level of ease is due to these mechanisms
relying on protocols and infrastructures (such as DNS) considered insecure
against technologically advanced actors.49 As a result, many of these topology-
based methods have long been victims of adversarial attacks.50 Additionally, the
reliance of these mechanisms on publicly available databases introduces another
cybersecurity concern through presenting a new angle for corruption by third
parties.51 A similar issue arises for systems that rely on submitted data (like HTTP
headers) that could easily be falsiÞed.52 Thus, perhaps even more so than asset-
reported systems, there are several ways in which topology-based mechanisms may
be manipulated.

In addition to how easy such corruption can technically be, it is more
concerning how subtly it can happen in comparison to asset-reported mechanisms.
For example, sophisticated adversaries like Infrastructure as a Service (IaaS)
providers may capitalize on their control over multiple network entry points to
attack a geolocation system.53 Not only does this technique return a high-accuracy
forged result, but it is also much harder to detect using common metrics like region
size.54 In addition, the highly-accurate topology-aware techniques mentioned
above may actually face a higher likelihood of covert tampering because of the
increased number of inputs one may manipulate (such as traceroute data and undns
entries).55 Thus, mandating the use of such geolocation mechanisms could in fact

47 Gill et al., supranote44, at 2.
48 SeeHoefer,supranote35.
49 B!"## & A"!$%, supranote19, at 15.
50 Id.
51 Gill et al., supranote44, at 11 (highlighting the possibility of database poisoning when geolocation

relies onundns).
52 SeeChristian Esposito et al.,On Data Sovereignty in Cloud-Based Computation O! oading for Smart

Cities Applications, 6.3IEEE I$&%!$%& '(T)*$+# J.4521, 4525 (2019).
53 Gill et al., supranote44, at 15.
54 Id.
55 Id.
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result in greater adoption of these manipulation tactics that do little to improve the
current export control situation.

Finally, topology-based mechanisms typically require the addition of physical
components (at the very minimum, an antenna to the die) to an asset for
geolocation purposes.56 Much like with receivers in asset-reported mechanisms,
this addition provides another, physical avenue for adversarial actors to launch
cyberattacks against covered chips more easily. Studies have already explored
the various types of physical attacks adversaries may use, ranging from fully-
invasive modiÞcations to side-channel analysis attacks.57Furthermore, the addition
of physical components may be technically infeasible, if not at the very
least burdensome. This is particularly the case for chips, given their already-
extreme compactness.58 Therefore, topology-based geolocation mechanisms are
not only easily spoofable and harder to detect, but they may also impose
additional requirements on manufacturers that are too technically challenging to
be economically viable.

C. Delay-Based

The Þnal categoryÑdelay-based geolocationÑis considered the most
technically relevant of the three.59 It works by requiring a cryptographic challenge-
response between the asset and a landmark or series of landmarks (servers in known
locations).60 Once the asset sends a ping to the landmark, the RTT is used to
determine the maximum possible distance the transmission could have traveled
and the assetÕs location by proxy.61 There are two key components to keep in

56 B!"## & A"!$%, supranote19, at 5.
57 SeeGabriel Kulp et al.,Hardware-Enabled Governance Mechanisms: Developing Technical Solutions

to Exempt Items Otherwise ClassiÞed Under Export Control ClassiÞcation Numbers 3A090 and 4A090, 22-
25 (RAND C&!' ., Working Paper No. WR-A3056-1, 2024),https://www.rand.org/pubs/workingpapers/
WRA3056-1.html[https://perma.cc/Y6R6-8UYV] (describing both physical and nonphysical attack vectors
that adversaries could pursue).

58 The Basics of Microchips, ASML, https://www.asml.com/en/technology/all-about-microchips/mic
rochip-basics, (last visited Apr. 14, 2026) (noting how some features in the most advanced microchips are
merely a few dozen nanometers in size).

59 SeeB!"## & A"!$%, supra note 19, at 6 (indicating such relevance stems from its encrypted
communication and Òrelative lack of reliance on public infrastructureÓ, thereby enhancing certain security
features).

60 See, e.g.,B!"## & A"!$%, supranote19, at 15.
61 Id.; see alsoAidan OÕGara et al., Hardware-Enabled Mechanisms for Verifying Responsible AI

Development 14 (2025) (unpublished manuscript), arXiv:2505.03742.

https://www.rand.org/pubs/working_papers/WRA3056-1.html
https://www.rand.org/pubs/working_papers/WRA3056-1.html
https://perma.cc/Y6R6-8UYV
https://www.asml.com/en/technology/all-about-microchips/microchip-basics
https://www.asml.com/en/technology/all-about-microchips/microchip-basics
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mind for delay-based mechanisms: (1) the delays combine with multilateration to
help determine the maximum possible distance; and (2) such techniques often use
a cryptographic proof of identity, such as a Trusted Platform Model (TPM) that
protects a unique secret key speciÞc to a chip.62

Delay-based mechanisms o! er a host of beneÞts not provided by the other
two categories. For starters, they place emphasis on system security and are
in turn considered more di" cult to spoof and falsify.63 On a similar note,
these mechanisms are considered privacy-oriented and nonintrusive given their
capabilities to conÞrm a chipÕs location without overbearing surveillance.64 In
addition, given that such solutions are primarily software-based, they are easier and
relatively cheap to implement.65 This makes them an appealing option for short-
term adoption, as well as longer-term maintenance given the ease of updating them.
Finally, although it is not necessarily as precise as the other two options, delay-
based geolocation is considered su" ciently precise for export control enforcement,
establishing an upper bound on the distance and being capable of providing clear
evidence for whether a chip is in restricted territory.66

However, as much of an improvement as this mechanism seems to be from
a cybersecurity lens, delay-based methods still pose notable threats. First, while
traditional spooÞng is harder to achieve given the cryptographic security measures,
it is not impossible if an adversary discovers and copies the secret private key.67

That being said, an adversary may not even need to do that to achieve spooÞng-
like e! ects; one may still be able to manipulate the response times to alter a chipÕs
perceived location without the key.68 For instance, adversaries may use dark Þber,

62 SeeEsposito,supranote52, at 4525.See alsoB!"## & A"!$%, supranote19, at 20.
63 Id. at 1.
64 See, e.g.,Kit Conklin, How the Chip Security Act Could Usher in an Era of ÔTrusted TradeÕ with US

Partners, A&'. C()$*+' (Aug. 18, 2025),https://www.atlanticcouncil.org/blogs/geotech-cues/how-the-
chip-security-act-could-usher-in-an-era-of-trusted-trade-with-us-partners/[https://perma.cc/6UPA-
ABNH]; T+, F+#&, T"( B)!-" & V +.%/C0+')/)!+ , T%*0$('(-1 &( S%*)!% &0%AI C0+2S)22'1 C0"+$:
A W(!/+$- P"2%! (2024),https://www.cnas.org/publications/reports/technology-to-secure-the-ai-chip-
supply-chain-a-primer[https://perma.cc/U6LD-RKNB] (including delay-based mechanisms under the
broad heading of HEMs).

65 SeeF+#&, B)!-" & C0+')/)!+ , supranote64.
66 B!"## & A"!$%, supranote19, at 1.
67 OÕGara et al.,supranote61, at 15 (noting how transferring the cryptographic key could undermine the

entire cryptographic protocol).
68 Id.

https://www.atlanticcouncil.org/blogs/geotech-cues/how-the-chip-security-act-could-usher-in-an-era-of-trusted-trade-with-us-partners/
https://www.atlanticcouncil.org/blogs/geotech-cues/how-the-chip-security-act-could-usher-in-an-era-of-trusted-trade-with-us-partners/
https://perma.cc/6UPA-ABNH
https://perma.cc/6UPA-ABNH
https://www.cnas.org/publications/reports/technology-to-secure-the-ai-chip-supply-chain-a-primer
https://www.cnas.org/publications/reports/technology-to-secure-the-ai-chip-supply-chain-a-primer
https://perma.cc/U6LD-RKNB
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private terrestrial connections, or quicker out-of-band communication methods to
trigger faster response times that make a chip appear closer to a landmark.69 On the
opposite end of the spectrum, such actors may want to deliberately slow down the
transmission to increase the potential region size for the chipÕs location. This may
in turn cause a party to have growing uncertainty about the geolocation estimation,
and perhaps even distrust its measurements to the trackerÕs detriment.70 Thus, there
are several technical means that have a spooÞng e! ect and may reduce the e" cacy
of delay-based geolocation.

Second, the external landmark servers themselves are vulnerable to direct
attacks. Such attacks can be both physical and digital. To start with the former,
landmarks placed within striking distance of an adversary are at increased risk of a
malicious takeover through cyber-physical means.71 As for the latter, landmarks
may be subject to distributed denial of service (DDoS) attacks on their clock
or timestamp systems, which could in turn cause them to misreport the RTT.72

As such, landmark servers function as another avenue for adversaries to launch
attacks against these geolocation systems, either through overloading their network
tra" c or attacking the physical landmark itself. Therefore, while it is certainly
the most promising approach of the three for balancing economic security and
cybersecurity concerns, delay-based mechanisms still pose several signiÞcant
cybersecurity challenges that complicate their adoption, whether on account of
an adversaryÕs ability to manipulate response times or through introducing a new
physical vulnerability.

III
C!"# G$%&%'()"%*: T!$ L$+(& L(*,-'(#$

The CSA not only raises several technical issues, but it also provides minimal
novel value from a legal standpoint. The text itself is incredibly sparse. For starters,
it mandates the implementation of location veriÞcation on chips without discussing
how it would actually enforce compliance. The closest we get to that information
is a vague statement that the Secretarymay verify Òin a manner the Secretary

69 See id.; see alsoB!"## & A"!$%, supranote19, at 6.
70 B!"## & A"!$%, supranote19, at 22.See alsoGill et al.,supranote44, at 7Ð8 (discussing the technical

means of increasing the reported region size of delay-based mechanisms).
71 OÕGara ext al.,supranote61, at 15.
72 See id.; see alsoB!"## & A"!$%, supranote19, at 26.
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determines appropriateÓ the location of a covered chip, andmaymaintain a record
of covered chips.73 Additionally, the bill provides a notiÞcation requirement for
those who identify violations of the Act, but provides no insights into what
sanctions or repercussions noncompliant actors might face.74 There is arguably
some value to the Secretary reports mandated by the bill, given the importance of
keeping abreast with recent technological developments in the industry. However,
beyond this, the bill provides little guidance on how it intends to actually remedy
the export control situation.

As such, this section turns to current legislative and regulatory initiatives
that impact the export or geolocation of chips. In providing an overview of their
scope, gaps, and overall e! ectiveness, this section achieves two objectives. First, it
will demonstrate ways in which the CSA builds on existing regulatory initiatives.
Second, it will highlight potential opportunities for a redrafting of the CSA to tackle
these geolocation issues from a novel angle.

A. Export Control Reform Act (ECRA)

The ECRA is a federal statute that imposes and enforces export controls on
technological assets, including AI-powering chips.75 As part of this statute, the
Secretary of Commerce must maintain a list of controlled items, foreign persons
and end users that pose a threat to U.S. national security and foreign policy.76

Additionally, the Secretary must Òestablish a procedure to license or otherwise
authorize the export, reexport, and in-country transfer ofÓ controlled goods.77

Finally, the Bureau of Industry and Security (BIS) has released several Interim
Final Rules (IFRs) regarding the ECRA and advanced chips, setting detailed
parameters to ensure chip movement is controlled. The most notable rules are
ECCN 3A090 and 4A090, which collectively control advanced computing chips
and technologies containing them, with the goal of preventing their proliferation
and minimizing the risk of their misuse in training AI systems.78

73 H.R. 3447, 119th Cong.¤ 4(c)(1)-(2) (2025).
74 Id. at¤ 4(a)(2).
75 Export Control Reform Act, 50 U.S.C.¤¤4801Ð4852 (2018).
76 Id. at¤ 4813(a)(1)Ð(2).
77 Id. at¤ 4815(a).
78 Implementation of Additional Export Controls: Certain Advanced Computing and Semiconductor

Manufacturing Items; Supercomputer and Semiconductor End Use; Entity List ModiÞcation,supra note
7, at 62188-9.
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The ECRA is perhaps the most relevant legislation to the CSA due to the fact
it is referenced at multiple points throughout the CSA, either to provide certain key
deÞnitions, or to clarify the scope of those who are required to notify the Secretary
of violations.79 The framing of the CSA likely seeks to address the noncompliance
issues the ECRA has faced, as there has been a history of pervasive AI chip
smuggling since its enactment.80 Additionally, mandating geolocation tracking in
the CSA attempts to resolve the lack of post-export visibility mechanisms that
plagued the ECRA.81 The ECRA also Þlls a number of gaps that are not addressed
by the CSA. For starters, it provides a criminal penalty against those whowillfully
commit a violation.82 Furthermore, the ECRA requires exporters to conduct due
diligence in their operations, including reviewing publicly available information
and market data.83

However, there are notable gaps and issues that neither legislation addresses in
their current forms. For starters, the mens rea requirement for a criminal violation
under the ECRA may inappropriately incentivize a company to only perform the
minimum due diligence required to avoid legal exposure.84 The complete lack of
any reference to this in the CSA means this remains a signiÞcant issue. Additionally,
the e! cacy of enforcing the ECRA is largely dependent on the BIS budget, one that
has majorly decreased over the past few years despite a substantial increase in its
responsibilities.85 Such resource constraints in turn mean that the BIS have limited
capacity to deal with smuggling cases. The CSA merely exacerbates this issue by
placing additional requirements on the Department of Commerce to fulÞll. Thus,

79 H.R. 3447, 119th Cong.¤¤3(4)-(6), 4(a)(2) (2025).
80 E!"#$ G!%&'()*+ & T", F"-. , C/%&.'!"&0 AI C$"1S,%00*"&0H)- B'#/,' ) N)."/&)* S'#%!".2

P!"/!".2 : A&U1+).'+ P*)23//4 5/! P!'6'&."&0 AI C$"1S,%00*"&0 ./ .$' PRC5 (2025),https://s3.us-
east-1.amazonaws.com/Þles.cnas.org/documents/Countering-AI-Chip-Smuggling-Has-Become-a-Nati
onal-Security-Priority-CNAS-Working-Paper-2020-format061125Final.pdf [https://perma.cc/5CLU-
GUTD] (exploring this in the speciÞc context of the PRC).

81 See Congress Considers Legislation to Shift Export Control Jurisdiction from the Department of
Commerce, M/!0)& L'("- , https://www.morganlewis.com/pubs/2022/11/congress-considers-legislation-
to-shift-export-control-jurisdiction-from-the-department-of-commerce[https://perma.cc/NVA8-C5PS]
(Nov. 7, 2022) (noting the Department of CommerceÕs and the BISÕs lack of success in tightening restrictions).

82 50 U.S.C.¤4843(a) (2018).
83 Implementation of Additional Export Controls: Certain Advanced Computing Items: Supercomputer

and Semiconductor End Use; Updates and Corrections, 88 Fed. Reg. 73458, 73468 (Nov. 17, 2023).
84 G!%&'()*+ & F"-. , supranote80, at 8.
85 G!%&'()*+ & A "!+ , supranote19, at 16.

https://s3.us-east-1.amazonaws.com/files.cnas.org/documents/Countering-AI-Chip-Smuggling-Has-Become-a-National-Security-Priority-CNAS-Working-Paper-2020-format_061125_Final.pdf
https://s3.us-east-1.amazonaws.com/files.cnas.org/documents/Countering-AI-Chip-Smuggling-Has-Become-a-National-Security-Priority-CNAS-Working-Paper-2020-format_061125_Final.pdf
https://s3.us-east-1.amazonaws.com/files.cnas.org/documents/Countering-AI-Chip-Smuggling-Has-Become-a-National-Security-Priority-CNAS-Working-Paper-2020-format_061125_Final.pdf
https://perma.cc/5CLU-GUTD
https://perma.cc/5CLU-GUTD
https://www.morganlewis.com/pubs/2022/11/congress-considers-legislation-to-shift-export-control-jurisdiction-from-the-department-of-commerce
https://www.morganlewis.com/pubs/2022/11/congress-considers-legislation-to-shift-export-control-jurisdiction-from-the-department-of-commerce
https://perma.cc/NVA8-C5PS
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while the combination of these bills provides sanctions and punishments against
those who violate export controls, they still leave important questions around
accountability and enforceability unanswered.

B. 18 U.S.C.¤ 1030: Computer Fraud and Abuse Act (CFAA)

The CFAA is a criminal statute that primarily targets computer crime. At its
core, it prohibits someone from accessing a computer Òwithout authorizationor
exceed[ing] authorized accessÓ to obtain information (emphasis added).86 The
recentVan Burendecision further clariÞes the scope of Ôexceeding authorized
accessÕ, providing a gates-up-or-down framework that limits the inquiry to whether
someone had the right to access the computer in the Þrst place.87 While the
statute does not explicitly refer to or cover semiconductors, its deÞnitions of
ÒcomputerÓ and Òprotected computersÓ are broad enough to potentially include
these chips (at least in certain circumstances).88 Admittedly, chips themselves are
not ÒinformationÓ, which appears to be what the statute is primarily aimed to
cover. However, one could argue that their use in training information-generating
AI modelsÑand potentially to the detriment of U.S. national security and foreign
relationsÑis su!cient evidence that they should be covered by this statute.89

Extending the CFAA to cover chips would arguably be beneÞcial in providing
an additional legal means to pursue liability (one with clearly dictated penalties
no less).90 The geolocation requirements of the CSA may also help with the
enforcement of the CFAA in such situations, as the government could identify
violating parties and hold them accountable through both economic sanctions and
criminal penalties under this statute (jurisdiction-depending) more readily. That
being said, one potential issue that this strategy may face concerns the focus on
unauthorized ÒaccessÓ as opposed to ÒmisuseÓ.91 If, in a hypothetical scenario,
legitimate access is gained to a covered chip, then the CFAA would be rendered
irrelevant even if there is potential misuse of the chips. This is signiÞcant given the

86 Computer Fraud and Abuse Act, 18 U.S.C.¤ 1030 (a)(2).
87 Van Buren v. United States, 593 U.S. 374, 396 (2021).See alsoOrin Kerr, The Supreme Court Reins

in the CFAA in Van Buren, L!"#!$% (June 9, 2021),https://www.lawfaremedia.org/article/supreme-court-
reins-cfaa-van-buren[https://perma.cc/YT7A-JSXG].

88 18 U.S.C.¤1030(e)(1)Ð(2).
89 Id. ¤1030(c)(4)(A)(i)(V).
90 Id. ¤1030(c).
91 Van Buren, 593 U.S. at 403.
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White HouseÕs recently-introduced policy of allowing certain chip exports to China
for receiving a percentage of the revenue.92 Therefore, the CFAA could provide
more robust legal structures to protect U.S.-developed chips, but only in speciÞc
circumstances.

C. CHIPS Act

The CHIPS and Science Act is the Þnal major legislation relating to the
security and export of chips.93 Enacted in 2022, the Act allocated$52.7 billion
to revitalize the semiconductor industry in the U.S. and secure its supply chain
through supporting R&D, manufacturing, and workforce development.94 The
CHIPS for America Fund then allocated$39 billion to incentivize investment in
facilities for chip fabrication, assembly, testing, and packaging.95 While the CHIPS
Act and the CSA are both motivated by national security and economic security
objectives, they aim to achieve those goals in two distinct ways: the former seeks to
build up resiliency by investing in the domestic supply chain, while the latter seeks
to cement U.S. technological leadership through restraining the dissemination of
its chips.

The CHIPS Act admittedly has little to do with the enforcement of
export controls on existing chips, focusing much more on promoting speciÞc
industry policies. However, government-driven funding allocation may be critical
in supporting both innovation in geolocation technologies, and enforcement
initiatives by regulatory bodies like BIS. Both factors would be core to ensuring the
success of the CSA, and neither are addressed at all in the text of the bill. Therefore,
putting aside the critiques that the CHIPS Act has received from the international
sphere,96 the questions around funding allocation from the CHIPS Act may be
critical in determining the long-term e!cacy of the proposed CSA.

92 Lily Jamali & Osmond Chia,Trump Gives Nvidia Green Light to Sell Advanced AI Chips to China,
BBC (Dec. 8, 2025),https://www.bbc.com/news/articles/ckg9q635q6po[https://perma.cc/MP7J-DGXU].

93 CHIPS and Science Act of 2022,supranote7.
94 ÒMarkÓ Min Seong Kim,Chip Security: Reconciling Industrial Subsidies with WTO Rules and National

Security Exception, 16H!$&. N!'Õ( S%). J.74, 76 (2025).
95 Id. at 94.
96 Id. at 78 (noting how countries like China had raised trade complaints against these subsidies at the

WTO).
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As the above discussion has hopefully shown, the CSA may be well-
intentioned but poorly executed. On the technical front, its mandates do not
consider the limitations and vulnerabilities of current geolocation technologies,
thereby potentially exposing chips to a wide variety of cybersecurity risks. On the
legal front, it provides little guidance on enforcement or penalties, leaving existing
statutes to (imperfectly) Þll in the gaps where possible. However, the CSA need not
be so passive in its legislative contributions. In light of the issues raised above, this
note provides critical recommendations for how we may revise the CSA. These
recommendationsÑorganized into two overarching categoriesÑseek to enhance
cybersecurity protections for covered chips, while also retaining the economic
security spirit that initially drove this proposal.

A. Technical Recommendations

There are several ways in which the CSA could be revised to provide chips
with stronger cybersecurity protections. Perhaps the easiest and most immediately
enforceable change could be a mandate to use technologies whose geolocation
mechanisms are at least as sophisticated as delay-based ones, if not more so. As
already mentioned, delay-based options o! er the most robust security among the
mechanisms currently available.97 Furthermore, given they are primarily software-
based, delay-based options are not only easily implementable, but also are more
suited to longer-term sustainability through updates.98 Some experts have noted
that there are certain instances in which the other two methods may serve as
su" cient deterrence against malicious actors, thereby providing what companies
might see as more cost-e! ective alternatives.99 However, this should be considered
an exception more so than a norm; while the initial set-up and maintenance costs
for delay-based mechanisms may be higher, their stronger security measures should
be considered a valid investment in better ensuring economic and national security.

This type of legal formulation is not without its precedents. For example,
the IoT Cybersecurity Improvement Act of 2020 notes that the Director of NIST

97 B!"## & A "!$%, supranote19, at 6.
98 OÕGara et al.,supranote61, at 7.
99 SeeB!"## & A "!$%, supranote19, at 6 (noting how current asset-based and topology-based methods

could be secure enough if an adversary is Òvery worried about being caughtÓ).
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must establish a series of guidelines and standards on appropriate agency use of
IoT devices, including Òminimum information security requirements for managing
cybersecurity risks associated with such devicesÓ.100 While not as explicit as
mandating a speciÞc kind of technology as the baseline, it does require a more
active setting of a baseline than what the CSA currently o! ers. Furthermore,
the IoT Act provides exceptions to the prohibition of IoT devices that do not
meet such minimum requirements in the case of national security, necessity for
research purposes, or the existence of alternative and e! ective security methods.101

This demonstrates the recognition that governments are aware of exceptional
circumstances that may warrant di! erent treatment, but nevertheless still opt to
establish a baseline minimum security standard as I have proposed for the CSA.
Therefore, rather than vague phrasing of Òfeasible and appropriate on such date
of enactmentÓ,102 the statute could instead mandate by default an adoption of
delay-based geolocation mechanisms. As an exception, the CSA could allow a chip
provider to o! er in writing a su" cient reason for why one of the current alternative
methods should be adopted for their product.

In addition, the CSA could require that geolocation capabilities be Þtted
with tamper-proof and tamper-evident systems, both of which would provide
further layers of security. This technology is already available in certain contexts,
especially if the above recommendation for a delay-based mechanism default is
adopted (given their reliance on cryptographic identity proofs like TPMs).103

Furthermore, proposing the adoption of additional security measures is not legally
unheard of, as best demonstrated by the mandated shift towards Zero Trust
Architecture in federal information systems by Executive Order 14028.104 For
the purposes of the CSA, An additional security step could be to use threshold
cryptography, which involves splitting the storage of keys across several separate

100 Internet of Things Cybersecurity Improvement Act of 2020, Pub. L. No. 116-207, 134 Stat. 1002,
¤4(a)(1) (2020).

101 Id. ¤7(b)(1).
102 H.R. 3447, 119th Cong.¤4(a)(1) (2025).
103 SeeNatÕl Inst. of Standards & Tech.,Sec. Requirements for Cryptographic Modules, FIPS PUB140-2,

29 (May 25, 2001),https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.140-2.pdf[https://perma.cc/YGE6-
7NVH] (Tbl. 2) (providing an overview of physical security requirements that are currently required).

104 Exec. Order No. 14,028, Improving the NationÕs Cybersecurity, 86 Fed. Reg. 26,633,¤ 3(a)Ð(d) (May
17, 2021).
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systems.105 This latter recommendation may alleviate some aforementioned
concerns about malicious actors stealing private keys. Thus, in a scenario where
delay-based systems are not in use, the CSA would beneÞt from explicitly
mandating a cryptography-based, tamper-proof security system for chips.

Tamper-evident systems may also help maintain chip security, ideally making
it harder for malware to compromise lower levels of the software stack.106 Secure
boots are one such system, allowing a company to monitor whether a chip is
running legitimate Þrmware.107 However, Tamper-control mechanisms should be
used with caution. Their ability to shut down and limit parts of a chipÕs technical
system could be exploited by adversaries to shut down legitimately located (and
perhaps even U.S. located) chips.108 Therefore, given the major national security
concerns that could arise from that possibility, revisions in the CSA that explicitly
address tamper-evident systems should limit the capabilities and the control they
may have over a chip.

B. Enforcement Recommendations

In terms of non-technical revisions to the CSA, a centralized, government-
maintained chip registry could help further prevent spooÞng attempts through
combining location veriÞcation with additional data contained by the registry, such
as corporate ownership or operational behavior data.109 This is addressed in a very
vague fashion in the current version of the CSA, where the Secretary is given the
power to Òmaintain a record of covered integrated circuit products that include in
the record the location and current end-user of each such productÓ.110 However, a
more explicit description of a chip registry in the CSA, including what data the chip
registry could contain, may be a valuable addition to export control legislations.

105 See, e.g., Tom Simonite,To Keep Passwords Safe from Hackers, Just Break Them into Bits, MIT T!"# .
R!$. (Oct. 9, 2012),https://www.technologyreview.com/2012/10/09/183378/to-keep-passwords-safe-
from-hackers-just-break-them-into-bits[https://perma.cc/DTU4-6XDF] (providing a relevant analogy to
password protection for the potential use of threshold cryptography).

106 Aarne et al.,supranote33, at 18.
107 Id. at 13.
108 Luke OÕGrady,CongressÕ Proposed Chip Security Act Threatens to Create New Cyber Vulnerabilities

in U.S. Semiconductors, C%&. '(& C)*!&+!",&-%) P(. Õ) & L. (July 15, 2025),https://www.centerforcyber
securitypolicy.org/insights-and-research/congress-proposed-chip-security-act-threatens-to-create-new-
cyber-vulnerabilities-in-u-s-semiconductors[https://perma.cc/JAK3-AWPF].

109 Conklin,supranote64.
110 H.R. 3447¤ 4(c)(2).
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Several other laws have sought to create similar requirements to this proposed
chip registry in separate cybersecurity contexts. For starters, EO 14028 provides
certain requirements concerning logging and retention of relevant data that
arguably function in a similar manner to a chip registry.111 In addition, the
proposed (though now dead) National Cybersecurity Protection Advancement Act
of 2015Ñin its e! orts to generally enhance the sharing of information related
to cybersecurity risksÑsuggested the developed of automated mechanisms for
timely sharing of cybersecurity threat indicators.112 That being said, the chip
registry proposed here may face distinctive problems that raise similar national
security concerns as with tamper-evident systems. More explicitly, centralizing
information in a registry about U.S.-developed AI chips may provide an easy target
for malicious actors. After gaining that information, it may then not only be easier to
smuggle chips, but could also expose infrastructure-critical chips and data centers
to cyberattacks. As such, there would need to be additional provisions in the CSA
that ensure the security of such a registry, such as further technical measures or
proposals for public-private partnerships prioritizing cybersecurity.113

The Þnal recommendation for revising the CSA would be to include a
provision that grants additional funding to the BIS and Department of Commerce in
support of their initiatives to oversee implementation and enforcement of the CSAÕs
requirements. As has already been mentioned, BIS has been severely underfunded
despite its large workload, which has undermined its capabilities to actually
enforce export controls.114 This, coupled with inadequate due diligence, is a major
contributor to the current export control issues the U.S. faces. Resolving this gap,
as experts have noted, is critical for success on this front.115 Therefore, in order
to ensure that geolocation mechanisms are actually e! ective instead of a simple
waste of resources, the CSA should grant additional funding to the organization(s)

111 Improving the NationÕs Cybersecurity,supranote104, ¤ 8(b)Ð(c).
112 H.R. 1731, 114th Cong.¤ 3(g)(1) (2015).
113 See generallyJudith H. Germano,Cybersecurity Partnerships: A New Era of Public-Private

Collaboration, T!" C#$. %&L'( & S") ., NYU S)! . %*L. 12 (2014),https://www.lawandsecurity.org/wp-
content/uploads/2016/08/Cybersecurity.Partnerships-1.pdf[https://perma.cc/9TL3-UVVR] (providing
examples of successes with public-private partnerships in the cybersecurity space, as a means to advocate
for their increased use).

114 Grunewald & Aird,supranote19, at 16.
115 Id.; see alsoGrunewald & Fist,supranote80, at 28Ð9.
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primarily responsible for monitoring and enforcing both the CSA and other relevant
export control statutes.

C!"#$%&'!"

This note has sought to highlight the issues with the CSA as it is currently
drafted, in the hopes that lawmakers may consider revising the CSA to better
address its cybersecurity vulnerabilities. The motivation for the bill itself is
understandable given the current geopolitical climate, and it is not within the scope
of this note to assess whether it o! ers the right approach from an industrial policy
perspective. However, the CSAÕs overly ambiguous language, failure to recognize
issues with current geolocation technologies, and lack of explicit enforcement
measures within the text itself leaves much to be desired from a cybersecurity
standpoint. Other existing statutes on similar topics do not su" ciently resolve
these issues. If the CSA ever becomes enacted, it is important that these issues are
addressed at both the technical and legal enforcement levels, lest it become more
of an obstacle than a valuable asset. Of the many possible solutions experts could
devise, this note highlights four in particular that would not only raise minimum
cybersecurity standards, but also introduce additional on-chip security, centralize
tracking information, and provide additional funding to relevant regulatory bodies.
These proposals would likely succeed in reasonably easing cybersecurity concerns
while maintaining the competitive and economic security motivations that initially
inspired this bill. Therefore, if the CSA is to be a useful contribution to the export
controls landscape upon enactment, it should revise its provisions to more explicitly
address the cybersecurity concerns these geolocation technologies raise.


