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ysis of timely and cutting-edge topics in the world of intellectual property and entertain-
ment law. As NYU'’s first online-only journal, JIPEL also provides an opportunity for dis-
course through comments from all of its readers. There are no subscriptions or subscription
fees; in keeping with the open-access and free discourse goals of the students responsible
for JIPEL’s existence, the content is available for free to anyone interested in intellectual
property and entertainment law.
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PREFACE

Our Spring 2026 Issue—Volume 15, Number 2—brings to-
gether scholarship that grapples with a shared, increasingly urgent
set of questions: how law should respond when decision-making,
speech governance, and even cultural and geopolitical “infrastruc-
ture” are mediated by opaque systems such as algorithmic models,
platform architectures, and export-control regimes.

First, Professors Ignacio Cofone and Katherine J. Strand-
burg reframe algorithmic transparency as a classic principal-agent
problem. That is, claims of “gaming” and “trade secrecy” can
sometimes reflect not genuine social costs of disclosure, but strate-
gic incentives to preserve opacity and avoid accountability. Co-
fone and Strandburg propose a decision-quality-anchored frame-
work that uses error profiles and outcome distributions across groups
as diagnostic signals of misalignment, triggering rebuttable pre-
sumptions in favor of tailored disclosure. The Article ultimately
presses a practical point for regulators and courts: disclosure is not
binary. Effective regimes can be staged, mediated, and audience-
specific without collapsing into either full secrecy or full exposure.

Second, Elisabeth Paar takes aim at a growing tempta-
tion in legal technology discourse: if Al can draft something that
sounds like an opinion, why not let it judge? Paar argues that the
resemblance is misleading because judicial decision-making is not
reducible to text production. Drawing on normative accounts of
judging, she contends that Al lacks core capacities required for
legitimate adjudication—social competencies for fact-finding, le-
gal competencies for assessing facts under law, and the ability to
provide reasoned justifications that are tethered to the decision-
making process. Paar concludes that making Al “good enough”
to judge would not be a matter of incremental tuning, but would
require a deeper reconfiguration of how we expect adjudication to
exist in a democratic legal order.

Third, Professor Ioanna Tourkochoriti offers a comparative
account of platform regulation in the United States and the Euro-
pean Union, asking whether diverging legal approaches are steer-
ing us toward a divided internet. The Article contrasts the EU’s
rights-balancing framework and the Digital Services Act’s pro-
cedure and transparency obligations, with the U.S. constitutional
landscape shaped by state-action constraints and First Amendment
doctrine. For an illustrative case study, Tourkochoriti engages with
Moody v. NetChoice and the contested boundary between editorial



discretion and algorithmic moderation. Along the way, she raises
questions about accountability for speech governance that is partly
automated and transnational by design.

Fourth, Professor Frank Fagan turns to the upstream depen-
dency that quietly powers much of modern Al: training data. Not-
ing that Al-generated summaries and answer engines are reducing
referral traffic and destabilizing the economic foundation of on-
line publishing, Fagan uniquely frames training-data governance
as a problem of preserving access to high-value inputs without
undermining incentives to produce them. He proposes a welfare-
oriented, three-part test for when a fallback licensing mechanism
is justified, implemented through a tiered framework that distin-
guishes baseline, transitional, and at-risk content.

Fifth, Jordan Hanyi Yu examines a different kind of gov-
ernance problem in Holocaust-related art restitution litigation in
New York. She situates New York state doctrine against the back-
drop of the Washington Principles and the evolving federal HEAR
Act framework, including Congress’s 2025 amendments aimed at
pushing courts toward merits-based resolution by removing time-
based defenses. Yu’s Note argues that the pre-amendment New
York approach struck a workable balance between justice and mar-
ket stability, while also identifying distributional concerns—partic-
ularly the disproportionate risk borne by purchasers relative to deal-
ers and auction houses—and mapping how collectors, dealers, auc-
tion houses, and museums adapt their practices in response to shift-
ing legal uncertainty.

Finally, Will Shao confronts the fast-paced intersection of
IP-adjacent regulation, national security, and cybersecurity. He an-
alyzes the Chip Security Act’s push for geolocation-enabled ‘““chip
security mechanisms” as an export-control tool, but emphasizes
that the bill’s broad, technology-agnostic language creates practi-
cal vulnerabilities, particularly because current geolocation meth-
ods can be spoofed and may themselves introduce attack surfaces.
Shao’s Note offers concrete revisions and safeguards, such as a
more explicit (and more securely designed) chip registry and strength-
ened institutional capacity for monitoring and compliance.

Sincerely,

Cindy L. Chang
Editor-in-Chief
NYU Journal of Intellectual Property & Entertainment Law
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ALGORITHMIC OPACITY AS A PRINCIPAL-AGENT PROBLEM

Ionacio CoroNE®™ & KATHERINE J. STRANDBURG™

Principal-agent problems are central to debates over algorithmic transparency, but
have been underexplored. Concerns about gaming and trade secrecy, frequently
invoked to justify opacity, can also mask self-serving strategic behavior by decision-
makers, who may prioritize private benefits over social welfare. This article develops a
principal-agent test for determining when algorithmic decision-making should trigger
disclosure obligations even when concerns about gaming or trade secrecy exist. It
proposes that disclosure requirements should be anchored in decision quality.

The article introduces structured patterns of error types and the distribution of
decision outcomes across groups as diagnostic tools for detecting principal-agent
misalignment—extending their role beyond fairness metrics. These make visible
whether decision-makers align algorithmic design and implementation with the public
interest or instead use opacity to obscure bias, inefficiency, or strategic shirking.
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Strong disparities across social groups, and asymmetries in the distribution of decision
errors across outcome types, should trigger rebuttable presumptions favoring further
disclosure obligations.

This principal-agent framework reorients regulatory attention toward institutional
design questions that transparency debates have not focused on so far. This framework
informs the adoption of differentiated disclosure regimes: staged, partial, mediated,
or audience-segmented. By reframing opacity debates through the lens of principal-
agent theory, this article challenges long-standing assumptions about algorithmic
secrecy: it shows the domain of justifiable algorithmic opacity is significantly narrower
than commonly assumed once differentiated disclosure regimes are considered. When
gaming or trade secrecy risks are legitimate, actionable disclosures (such as training
data characteristics and key system design parameters) ordinarily can be mandated
without compromising innovation or enabling gaming. This approach offers an
implementable regulatory pathway for Al transparency in both public and private
sectors.

By developing burden-shifting presumptions about what type of opacity is
impermissible, what minimum disclosures are required, and how to weigh trade-
secrecy and gaming claims, the article provides policymakers and courts with a
framework for structuring tailored disclosure orders, evaluating secrecy claims, and
allocating burden of proof in transparency disputes. The analysis also shows that
meaningful disclosures are possible even for technically inscrutable algorithms.
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INTRODUCTION

Algorithmic transparency has an elephant in the room. Even before “black
box” artificial intelligence (AI) was widely debated, Amazon developed a machine
learning CV-screening algorithm that systematically disadvantaged women.!
Although the Al screening promised to enhance neutrality and nondiscrimination,
it was highly biased.? This episode illustrates a recurring pattern: algorithmic
systems frequently reproduce existing failures, so regulating Al systems is often
an exercise in identifying new manifestations of old legal problems. Deliberate
opacity (namely, the intentional lack of transparency) is one of them.

This instance did not just uncover a problem at Amazon; rather, it illustrates
the broader concern that opaque algorithmic decision-making systems can mask
errors, entrench bias, and obscure discrimination, all while simultaneously
amplifying (or at least sustaining) them. A considerable body of literature
discusses the benefits and limitations of transparency and disclosure for providing
accountability for algorithmic decision-making systems.> Much of the existing
discussion focuses on the technical opacity of some “black box™ algorithms and
their tendency to be inexplicable even to their designers.* But the importance of

! Jeffrey Dastin, Amazon Scraps Secret Al Recruiting Tool That Showed Bias Against Women, REUTERS
(Oct. 10, 2018), https://www.reuters.com/article/idUSKCN1MKOAG/ (on file with the NYU Journal of
Intellectual Property and Entertainment Law).

2 Id. (Amazon tried to automate hiring with a machine learning algorithm, but upon testing it realized that
it merely perpetuated the tech industry’s bias against women). See also SAFiyaA Umoja NOBLE, ALGORITHMS
of OppressioN: How SeEArcH ENGINEs REINFORCE Racism 181 (2018) (“In essence, we need greater
transparency and public pressure to slow down the automation of our worst impulses. We have automated
human decision making and then disavowed our responsibility for it. Without public funding and adequate
information policy that protects the rights to fair representation online, an escalation in the erosion of quality
information to inform the public will continue.”).

3 See generally, e.g., Joshua A. Kroll et al., Accountable Algorithms, 165 U. Pa. L. Rev. 633 (2017);
ANDREW G. FErGgusoN, THE Rise oF BiG DaTta PoLicING: SURVEILLANCE, RACE, AND THE FUTURE oF Law
EnrorceMENT (2017); John Zerilli et al., Transparency in Algorithmic and Human Decision-Making: Is
There a Double Standard?, 32 PuiL. & TecH. 661 (2019); Cary Coglianese & David Lehr, Regulating by
Robot: Administrative Decision Making in the Machine-Learning Era, 105 Gro. L.J. 1147 (2017); Tal Z.
Zarsky, Transparent Predictions, 2013 U. ILL. L. Rev. 1503 (2013).

4 See generally, e.g., Andrew D. Selbst et al., Deconstructing Design Decisions: Why Courts Must
Interrogate Machine Learning and Other Technologies, 85 Onio St. L.J. 415, 416-17 (2024) (“Black boxes
are ubiquitous in narratives surrounding accountability for technological harms, especially machine learning
and artificial intelligence. The black box is usually the villain of the story, the reason that there cannot be
accountability for the harms. The black box is a trade secret. It’s inscrutable. It’s both.”); Danielle Keats
Citron & Frank Pasquale, The Scored Society: Due Process for Automated Predictions, 89 WasH. L. Rev. 1
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technical opacity is often overstated, as substantial information can be disclosed
about even the most technically opaque machine learning algorithm.>

Instead, this article focuses on deliberate opacity. Deliberate opacity is
routinely excused either by claims of trade secrecy or by asserted fears that
decision-subjects (i.e., individuals whose lives are affected by a decision-making
algorithm, such as loan applicants or job candidates) will “game the system.”®
Our earlier work pointed out the limits of decision-subjects’ power to game
even the most transparent algorithmic decision-making systems.” We presented
a framework for recognizing the limited circumstances under which disclosure
about a decision-making system is likely to facilitate decision-subject gaming.® But
decision-subject gaming captures only part of the strategic landscape surrounding
algorithmic transparency.

Throughout this Article, algorithmic decision-making system encompasses
predictive Al (including machine learning models that classify or score
decision-subjects), generative Al (including large language models that produce
recommendations, assessments, or decisions as text), and agentic Al (including
systems that autonomously execute decision sequences on behalf of an operator).
The principal-agent framework developed here applies across all three types

(2014); FrRANK PasQUALE, THE BLACk Box Sociery: THE SECRET ALGORITHMS THAT CONTROL MONEY AND
INnrorMATION (2015); Andrew D. Selbst & Solon Barocas, The Intuitive Appeal of Explainable Machines, 87
ForpHaM L. Rev. 1085 (2019); NoBLE, supra note 2; VIRGINIA EUBANKS, AUTOMATING INEQUALITY: How
HiGgH-TecH TooLs PrROFILE, PoLICE, AND PuNisH THE Poor (2018).

5 See Rishi Bommasani et al., The Foundation Model Transparency Index, ARX1v (Oct. 19, 2023), https:
/larxiv.org/abs/2310.12941 [https://perma.cc/XFR6-MQNI]. See also infra Section I1.C.

6 See, e. g., Charles T. Graves & Sonia K. Katyal, From Trade Secrecy to Seclusion, 109 Geo. L.J. 1337,
1341 (2021) (“[A]ssertions of trade secrecy ... extend to different types of information as well, as companies
learn that labeling sensitive or embarrassing information as a ‘trade secret’ or ‘confidential’ can stall or
silence calls for disclosure”); Rebecca Wexler, Life, Liberty, and Trade Secrets: Intellectual Property in the
Criminal Justice System, 70 Stan. L. Rev. 1343, 1371-1377 (2018) (detailing justifications for trade secrecy
in criminal law).

7 Ignacio Cofone & Katherine J. Strandburg, Strategic Games and Algorithmic Secrecy, 64 McGiLL L.J.
623, 634 (2019).

8 Here and in our earlier work, we define gaming as socially undesirable strategic behavior that rewards
decision-subjects (people about whom algorithmic systems made decisions) with unwarranted positive
outcomes. Our definition does not include socially desirable strategic behavior, such as using information
about the algorithm to improve one’s eligibility for a favorable decision or to strategically avoid an unjustified
negative decision.


https://arxiv.org/abs/2310.12941
https://arxiv.org/abs/2310.12941
https://perma.cc/XFR6-MQNJ
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because the problem—decision-makers using opacity to avoid accountability for
their choices—arises whenever an Al system mediates consequential decisions.

Interactions between decision-subjects and those involved in designing,
developing, and implementing algorithmic decision-making systems—Ilike
interactions between decision-subjects and human decision-makers—are strategic
on both sides.” None of these players should be assumed to be acting in society’s
best interest.

This Article addresses the strategic behaviors of decision-makers (including
both developers and deployers of decision-making systems) with regard to opacity.
We argue that in public and private contexts decision-makers are, to varying
degrees, agents for the public. Principal-agent relationships are undermined when
agents act strategically to promote their own interests at the expense of the
principal’s goals. The agents involved in algorithmic decision systems are no
exception.!® We show how claims about gaming risk and trade secrecy can shield
strategic behavior that is contrary to public interest. We argue that managing
these principal-agent problems should be a primary consideration in the design
of effective disclosure regulation. This means that decision-makers’ claims about
gaming and trade secrecy should not be accepted at face value. Moreover, because
disclosure is a crucial mechanism for detecting principal-agent problems,!'! its
value may outweigh its costs even when concerns about gaming or trade secrecy
have merit.

° Benjamin Laufer et al., Strategic Evaluation: Subjects, Evaluators, and Society, EQuITY & ACCEss
ALGORITHMS, MECH., & OpTiMmizaTION 1 (Oct. 30, 2023), https://doi.org/10.1145/3617694.3623237; Jack
M. Balkin, How to Regulate (and not Regulate) Social Media, KNIGHT FIRST AMEND. INST. OCcCcASIONAL
Papers, 13-15 (Mar. 25, 2020) [hereinafter Balkin, How fo Regulate (and not Regulate) Social Medial;
Zachary Lipton, The Mythos of Model Interpretability, 61 CommUNICATIONS OF THE ACM, 36 https://doi.or
2/10.1145/3233231; Ignacio Cofone, Servers and Waiters: What Matters in the Law of A.L., 21 STaN. TECH.
L. Rev. 167 (2018). See also Jack Balkin, 2016 Sidley Austin Distinguished Lecture on Big Data Law and
Policy: The Three Laws of Robotics in the Age of Big Data, 78 Onio St. L.J. 1217, 1226 (2017) [hereinafter
Balkin, The Three Laws of Robotics].

10 See, e.g., Jon Kleinberg & Manish Raghavan, How Do Classifiers Induce Agents to Invest Effort
Strategically?, 8 ACM TransacTiONs oN Econ. & CompuTtaTioN 19:1, 19:15 (2020).

1 Noam Kolt, Governing AI Agents, 101 NoTtre DaME L. Rev. (forthcoming 2026) (noting the role of
disclosure duties in principal-agent relations, and arguing they are complicated by the difficulty to interpreting
Al models’ decisions).


https://doi.org/10.1145/3617694.3623237
https://doi.org/10.1145/3233231
https://doi.org/10.1145/3233231
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When decision-subject gaming is likely or when trade secrecy claims
are plausible, disclosing details about a decision-making algorithm involves
tradeo [s1?> On the one hand, disclosure provides accountability and allows
the principal (here, the public) to supervise the agent’s activities. However,
disclosure can be socially costly for two distinct reasons. First, gaming is costly
for decision-subjects in terms of time and elort that is wasted, rather than
employed productively. It is costly when it makes the decision-making algorithm
less informative because some decision-subjects receive undeserved benefits,
requiring decision-makers to either engage in further screening e Lorts or make
worse decisions. Second, exposing trade secrets may also have social costs in terms
of innovation, though those costs must be balanced against the extent to which
disclosure promotes follow-on innovation.

While opacity can inhibit decision-subject gaming and protect trade secrets,
it can also mask socially undesirable strategic choices about algorithm design
and implementation, while preventing socially valuable uses of information
by decision-subjects and competitive improvers.'> When decision-makers argue
that secrecy is necessary to avoid undesirable gaming or prevent inappropriate
competitor free riding, they may be acting strategically. This uncertainty counsels
in favor of structured oversight mechanisms to supervise the designers, developers,
procurers, and deployers of algorithmic decision systems.'* Failure to account for
these principal-agent problems deprives society not only of disclosure’s immediate
benefits to decision-subjects, but also of the improvements in decision quality that
could result from disclosure that bolsters accountability. 1580, decisions about what
and when to disclose should not be left to decision-makers’ discretion: the potential
costs of disclosure must be balanced against its social, not merely private, benefits.

Disclosure is not an all-or-nothing choice. Disclosures about decision-making
systems implicate multiple audienceswhose varying interests and potential uses

12 See infraSection LE.

13 See infraPart I11.

14 Sed!"#$%&C&'&"(, T)( P*%+#$,F--#$, - H#*. #'1  P&O(* %" 1)( I"&*.#1%&" E$&"&., 59-66
(2023) (discussing the particular importance of accountability mechanisms in the information economy).

15 See, e.g.Ganesh Ghalme et al., Strategic Classibcation in the Dark39 P*&$. 231) 1"13 C&" .
&" M#$) . L(#*"%"! (2021) (finding transparency can bolster accuracy based on the gap in prediction error
between opaque and transparent but strategy-robust proxies); Qiaochu Wang et al., Algorithmic Transparency
with Strategic Users69 M!.1 . S$%2297 (2022) (finding that making ML algorithms transparent may
increase their predictive power despite decision-subject gaming even when gaming is low e Lart).
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of the information require dierent social balanceé$.One potential audience is
decision-subjectsvho can use certain information about a decision-making system
strategically for both socially benebcial and socially deleterious purposes. Another
Is the public writ large, for whom disclosure provides information about decision
guality that can be used to oversee decision-makers acting on their behalf and
to ensure that incentives are aligned with the public interest. A third audience is
composed of commercial competitors, who can use information about a decision-
making system either to free ride on a previous innovatorOs investment or to develop
socially valuable follow-on innovation. Because these audiences use information
about a decision-making system forl drent purposes, they are interested in

di! erent (though possibly overlapping) types of information. And the audiences
themselves overlap: decision-subjects and potential competitors are also members
of the public. Because of this, conceiving of disclosure as an all-or-nothing choice
limits one to socially sub-optimal approaches.

This means that there are tradlsanvolved. The relevant tradkee vary by
information type, audience, and context, so disclosure should be structured as a
di! erentiated disclosure reginté Disclosure mandates should attempt to account
for the variety of information that could be disclosed, as well as the contextual
nuances of the tradés involved. Here, we outline a normative framework for
designing a disclosure regime that accounts for strategic behavior on both sides and
for the varying social interests associated with disclosingtemint audience'®

We show that error rates, systematic error patterns, and the distribution of
decision outcomes across groups can function as evidentiary signals of principal-
agent misalignment, indicating where principal-agent problems are likely to be
distorting algorithm design, and the likely ects of disclosure on decision-subject

16 SeeSue Lim & Ralf SchmalzleThe E ect of Source Disclosure on Evaluation of Al-Generated
Messages! C'#$%& H%# B'()* . 1, 8 (2024)https://doi.org/10.1016/j.chbah.2024.100058e also
Charles R. KorsmoTlhe Audience for Corporate DisclosyE021"+) L. R™* . 1581, 1632 (2017).

17 See infraPart IV. See alsdGraves & Katyal supranote6, at 1412 (OTrade secret protection should
not be viewed as a monolith where the skimpiest satisfaction of the elements of trade secrecy means that
regulatory or other disclosure in the public interest is impossible. There are contexts where the public interest
in disclosure is strong, and the case for competitive harm is weak. The challenge is to articulate simple and
Bexible tests courts can employ to protect trade secrets where harms are real but also to separate instances
where disclosure is appropriate.O).

18 See infraPart IV.
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strategic behavior and innovatiéh.Because this information can be disclosed
without raising concerns about gaming or trade secrecy, it provides a low-cost
trigger for further scrutiny. If these clues raise red 3ags, decision-makers can
be required to explain and justify the observed error rate patterns and additional
disclosure can be mandated through staged, burden-shifting mechanisms. While
this use of error rates aligns with fairness metrics proposed in the liter&furer,
proposal treats them as diagnostic triggers for further disclosure and investigation,
thereby avoiding many of the!diculties associated with using fairness metrics as
evidence of illegal discrimination or embedding them into algorithmic systems.

The article proceeds as follows. Part | reviews and critiques the most often
asserted rationales for keeping decision-making systems secret: gaming, trade
secrecy, and technical opacity. It also brieBy describes the social benebts of
disclosing information about such algorithms. Parts Il and Il explain how and
when these rationales for opacity can be deployed strategically by decision-makers
to the detriment of society. Part Il examines the reasons why we treat decision-
makers in public and some private contexts as agents of the public and gives an
overview of the sorts of principal-agent problems that might be expected to occur.
Part Il introduces the concept of an error proble (i.e., the distribution of error
rates across groups) and analyzes how error probles can provide important clues
to whether principal-agent problems are likely to infect proxy design. Finally, Part
IV develops implementable regulatory design, exploring how to mitigate these
principal-agent problems by designing disclosure mechanisms that appropriately
balance the social costs of disclosure with its social benebts.

|
OH#$Y%&R %S (")*+

New York CityOs school admissions lottery assigns students to schools
through a matching algorithm. The probability for an individual student to be
matched with a particular school depends on a combination of priority rules and

19 See infraPart IIl.

20 See generallyBinnur Udiar et al.Algorithmic Fairness: A Tolerance Perspective X#$(May 17,
2024),https://arxiv.org/abs/2405.0954Bttps://perma.cc/Y5EM-DV7{5(analyzing fairness metrics
according to Othe degree to which variations in fairness outcomes are acceptableO); Alessandra Castelnovo
et al.,A Claribcation of the Nuances in the Fairness Metrics Landschp8%#R&'. 4209 (2022) (providing
a taxonomy of fairness metrics).
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random numbers (Olottery numbersO) in a process that is not disclosed to parents or
student£! School 6 cials justify this secrecy by a combination of trade secrecy
considerations and broad concerns that, if information were disclosed, parents
would game the systeft.

The opacity of the school lottery process is typical. Decision-makers give
three types of justibcations for keeping algorithmic systems opaque. First, they
justify intentional secrecy as necessary to avoid undesirable OgamingO by decision-
subjects; in a prior article, we explored the limited circumstances in which
this concern is plausibi® Second, they assert trade secrecy, particularly (but
not exclusively) by or on behalf of commercial developers of decision-making
systems. Third, they explain that the algorithms created by some machine learning
techniques are often technically inscrutable, meaning that mathematical and
computational representations of the algorithm are not completely understandable
by humans, even if they have the relevant technical expettiEhese justibcations
emphasize the private and social costs of disclosure but often ignore its social
benepts.

In this Part, we briel3y discuss each of these rationales. We then canvass the
social benebpts of disclosure, which should be weighed against these costs.

A. The Gaming Trope

Decision-makers often contend that disclosure of decision-making criteria is
Oundesirable, such as when it discloses private information or permits tax cheats
or terrorists to game the systems determining audits or security screénifigi©

21 seeAmelie Marian,Algorithmic Transparency and Accountability through Crowdsourcing: A Study
of the NYC School Admission Lottery PI"# . $%$&ACM C™( . " B*'+,, , A##"-)0*1 | &

T, 2)+'#1 434, 435 (2023)See alscAmelie Marian,Results from the 2024 NYC School Admission
Lottery SurveysM+3*-4 (Mar. 15, 2024)https://medium.com/algorithms-in-the-wild/results-from-the-
2024-nyc-school-admission-lottery-surveys-7b1a69109B{ps://perma.cc/AR5Q-FY Q|G

22 SeeAmelie Marian,Algorithmic Transparency and Accountability through Crowdsourcing: A Study
of the NYC School Admission Lotter§y PI"# . $%$EACM C™( . ™ P*I'+,, |, A#"-')*0*1 |, &

T, 2)\+#1 434,436 (2023).

23 Cofone & Strandburgsupranote?.

24 gelbst et al.supra note 4, at 417; Sylvia Lu,Algorithmic Opacity, Private Accountability, and
Corporate Social Disclosure in the Age of Artibcial Intelligenz@V)'3 . J. E. . & T+#5 L. 99, 115D16
(2020).

25 Kroll et al., supranote3, at 633D39 (OThe process for deciding which tax returns to audit, or whom to
pull aside for secondary security screening at the airport, may need to be partly opaque to prevent tax cheats or
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argument assumes an audience of decision-subjects. Thus, one potential way to
avoid gaming is to disclose gameable aspects of a decision-making system to some
sort of auditor or oversight body. The specter of gaming is raised in a range of
situations, yet the implied assumption that the expected social costs of gaming
outweigh the benebts of disclosure is rarely elabor&tdthis assumption depends

on the di culty and cost of gaming, as detailed in earlier wéfk.

Signibcant gaming is usually possible only if a decision-making system
employs relatively weak proxies (i.e., stand-ins) for the criteria that its decision-
maker would ideally like to measure. As explored in more depth below, highly
faithful proxies are generally Hicult to game because there is usually some
underlying causal connection between the algorithmic output and the decision
criteria it is intended to represefft.Even a noisy (low-quality) proxy can be
relatively impervious to gaming. The choice of system objectives, training data,
and model type (in predictive systems) or system architecture (more broadly), are
entirely in the system designerOs hands and thus impossible to game. A decision-
subject also cannot game characteristics that are overly costly or impossible to
change, such as age, prior criminal record, or religiougiaion.?® Moreover,

terrorists from gaming the system. When the decision being regulated is a commercial one, sucheas an o
of credit, transparency may be undesirable because it defeats the legitimate protection of consumer data,
commercial proprietary information, or trade secrets. Finally, when an explanation of how a rule operates
requires disclosing the data under analysis and those data are private or sensitive (e.g., in adjudicating a
commercial 8 er of credit, a lender reviews detailed Pnancial information about the applicant), disclosure of
the data may be undesirable or even legally barred.0); Jane Bambauer & Tal Zheskygorithm Game
9AN!"#$ D%&H. R$'. 1, 10 (2019) (formalizing the decision-subject gaming concern, though not delving
into the question of when disclosure can and will lead to undesirable gaming).

26 SeeNicholas DiakopoulosAccountability, Transparency, and Algorithmis T($ O)*1#+ H%,+-11.
I* E"(/O1 * Al, 197, 205D06 (Markus D. Druber et al. eds., 2020) (acknowledging fears of Ogaming
and manipulation, understandability, privacy, temporal instability, sociotechnical intermingling, costs,
competitive concerns, and legal contextsO but arguing that they Oshould be understood less as undermining the
premise of transparency than as moderators that must be taken into account in order to design and conbgure
an ¢ ective implementation of algorithmic transparency for any specibc contextO); Krollseianote3,
at 658.

27 Cofone & Strandburgsupranote?, at 643D57. Still, well-designed classibers can incentivize agents to
invest & ort in improving their outcomes rather than gamiBgeKleinberg & Raghavansupranote 10, at
19:15.

28 Cofone & Strandburgsupranote?, at 636.

29 But seeAndrew Estornell et al.Group-Fair ClassiPcation with Strategic AgenB#0 . 2324 ACM
Cl* .1, P%/#,$11 A00!5,"%-/6/"7 , & T#%,18%#$,07389 (2023) (Pnding that some decision subjects
misrepresent such traits to take advantage of fair machine learning techniques).
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and especially for systems with complex or opague mappings between inputs and
outputs (such as machine learning systems incorporating many variables), it will be
unclear what combinations of changes in oneOs characteristics, if any, will improve
eligibility for a favorable decision, and costly to coordinate the necessary suite of
changes?

As aresult, decision-subjects will only game the system if there are individual
characteristics they can strategically manipulate enough to change the outcome at
a low enough private cost. Moreover, the situations in which such manipulations
constitute gaming are even more limited. Gaming is strategic behavior that
makes decision-subjects appear more eligible for benebcial decisions than they
are. Decision-subjects cannot meaningfully be said to be Ogaming the systemO
when they respond to disclosure strategically by changing their behavior in
socially desirable ways, most relevantly by improving their true eligibility for
a benebcial decisioH. There are also situations in which a decision-subjectOs
strategic response to disclosure can correct for an algorithmOs biases or other
mistakes, thus producing a socially preferable re&uSitrategic error correction
and eligibility improvement are socially benebcial consequences of disclosure that
may d set the social costs of gaming.

In sum, a given disclosure cannot seriously increase the threat of socially
undesirable gaming unless four prerequisites are3meéirst, proxies for the
ideal decision-making criteria (the socially preferred basis for the decision,
whether grounded in law, normative priorities, or policy objectives) arecgently
imperfect that there is enough Owiggle roomO for gaming. Second, the proposed

30 See, e.g.Mareike Mehimann et al. Algorithmic Management of Work on Online Labor Platforms:
When Matching Meets Controd5 MIS QI'#$%#&' 1999 (2021) (noting that after O[Uber] drivers used
online communities as a vehicle to form coalitions and OgameO the system ... Uber was able to identify some
of the loopholes and constantly updated the system in order to make it Mocaltfor drivers to game the
system to their advantageO).

31 Sedrlavia Barsotti et al.Transparency, Detection and Imitation in Strategic Classibcafg() . *+,$
I-$@& J(-$ C(-/ . (- A.l. 67 (2022); Emilee Rader et aExplanations as Mechanisms for Supporting
Algorithmic Transparency-$&C(-/ . (- H!0O . F)$(#, C(01!$.S, .1 (Apr. 19, 2018).

32 At the same time, robust de-biasing measures may reduce incentives for strategic manigbéagion.

Xueru Zhang et al Fairness Interventions as (Dis)Incentives for Strategic ManipulatRs) . *2$3 1-$ @&
C(-/ . (- M"3.-% L%"#-.-4 (2022).See alsqlulia Angwin et al. Machine BiasP#( P'5&.)" (May 23,
2016), https://www.propublica.org/article/machine-bias-risk-assessments-in-criminal-sentencing
[https://perma.cc/DTA4C-WDJE

33 Cofone & Strandburgsupranote?, at 663.
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disclosure pertains to characteristics that aré (gantly) modibable by decision-
subjects in ways that improve their chances of a benebcial decision. Third,
modifying those characteristics is costeetive for the decision-subject. Fourth,
modifying those characteristics improves the proxy without improving or better
reRecting the decision-subjectOs true eligibility for a benebcial decision. Thus, even
if gaming is a socially relevant concern, there is usually a considerable amount of
information about a decision-making system that can be disclosed without running
the risk of decision-subject gaming.

B. The Trade Secrecy Trope

Some decision-makers argue that disclosing information about a decision-
making algorithm is undesirable because it will reveal valuable trade secret
information34 Proponents of the trade secrecy objection argue that companies
invest signibcant resources in developing proprietary algorithms and decision-
making systems, and that exposing the details of those systems enables competitors
to free-ride on those investments, diminishing their market share and probtability
and consequently decreasing ex-ante incentives to invest in innovative decision
proxy development®> These concerns are, for example, explicitly considered
in Freedom of Information Act Requests, which allow agencies to withhold
information that may interfere with trade secré&yVhile trade secrecy claims are
most common in entirely commercial contexts, they are also made in the public
arena when public entities procure an automated decision-making algorithm from
private companied’ Further, some public entities even claim trade secrecy for

34 Margot A. Kaminski,Regulating the Risks of AL0O3B.U. L. RI" . 1347, 1408D09 (2023); Sonia K.
Katyal, Private Accountability in the Age of Artibcial Intelligend® UCLA L. R!" . 54, 121D25 (2019);
Jenna BurrellHow the Machine OThinksO: Understanding Opacity in Machine Learning Algorigh#s$
D%&% S'( § 1, 3D4 (2016)See alsdNeil M. Richards & Jonathan H. King;hree Paradoxes of Big Data
66 S&%* L. R!I" . O*+#*! 41, 43 (2013).

35 See, e.g.Bo Cowgill & Catherine TuckerAlgorithmic Fairness and Economic€'+,- . B,. . S/ .

R.(/ . P60!1(Feb. 14, 2020)https://dx.doi.org/10.2139/ssrn.3361280shua New & Daniel Castro,
How Policymakers Can Foster Algorithmic Accountabjli§&1 2'1 D%&W*"%&#™* (May 21, 2018),
https://datainnovation.org/2018/05/how-policymakers-can-foster-algorithmic-accountalitifys:
/lperma.cc/7ZGF-JSR4See alsdNVexler,supranote6, at 1421 (providing an overview of the argument).

36 Bernard W. Bell et al.Disclosure of Agency Legal MaterialRI0. & A3-#*. C*2 . U.S. (June 2,
2023); Coglianese & Lehgupranote3, at 1210; Katherine Finkppening the GovernmentOs Black Boxes:
Freedom of Information and Algorithmic Accountabiligl[*2' . C--( & & S'( § 1453 (2018).

37 Cary CoglianeseProcurement and Artibcial Intelligenca H%*34"5 * P, 4+#( P+#() %*3 Al
235, 235D36 (Regine Paul, Jennifer Cobbe & Emma Carmel, eds., Edward Elgar, 2024); Paul B. de Laat,
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their home-grown algorithms. Public agencies invoke trade-secrecy protections
for similar reasons as private ones: although they do not compete in commercial
markets, they rely on private vendors whose contracts incorporate conbdentiality
terms, and they occasionally assert secrecy over in-house tools to avoid oversight.

Trade secrecy is not intended to be an all-purpose mechanism for
stiBing competition or rewarding market actors, howe¥elt has two primary
social justibcations. First, like other forms of intellectual property, it arguably
incentivizes innovation by preventing competitors from free-riding on investments
in developing new technology, thus providing innovators a period of market
exclusivity to recoup those investmersin addition, it is sometimes justiPed
as a means for policing markets against misappropriation. As prior work details,
40 the misappropriation justibcation is irrelevant to mandatory disclosure, so in
the present context, the persuasiveness of the trade secrecy justibcation for non-
disclosure rides on its purported benept of promoting innovation by deterring
undesirable free-riding.

In general, market competition is socially valuable because it reduces prices
and promotes innovation. Disclosure can facilitate these social benebpts by reducing
wasteful investments in duplicativé erts and facilitating follow-on innovatioft:

Trade secrecy is socially desirable only to the extent that disclosure would
render innovators unable to recoup their free-rideable investrfiémiswever,

Algorithmic Decision-Making Employing Probling: Will Trade Secrecy Protection Render the Right to
Explanation Toothless24 E!"#$%& |1 &'( . T)$" . 17, at 9 (2022).

38 Wexler, supranote 6, at 1423 (O[A]s compared to substantive trade secret doctrine, the trade secret
evidentiary privilege overprotects intellectual property and contradicts the disclosure-prompting purpose of
trade secret law, and even the broader goal of encouraging innovation fails to justify a total withholding
remedy under the privilege.O).

39 SeeDaniel J. Hemel & Lisa L. Ouellettdnnovation Policy Pluralism128 Y*+) L.J. 544, 567D68
(2019).

40 Eli Siems et al.Trade Secrecy and Innovation in Forensic Technold@H*%!#&,%.J. 773, 796098
(2022).

41 See, e.g.Travis A. Dyer et al.The E ect of Patent Disclosure Quality on Innovatjori7 J. A$S$!. &

E$(&. 101647 (2024)https://doi.org/10.1016/j.jacceco.2023.101p6dinhwan Kim & Kristen Valentine,
The Innovation Consequences of Mandatory Patent Disclosdtes A$$!. & E$(&. 101381 (2021)https:
//doi.org/10.1016/j.jacceco0.2020.101381

42 Sjems et al.supranote40, at 796 (OReverse engineering and independent invention ... are viewed
as crucial limitations on trade secrecyOs downstream social costs.0); Amy Kap@hmskiplic History
of Trade Secrets5 U.C. D~#%L. R)- . 1367, 1396 (2022) (OThe benebcial incentives to innovate created
by trade secret law, for example, may not outweigh the costs of diverting creators from using the patent
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innovators often can recoup those investments in ways that do not require secrecy.
For example, many publicly developed decision-making systems are not part
of a competitive market but are bnanced directly by in-house development or
a government procurement procé8sEven where competitive free-riding is

a potential issue, brst-mover advantages, netwomrkces, and other forms of
intellectual property, such as copyright or patent, may Becsent for innovators

to recoup their free-rideable investmefitsMany technology acquisitions also
function like prize systems in that the winner obtains a contractually (or practically)
ensured extended period of exclusivity that i% sient to incentivize innovatiof®

The innovation justibcation for trade secrecy is often particularly weak in the
context of decision proxies. To begin with, there is no justibcation for trade secrecy
in completely non-commercial contexts, such as when government decision-
makers design their proxié8. This is because, in that situation, the costs of
Innovation are paid by the public directly, rather than being privately paid and then
recouped on the market. Even in many cases in which government decision-makers
procure decision proxies from commercial entities, which is a common approach,
the innovation rationale for secrecy may be wéakf the procurement involves

system (which awards term-limited protection and ensures public disclosure), and of duplicative research
(particularly likely where learning is kept secret) 89e alsdRobert G. BoneThe (Still) Shaky Foundations
of Trade Secret Lay@2T!" . L. R#. 1803, 1809 (2014).

43 See generallMerve Hickok, Public Procurement of Artibcial Intelligence Systems: New Risks and
Future ProoPng39 Al & S$%& 1213, (2024) (collecting examples of decision-making systems bnanced
through government procuremergge alsaCoglianesesupranote37, at 239D40.

44 See, e.gid.; Charlotte A. Tschidei, egal Opacity: Artibcial IntelligenceOs Sticky Wické61$( L.

RI#. O)*+)! 126 (2021)See alsdCoglianesesupranote37, at 240.

45 Lingling Suo, Kezhi Yang & Hao JiThe Impact of Technological Mergers and Acquisitions on
Enterprise Innovation: A Review5S,-.(+)(/+*+.& no. 17:12883 (2023https://doi.org/10.3390/sulb
1712883(explaining that technology mergers and acquisitions are a strategy for acquiring and internalizing
external technologies in order to strengthen the acquirerOs technological leadership and sustain its competitive
advantage); Xinao LiThe Impact of Technology Mergers and Acquisitions on Enterprise Sustainable
Competitivenessl6 S,-.(+)(/+*+.& no. 6:2291 (2024)https://doi.org/10.3390/su160622@2nding
that acquiring technological assets boosts the acquirerOs sustainable competitiveness).

46 Graves & Katyal,supranote 6, at 1381 (arguing governmental entitiesO assertion of trade secrecy
Ocreates a foundational conRict between commercial interests in secrecy for competitive advantage and the
tenets of transparency that we normally associate with government accountability. When government trade
secrets are asserted, rather than being used as a sword in a misappropriation action ... they Ohave always
been used as a shield to public disclosure.0 O).

47|d. at 1377D78; Ryan Calo & Danielle K. Citrofihe Automated Administrative State: A Crisis of
Legitimacy 70E0$1& L.J. 797, 823D26 (2021).
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an ex-ante contract for a bespoke design, payment terms are negotiated directly to
incorporate any expected costs of innovatt®in such procurement settings, the
developer is already compensated for its innovation through the contract itself, so
secrecy is not required to ensure recovery of research and development costs, as the
incentive has been priced into the agreement. Justibed concerns about disclosing
trade secrets therefore arise only when a decision proxy is developed and deployed
in a commercial context or when a public body commercially procures ath@o
shelfO (or mostlylothe shelf) proxy.

Even where there is a plausible argument that a commercial entity requires a
mechanism to recoup innovative investments before free-riding competitors can
swoop in to undercut its probts, unlimited trade secrecy is usually not socially
desirable® Despite popular descriptions of trade secrecy as providing OindebniteO
protection, that is not ordinarily the caseNnor would unlimited trade secrecy
be socially optimaP® Trade secrecy protection, which was developed before the
era of data-driven innovation, has two important limiting exceptions: independent
invention and reverse engineerifgThe expectation, which is sensible for most
industrial innovations, is that the time it takes for competitors to reverse engineer or
independently come up with an innovation is roughly calibrated to the investment
required to produce it.

Decision-making systems often do match this standard expectation. They may
be nearly impossible to reverse engineer because of the way they are deployed. Like

48 SeeCoglianesesupranote 37, at 2 (O[T]he secrecy surrounding the work of private contractors that
develop and deploy these algorithms is not inherent to the technology . ... Governments can require, through
provisions in their contracts, that Al service providers release information to satisfy the public and courts
that these tools are functioning fairly and responsibly.O)

49 Seede Laatsupranote37, at 16D17; Camilla A. Hrdy & Mark A. Lemlepbandoning Trade Secrets
73S"# . L. R$%1, 60 (2021) (arguing unlimited trade secrecy might make us reasonably be more concerned
about employers gaming the system by belatedly claiming plans to use the secret after the employee takes it).

50 SeeHrdy & Lemley, supra note 49, at 66 (O[T]he end of a trade secretOs life ... encourages the
dissemination of information that could not otherwise be known or developed. And it frees up space for
employee-inventors, who can use secrets that their original owners have given up on. The public can benebt
from abandoning trade secrets&Be alscCamilla A. Hrdy,Keeping ChatGPT a Trade Secret While Selling
It Too, 40B$&'$($) T$*+. L.J.75 (2025).

SLU#,-. T&".$ S$*&$!/ A*l a1 cmt. at 6 (amended 1985) (O[I]f reverse engineering is lengthy and
expensive, a person who discovers the trade secret through reverse engineering can have a trade secret in the
information obtained from reverse engineering3@g, e.gAndrew A. SchwartzThe Corporate Preference
for Trade Secret740+,0 S!. L.J.623, 630 (2013).



2026] ALGORITHMIC OPACITY AS A PRINCIPAL-AGENT PROBLEM 17

standard industrial processes, they are used in secret, often by a single entity. Unlike
standard industrial processes, however, which produce products that are sold on
the market and can be examined and analyzed by competitors, decision-making
systems produce sets of individual decisions, the results of which are spread
over many decision-subjects and often can only be evaluated by the decision-
making entity. This lack of information makes reverse engineering by competitors
extremely di cult if notimpossible’?> When the proxy is data-driven, this situation

Is often exacerbated because a particular decision-maker has unique access to the
data that was used to create the proxy. This control over relevant data not only
makes reverse engineering even motedlilt but also undercuts the possibility of
independent invention.

Ordinarily, more di cult reverse engineering and independent invention is
a justibcation for longer trade secrecy, under the assumption that duchltyi
indicates that developing the technology required correspondingly high levels
of investmen®? That connection is often broken for decision-making proxies,
however, because the private information needed is often relatively cheap for the
decision-maker to acquire, but prohibitively expensive for competitors to obftain.
Information about what factors are important to a decision, as well as about
how well a given version of the proxy is functioning, is often uniquely available
to the decision-makers who deploy it. Those decision-makers can opt to share
the information exclusively with a selected proxy developer (either within their
commercial organization or through a procurement process). In some cases, either
the ultimate decision-maker or the commercial developer also has exclusive access
to relevant input datasets that were collected as a byproduct of other atilfity.
much of the information needed to develop the proxy is already in the decision-

52 |n addition, some Al modelsO terms of use seek to prohibit attempts at reverse engineering based on a
purported trade secrets rationaBeeHrdy, supranote50, at 118 (O[A]ll ChatGPT users are subject to an
anti-reverse-engineering clause that prohibits a wide variety of methods of reverse engineering ChatGPTOs
secrets.O).

53 SeeW. Nicholson Price Il Expired Patents, Trade Secrets, and Stymied CompgtiRN!"#$ D%&$
L. R$'. 1611, 1621 (2017) (noting that, compared to patents, O[t]he trade secret"traddicerent: no
expiration, and potentially lower costs, but a narrower scope and the ability of competitors to invent-around
or reverse-engineerQ); Hradypranote50, at 154D55.

54 SeeHerbert HovenkampAntitrust and Platform MonopolyLl30Y%($L.J. 1952, 203335 (2021); D.

Daniel Sokol & Roisin Comerfordintitrust and Regulating Big Dat23G$! . M%)!* L. R$'. 1129, 1147D
48 (2016).
55 Sokol & Comerfordsupranote54, at 1133D35.
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makerOs hands, the extra investment required to create and hone the proxy may be
relatively low.

Innovation policy (and intellectual property doctrine) ordinarily attempts
to balance the bnancial incentives required to induce innovation with the social
value of allowing competitors access to information that will jumpstart follow-
on innovatiore® In patent law, for example, this balance is reRected in the oft-
cited Oquid pro quoO represented by the exchange of patent exclusivity for nearly
immediate public access to enabling information about the invention. Because the
doctrines that limit the scope of trade secrecy (which are often criticized by the
literature in any event) are frequently dysfunctional for decision-making proxies,
innovation considerations alone counsel skepticism about demands by commercial
decision proxy developers for broad or unlimited trade secté®gher approaches,
such as staged disclosure and alternative mechanisms for recouping innovative
investments, are likely to be socially preferabfe.

Finally, market-based approaches to inducing innovation, such as trade
secrecy and intellectual property generally, only work when purchasers can assess
the quality of the products they are buying so that the probts recouped by the
innovator relRect the social value of the innovatt8iOtherwise, there is a market
failure. There are many existing regulatory regimes, ranging from nutrition labeling
to pre-market drug approvals to professional licensing regimes that aim to address
this sort of market failure. This failure! &cts what economists call Ocredence
goods,O which are goods that aré clilt or impossible for purchasers to value

56 Hemel & Ouellette supranote 39, at 544 (describing intellectual property as Oa combination of two
distinct elements: an innovation incentive that promises a market-based reward to producers of knowledge
goods, and an allocation mechanism that makes access to knowledge goods conditional upon payment of a
proprietary priceO).

57 See, e.g.Case C-203/22, CK v. Magistrat der Stadt Wien, ECLI:EU:C:2025:1167D76 (Feb. 2.

2025).

58 paron Springer & Steve WhittakeProgressive Disclosure: When, Why, and How Do Users Want
Algorithmic Transparency Information?l0 ACM TI"#$"%&'(#$ (# [1#&)!"%&™) |#&)++')#& SS$.

29, 29:24D29:26 (2020%ee generallyDeepa MuralidharThe E ect of Progressive Disclosure in the
Transparency of Explainable Artibcial Intelligence SystdEBE S./ . (# V'$0"+ L"#,0")$ &HO."# -
C)#&!"% C(./0& . 382 (2024).

59 SeeJan Biermann et aljlgorithmic Advice as a Credence Go@EW D'$%0$$'(#P'/)!$  No. 22-071
(2022); Loukas Balafoutas & Rudolf Kerschbam@redence Goods in the Literature: What the Past Fifteen
Years Have Taught Us About Fraud, Incentives, and the Role of Institug6ds B)1™ . & E2/)I".)#&"+
F#.100285 (2020).
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accurately even after using théfhDecision-making Al systems, in many ways,
operate as credence goods because those who use them might not know their quality
even while or after they apply them.

This Article focuses on situations in which the ultimate OpurchaserO of a
decision proxy is the public. Without siwcient disclosure, it is dicult for the
public to reliably assess the social value of a decision-making system. If the public
cannot independently assess its social value and cannot rely on the decision-maker
to act as a faithful agent, then even if trade secrecy incentivizes some sort of
investment, it cannot be trusted to incentivize socially optimal innov&fiok.
disclosure regime that enables the public to assess decision quality is needed to
align decision-makersO incentives with societyOs values and remedy the market
failure 82 In sum, a commercial market for decision proxy development can only
function properly when there is sicient disclosure to permit the public to oversee
the decision-makerOs performance as its agent.

In the commercial context, disclosureOs role in aligning innovation with social
value may be in some tension with trade secrecyOs goal of allowing developers
to recoup innovative investments before their probts are undercut by free-riding
competitors. However, two points are worth noting. First, there is no point in
incentivizing the wrong innovation: there is a public interest in decision quality,
so disclosure regimes for decision proxies must be designed with this dual purpose
in mind. Second, alternative mechanisms for recouping innovative investments that
do not rely on secrecy should be employed when pos&ible.

In sum, while there may be social benebts to keeping some proprietary
information relating to decision-making systems away from potential commercial
competitors, those benebts must be considered realistically in light of the

60 Balafoutas & Kerschbamesupranote59, at 2.

61 Keith Dowding & Brad R. TaylorAlgorithmic Decision-Making, Agency Costs, and Institution-Based
Trust 37 PI"#. & T$%! 68, 9D10 (2024); Warren J. von Eschenbdghnsparency and the Black Box
Problem: Why We Do Not Trust A34 PI"#. & T$%! 1607, 1618D19 (2021).

62 SeeSelbst et al.supranote4, at 470 (Olf courts demonstrate a willingness to deconstruct [technology
design choices], designers will have a greater incentive to design transparently to reduce litigation costs and
will ultimately design more thoughtfully to incorporate not just@ency and scaling considerations, but
potential harms that they might have to litigate later.O); Laufer eftugdranote9, at 8.

63 See, e.g Tyler WhittemoreBeyond the Black Box: The Case for a Prize System to Encourage ArtiPcial
Intelligence Innovation2024M"%! S& L. R$'. 249, 299D306 (2024).
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disclosures at issue and balanced against the benebts of those disclosures. Here, as
in the context of gaming, carefully balancing these concerns requires considering
not only whether to disclose, but also what information should be disclosed to
whom and when. Where trade secrecy is not needed to incentivize innovation, it
cannot justify non-disclosure that undermines accountability. Even where trade
secret protection provides some innovation incentive, it will often be possible

to design limited or staged disclosure regimes that provide enough exclusivity
for recouping investments in innovation while still facilitating accountability and
follow-on innovation. We discuss these possibilities in more detail below.

C. Technically Inscrutable Algorithms

Much has been made about the fact that some machine learning and Al
algorithms are technically inscrutable in that they atedlilt, if not impossible, for
human decision-makers or decision-subjects to understand compared to the logic
employed by human decision-makers. These models are derived inductively by
optimizing them to bt large datasets. They often incorporate large numbers of input
variables or learned parameters. These algorithms can exhibit technical opacity
because the optimization process often results in complicated and non-intuitive
mathematical relationships between inputs and oufjuts.

There are well-documented tradeobetween performance, as measured by
decision quality metrics, and explainability, if taken to require comprehensibility
of the computational process that connects particular inputs to particular ofputs.
These tradebs can be used to justify the use of more technically opaque méiels.
The extent to which performance is degraded by adopting more explainable models

64 Bambauer & Zarskysupranote 25, at 27 (O[l]t is important not to overemphasize théseiency-
related problems brought on by gaming ... the right inquiry is ... whether a set of proxies that seems to be
superior to other methods of decision-making can become inferior under conditions of gaming.O).

65 See generallyAnna Nezvijevskaia et alThe Accuracy Versus Interpretability Tradd-Gn Fraud
Detection Model3 DI"! & P#¥%12, (2021). OAccuracyO is usually debned in terms of the number of
mistakes the algorithm makes on data similar to the training data. Approaches to OexplainabilityO in the
technical literature tend to focus on explaining the details of the OruleO linking inputs to outputs.

66 SeeSelbst & Barocassupranote 4, at 1111; Lipton,supranote 9, at 21 (O[T]he short-term goal
of building trust with doctors by developing transparent models might clash with the longer-term goal of
improving health care. Be careful when giving up predictive power that the desire for transparency is justibed
and not simply a concession to institutional biases against new methods.O).
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varies, however, and the loss of performance may often be 8ffatlr example,
OaccuracyO in machine learning (as debned by the data science literature) is not
always the best measure of good decision-making from a policy persp&ttive.
Explainable models, by contrast, may better serve values such as accountability,
equity, and sensitivity to evolving circumstances.

A detailed understanding of an algorithm is not always required to further a
given policy goal such as reining in a self-serving decision-maker. Data scientists
deploy rigorous approaches to interpret the outputs of technically opaque rfiddels.
Moreover, disclosures of system objectives or training datasets enable meaningful
scrutiny of decision-making systemi%.Hence, the extent to which technical
opacity precludes useful disclosure is exaggerated.

Important points about technical opacity for present purposes are: i) that
decision-makersO choice of algorithm controls its extent; ii) that the relative
di! erence in performance between opaque and explainable models is often small;
and iii) that even for technically non-explainable algorithms, disclosures that
are useful for accountability and other purposes are often feasible. Designing
a decision-making algorithm and determining what to disclose each involve
traded s. Absent a disclosure mandate, these tradaemain at the discretion
of the decision-maker. While technical opacity has some social benebts, it may
also enable decision-makers to avoid accountability. Thus, the situation is ripe for
principal-agent problems, and claims about technical opacity should not be taken
at face value.

67 SeeAndrew Bell et al. [tOs Just Not That Simple: An Empirical Study of the Accuracy-Explainability
Trade-d in Machine Learning for Public PoligyP!"# . $%$HCM C"&' . "& H)!&*++, A##",&-(.)/)-0
& TH&+1(1*&#0 248, 255D57 (2022).

68 See generallfRobert Brauneis & Ellen P. Goodmahlgorithmic Transparency for the Smart Gi0
Y(* J.L. & T*#2. 103, 122D26 (2018).

69 Mapping the Mind of a Large Language Mod@l&-2!"1)# (May 21, 2024)https://www.anthro
pic.com/news/mapping-mind-language-mofleitps://perma.cc/LXG7-XJ5N Extracting Concepts
from GPT-4 O1*&Al (June 6, 2024)https://openai.com/index/extracting-concepts-from-gpjhdtps:
/Iperma.cc/RDX4-9ZRp

0 Selbst & Barocassupranote 4, at 1133D11355ee alscSelbst et al.supranote4, at 469 (O[l]t is
imperative that courts start to deconstruct design choices in ML ... technologists need to be far more
transparent about the nature of the choices they make when designing new technology. They must create
detailed documentation of the design choices made and the rationales for them.O); Diakepptdoste
26, at 199D204.
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D. Social Benebts of Disclosure

Assessing the purported social benebts of opacity in turn requires
consideration of the social benebts of disclosure. This latter analysis may be
characterized as Owhat is disclosed to whom?O As we noted above (and the
patent system attests), disclosures about a decision-making system to potential
competitors can promote innovatiéhMeanwhile, disclosure to decision-subjects
can facilitate socially benebcial activities, such as investing in education or better
bnancial habit$?

Disclosure to decision-subjects (whether public or private) is important
for perceptions of decision legitimacy. Disclosure to the public improves
accountability with respect to decision quality, bias, and investment in decision
system improvements We systematize the benebts of public disclosure into three
categories: legal compliance, correction of errors and biases, and procedural rights
linked to accountability.

First, disclosure about decision-making systems provides the information
necessary to demonstrate and audit compliance with relevant regulations and
policies. This information can include documentation of the data used, the
processes followed, and the decisions made by the algorithBisclosure thereby
helps ensure that organizations are meeting specibc regulatory requirements and

1 See, e.gDyer et al. supranote41 (Pnding that higher-quality disclosures of patented information result
in spill-over @ ects that promote follow-on innovation); Kim & Valentirgjpranote4l (Pnding the same,
despite proprietary costs on the disclosing Prit}$!%&, supranote4, at 153 (OThere is little evidence
that the inability to keep such systems secret would diminish innovation.O).

2 Diakopoulos supranote26, at 206; Kleinberg & Raghavasupranotel10, at 19:2D6.

73 Sandra Wachter & Brent Mittelstadd, Right to Reasonable Inferences: Re-Thinking Data Protection
Law in the Age of Big Data and A2019C'%$( . B$". L. R&). 494, 619D20 (2019%ee alscC*'+& , supra
notel4, at 38b44; Selbst et asyipranote4, at 420D22.

74 Stephen Casper et dBlack-Box Access is Inkwcient for Rigorous Al Auditd,- ../.0 ACM C'+* .

'+ FL1,+&™, A--'$+2!131%124 & T,!1+"5!,&+-4 2254, 2255D56 (2024); Karl Werder et &stablishing
Data Provenance for Responsible Artibcial Intelligence SystéB8CM T,I+"1-21'+" '+  M6(2. I1+* .
A", 22, 22:8D10 (2022).
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internal policies’® As a result, it can incentivize the identiPcation and mitigation
of risks including data breaches, security vulnerabilities, and ethical conterns.

The second category of disclosure benebts includes error and bias
correction. Disclosure helps identify discriminatory practices, whether intentional
or unintentional, in automated systefisBias identiPcation may also incentivize
decision-makers to identify and address biases or discriminatory practices in their
algorithms proactively, an important benebt in areas such as hiring, lending,
and criminal justicé® Disclosure can also incentivize erts to reduce errors
and improve decision quality. Keeping a highly inaccurate proxy secret deprives
decision-subjects of the opportunity to identify and complain about decision
guality and disparate impacts that it may cause. Moreover, false negative and
false positive decisions resulting from an inaccurate proxy are often distributed
unevenly and, as aresult, the burdens of awed proxies are borne disproportionately
by marginalized groups. These costs are reduced if the public Hasiest
information to identify and demand correction of Rawed proxies.

5> SeeCalo & Citron, supranote 47, at 800 (OChallenging automated decisions wasult because
systems lacked audit trails that could help excavate the reason behind the decisionsz9)B8di et al.,
Tackling the Algorithmic Control CrisisNThe Technical, Legal, and Ethical Challenges of Research into
Algorithmic Agents19Y!"# J.L. & T#$%133, 164D67 (2017).

76 Citron & Pasqualesupranote4, at 2425 (OThe FTC should be given access to credit-scoring systems
and other scoring systems that unfairly harm consumers. Access could be more or less episodic depending on
the extent of unfairness exhibited by the scoring system. Biannual audits would make sense for most scoring
systems; more frequent monitoring would be necessary for those which had engaged in troubling conduct.O);
Burrell, supranote34, at 10;P&'(I"# , supranote4, at 145D47.

7 Cynthia Dwork & Deirdre Mulligan|tOs Not Privacy, and 1tOs Not F&BS)!* . L. R#+ O*" *# 35, 36
(2013); Burrell,supranote34, at 9 (OFinding ways to reveal something of the internal logic of an algorithm
can address concerns about lack of OfairnessO and discrimihatitsy ®ometimes with reassuring evidence
of the algorithmOs objectivity.Bee generallNima Kordzadeh & Maryam Ghasemaghagigorithmic
Bias: Review, Synthesis, and Future Research Directi®hg(- . J. ./ . 0& 388 (2022); Finale Doshie-

Velez & Been Kim,Towards a Rigorous Science of Interpretable Machine Learring,+ (Mar. 2, 2017),
https://arxiv.org/abs/1702.086Q8ttps://perma.cc/5SHSV-9ZQJZMoritz Hardt et al.,Equality of
Opportunity in Supervised Learning X,+ (Oct. 7, 2016)https://arxiv.org/abs/1610.0241Bttps://perm
a.cc/L24W-YOWX; Aaron Springer & Steve Whittaker) 8ad a solid theory before but itOs falling apartO:
Polarizing B ects of Algorithmic Transparency X,+ (Nov. 6, 2018) https://arxiv.org/abs/1811.02163
[https://perma.cc/HEL2-7J8CH#-1(&/* , supranote3, at 53D60.

8 Andrew Tutt,An FDA for Algorithms69A23,* . L. R#+ 83, 104D11 (2017%ee generallypol Ehsan
et al.,Expanding Explainability: Towards Social Transparency in Al Syst&his C/*. . /* H(3 . F$)/-&
C/34() . D& 1 (2021),https://doi.org/10.1145/3411764.3445188
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Third, disclosure enables explainability of automated systems and, therefore,
accountability in the process of making and applying tH&nwith detailed
information, decision-makers can better address questions from regulators,
stakeholders, or !acted individual$® Explanation of government policy-
making is a core requirement of procedural due process and an accountability
mechanisn¥! Transparency also builds trust between decision-makers and
decision-subject®?

In sum, disclosure of the proxies and procedures used in decision-making
confers signibcant social benebts by promoting accountability; improving decision
performance; exposing (and thereby deterring) bias; and enabling decision-
subjects to challenge the bases for erroneous decisions. Revealing information
also incentivizes organizations to understand and validate how their automated
systems make decisions, which helps ensure compliance with relevant regulations,
mitigate risks, and build trust with stakeholders. Cumulatively, disclosure provides

79 Margot E. Kaminski & Jennifer M. UrbarThe Right to Contest AL21C!"#$ . L. R%&1957, 2035
(2021) (Olndividuals cannot correct inaccurate decisions if they cannot see the incorrect data, reasoning,
or inferences underlying decisions. Individuals cannot be assured that decision-making is being applied
nonarbitrarily if they cannot understand a decision-making systemOs logic.0); Selbst & Bapraaste4,
at 1118b26See generallyake Goldenfeimilgorithmic Transparency and Decision-Making Accountability:
Thoughts for Buying Machine Learning AlgorithiisC''%( )! )*% M+,*-.%: T%,*.-,+" , S,-+" , +./
L%0+"A'1%,)' 12 Al 41 (Cli! Bertram etal. eds., 2019); Reuben Binns et #Q€Reducing a Human Being
to a PercentageO: Perceptions of Justice in Algorithmic DecisiohrE C1.2 . I. H#$. F+)I('  CI$1#) .

S3'. 1 (2018),https://doi.org/10.1145/3173574.3173951

80 Calo & Citron,supranote47, at 832 (OBut agency @ials do not appear to understand the [automated)]
systems they have commissioned to carry out this task. Crucially, they cannot explain them in public or in
court because they do not know how they work.0); Citron & Pasgsigpeanote4, at 31 (OSecret credit
scoring can undermine the public good, since opaque methods of scoring médketittdor those who feel-
and quite possibly are-wronged to press their case@)alscCoglianese & Lehrsupranote3, at 1205D13.

81 Calo & Citron,supranote47, at 800b803; Karen Levy et ablgorithms and Decision-Making in the
Public Sectoy17A.. . R%&L. & S!, . S-. 309, 320D21 (2021%ee alsdMargot E. Kaminski,The Right
to Explanation, Explained34 B%(4%"%B%,*. L.J.189, 209217 (2019); Kate Crawford & Jason Schultz,
Big Data and Due Process: Towards a Framework to Redress Predictive Privacy HBB<C. L. RV6&93,
124D28 (2014).

82 Seevon Eschenbaclsupranote61, at 1619D20; Bingjie Liun Al We Trust? Eects of Agency Locus
and Transparency on Uncertainty Reduction in HumanbAl Interactied. Q$1#) .-M%/-+)%/CI$$, O
384, 386 (2021)See generallfEhsan et al supranote78; Marco Ribeiro et al., @Why Should | Trust You?O:
Explaining the Predictions of Any Classibé(!, . 55/ ACM SIGKDD |.) & Cl.2 . !. K.!6"%/0%
D-',1&%(3 & D+)+ M-.-.0 1135 (2016).Cf. Mike Ananny & Kate Crawford Seeing Without Knowing:
Limitations of the Transparency Ideal and Its Application to Algorithmic Accountab2@WN%6M %/-+&

S, @973, 510 (2018).
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useful information to the commercial market regarding opportunities for socially
benebcial improvement and innovation.

E. Disclosure and its Tradel®

Disclosure can create social tradesan two distinct ways. First, disclosure
to particular audiences might involve tradeso For example, decision-subjects
might use information about how their characteristit®@ a decision proxy
either to game the proxy, engage in socially valuable error correction, or
improve their true eligibility for a benepcial outcome. Disclosure to competitors,
meanwhile, might lead either to free-riding that undercuts innovation or to
valuable follow-on innovation and improvement. For present purposes, we assume
that disclosure to Othe publicO or a public-appointed oversight body leads to
socially desirable accountability, although ensuring that outcome represents its
own complex governance issue. Second, there may be ttagledoen disclosure
intended for one OaudienceO is used by another in the absence of a practical
separation mechanism. Decision-subjects, members of the public, and competitors
are overlapping stakeholdersNan individual might belong to all three groups.
Disclosing certain information about a decision proxy to Othe publicO might support
accountability, while disclosing the same information to Odecision-subjectsO could
lead to gaming and disclosing it to OcompetitorsO could depress incentives for
Innovation. However, it is possible to mitigate this risk sinckedent audiences
may benebt most from the disclosuredif erent informationand there may be
mechanisms to separate them. For example, decision-makers may make disclosures
to oversight bodies rather than to individual members of the public, who may
themselves be decision-subjects. The bottom line is that askingwdrdther to
disclosea decision-making system leads to a less helpful determination about
disclosure than askinghatto disclose, tavhom andwhen

I
DI"#$#%&M'(N$ O PH&"#¥+ -A1& P)%.+!/

Those who design or deploy decision-making systems should not always be
trusted to design corresponding disclosure stratéidhey may fail to account
for the social costs of bias or inaccuracy in designing decision proxies; have self-
serving incentives to omit details and avoid accountability; and discount the social

83 Dowding & Taylor,supranote61, at 16.
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value of disclosure. Thus, algorithmic designers may produce socially sub-optimal
proxies that either conceal the inadequacies of their designs or avoid competition.
Self-serving justibcations for hiding these behaviors include gaming and trade
secrecy.

Principal-agent problems between those who design decision-making Al
and the public operate at two sequential stages: at algorithm design and at
resisting disclosure. First, divergences manifest at the design stage because
nearly every decision-making process, whether automated or not, relies on some
approximation of the ideal decision critef&We use the term proxy to denote this
approximation in any form an Al system takes: a predicted score or classibcation,
a recommendation or determination in generative systems, or a decision output in
agentic systems. In each case, the system produces a stand-in for an ideal criterion
that cannot be directly measured or fully specibed in advance. The design of such
proxies determines systematic patterns of error, bias, and cost allocation (i.e., how
noisy or biased the decisions will be, as well as the private and social costs of the
decision-making process itself). Decision-makers may fail to appropriately balance
the social costs of inaccuracy and bias against the private costs of correcting those
problems. Second, decision-makers often have self-serving incentives to resist
disclosure to hide the details of their decision-making bases and procedures from
those to whom they are accountable, such as supervisors, governmaalsy or
the public at larg&® We examine these in Sections A and B, respectively.

Two further reasons compound at both stages. First, because transparency
mechanisms have positive externalities, decision-makers may not adequately
account for the intrinsic value of disclosure to decision-subjects in allowing them
to strategically correct errors and improve their real eligibility for benepcial
decision® Second, decision-makers can give undue weight to the private benebts

84 Seelgnacio Cofone & Warut Khern-am-nudihe Overstated Cost of Al Fairness in Criminal Justice
1001!" . L.J.1431, 1458D1460 (2025).

85 Lu, supranote24, at 131932.

86 See, e.gMargot E. Kaminski & Jennifer M. UrbaThe Right to Contest AL21C#$%&L. R'( . 1957,
2001 (2021) (ORather than acting as mere Oabstract and vagueO concepts, dignity and autonomy interests
animate calls for accuracy (to root out harmful mistakes) and rule of law constraints (to root out unequal,
inconsistent eects.0)); Katherine J. StrandbRgJemaking and Inscrutable Automated Decision Tddl®
C#$%& L. R'( . 1851, 1885 (2019)See alselbst & Barocassupranote4, at 1120.
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of trade secret exclusivity in comparison to the public benebts of competition and
follow-on innovation. We examine these in Section C.

A. Decision-Makers are Imperfect Agents of SocietyOs Interests
1. Both Public and Private Sector Decision-Makers Are Agents of the Public

Both public agencies and private brms that make rightszing decisions
through the design or implementation of algorithmic systems should be treated as
agents of the public because they control operational choices that determine rights-
al ecting outcomes, they can advance or undermine the publicOs interests through
those choices, and they act under conditions where outsiders cannot reliably
observe kort, design tradelos, and departures from standards. The publicOs
welfare improves or worsens depending on how these actors set criteria and manage
errors, yet the public typically sees only the outputsNnot the underlying judgments,
compromises, or strategic omissions that produced them. Framing this process only
as externalities (where decision-makers might harm individuals through errors)
misses what is distinctive: the failure is not merely that harms spill onto others,
but that the party with authority over the process has informational advantages,
creating incentives to shirk, distort, or conceal in ways the principal cannot easily
detect or correct.

In democratic societies, public sector decision-makers are regularly and
appropriately viewed as agents of the public because they exercise delegated
authority on the publicOs behalf and within mandates set by law. But this dynamic
Is broader.

In private-sector domains such as employment, housing, education, and
credit, decision-makers should also be treated as agents and the public as the
principal because these brms are not merely pursuing private ends through ordinary
market exchange; they are exercising power over individualsO lives in ways that law
constrains in the name of collective values. Even though decisions are made by
private actors, anti-discrimination law, consumer protection, and related regulatory
regimes impose public-regarding duties that convert private decision-makers into
the publicOs agents for certain purposes: they are tasked with implementing the
publicOs will that decisions not be arbitrary, biased, or exclusionary in ways law
deems unacceptable.
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In numerous contexts, therefore, private sector decision-makers are tasked
by regulation with responsibilities to carry out the public will by correcting for
externalities, overcoming information asymmetries, and adapting to distributive
concerns’ Regulations, such as those banning discrimination, reBect the public
interest in the decisions of private actors, converting private actors into agents of
the public for certain purpos&8 More broadly, market economies are premised on
the assumption that the pursuit of private economic interest will typically improve
overall social welfare.

2. Why Decision-Makers are Imperfect Agents

Decision-makersO principalbagent problems arise at two levels. At the design
stage, algorithmic decision-making relies on proxies for ideal criteria, and system
designers and those who procure Al systems have incentives to select cheaper,
more administratively convenient, or strategically advantageous proxies even
when they impose social costs through systematic error or biasNcosts that are
often externalized onto decision-subjects and society rather than borne by the
decision-maker. At the disclosure stage, disclosure imposes private costs (liability,
reputational harm, loss of discretion, and competitive exposure) while it provides
public benebts (accountability, contestability, deterrence of low-quality design,
public trust). Itis therefore unsurprising that decision-makers resist transparency to
avoid scrutiny. Itis not that decision-makers are bad actors, but that their incentives
predictably diverge from the public interest, particularly in contexts where the
social costs of inaccuracy and bias are externalized and where private actors lack
the accountability infrastructure that constrains public agencies.

The fact that (public) decision-makers are imperfect agents of societyOs
interests is hardly news. The public choice literature explains how government
actorsO private interests predictably distort their behavior away from the public
interest they were appointed to and are meant to S8r@overnment decision-
makers may shirk their responsibilities to the public by, for example, investing less

87 See, e.g.Citron & Pasqualesupranote 4, at 22 (OGiven scoringOs sensitivity, fair, accurate, and
replicable use of data is critical. We cannot rely on companies themselves to Oself-regulate® toward this end-
they are obligated merely to bnd the moktagent mode of processing, and not to vindicate other social
values including fairness.O).

88 The appropriate scope of such duties is a matter of contentious debate, which we do not attempt to
engage here.

89 SeeD!"'#$ C. M%I&&!", P%(&#)Cr+#)! Ill, 359D85 (2003).
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in decision-quality than would be socially optimal when loWoet is di* cult to

detect from outcomes alone. They may overweight reputationally salient mistakes
(e.g., releasing a defendant who remds) relative to less visible but pervasive
harms (e.g., unnecessary detention). Explanation of government decisions as a
core requirement of procedural due process is intended, at least in part, as an
accountability mechanism to address these principal-agent proBfems.

Private sector actors tasked with public-regarding responsibilities are no
less likely to behave strategically to avoid those responsibilities in service of
private ends. The individual incentives to evade or dilute constraints are often
even stronger in commercial settings in terms of rewards. The persistence
of regulatory avoidanceNand the enormous government resources devoted to
auditing, enforcement, and litigation to deter itNreRects the baseline expectation
that regulated entities will strategically adapt around constraints.

One kind of agent strategic behavior involves shirking: underinvestment in
the principalOs wellbeing whehaet and quality are hard to observe. A designer
or procurer may invest littleleort in improving decision quality when it is hard for
decision-subjects or the public at large to ascertain htvedit and costly it would
be to do better. A designer may also invest sub-optimally in reducing particular
sorts of errors for other reasons, including bias or private preferences. This kind
of underinvestment is often not obvious to decision-subjects and the public (unless
the resulting decision quality is abysmally low).

A second kind of distortion enabled by a principal-agent problem occurs
when a designer or procurer over-invests in eliminating the types of errors most
likely to be noticed or blamed on them or on the deployer while under-investing
in eliminating others. Strategic considerations might also lead them to invest too
much in other metrics that look good rather than interventions that matter most,
for example by reducing the overall number of errors rather than focusing on the
types of error reductions that provide the most social benebt because they are most
harmful or inequitable.

Automating some or all of a decision-making process is sometimes intended
(or at least presented) as a means for avoiding such principal-agent problems

9 Levy et al.,supranote81, at 320D321See alsdaminski, supranote81, at 2099217; Crawford &
Schultz,supranote81, at 124D28.
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by removing self-interested humans from the I86But it does not eliminate

the incentive problem. Automation instead relocates discretion, and therefore
the strategic behavior, upstream to the point at which the automated process is
designed, developed, or procur&dThat is the lesson of the Amazon hiring
story from the introduction: ostensibly to reduce historically gender-biased hiring
practices, Amazon trained an algorithm to replace human decision-making but
it did so with its historically gender-biased hiring data. Before, humans made
individual gender-biasethiring decisions; after, humans made algorithmic
designdecision that introduced gender bias. Automation was not a neutral process
that removed discretion but, rather, it embedded choices about data, system design
parameters (such as labels, features, or generation objectives), decision criteria,
and procurement similarly subject to incentive misalignment.

B. Decision-Makers Can Use Secrecy Strategically

The tension between societyOs interests and decision-makersO interests not
only a ects how decision-making systems are designed but also gives decision-
makers incentives to avoid accountability by embracing op&8iBecrecy can be
used to cover up decision-maker lapses, biases, and shirking. Technical opacity,
often called inscrutability, can provide additional OcoverO for decision-maker
refusals to disclose additional information that could be disclosed and understood,
such as developer choices of system objectives, design parameters (e.g. features in
predictive systems), input data, and so forth.

When opacity protects private benebts, decision-makers can be expected to
overstate the risk that disclosure will degrade decision-making performance by
allowing decision-subjects to game the system (as opposed to when disclosure

91 Dowding & Taylor,supranote61, at 12D13.

92 Coglianesesupranote37, at 6D9; Strandburgupranote86, at 1862D63See alsdN!"#$ , supranote
2, at 90 (OThe more we can make transparent the political dimensions of technology, the more we might be
able to intervene in the spaces where algorithms are becoming a substitute for public policy debates over
resource distributionNfrom mortgages to insurance to educational opportunities.O).

93 SeeBambauer & Zarskysupranote25, at 47 (OLawmakers should make their value hierarchies more
transparent so that they can be challenged where the tradi®es not match democratic expectations or
common sense, and so that the law can develop in a more internally consistent Sey.alsdral Zarsky,
Transparent Prediction®2013U. I## L. R$%1503, 1533 (2013) (OThe most basic and popular justiPcation
for transparency is that it facilitates a check on governmental actions. These actions might be Rawed, biased,
ine! ective, or iné cient. The relevant'ocials might be improperly balancing rights and interests, led by
their own bigotry, or over-inBuenced by private interests.O).
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would primarily enable error correction and legitimate eligibility improvement).
They can likewise be expected to overstate the importance of trade secrecy for
promoting that type of socially valuable innovation (as opposed to constituting the
private benebt of avoiding competition and follow-on improvements).

Because disclosure targets informational asymmetries, mandating it is a
legal mechanism for mitigating principal-agent problems and aligning private and
public-sector decision-making with public interests. For example, fair credit laws
not only prohibit certain forms of discrimination but also demand a certain level
of disclosure to applicants about the bases for loan denials. In other areas, such
as employment and housing, the law does not require disclosure of decision-
making criteria, but does directly prohibit reliance on certain characteristics, such
as ethnicity, gender, age, and disability.

This is not to suggest that decision-makers are unconcerned with making
sound decisions or that their warnings about the risks of disclosure should go
unheeded. The pointis that, when conf3icting interests are at stake, decision-makers
may not make socially optimal trades between investments in decision quality
and the social costs of various sorts of errors and, as a result, may exaggerate the
risk of disclosure to protect their private intere¥ts.

In sum, both public and private decision-makers may engage in socially
suboptimal strategic behavior. Undesirable strategic behavior is potentially
more likely with private decision-makers because dfeaient incentives and
accountability structures in the two conteXfsOften, the social harms of
inaccuracy and bias are externalized from decision-makers to societyNand
outsiders cannot easily observe whether these harms are avoidable, making
accountability depend on transparency. Thus, when asking whether to mandate
disclosure or to trust public or private entities to choose what or whether to
disclose, one should ask: Do decision-makers have the right incentives to make the
traded ? From a decision-makerOs self-serving perspective, it may be preferable to

94 P"#$19%&, supranote4, at 56.

9 Balkin, The Three Laws of Roboticsupra note 9, at 1240 (ORather, the goal, as more and more
companies shift to algorithmic decision-making, and increase their levels of decision-making activity, is
to require brms to adopt methods that are justibed from the standpoint of society as a wleke &)30
Kaminski,supranote34, at 1397D98.
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strategically hide socially problematic details of the decision-making system rather
than to design a better ofe.

Because of these principal-agent problems, intentional secrecy can be
problematic even when some aspects of a decision algorithm are technically
opaque. Aspects of decision systems that could be disclosed but are deliberately
hidden are more suspicious than technically inscrutable aspects. That said,
intentional opacity can arise at all stages of design and implementation: decision
system designers may strategically choose technically opaque systems to perform
functions that transparent systems could perform nearly as well.

C. A Framework for Principal-Agent Problems in Algorithmic Decision-Making
1. Proxy Design and Accountability

Detailed disclosure and auditing of decision-making systems id antiee
way to avoid principal-agent problems at the proxy design tier. But what if there are
potentially legitimate gaming or trade secrecy concerns? When should one suspect
that principal-agent problems underlie claims about gaming or trade secrecy?
Putting the above discussion together, one can categorize the contributors to the
principal-agent problems associated with disclosure as follows:

One divergence of interests creates principal-agent problems at the level of
proxy design. While the market will, to some extent, ordinarily reward algorithmic
designers for developing high quality decision-making systems, designers do not
fully internalize the social benebts of decision quality: many of these benebts
operate as externalities. As a result, algorithmic designers may prefer to shirk,
indulge their biases, or act in other self-serving ways when designing a proxy.
Principal-agent problems at the proxy design level also generate a divergence of
interests regarding disclosure to the public, since disclosure is an accountability
mechanism. Decision-makers do not internalize the benebts of accountability,
perceiving disclosure primarily in terms of private costs and pendlfidhese

9 Graves & Katyal,supranote6, at 1341 (O[C]ompanies learn that labeling sensitive or embarrassing
information as a Otrade secret® or Oconbdential® can stall or silence calls for disclosure. Further, as the
reach of software in government agencies and decisionmaking increases apace, it becomes even more
di" cult to strategize for greater transparency in a world that increasingly relies upon automated, black-box
decisionmaking.O).

97 SeeCI"I#$ supranotel4, at 5966, 111D19.
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private costs often include not only the need to invest more in decision quality
(rather than shirking), but also the loss of (unwarranted) trust and perceptions of
legitimacy.

2. Analyzing Disclosure Given Principal-Agent Issues

As discussed abov®, decision-makers often have two types of concerns.
These might not perfectly align with social concerns.

The brst is strategic decision-subject behavior. Gaming is socially costly
because it reduces decision quality, while strategic error correction and eligibility
improvement improve decision quality. While decision-makers receive rewards for
proxy quality in some circumstances, their private interests regarding strategic
decision-subject behavior can diverge from those of society. For example, they
do not fully internalize the social benebts of error correction and eligibility
improvement; benebcial decisions can be privately costly if deployers are tasked
with providing services to successful decision-subjects. Decision-makers in these
contexts will tend to oppose disclosure more strongly than is warranted by the social
costs of gaming.

The second is trade secrecy. While trade secrecyOs social justiPcation is that
it maintains incentives for innovative investment, it also imposes social costs by
preventing competition and making it harder to engage in follow-on innovation.
Because commercial developers will internalize the benebt ore than the cost, they
will overvalue the exclusivity provided by secrecy. This divergence between social
and private interests creates a principal-agent problem.

The publicOs interest in Ogetting what it is paying forO weighs in favor of
disclosing whatever information is necessary to assess decision quality and demand
a socially optimal trade{obetween quality and cost. Decision-makers may benebpt
from hiding their self-serving approaches to proxy design. While there is social
value in avoiding disclosure that would facilitate gaming, decision-makers may
undervalue the benebts of error correction and eligibility improvements. In a
commercial context, decision-makers will nearly always overvalue secrecy without
accounting for the social benebts of competition and follow-on innovation.

98 See supraections I.A & 1.B.



34 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

Moreover, decision-makers have strategic reasons to assert superpcially
plausible concerns about gaming and trade secrecy as justibcations for resisting
disclosure and avoiding accountability for suboptimal proxy design (one could
hardly expect decision-makers to argue against disclosure on the grounds that they
want to continue shirking or acting in biased ways). Because of these potential
principal-agent problems, it is important to develop mechanisms for determining
when decision-makersO claims about gaming and trade secrecy are red herrings.

The next two Parts suggest mechanisms for diagnosing principal-agent
problems of the types delineated here and designing appropriate disclosure regimes
when decision-makers are agents of the public.

Il
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In this Part, we provide a framework for diagnosing principal-agent problems
when decision-makers argue against disclosing elements of their algorithmic
decision-making systems. We prst argue that clues indicating the presence and
nature of principal-agent problems at the tier of algorithm design may be found in
the proble of dierent sorts of errors and in the distribution of decision outcomes
across groups. In some situations, a proxyOs error proble (i.e., the distribution of
error rates) is also suggestive of the weight that should be given to gaming and
Innovation concerns in devising a disclosure regime. Moreover, such error patterns
and outcome distributions can be disclosed and assessed routinely without raising
worries about either trade secrecy or gaming. Disclosure of error probles and
outcome distributions in and of themselves can provide some accountability and
innovation benebpts. It thus canNand shouldNbe mandatory for decision-making
systems in which society has a signibcant interest. Focusing on error probles is
also one step toward moving beyond all-or-nothing debates, pitting the benebpts of
secrecy against the benebts of disclosure.

The articleOs diagnostic tool (the error proble, debned here in terms of false
positive and false negative rates) draws primarily from predictive Al, where such
metrics are most directly computable, because those are the models used so far for
decision-making. Generative and agentic systems require analogous performance
metricsNsuch as systematic directional biases, calibration disparities across
groups, or audit-based accuracy assessmentsNthat serve the same diagnostic
function within the framework.
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A. Decision Quality: A Framework for Discussion
1. Why Decision Quality?

We focus on error probles and the distribution of decision outcomes
across groups as initial clues for diagnosing principal-agent problems that might
al ect proxy design for three reasons. First, there is widespread agreement that
decision quality is important. Commonly cited social benebts of disclosure also
focus largely on improving decision quality, whether through accountability or
by enabling strategic error correction or eligibility improvements by decision-
subjects’® Both gaming and trade secrecy, similarly, are cited to justify non-
disclosure to ensure or improve decision quality. Gaming is deemed a problem
precisely because of concerns that it will reduce decision quality by allowing
decision-subjects to obtain undeserved benebcial outcomes (or avoid deserved
negative outcomesf0 The trade secrecy argument contends that secrecy is heeded
to protect socially valuable innovatiod®! In this context, that means either
improved quality for equivalent cost or cost savings for equivalent quality. The trend
toward inscrutable machine-learning decision algorithms is also purportedly driven
by concerns with decision quality. Error probles, if measured in terms of deviation
from ideal decision criteria, are sensitive metrics of decision quality. Even when
deviations from ideal decision criteria cannot be measured precisely, approximate
error probles can usefully suggest where principal-agent problems are likely and
further inquiry is warranted.

Second, we show that preliminary disclosure of a proble oftyipes of
mistakes that a decision-making system produces helps policymakers and courts
assess whether principal-agent problems are likely to have infected proxy design.
If the error proble raises suspicions, justibcations can be demanded and further
disclosure, perhaps in stages, can be required. Looking at error probles, rather
than at any single metric for decision quality, is important because a proxy that
produces very low overall errors may still be socially suboptimal. Improving

9 Selbst & Barocassupranote4, at 1118D26; Selbst et aypranote4, at 420D22; Citron & Pasquale,
supranote4, at 31; Kaminski & Urbansupranote79, at 2035; Burrellsupranote34, at 9; Calo & Citron,
supranote4?, at 832; Wachter & Mittelstadgupranote73; Dwork & Mulligan, supranote77, at 37; Tultt,
supranote?78, at 109D10; Binns et abupranote79, at 9D10.

100 see, e.g.Bambauer & Zarskysupranote25, at 10.
101 gee, e.g.Cowgill & Tucker, supranote35, at 23; New & Castrosupranote35, at 12.
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decision quality may be costly and those costs may or may not be worth bearing in
a given context®? Moreover, a seemingly reasonable overall error rate can mask
socially undesirable disparities between demographic groups if these error rates
are unevenly distributed by disproportionately falling on a minority group who
su ers a detriment for such uneven decision quality. For instance, a proxy with an
overall 10% error rate could still treat groups drently if Group A experiences

only a 97% accuracy rate while Group B experiences 65%. Aggregate metrics
would obscure this disparity. The principal-agent issue for proxy design is whether
traded s are being made in accordance with social values rather than twisted
to further a decision-makerOs private goals. As we discuss below, error probles
provide useful insights into that question.

Third, as already mentioned, while error probles can be highly informative,
disclosing them poses no threat to legitimate concerns about gaming and trade
secrecy. While companies may assert that disclosing their error probles will give
their competitors actionable insights into their secret innovations, policymakers
and courts should reject such assertions.

2. DePning an Error Proble

For the purposes of this discussion, we debne a simple error proble for binary
yes/no decisions, which is the standard form in machine learning. For Al systems
with non-binary or generated outputs, analogous performance metrics (such as
systematic directional biases, disparate error rates across groups, or calibration
gaps) serve the same diagnostic function. Consider a proxy used to make a binary
yes/no decision about a pool of decision-subjects, such as the Amazon algorithm
used to determine whether to call each applicant for a hiring interview. Assume
for now that there are some means to assess whether this proxy yields the right
decisions from a social perspectitf®. In this situation, decision outcomes are
commonly described in terms of two binaries: positive and negative, and true and
false.

102 This point is well appreciated in case law, for example intathewsest for due procesSeeMathews
v. Eldridge, 424 U.S. 319 (1976).

103 As a practical matter, such an assessment may of course' miltli but one can imagine various
mechanisms for assessing decision quality on a case-by-case or overall basis. This is, in fact, what is done on
one end of the spectrum, by an appeals process, and on the other end, by the typical machine learning metric
for accuracy.
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Here, we call a decision OpositiveQ if it is benepPcial to the decision-subject and
OnegativeO if it is not. Thus, in describing a decision as OpositiveO or Onegative,0
we adopt the decision-subjectOs perspetifvin the hiring context, a decision
to call an applicant in for a hiring interview is a OpositiveO and a decision not to
do so is Onegative,O while in law enforcement, a decision to release a defendant
pending trial is OpositiveO and a decision to keep them in jail is Onegative.O We
also label decisions as OtrueO or Ofalse,O this time taking a social perspective. Thus,
a decision is OtrueO if it is correct from a social perspective and OfalseO if it is
mistaken from a social perspective. In the Amazon algorithm example, qualibed
candidates called for interviews were true positives, unqualibPed candidates called
for interviews were false positives, qualibPed candidates not called for interviews
were false negatives, and unqualibed candidates not called for interviews were true
negatives. False positives and false negatives are both errors that would contribute
to the standard data science calculation of Oaccuracy,O but they may kagetdi
implications for decision quality.

Table 1: An lllustration of True and False Positives and Negatives as Debned.

Benebcial treatment| Detrimental treatment

Deserved | True positive True negative

Undeserved| False positive False negative

In these terms, a decision-subject who uses disclosed information about a
decision-making algorithm to OgameO the system changes what would have been
a true negative into a false positive, thus decreasing decision quality. On the other
hand, a decision-subject who strategically uses disclosure of a decision proxy to
correct an error in the algorithm changes what would have been a false negative
into a true positive, improving decision quality. A decision-subject might also
use disclosure strategically to improve their qualibcations, changing what would
have been a true negative into a true posmve In employment, gaming might mean
lying about oneOs work experience on oneOs resume, while error correction might

104 |n the literature, while the terminology is somewhat arbitrary, OpositiveO is often used to refer either to
a OyesO decision or to a situation in which some condition holds. We adopt our dePnition because dePning
positive and negative from the decision-subjectOs perspective, while dePning true and false from societyOs
perspective is aligned with our concern about decision-subject strategic behavior.
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mean removing indications of gender from the resume if the algorithmic proxy
mistakenly treats them as indications of a lack of suitability for the job. Improving
gualibcations might mean taking a course about a software package required
for the position. Gaming decreases decision quality, while error correction and
gualibcation improvement are socially positive improvements to decision-making.

When one speaks of an error proble, one usually has in mind a table like
the one above with number or percentages of errors of each type. Ideally, the
error proble would be measured with respect to the OrightO decision from a
social perspective, according to the ideal decision criteria. Decision-makers do
not ordinarily have access to the OrightO decision for each case; if they did, they
would not need a proxy. There are, however, various techniques for approximating
an error proble, depending on the situation. Sometimes, a sample of roughly OrightO
decisions can be obtained by performing a more intensive review of a set of cases.
Retrospective review can be used to evaluate whether previous decisions turned out
to be Oright.O At a minimum, for a machine learning algorithm, there is usually a set
of training or test data from which an approximate error proble can be computed.
It is not that the computation of error probles is a trivial matter, but that it is a
common and well-known problem that must be resolved somehow if a decision-
making system is to be evaluated for quality.

With these debnitions in mind, in Section B, we analyze how various types
of error probles are informative of the likelihood that principal-agent problems are
infecting proxy design. In Section C, we consider what those error probles say
about whether trade secrecy provides a socially benebcial reason to avoid or limit
disclosure. Section D turns to questions about strategic decision-subject behavior
in light of error probles. Section E summarizes what this analysis says about
when disclosure mandates are likely to be necessary because decision-makers
strategically withhold disclosure.

B. Error Probles as Clues to Principal-Agent Problems in Proxy Design

In this Section, we consider how several general patterns of errors can provide
clues to the presence of principal-agent problems in proxy design. First, consider
the implications of overall decision quality. We debne a high-quality decision-
making proxy as one which produces a low number of both false positives and
false negatives, while a low-quality proxy produces a high number of both types
of errors. By Ohigh qualityO here, we mean a situation in which rates of both
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sorts of error are Olow,0 even if there is more of one sort of error than the other.
Similarly, Olow qualityO decision-making systems, as discussed here, are systems
in which rates of both sorts of error are high, even if one is higher than the others.
The question of when both sorts of error rates are low enough to call a decision-
making algorithm Ohigh qualityO (or so high that one would call the algorithm
Olow qualityO) is a judgment call that may vary by context and require both expert
and political input. Here, we assume that, in a given context, there is some socially
determined debnition of when false negative and false positive rates are either both
low enough (or both high enough) to call the decision-making algorithm high (or
low) quality. We consider a proxy to be of OmoderateO quality when overall rates
of both false negatives and false positives are intermediate between high and low.

For moderate-quality proxies, we emphasize the importance of looking at
asymmetries and imbalances between demographic groups because an initial
appearance of moderate quality can be deceiving. We are particularly concerned
about proxies for which overall error rates are higher for disfavored groups and
proxies for which asymmetries between false positives and false negatives are
di! erently distributed for dierent groups because these sorts of error probles are
highly likely to rel3ect principal-agent problems in proxy design.

1. High-Quality Proxies

Consider a decision-making proxy that gives a positive result to nearly
everyone who should (from a social perspective) get a positive outcome and a
negative result to almost everyone who should (again, from a social perspective)
get a negative outcome. Such a system would produce few false positives and few
false negatives. For example, suppose an employment screening algorithm makes
few mistakes when using performance on a math test as a proxy for identifying
candidates for a job requiring math skills. The systemOs true positive rate and true
negative rate are both high and it makes few mistakes of either sort. If this proxyOs
error rates are similarly low for members of protected categories or other groups
of concern, it is what we term high quality.

A high-quality proxy suggests that there are unlikely to be principal-agent
problems at the design level. It is possible, in principle, that the decision-maker is
overly assiduous and the societal optimum would be more error-prone. But such a
situation would seem to be a special case, given that decision-makers generally are
resource-constrained and would have little to gain from being overly persnickety.
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Thus, high quality across social groups is ordinarily a clue that there are
no major principal-agent problems at the level of proxy design. Accountability
concerns provide no major societal reason to disclose (or not to disclose) details of
such a high-quality proxy. It is thus reasonable to allow questions about innovation
and strategic decision-subject behavior, which are discussed below, to drive the
disclosure regime.

2. Low-Quality Proxies

At the other end of the spectrum, consider a low-quality proxy for which both
the false positive and false negative rates are high across demographic groups.
Such a low-quality proxy would contribute marginally, at best, to making the right
decision. In most contexts, the use of such a low-quality proxy should be considered
a serious warning of likely principal-agent problems at the level of proxy design.
At a minimum, the use of such a low-quality proxy requires justibcation.

There are some contexts in which employing a low-quality proxy is socially
justibed because the costs of employing a more accurate proxy would outweigh the
total error costs incurred by society. For some decisions, a rough cut is all that is
necessary, fair, and practical, given the expense associated with doing better. There
are decisions for which lotteries or simple age ¢@tare employed for just this sort
of reason. A rough proxy might be particularly appropriate when performing a Obrst
cutO before engaging in a more costly in-depth review, perhaps in an employment
or educational context.

In summary, a low-quality proxy usually indicates that principal-agent
problems have infected proxy design. At a minimum, low quality requires
justibcation. Where it cannot be justibed, it would be socially preferable to impose
an appropriate disclosure regime to expose the principal-agent problems and set the
stage forimprovement. As we discuss bel@*trade secrecy and gaming concerns
are unlikely to justify keeping the details of a low-quality proxy secret.

3. Symmetric Moderate Quality Proxies without Disparities between Groups

Because it is often costly to improve a proxyOs quality, the socially preferred
decision proxy, in some situations, will have a moderate quality error proble that
ref3ects a balance of the social costs and benebts of improving decision quality. For

105 gee infraSections 111.C, 111.D.
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now, we consider moderate quality proxies without signibcant disparities between
demographic groups or asymmetries between error types because, as we discuss
below, such disparities and asymmetries often suggest principal-agent problems.

For a symmetric, balanced, moderate-quality proxy, the primary concern
about proxy design is whether the designer or procurer is shirking or failing to
invest st ciently in decision quality for some other reason. When a proxy is used
to make decisions about members of dominant social groups (i.e., populations with
greater power, social standing, or institutional inBuence in the decision context),
one might be less concerned, expecting that politics or market forces would counter
this sort of slacking, although even dominant groups can be hoodwinked by
claims about technical impossibility. When a decision-making proxy primarily
a' ects decision-subjects from less inRuential social groups, however, shirking is
more likely to go unredressed and failure to invest in improving the proxy may
even rel3ect decision-maker biases. Many government decision-making contexts,
from awarding benebts to imposing pre-trial detention, primatilgci decision-
subjects from less powerful social groups. In such situations, even when decision
guality is moderate and there are no obvious disparities in the error probles, it
would be socially desirable to check for principal-agent problems by imposing an
appropriate disclosure regime.

4. Moderate-Quality Proxies with Asymmetric Error Probles

If errors occur randomly, we expect the error proble to be symmetric. A
moderate-quality asymmetric error probPle suggests that a decision-maker either
made a choice to favor one sort of error over the other or did not consider
the implications of the asymmetry. (For high-quality proxies, asymmetries are
relatively insignibcant and unlikely to indicate serious principal-agent problems.
Low-quality proxies usually ster from serious principal-agent problems,
regardless of asymmetry.) The question of whether the asymmetry indicates a
principal-agent problem centers on whether there is a social justibcation for the
asymmetry.

In some decision-making contexts, a degree of asymmetry is justipableNand
even desirableNbecause of the varying social costs bedént types of errors
or the varying investments needed to reduce them. A well-known example of a
justibable asymmetry results from the tradd®tween ensuring that guilty people
are convicted and ensuring that innocent people are not. Because the burden of
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false imprisonment is extremely high, criminal law (at least rhetorically) takes the
view that it is better to have ten guilty people go free than to punish one innocent
person. It would be even better to have a high-quality proxy that makes few errors
of either sort, but tradés are often inevitable because improving decisions is
costly and resources are limited. If there are only signt resources to create a
moderate-quality proxy, the social preference for criminal trials would be to have a
large (ten-fold) asymmetry between false positives and false negatives. Similarly,
the social cost of denying food stamps to a family that needs them is almost certainly
higher than the social cost of providing them to a family that does not. If it is too
di" cult or costly to devise a high-quality proxy to determine who should receive
food stamps, a moderate-quality proxy with an excess of false positives over false
negatives would be socially preferable. A social preference for an asymmetric error
proble can also arise from asymmetries in the costs of eliminatingreint types

of errors. If two types of errors are equally socially costly, but one is mdreuali

to avoid, the socially optimal approach would be to eliminate more of the errors
that are easier to avoid.

These complexities leave substantial room for decision-makers to cover up
principal-agent problems in proxy design. Consider, for example, a decision-
making proxy that leads to far more false negatives than false positives. This
means that the decision-maker is careful not to award benebts erroneously, but
less careful about erroneously denying benebts. This may be the socially preferred
outcome. But this sort of asymmetry could also occur for several types of self-
serving reasons. Perhaps false positives are more visible than false negatives
to those overseeing decision-maker performance and the decision-maker is risk
averse. Perhaps positive outcomes impose private costs on a deployer (for example,
they might have to provide services to decision-subjects) while the social benebts
that outweigh those costs are externalized to decision-subjects or society at large.
Conversely, a decision-maker who expects to have to cope with many complaints
about negative decisions might have strategic reasons to skew the algorithm in
favor of false positives. Or perhaps reducing false negatives is easier or cheaper for
the decision-maker than reducing false positives (or vice versa). While such cost
di! erentials can justify asymmetry, decision-makers might prefer asymmetry even
when society would benebt from equalizing the error proble.

Even when a degree of asymmetry is socially desirable, decision-makers may
have selbsh reasons to skew the error proble away from the socially desirable point.
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For example, a risk-averse lender might develop an algorithm for calculating credit
scores that denies credit to many people who would have repaid to zealously avoid
making loans to people who default. The resulting asymmetry might be socially
appropriate for some credit determinations, but not for others. For example, society
might benebt from a more risk-taking approach to educational loans considering
the large and socially benebcial externalities of education. Conversely, a lender
might structure transactions to benebt from a socially sub-optimal highly risk-
taking approach, as was the case during the subprime mortgage crisis.

Asymmetries in the error proble might rel3ect appropriate accounting for
normative concerns and balancing of social costs and benebts. But they might
also result from socially undesirable behavior by the decision-makerNeither in
strategically preferring one sort of error to the other without social justibcation or
in shirking socially valuable'eorts to reduce the asymmetry. Thus, when there is
no socially justiPable reason to have an asymmetric error proble, principal-agent
problems should be suspected. The clue is not conclusiveNthe asymmetry may be
an appropriate reRection of social valuesNbut it is reason to push for justibcation
of the asymmetry and for whatever disclosure is necessary to evaluate tleeguo
justibcation. Disclosure puts the public (or regulators) in a position to ask questions
and demand accountability.

Even when a detailed assessment of the socially optimal degree of asymmetry
would require specialized expertise and information about the context and the costs
of reducing di erent sorts of errors, members of the public and various oversight
groups will often have a rough idea of what the balance should look like. For
example, the public would know something was seriously awry in the criminal
justice system if the false negative rate outweighed the false positive rate. This
rough sense that an asymmetry is problematic is an impetus to demand justibcation
from decision-makers. In contexts where there is no obvious justibcation for a
signibcant asymmetry, the public should be suspicious if the decision-maker is
unable to provide a sensible explanation.

Thus, decision-makers should ordinarily be required to justify error proble
asymmetries (or deviations from a socially appropriate level of asymmetry) and to
disclose enough information about the proxy design to allow the public (or perhaps
an oversight body) to determine whether principal-agent problems have occurred.
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5. Moderate Proxies with Error Proble Disparities Across Groups

Until now, we have considered situations in which a decision proxyOs quality
IS consistent across social groups (even though the proxy might, in practice, be
applied primarily to one social group). However, one particularly weighty concern
about opaque proxies is that they might allow decision-makers to hide bias, whether
it is intentional or emerges from a given proxy design process. For example, a
biased proxy can result unintentionally from using biased data to train a machine
learning model, as likely occurred in the Amazon hiring example. Because bias
means some decisions are mistaken in light of the ideal decision criteria, bias will
be ref3ected in dierences between the error probles fdredent groups. To put
it another way, if the error proble of two groups is the same, it is reasonable to
conclude that the associated decision proxy is unbiased. Disparities between error
probles are highly suggestive of principal-agent problems.

There are two relevant types of error proble disparity between social groups:
di! erences in overall error rate, which we call Ooverall disparity,O beckdices in
asymmetries between false positives and false negatives, which we call Odisparate
asymmetry.O In this section, we Prst consider overall disparities and then disparate
asymmetries.

5.1. Overall Error Rate Disparities

An overall error rate disparity between groups is often, though not always,
an indicator of principal-agent problems. Sometimes, a disparity in error rates
between groups is costly or"dcult for decision-makers to avoid (for example,
if the proxy is data-driven and there is less data available for one group than for
another). Whether the disparity indicates principal-agent problems depends on
whether it is socially desirable to invest enough in improving the proxy to eliminate
the disparity. That, in turn, depends on the nature of the disparity and the decision
context. If a disparity in decision quality is socially costly to remedy, there is
sometimes a normative justibcation for tolerating a degree of overall disparity in
error rates.

Nonetheless, overall disparities are always disadvantageous to the group
receiving lower quality decisions, socially costly, and should raise suspicions about
principal-agent problems. If the errors are symmetric between false positives and
false negatives, it might superbcially seem that the group ramibcations of lower
decision quality are a wash. That is often not the case. Beyond the individual
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unfairness to decision-subjects who receive false negative decisions, pernicious
el ects at the group level are possible. For example, there is empirical evidence
that credit ratings are systematically noisier for individuals in certain social groups.
106 1n this context, while an individual receiving a false positive decision may be
happy in the near term, over the long term a proxy with high error rates for a group
Is likely to have a negative disparate impact. Not only are group members who
receive false negative denials of credit deprived of the benebts of loans that they
might have used to invest in businesses or otherwise improve their futures, group
members who receive false positive awards of credit are likely to fail in the long
run, driving themselves into worse Pnancial straits. These mistakes are not only
bad for these individuals. In the long run, these individual failures may rebound
on other members of the group by reinforcing stereotypes of bnancial unreliability
and, more directly, by providing negative data that may be fed back into credit
scoring algorithms. Because many social groups are connected in relatively close
social networks, failures to obtain deserved credit and failures to pay back unwisely
awarded credit are also likely to have ripplesgets on the bnancial health of other
members of the group.

Because of these disadvantages, one should be most suspicious of principal-
agent problems in proxy design when dominant populations receive higher quality
decisions than disfavored groups. If a proxy makes signibcantly more errors for
the dominant group (and the error proble is reasonably symmetric), one would
ordinarily expect there to be political and market pressure for improvement.
Members of dominant groups who receive false negative decisions are likely to
complain, appeal, or otherwise make thing$ dult for the decision-maker. A
disfavored group will have less political and market clout and often fewer resources
to invest in seeking redress for erroneous decisions, making it more likely that low
decision quality will go unaddressed. Moreover, when the socially dominant group
outnumbers the disfavored group, overall moderate error rates can mask the low-
guality results for the disfavored group. For these reasons, we focus our analysis on
overall disparities that favor the dominant group.

106 How Flawed Data Aggravates Inequality in Cred®"# . H$%-C&#1&'&( A.l. (2023),https://hai.st
anford.edu/news/how-Rawed-data-aggravates-inequality-dietiits://perma.cc/JI5L-QD3VLaura
Blattner & Scott NelsonHow Costly is Noise? Data and Disparities in Consumer CrédiX)* (May 17,
2021),https://arxiv.org/abs/2105.075%4ttps://perma.cc/FFC4-G7RK3SNill Dobbie et al.,Measuring
Bias in Consumer Lendin@8 R&* E+,#. I$( . 2799, 2802, 2820 (2021).
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Decision-makers have strategic incentives to tolerate such disparities. They
may neglect to correct disparities between groups because they are focused
strategically on investing in improvements for dominant groups. They may also
shirk by investing less in improving the proxy for disfavored groups because they
assume (perhaps correctly) that it will be mork dult or costly to develop higher-
guality proxies for disfavored groups. For Al systems trained on historical data,
relevant data about those groups is often less readily available, perhaps because
members of the disfavored group were historically excluded (as in the Amazon
hiring example), because the design parameters of the proxy have been chosen with
the dominant group in mind, or because the dominant group is I&tgBisfavored
groups may also be neglected because of intentional discrimination or implicit bias.

While designers and procurers bear the private costs of investing in improving
proxy quality for socially disfavored groups, they often do not internalize many of
the social benebts of such improvements. Such groups may also lack the clout to
punish decision-makers for the lower-quality decisions they receive.

Overall disparities, especially if they favor the dominant group, are
clues to principal-agent problems in proxy design. When such disparities are
observed, disclosure is socially desirable to facilitate democratically accountable
determinations about whether to tolerate the disparity or invest in creating a more
evenhanded decision-making proxy. If, for example, society is dedicated to treating
all decision-subjects equally but improving decision quality for one group is much
more expensive than improving it for others, there is a normative decision to be
made about how many resources to devote to equalizing outcomes considering the
size of the disparity, the importance of the decision and other factors. This sort
of moral and political determination ordinarily should not be made by decision-
makers, who will have incentives to minimize private cdS&Thus, a mandatory
disclosure regime will usually be necessary to provide accountability.

107 Katja LangenbucheResponsible A.l.-based Credit ScoringDA Legal Frame\8drk!" . Bl#. L. R$%
527, 554D56 (2020); Mikella Hurley & Julius Adeba@redit Scoring in the Era of Big Datd8Y&'$ J.L. &
T$() . 148, 202 (2016) (OThe credit scoring industry is .. . relying on opaque scoring tools that use numerous
data sources and proprietary algorithms in order to determine which consumers get access to credit ....
[T]hese tools may combine facially neutral data points and treat them as proxies for immutable features
such as race, thereby circumventing existing non-discrimination laws and denying credit access to certain
groups.O).

108 geeCr+* $ |, supranote14, at 59D66.



2026] ALGORITHMIC OPACITY AS A PRINCIPAL-AGENT PROBLEM 47

5.2. Disparate Asymmetry

Even if a proxy has similar overall error rates for two social groups, disparate
asymmetries in the groupsO error probles are socially concerning. For example,
a group that benebts from many false positives might receive the same total
rate of erroneous decisions as a group that is penalized by a large number of
false negatives. This was, in fact, the situation that led many to characterize the
COMPAS recidivism prediction algorithm as racially biased. While the overall
error rates were similar for black and white defendants, the distribution of those
errors was racially skewed: Black defendants were more likely to be penalized
by erroneous predictions of recidivism (false negatives in our parlance), while
white defendants were more likely to benebt from erroneous predictions of non-
recidivism (false positives in our term&)°

Disparate asymmetries can result from strategic neglect of disfavored groups.
Decision-makers may be biased against the disfavored group (explicitly or
implicitly) or expect dominant groups to have more infBuence on their performance
reviews and private rewards. Decision-makers might strategically ignore false
positives that benebt socially dominant groups (for example, a high rate of mistaken
predictions that white defendants will not commit crimes if released pending trial),
but are unlikely to strategically employ a decision system with high rates of false
negatives for socially dominant groups (such as a high rate of unnecessary pretrial
detentions for white defendants). For example, while studies suggest that drug use
is similarly prevalent among individuals of various ethnicitté$gnforcement is
heavily skewed toward African Americans, meaning that the rate of false negatives
regarding other racial groups is disproportionately high.

109 This was the case, even setting aside the bias imported into the algorithm by the use of rearrest, rather
than conviction, as the outcome proxy for recidivism despite the well-knbwntef racial bias on likelihood
of arrest.SeeCofone & Khern-am-nuasupranote84, at 1447, 1457D61.

10 gI"#$9%6&'( A"H( %&) M(&S%*H(%*$+S(-.'(#  A).&#$,%%$.0& (SAMHSA), 1213 N%$.0&%*
S,-(4 0& D,)5 U#( %&)H(%*$+ D($%.*() T%"*(#, Table 1.23B (2022)https://www.samhsa.gov
/data/sites/default/Ples/reports/rpt39441/NSDUHDetailedTabs2021/NSDUHDetailedTabs2021/NSDU
HDetailedTabs2021.htm#tabl1-2@in ble with the NYU Journal of Intellectual Property and Entertainment
Law); 2022 National Survey on Drug Use and Health: Race/Ethnicity HighligbddIHSA (2023),https:
/[lwww.samhsa.gov/data/sites/default/bles/reports/rpt42731/2022-nsduh-race-eth-highlights.pdf
[https://perma.cc/C8FS-8WHC
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Conversely, some algorithms used by the police (as did previously some
investigation tactics such as Ostop-and-friskO) have astonishingly high rates of
false positives, making them both discriminatory and of limitedd$@®redictive
policing algorithm PredPol, for example, has been found to have 99.4% to 99.9%
false positives depending on the type of crithéThose high numbers of false-
positives exist due to principal-agent problems. Police departments that purchase
PredPol will complain if the system misses a crime, but not if it wrongly Rags
one. People wrongly Ragged by the system do not have a say. The error rates are
unevenly distributed, so marginalized populations get further marginalized. The
outcome is not socially optimal, but it is privately optimal from the perspective of
the decision-makers. The overall error rate for such a proxyNand even the error rate
for each group separatelyNmight be moderate. But from a social view, this sort of
disparate asymmetry between groups Isdlilt to justify because it suggests bias
and discrimination problems.

Just as for disparities in overall error rates, one source of disparate asymmetry
is data availability. For example, in the child welfare arena, asymmetric imbalanced
proxies result because algorithms used to detect child abuse and neglect rely on
types of data that are systematically more available for economically disadvantaged
groups. In this case, lack of data about the dominant group leads to an
overabundance of false predictions of non-abuse (and a correspondingly low
number of false predictions of abuse). Further, the data issue is potentially
exacerbated by strategic concerns about the potential fall-out for the deploying
agency if a member of the dominant group is falsely accused of child abuse.
For the disfavored group, while one might expect the availability of more data
to decrease errors of all types, natural concerns about neglecting vulnerable
children lead to a risk-averse approach that produces a relatively large number
of false predictions of abuse. Some asymmetry is probably socially preferable,
given the severe consequences of abuse for vulnerable children. Nonetheless, the

111 william Heisel, 1tOs Time to Address Facial Recognition: The Most Troubling Law Enforcement Al Tool
BI"" . A#$%&S &. (Nov. 10, 2021)https://thebulletin.org/2021/11/its-time-to-address-facial-recognition-
the-most-troubling-law-enforcement-ai-tofittps://perma.cc/D9VH-Q8KICWhen Artibcial Intelligence
Gets It Wrongl(($)() P*$+)'# (Sep. 19, 2023Nttps://innocenceproject.org/when-artibcial-intelligen
ce-gets-it-wrong[https://perma.cc/9W2P-ZCHQ

112 paron SankinPredictive Policing Software Terrible at Predicting Crim&g&*), (Oct. 2, 2023)https:
/lwww.wired.com/story/plainfield-geolitica-crime-predictiofbitps://perma.cc/7BJ6-VYTN
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consequences of false predictions of abuse and neglect for families and children
may also be severe. The social costs of those errors may not be internalized by
proxy designers, especially when they fall heavily on disfavored social groups who
are less likely to havel eective avenues for redress and complaint.

Consider also a situation, such as employment or college admissions, in which
the number of OpositiveO slots (benebcial from a decision-subjectOs perspective)
is limited and a deployer employs a two-stage screening process to cut down on
decision costs. If the number of potentially competent workers or good students
exceeds available slots, the cost of a high rate of false negatives at the brst stage may
be negligible to deployers. In contrast, false positives might impose a signibcant
burden on employers, necessitating costly additional screening. Employers and
colleges are unlikely to be satisbed with a proxy that lets a high number of
unqualiPed individuals through, even if it rarely screens out qualiPed candidates,
because this sort of proxy forces them to conduct expensive interviews or employ
other costly measures to further whittle down the pool.

While some asymmetric overall preference for false negatives is socially
reasonable in this sort of situation to cut down screening costs, it can lead to
disparate asymmetry if carelessly handled. Recall the Amazon hiring example.
Most likely, the company was seeking candidates for a limited number of positions.
From the companyOs perspective, using historical employee data provided a OsafeO
way to minimize false positives in the initial screening. If the company anticipates
that there will be many reasonably qualibed applicants, it may not be worried
about false negatives. Society also benebts from avoiding unnecessary second-
round screening costs. The principal-agent problem arises when the brst round
of screening is biased in socially undesirable ways. For example, if the company
has better information for screening male applicants accurately, it can reduce false
positives by rejecting more female applicants (even if not intentionally). This may
produce a situation in which the error proble for male candidates has few false
positives and more false negatives, ref3ecting a desirable overall asymmetry, but
the error proble for female candidates has even fewer false positives and many false
negatives. If there are plenty of qualibed applicants, the company is not burdened
by the social costs of the disparity in false negative rates associated with rejected
female applicants who would have performed well.
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In sum, disparate asymmetry in an error proble strongly suggests that there are
principal-agent problems in proxy design. Disclosure would provide accountability
in such cases.

C. Trade Secrecy as a Rationale for Non-Disclosure

Trade secrecy is commonly invoked as a rationale for non-disclosure of
decision proxies with the justibcation that it is required to incentivize innovative
improvements. From a social perspective, worthwhile innovation in the context of a
decision proxy means either that the proxy does a better job of rel3ecting the socially
ideal decision criteria for the decision or that it lowers costs for a given decision
guality. As discussed earlier, trade secrecy is generally a blunt tool for promoting
innovation and is particularly so when it comes to credence goods such as decision-
making proxies. Trade secrecy can also be selbshly invoked by decision-makers to
resist disclosure, either to hide principal-agent issues in proxy design or to allow
them to recoup probts in excess of what is necessary to recoup their investments.

1. High Quality Proxies

In commercial contexts, high-quality proxies provide the strongest
justibcation for trade secrecy. High-quality proxies are unlikely to ref3ect principal-
agent problems with proxy design and will often ref3ect substantial investment. If
details about a high-quality decision-making algorithm are disclosed, competitors
may be tempted to copy it and, especially because itis so good, may have relatively
little incentive to invest in improving it further. Improving an excellent proxy is
likely to be harder and more expensive than improving a low-quality proxy.

Even high quality is not necessarily a justibcation for unlimited trade secrecy,
since there is always social value in disclosing information that can promote
downstream innovation, perhaps aimed at reducing the cost of obtaining high-
guality decisions. Even decision-makers who have faithfully designed high-quality
proxies may strategically demand more secrecy than is necessary to recoup their
investments because they want to maximize commercial probts (especially when
their competitive advantage lies in something other than their ability to select
accurately). Whether it is worthwhile to require additional disclosure for a high-
quality proxy will depend on the context.
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2. Low-Quality Proxies

Incentivizing innovation provides little reason to keep details about low-
guality proxies secret, since it is unlikely that low-quality proxies rel3ect substantial
investment in socially valuable innovation. Disclosing details about a low-quality
proxy is socially benebcial because it may give competitors ideas about how to
improve things (potentially solving a market for lemons problem). Because low-
guality proxies are not particularly innovative or valuable and presumably also not
very costly to create, it would be almost perverse to worry about keeping them
secret to provide incentives to create them. In sum, promoting innovation is not a
reason to keep low-quality proxies secret. This sets up a signibcant principal-agent
problem since commercial developers will nearly always prefer secrecy.

3. Moderate Quality Proxies

As discussed above, while a moderate error proble may be optimal
considering the costs of improving decision quality, a proble with disparities
between social groups is unlikely to be socially preferable. Especially when the
error proble is disadvantageous to a disfavored social group, disclosure to potential
follow-on innovators should be prioritized over the potential innovation benebts of
secrecy. Rather than keep secrets that prevent public assessment and competitive
improvement, policymakers should focus on tailoring disclosure regimes to allow
the oversight needed to ensure that innovation is aimed at the most socially valuable
improvements, while providing alternative mechanisms for recouping innovative
investments if necessary. Because commercial proxy developers do not internalize
the benebts of disclosure, their assertions that unlimited trade secrecy is necessary
to incentivize innovation should be viewed with skepticism even for moderate-
guality proxies.

D. Strategic Decision-Subject Behavior and Disclosure

Sometimes, the argument against disclosure is that it will facilitate socially
undesirable strategic gaming by decision-subjects. Here, we discuss what can
be learned from the error proble about the social importance of this concern.
As discussed above3 disclosure of details about the decision proxy sometimes
facilitates strategic behavior by decision-subjects. Gaming is socially detrimental

113 gee infraSection I.A.
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because it changes true negatives to false positives, while strategic error correction
and improvements to true eligibility for benebcial decisions are socially desirable.
A decision proxyOs error proble can give clues about the relative likelihood of these
possibilities.

1. High Quality Proxies

High-quality proxies ordinarily are not easily gameable because of the close
correlation between the proxy and the ideal decision-making criteria: it is hard to
game a proxy that rarely makes mistak&sThus, for high-quality proxies, the
threat of gaming ordinarily provides little justipcation for keeping details about the
proxy secret.

However, there is a narrow category of cases for which disclosure might
make it possible to game a high-quality proxy. Most of the time, the strength of
the correlation between a high-quality proxy and the ideal decision criteria has an
el ective causal element that is beyond the control of decision-subjects. People who
do well on a test that does a good job of examining the skills that will be required
for a job are likely to do well in the job (low false positives), while people who do
not have those skills are unlikely to do well on the test (low false negatives). Some
applicants might panic or be sick and thus perform below their skill level on a skill
test, but for a high-quality proxy, there are few such applicants.

Now consider another example: a proxy that uses volunteering for a charitable
organization to screen for employment at an NGO that values devotion to
community service. The bdelity of this proxy hinges upon the specibc dePnition
of Ovolunteering for a charitable organization.O An algorithm that uses 5 years of
volunteering for 10 hours per week as a proxy is likely to be much higher quality
than an algorithm that uses a single stint of volunteering for 10 hours, because
people who do not have the devotion to community service that the NGO job
demands are unlikely to maintain the higher level of charitable engagement.

114 Cofone & Strandburgsupranote?, at 662 (O[D]ecision makers can respond to the threat of gaming by
devising stronger proxies, thus simultaneously improving decision performance and making gaming more
di" cult. By adopting and disclosing more accurate proxies, decision makers can sometimes encourage
decision subjects to invest in developing features that improve their qualibcations for positive decision
outcomes, often simultaneously producing better results for decision makers.O).
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This high-quality proxy would be hard to game for the same reason that it is so
accurate: spending so much time on charitable work is costly, especially for those
who are not devoted to community servi¢e Devotion to community service is
(usually) the reason for doing a lot of volunteering for a charitable organization
over a long period. Even if this proxy is disclosed publicly, it is unlikely that many
potential applicants who are not committed to community service will invest bve
years in charitable work to improve their chances of obtaining an NGO job that
requires a commitment to community service.

Next, consider the second version of the NGOOs hiring algorithm. Because it
is relatively cheap to put in a single stint of a few hours volunteering, this proxy
is likely to be quite gameable. But such a proxy is also unlikely to be of high
guality. There are many reasons why a person might spend 10 hours volunteering
for a charitable organization, including trying to impress someone or beef up their
reputation, fulblling requirements of a community service alternative sentencing
program, getting into a good college, and so forth. Most of those reasons are
irrelevant to the NGO job, which requires a serious commitment to community
service. Thus, a hiring algorithm that uses a brief stint of volunteering as a proxy
will almost certainly have quite a few false positives. It is thus unlikely that such a
proxy would be high quality.

As the example illustrates, a high-quality proxy will rarely be gameable
because the low error rate usually re3ects a causal element, while an easily
gameable algorithm is unlikely to be high quality. However, there are some
situations in which disclosure allows decision-subjects to ObreakO a previously
tight connection between the proxy and the ideal decision criteria. Consider, for
example, a OhideoutO used exclusively by members of a criminal gang. In that case,
being seen entering or exiting the hideout is a high-quality proxy for membership
in the gang. Suppose police discover the location of the hideout and plan to raid it
and arrest everyone there. If members of the gang discover that the police know the
location of the hideout, they could game the proxy by moving their operations to a

115 The @ ort required to game high-quality proxies may also lessen concerns about self-surveillance by
decision subjectsSeeJane R. Bambauer et alVhen a Small Change Makes a Bidg Bience: Algorithmic
Fairness among Similar Individugl$5 U.C. D'#$ L. R%" 2337, 2385 (2022) (OIf a system can be
manipulated by changing behaviors, individuals will feel some amount of pressure to constantly monitor
their choices and behaviors to optimize how they will be treated by an algorithm,O especially in systems
where Oan individual can constantly change their conduct without too much cost at any given momentO).
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di! erent location. Or they could degrade its quality by inviting non-gang members
to parties at the hideout at random times. If the gang knows that police are using
entering or exiting the hideout as a proxy for gang membership, they can game the
proxy and destroy its validity. They are only able to do this, however, because the
connection between the hideout and gang membership is under the control of the
gang members and could be broken by them at will. Note, though, that breaking
the connection between a high-quality proxy and the ideal decision criteria may
require a potentially costly coordinated (or at least collective) change of behavior
by decision-subjectst®

Gaming always reduces the validity of a proxyNthat is both the problem with
it and its purpose. The point here is that in most situations, low error rates ref3ect
the sort of connection between proxy and ideal decision criteria that is costly or
iImpossible for decision-subjects to break because it is hard to have one without the
other. For a proxy to be both high quality and gameable, that correlation must be
both nearly perfect and incidental, like the choice of a meeting place.

The upshot of the gameability analysis is that it is reasonable to presume that
a high-quality decision proxy can be disclosed without worrying about gaming
unless the decision-maker can explain why the connection between the proxy and
the ideal decision criteria is unusually fragile.

On the Rip side, high-quality proxies also provide little opportunity for
strategic error correction (turning false negatives into true positives), if only
because there are so few false negatives in the brst place. Thus, strategic error
correction does not provide a socially signibcant reason for disclosure.

Disclosure of a high-quality proxy might also provide a socially valuable
opportunity for decision-subjects to improve their true eligibility for benebcial
decisions. As discussed earlier, decision-makers might strategically resist such
disclosures if favorable decisions are privately costly. The high quality of the
proxy suggests this sort of principal-agent problem is unlikely, however. A deployer
who preferred to make fewer favorable decisions would have procured a proxy
skewed toward false negatives, or a designer serving such a client would have

116 Also relevant to the example is that this is not the Pnal decision. The police may use the proxy of the
hideout as the decision to investigate further, but the evidence used against the gang members in court is
unlikely to include their drinking location, precisely because it is at best contextual. Therefore, factors that
are relevant are that the proxy must be: (a) a high quality but random proxy (b) used in a Pnal decision.
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built one accordingly in the Prst place, regardless of whether decision-subjects
were given the information needed to strategically improve their qualibcations. It

would be oddly coincidental if their tolerance for benebcial decisions ran out just

for decision-subjects who could improve their eligibility after disclosure.

The upshot is that, for high-quality proxies, concerns about gaming and other
strategic behavior by decision-subjects are unlikely to justify either social concerns
about disclosure or signibcant decision-maker resistance to disclosure. The caveat
Is that there are narrow circumstances in which high-quality proxies are gameable
and disclosure could seriously erode their social value. If decision-makers can
explain why such circumstances apply to a particular decision, then the social costs
of gaming could outweigh the relatively modest expected social value of disclosing
to promote follow-on innovation.

2. Low-Quality Proxies

Even if information about a low-quality proxy can be used strategically by
decision-subjects, it hardly matters because the proxy has so many false negatives
that there is no reason to assume the strategic behavior will result in gaming
(turning true negatives into false positives) rather than error correction (turning
false negatives into true positives). Because a low-quality proxy makes so many
errors, it is also unclear whether decision-subjects who strategically adapt their
behavior to its requirements can improve their true eligibility for a benebcial
decision, so this factor is moot. Overall, gaming is not a persuasive reason to avoid
disclosure of a low-quality proxy.

3. Moderate Quality Proxies

We argued above that gaming will rarely be a socially substantial rationale
for secrecy for either high-quality proxiesNwhich are rarely gameableNor low-
quality proxiesNfor which gaming is holds little meaning. On the Rip side, neither
socially benepcial error correction nor socially benebcial eligibility improvement
Is likely to provide a substantial rationale for the disclosure of high- or low-quality
proxies.

The situation is dierent for moderate-quality proxies. Because these proxies
make moderate numbers of errors, one can expect that the connection between
the proxy and the ideal decision criteria is considerably looser than it is for high-
guality proxies. This sort of loose connection is one prerequisite for gaming.
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As our prior work also establishes, many aspects of most decision proxies can
be disclosed without risk of gaming because they are impossible or costly for
decision-subjects to modify strategicall). Nonetheless, for some moderate-
quality proxies, disclosing the full details of the proxy could lead to socially
signibcant gaming, degrading the quality of the proxy. On the other hand, and for
essentially the same reasons, moderate-quality proxies are also more likely than
high- or low-quality proxies to provide fertile ground for strategic error correction

to change a false negative to a true positive.

If the error proble is symmetric, without signibcant disparities between
groups, then there is no general reason to expect that disclosing details of the proxy
is more likely to allow gaming than to facilitate strategic error correction. To be
convincing, then, an argument against disclosure based on gaming should explain
why gaming is more likely than error correction. The accountability provided by
disclosure can also cut down on gaming because the best way to discourage gaming
Is to improve the bt between the proxy and the ideal decision criteria.

Disclosure might also allow decision-subjects to act strategically to improve
their real eligibility for a benebcial decision. Society will ordinarily welcome this
behavior, but as discussed earlier, deployers for whom extra benebcial decisions
mean a higher workload could strategically resist disclosure to keep down the
number of benebcial decisions. One would think, however, that deployers wishing
to strategically avoid benebcial decisions would also have procured a proxy skewed
to produce extra false negatives. Thus, a symmetric error proble should provide at
least some reassurance about this Ravor of principal-agent problem.

4. Moderate-Quality Proxies with Asymmetric or Disparate Error Probles

Asymmetric error probles also provide clues about the likelihood of various
sorts of strategic behavior. Suppose, for example, that a proxy produces a small
number of false negatives and a large number of false positives. Since there are
not many false negatives, strategic error correction is relatively unlikely. The
large number of false positives suggests that the connection between the proxy
and the ideal decision criteria might be loose enough to allow gaming. On the
other hand, the large number of false positives also suggests that the decision-
maker is not especially concerned about false positives, suggesting implicitly that

117 cofone & Strandburgsupranote7, at 640D41.
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gaming (which produces additional false positives) is not a major concern from the
decision-makersO perspective.

Now, suppose that a proxyOs error proble has many false negatives and a small
number of false positives. In this case, there could be considerable potential for
strategic error correction. The small number of false positives makes a decision-
makerOs concerns about gaming more plausible because it suggéstst dras
been made to avoid the sort of errors that gaming would create.

In the end, much depends on whether the observed asymmetry is aligned
with social values. If not, one should worry more about improving the proxy
design than about avoiding gaming. If the asymmetry is socially desirable, then
its direction also says something about whether gaming is a signibcant social
concern. Inconsistent behavior by the decision-maker is a clue to principal-agent
problems. If a designer produces a proxy that generates many false positives, but
resists disclosure by asserting gaming concerns, a principal-agent problem should
be suspected.

A moderate overall error proble that favors the dominant group suggests that
the proxy is better tailored to the characteristics or behavior of that group. Perhaps
counterintuitively, the looser connection (and higher error rate) means that strategic
behavior may be more feasible for the disfavored group. Even if disclosure leads
to some gaming by members of the disfavored group, however, that is reasonable
price to pay from a social perspective if disclosure also provides accountability that
leads to reduced disparity. If the error proble is both disparate and asymmetric,
principal-agent issues in proxy design are even more likely and the social costs of
continuing with a biased and sub-optimal decision proxy are even more likely to
outweigh social costs of gaming by the disfavored group.

More socially concerning is the possibility that members of the dominant
group might use the disclosure to game the system and improve their position
even more. The lower rate suggests that strategic behavior is mMoriltiand
costly for the dominant group. Nonetheless, that group might be substantially
more well-equipped, Pnancially or otherwise, to game the proxy. In other words,
a disclosure aimed at providing accountability and increasing equality could end
up advantaging the dominant group (at least in the short run before the proxyOs
performance for the disfavored group is improved).



58 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

Disparate error rates for lderent social groups suggest principal-agent
problems in proxy design that should be investigated. Moreover, generalized
assertions about gaming by decision-makers can hide resistance to accountability.
Where there is the potential that disclosure to decision-subjects would allow
strategic behavior to exacerbate disparities, disclosure regimes should be tailored
to take this possibility into account, perhaps by disclosing only non-gameable
elements to the public, with more detailed disclosure to an oversight body. There is
also the possibility of reducing opportunities for decision-subject strategic behavior
by strengthening the connection between the decision proxy and the ideal decision
criteria for all social groups.

E. General Considerations on Disclosure under Principal-Agent Problems

The upshot of the discussion so far is that disclosure, at a minimum, of
information needed to assess decision quality, gauge the credibility of decision-
maker justibcations for overall quality and any asymmetries or disparities, should
ordinarily be required for socially signibcant decisions, except perhaps when
the decision proxy is of high quality for all social groups. From an innovation
perspective, even more detailed disclosure may be warranted depending on the
balance between recouping upstream investment and facilitating downstream
innovation.

1. High Quality Proxies

In sum, this analysis suggests that in most cases without commercial
implications, society would be best served by full disclosure, particularly when
there is the potential for decision-subjects to improve their eligibility for benebpcial
decisions. The error proble does not suggest a signibcant need for oversight of
proxy design but, since gaming is not a serious concern, there is little reason not
to disclose, thus enhancing decision system legitimacy and contributing to the
pool of knowledge about decision-making systems. In the limited situations in
which decision-makers can explain why gaming is a serious concern, they should
also be required to explain why they cannot design a similarly high-quality proxy
that can be disclosed without the threat of gaming. In the limited circumstances
where gameability cannot be avoided without unacceptably compromising decision
guality, disclosure to potential decision-subjects should be avoided. However, it
may be socially desirable to set up a disclosure regime involving an oversight body
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or ombudsman. The use of magistrates to issue warrants in the criminal context is
of this ilk.

Where there are commercial trade secrecy interests involved, society and
decision-makers will be aligned in preferring some mechanism for allowing
developers to recoup their investments. From a social perspective, a tailored
disclosure regime, perhaps accompanied by an alternative exclusivity mechanism
would be preferable. However, one can expect decision-makers to selbshly
resist any signibcant disclosure, so a mandate will be needed. The design of
the disclosure regime for a high-quality proxy need not focus on questions of
accountability but should focus on facilitating downstream improvement and
dispersion of knowledge. As in the non-commercial case, there may also be
situations in which there is serious potential for gaming, and disclosure should
be further curtailed.

2. Low-Quality Proxies

In the end, whatever a decision-makerOs reason for using a low-quality proxy,
disclosure is almost always socially desirable. Disclosure to the public would
provide accountability, allowing the public to decide whether the benebts of
improving decision quality outweigh the costs of doing so, and will often help
uncover principal-agent problems that are impeding improvement. Disclosure to
potential competitors will facilitate competition to develop needed improvements
in proxy design:® And because of the proxyOs low quality, one should be
unconcerned about the potential for decision-subject gaming.

When decision-makers resist disclosure of a low-quality proxy, one should
suspect they have engaged in shirking or other self-serving behavior in proxy
design. Assertions that disclosure will lead to socially undesirable gaming or
that trade secrecy enhances innovation are not plausible for low-quality proxies.
Mandating expansive disclosure of details of a low-quality proxy is usually
appropriate.

118 seeKatharine KempConcealed Data Practices and Competition Law: Why Privacy Matles&!" .
CH$%&'('(#) J.628, 661(2020) (OConcealed data practices hinder privacy-enhancing rivals. .. .O).



60 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

3. Moderate-Quality Proxies

Moderate-quality proxies are the mosit adiult case since there are sometimes
reasonable social concerns about gaming or innovation. These are also the cases
where principal-agent problems at the proxy design level are mostuli to detect
without in-depth auditing. Moderate quality is sometimes explained by designer
shirking, but it may also rel3ect a reasonable balance of cost and benebts for the
context. Principal-agent problems in proxy design are much more likely when the
error proble is unjustibably asymmetric or there are disparities between social
groups.

Disclosure (or the threat of disclosure) would provide incentives for
improvement. Unfortunately, because gaming itself is socially undesirable and
dominant groups often have better opportunities for strategic behavior, this problem
may not be completely solvable by disclosure. Sometimes, a secret, gameable proxy
is the social optimum because it would be tob dult or expensive to devise a
su ciently accurate and unbiased decision proxy that is also ungameable.

A disclosure regime for moderate quality proxies should aim to help
policymakers determine whether the moderate quality rel3ects a socially benebcial
traded between various costs and benebts or is a suboptimal consequence of
decision-maker strategic behavior. Particularly when the error proble rel3ects
disparities and asymmetries, disclosure should aim to incentivize and facilitate
improvement. The disclosure regime should also be tailored, as much as possible,
to provide the benebts of disclosure while avoiding serious degradation of the
proxyOs quality by limiting public disclosure as much as possible to aspects that
cannot be gamed. Even so, unlimited trade secrecy is unlikely to be warranted.
More often, it will be important to promote innovation through a balanced regime
of non-secrecy-based incentive mechanisms and tailored disclosures to potential
improvers. Policymakers should keep in mind the fact that decision-makers will
often have self-serving reasons to resist disclosure and require justibcations for
assertions that full secrecy is necessary because of gaming or trade secrecy
concerns.

\Y
DI"#$%"&'( D("!)*

In this Part, we discuss insights into disclosure design: we explore ways to
design disclosure mandates to balance the costs and benepts of disclosure in light
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of the theoretical contribution above. Disclosure design is important because, as
others before us have explained, & dulty with algorithmic transparency is that
Othe concepts exist at a fairly abstract, or aspirational level, whereas in order for
them to have the tangiblé' ects described above they themselves also need to
be more concrete, specibc and enforceabigéMisclosing details about proxies
with sub-optimal error probles, especially when their outcomégrdbetween
social groups, helps to remedy principal-agent problems and provide the basis
for socially aligned innovative improvements, leading to the development of more
socially benebcial and less biased proxies. While decision-maker protestations
about gaming and trade secrecy are often self-interested and indicative of principal-
agent problems, there are situations in which the social costs of gaming and the
need to recoup innovative investments should concern society as well. In many
situations, it will be possible to design disclosure regimes to illuminate potential
bias or other principal-agent problems while keeping enough details of the proxy
secret to deter socially undesirable gaming or free riding.

A. Structural Components of Disclosure
1. Disclosure is Not Binary

Discussions of disclosure sometimes proceed as though disclosure were a
binary action in which an algorithm is either OdisclosedO or Onot disciébed.O
In reality, any disclosure regime involves many choices, incluavhgt specibc
information to disclosewhen to whom and on whatlegal grounds Often,
many types of information are incorporated into an automated decision-making
algorithm, including training data and its sources; input variables or design
parameters used to produce outputs; the relative inBuencé efettit parameters
or components; the overall form of the proxy (often called the OmodelO); the

119 Rebecca Williams et alFrom Transparency to Accountability of Intelligent Systems: Moving Beyond
Aspirations 4 DI"l & P#$00e7, e7D2 (2022).

120 seeChristopher S. YooBeyond Algorithmic Disclosure For AR5C#$&' . (). & T*(+. L. R*, . 314,
316 (2024) (arguing that meaningful transparency requires information on multiple dimensions, not just
binary disclosure)State of the Evidence: Algorithmic Transparey@y*. G#, O P®+)- (2023),https://ww
w.opengovpartnership.org/wp-content/uploads/2023/05/State-of-the-Evidence-Algorithmic- Transparen
cy.pdf[https://perma.cc/62DY-6E3Rnoting that some studies operationalize transparency in binary terms,
such as bias or no bias, disclosure or no disclosure); Cynthia RudinBhalAge of Secrecy and Unfairness
in Recidivism Prediction0 X), (2018),https://arxiv.org/abs/1811.007 Bttps://perma.cc/FDP4-3Y38
(discussing how the lack of transparency in algorithms can lead to unfair outcomes, highlighting the need for
more nuanced approaches beyond binary disclosure).


https://www.opengovpartnership.org/wp-content/uploads/2023/05/State-of-the-Evidence-Algorithmic-Transparency.pdf
https://www.opengovpartnership.org/wp-content/uploads/2023/05/State-of-the-Evidence-Algorithmic-Transparency.pdf
https://www.opengovpartnership.org/wp-content/uploads/2023/05/State-of-the-Evidence-Algorithmic-Transparency.pdf
https://perma.cc/62DY-6E3R
https://arxiv.org/abs/1811.00731
https://perma.cc/FDP4-3Y88
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relative inBuence of dierent parameters or components (including, in machine
learning, labels and weightd arded to each feature); the system objective (in
machine learning, outcome variable); the source code used to compute it; and the
relationship between the system objective and the ideal decision ctitéria.

The question, therefore, is not a binary one of whether to disclose, but rather
one of how to design an appropriate disclosure redifdi&eparate considerations
may apply to the social tradee involved in disclosing (or not disclosing) each
sort of information to particular recipients using particular legal processes. It is
thus useful to have a framework for making choices about disclosuré ereht
decision context$?3

2. Threshold Considerations

As a brst step, two types of disclosure can be required without raising
signibcant gaming or trade secrecy concerns: the distribution of decision outcomes
across groups and the error probié The latter include, for machine learning
systems, false positive and false negative rates for the population and signibcant
sub-groups and, for generative or agentic systems, equivalent metrics of directional
error and group-level performance dispatrities.

Disclosing decision proxy error probles is a threshold step in a well-designed
disclosure regime because error probles allow the public to make an initial
assessment of the quality of a proxy and give clues about potential principal-agent
problems. At the same time, a regular practice of disclosing error probles provides
incentives for socially aligned innovatid&® Consequently, error probles are useful
in assessing the validity of decision-maker claims that trade secrecy is necessary

121 casper et al supranote74, at 225556 (discussing what is entailed in Ofull accessO to the system in a
white-box or outside-the-box model); Ryan Catatibcial Intelligence Policy: A Primer and Roadméiil
U.C. D"#$ L. R%" 399, 412D14 (2017) (discussing how automated systems rely on diverse datasets and data
integration to function keectively).

122 Graves & Katyalsupranote6, at 1412;F%&($)* , supranote3, at 139D40.

123 For example, FOIAQs trade secrecy and law enforcement methods exemptions can be quite problematic
when used to keep decision-making opadgeexGraves & Katyalsupranote6, at 136870, 1373, 1376D81,
1415P16.

124 seeCofone & Strandburgsupranote?, at 640041, 648D51 (discussing the gaming concern).

125 Kroll et al., supranote 3, at 667D69 (arguing that transparency in algorithmic processes, such as
error disclosure, incentivizes innovation aligned with public interest); Sandra Wachter\&thgla Right
to Explanation of Automated Decision-Making Does Not Exist in the General Data Protection Regulation
I*+O DI+l P&#" L. 76, 91D92 (2017) (highlighting the value of transparency in identifying and addressing
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to preserve incentives for innovation. Requiring decision-makers to disclose an
error proble, along with information about how it was calculated or estimated, has
additional benebpts. For example, if a decision-maker using an algorithm fails to
disclose an error proble calculated or estimated in a reasonable way, that failure, in
and of itself, should raise serious questions about the decision-makerOs reliance on
that algorithm. Similarly, if a deployer claims not to have any information about the
error proble of an algorithmNwhether because the designer withheld it or because

it was never computedNpolicymakers might well decide to ban continued use of
that algorithm and require that designers supply error probles as a condition of
deployment.

The error proble also provides information that can be used to determine
whether and what further disclosure is warranted. Where the error proble suggests
the possibility of principal-agent problems in proxy designNespecially when there
are asymmetries and disparities between social groupsNjustibcation should be
demanded from the decision-maker. If there is no satisfactory justibcation, then
further disclosure can be required to facilitate accountability and improvement.
Given that a proxy with unjustibable and asymmetric errors will be revised, gaming
Is alesser concern. Moreover, if the decision-maker or developer has been behaving
strategically, it is reasonable to give competitors an opportunity to design an
improved proxy.

In some contexts, a threshold inquiry claribes that at least some aspects of
a decision-making system can be disclosed without signibcant social ttistf&o
If, for example, the concern is about gaming, consideration of whether to keep
information about a decision-making algorithm opaque should begin by asking
whether the specibc information at issue meets the basic prerequisites for gaming
laid out in our earlier analysis: immutable (drexctively immutable) characteristics
are ungameabl¥’ Also, high-quality proxies are unlikely to be gameable unless
they have incidental (for example, temporal) connections to decision characteristics
of interest that make them accurate for some situations but not dfffdiewever,

algorithmic errors to improve societal outcomeSge alsaQiang Chen et al.Financial Disclosure and
Innovation 58J. All" . R#$ 865, 865900 (2020).

126 seeCofone & Strandburgsupranote?, at 650.

127 See suprsection I.A.

128 See suprasection I.A.
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if the proxy is of very low quality, the benebts of disclosure will nearly always
outweigh concerns about gaming or trade secrecy.

When a decision-maker or developer asserts trade secrecy concerns, it
Is important to consider whether all of the assertedly protected information
doctrinally qualibes as trade secret subject matfEven when all the information
arguably qualipes as a trade secret, there are various circumstances in which
concerns about discouraging innovation are minimal either because there is no
competitive market (as is sometimes the case with government development or
procurement of decision-making systems) or because features of the particular
market disadvantage potential free rid&t8.Because OmisappropriationO is
required for a trade secrecy violation, government-mandated disclosure never
constitutes an actionable trade secrecy violation. Instead, the question at hand
Is whether mandating disclosure is likely to discourage socially benebcial
innovation131

In sum, as a threshold matter, considerable information about a decision-
making system can often be disclosed to the public without the need to delve deeply
into traded s between disclosureOs social benebts and the potential social costs of
gaming or competitor free riding.

B. Types of Information to Disclose
1. Low-Risk Disclosures

First and foremost, information about error probles and the distribution of
decision outcomes across demographic groups is useful in identifying principal-
agent problems and poses no legitimate gaming or trade secrecy concerns. Thus,
in socially important contexts, designers should be required to calculate and
provide an error proble, and deployers should be required to obtain and disclose
both, along with, for machine learning algorithms, statistical information about

129 John VillasenorArtibcial Intelligence, Trade Secrets, and the Challenge of Transparé@ich.C.
J.L. & TI"# . 495, 526 (2024)intellectual Property ToolkitbTrade SecrdikS. Patent & Trademark'Oce
(2023),https://www.uspto.gov/sites/default/Ples/documents/tradesecretsiptoolkjhfigs://perma.cc/X
86B-Fz6Q

130 Wexler, supra note 6, at 1419920, 1422P23; Yabt Lev-Aretz & Katherine J. StrandiRrigacy
Regulation and Innovation Polic22 Y$%!J.L. & T!I"# . 256, 301D02 (2020); Siems et alpranote40, at
812b13.

131 Coglianesesupranote37, at 236, 240D43; Citron & Pasquasepranote4, at 26.
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the representativeness of the training and test data to assess the error proble.
SocietyOs losses from gaming and trade secrecy breaches, and societyOs benebts
from better oversight of decision-makers, both must be evaluated in light of the
specibc disclosures that can be métfeAs we noted, many types of information

can be useful in holding decision-makers accountable and uncovering principal-
agent problems, but information on error probles is particularly informéagtze.

One objection is that computing these error probles will be burdensome
for decision-makers. Error rates, in particular, often can only be computed using
available data (often the training data or test data) and evaluation methods, so they
may not always be accurate with respect to the metrics that society cares#bout.
Nonetheless, Al designers are well-positioned to compute these probles, as they
curate training data, collect data about model performance, bne-tune their models,
and are overall best-positioned to estimate and correct error asymmetries. For that
reason, decision-makers and developers should be required to use best practice
methodologies to compute approximate error probles that can be used as brst steps
in assessing whether principal-agent problems are likely to arise and to disclose
both the estimated error rates and the methods used to derive them.

A related objection is that error rates might simply be unknown, either
because the decision-maker failed to compute them or because ground-truth
outcomes are unavailable. Three considerations apply to this situation. First,
the unavailability of error proble information is itself diagnostic: a decision-
maker who cannot produce an error proble for a consequential algorithm has
failed the minimum standard the framework requires. Second, the demographic
composition of &ected populations and the distribution of outcomes across groups
are observable without requiring ground-truth error computation and support
rebuttable presumptions of principal-agent problems when disparities are evident.
Third, the disclosure mandate is not purely diagnostic: it is also designed to
generate information. By mandating disclosure of population distributions and
error probles as conditions of deployment, the framework creates, rather than
presupposes, the informational infrastructure needed for accountability.

132 seeVillasenor, supranote 129, at 511, 516 (arguing against a broad reading of Al trade secrets and
tailoring such claims to specibc descriptions of misappropriated algoriti#g}!%&, supranote4, at
142.

133 See suprdeart 1.

134 Cofone & Khern-am-nuasupranote84, at 1459.
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Society often benebts from mandating tailored disclosures that go beyond
error probles and beyond other information that cannot raise gaming or trade
secrecy concerns. It is often possible to mitigate concerns about gaming or
suppressing innovation by mandating disclosures about the proxy at a coarsened
level of generality or disclosure of information about validation and testing
protocols and their resulfs® For example, if Amazon had developed an infallible
machine learning model to identify the best engineers in the industry, it may not
want Google or Meta to have access to the modelOs inner workings, but disclosing
its data, sources, and labels would hardly give rise to such a concern.

2. Tailored Disclosures

Additional tailored disclosures are feasible and useful in most decision-
making contexts. Because disclosures are not all-or-nothing, there are many things
a decision-maker can disclose while not disclosing to others. Chiel3y, decision-
makers can choose to disclose the model, system objective, design parameters
(such as features and weights in machine learning systems), code, training data,
data sources, demographics, dataset size, validation protocols, and the results
of validation protocols3® The specibc types of disclosures should depend on
the application and the stakeholders involved so that the disclosures are both
meaningful in the given context. Here, we propose four elements that should be
adjusted in tailored disclosures: the systemOs general characteristics, the data, the
code, and the model.

The brst, most cautionary, tailored approach is the disclosure of high-
level descriptions. Instead of revealing detailed code or proprietary information,
decision-makers can provide high-level descriptions of their algorithms, focusing
on the overall methodology, principles, and concepts behind the algorithms without
disclosing specibc implementation detadféThese high-level descriptions enable
stakeholders to evaluate whether design choices align with stated policy objectives
without exposing sensitive implementation details: they can provide socially

135 p#$19%&, supranote4, at 142.

136 Casper et alsupranote74, at 2255056 (disclosing Owhite-boxO and Ooutside-the-boxO access regimes);
Werder et al.supranote74, at 22:2D3, 22:14D15.

137 Coglianese & Lehrsupranote3, at 1208D12; Kroll et alsupranote3, at 662D74See als®elbst &
Barocassupranote4, at 1113D15; Liptorsupranote9, at 15D20.
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valuable information about the algorithmsO functioning without revealing trade
secrets or allowing for gaming.

High-level descriptions, for example, might be useful for knowing whether
fairness constraints are generally being applied in the decision process. They also
allow stakeholders (e.g., regulators, consumers, and organizations) to understand
the general framework and decision-making principles guiding the algorithm,
which may be appropriate for low-risk applications. Their helpfulness, however,
faces signibcant limitations. While general descriptions provide insight into
underlying principles, detailed data inputs, design parameter choices (e.g., feature
selection), and model-specibPc behaviors are necessary to evaluate bias and
discrimination. For example, if a hiring algorithm claims to consider the principle
of Ofairness,O a high-level description alone will not reveal whether the training
data disproportionately favors one demographic grosimilarly, auditors and
third-party evaluators require access to the code, data, and implementation details
to conduct reproducibility checks and auditS.

The second tailored approach is the disclosure of certain characteristics of the
input data in contexts where releasing all data is unfeasible. One such disclosure is
information about the sources of the data used to train and test the models, including
statistics about its representativeness (called data provenance or data lifieage).
This sort of information can be used for data quality assessments. For example, if
an algorithm is used to predict medical diagnoses, disclosing data sources (e.g.,
hospital records, lab tests) and their representativeness (e.g., age, gender, and
geographic diversity) allows users to assess whether the data accurately rel3ects the
population its intended to serv! Data sources and representativeness alsota

138 Fyrther, the precise debnition of OfairnessO itself has been Percely coftesteelg.Alexandra
Chouldechova & Aaron RothThe Frontiers of Fairness in Machine Learning X#$(Oct. 20, 2018),
https://arxiv.org/abs/1810.08816bttps://perma.cc/3LGN-32JLAngwin et al.,supranote32.

139 Casper et alsupranote74, at 2257D58; Werder et asypranote74, at 22:14.

140 Werder et al.supranote74, at 22:7D8; Julia Stoyanovich & Bill HowEopllow the Data! Algorithmic
Transparency Starts with Data Transparen&o&#''( M!'& . (Nov. 27, 2018) https://web.archive.org/
web/20230926064209/https://ai.shorensteincenter.org/ideas/2018/11/26/follow-the-data-algorithmic-
transparency-starts-with-data-transparency

141 Anmol Arora et al.,The Value of Standards for Health Datasets in Artibcial Intelligence-Based
Applications 23 N1% M)* . 2329, 2935 (2023) (OA key theme found through the systematic review was
a need for transparency in how datasets are prepared, including who is included or excluded from the dataset,
how missing data are handled and how data are labeled. Greater transparency in these areas allows better
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how well a model generalizes to unseen data. By making this information available,
third parties can identify issues such as poor generalization or systematic bias
caused by unrepresentative or narrow data sources. For example, if an Al model
trained on a limited dataset performs poorly when applied to new data, transparency
about the dataOs scope and limitations can help stakeholders see how to improve
the model by acquiring additional, more representative data. In an Al system for
child welfare case management, disclosing that data comes from multiple sources
(e.g., state databases, court records, and social worker notes) can help users assess
whether certain types of cases or demographics are overrepre$&nted.

Similarly, decision-makers can disclose aggregated data or statistics generated
by the algorithm without revealing specibc algorithmic detsifsDoing so can
provide transparency about the overall performance and outcomes of the algorithm
without compromising proprietary information or facilitating gamif§ The most
important of these are the distribution of decision outcomes across groups and
the error proble, since, as discussed above, they serve as a diagnostic tool for
principal-agent problem¥® For example, in the context where an Al system is
used for evidence in criminal trials, the company can disclose aggregated statistics,
like the proportion of false positives and false negatives foetent demographic
groups, without revealing how exactly the algorithm reaches its determinafibns.

By receiving aggregate metrics on the performance of an algorithm actesedt

understanding of the context and limitations of a dataset, which in turn provides a guide to the potential
limitations of any inferences or innovations derived from that datasetO); Natalia NororiAddressing
Bias in Big Data and Al for Health Care: A Call for Open Scien2é!"'#$%&100347 (2021).

142 seeDevansh Saxena & Shion Guhsigorithmic Harms in Child Welfare: Uncertainties in Practice,
Organization, and Street-Level Decision-Makit X'( (Aug. 9, 2023) https://arxiv.org/abs/2308.05224
[https://perma.cc/8XBM-ARS8K(raising Oserious data provenance concerns about data collected about
children through the [Child and Adolescent Needs and Strengths] algorithm, since the data is so heavily
manipulated by both caseworkers and foster parentsO).

VS AYS#+ RIHHS#' 1) ., S+ % "# L#O) PS"#1".% X TSI+# SHISH'& '% "[HC.%"#2" *

"[# D"l E1.%.3- 1, 39D40, 78D80 (2022); Burradypranote34, at 10. Some such information may be
found in model cardsSee, e.g GPT-40 System Car@®4#9%l (Aug. 8, 2024) https://openai.com/index/gpt-
40-system-card/?ref=maginative.cdhttps://perma.cc/W7B3-WCDC

144 Citron & Pasqualesupranote4, at 26.

145 See suprdPart 1.

146 Rebecca WexleltOs Time to End the Trade Secret Evidentiary Privilege Among Forensic Algorithm
Vendors B$..5'%0& (July 13, 2021)https://www.brookings.edu/articles/its-time-to-end-the-trade-secret-
evidentiary-privilege-among-forensic-algorithm-venddtgitps://perma.cc/J26N-XDHYAngwin et al.,
supranote32.
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demographic groups (e.g., race, gender, socioeconomic status), stakeholders can
assess whether the algorithm is disproportionatecéing any specibc group.

The third tailored approach is the disclosure of redacted code. Decision-
makers can redact or remove sensitive portions of algorithmic code or other
proprietary information while still providing some understanding of the algorfghm
functioning!*’ This can involve removing specibc lines of code, functions, or
proprietary data while retaining the general structure or logic of the algorithm.
Disclosing redacted code allows the public, auditors, and other stakeholders
to understand the basic structure and logic of the algorithm without exposing
proprietary methods or sensitive business information. Redacted code can reveal
the Bow of data, high-level methodologies, and key decision points in the algorithm
while protecting trade secrets, thus improving transparency. This sort of redaction
Is not always possible or meaningful but is available in some contexts. For example,
in a machine learning hiring system, redacted code could show how the algorithm
processes input data (e.g., resumes, qualibcations) without disclosing the specibc
weightings or proprietary elements that lead to the Pnal prediction. Similarly,
redacted code from a credit scoring system can show how the algorithm processes
inputs (e.g., payment history, credit inquiries) and calculates scores, allowing
auditors to spot potential areas where certain groups might be unfairly penalized.

Finally, aspects of the model can be disclosed in a tailored way without
risking gaming or trade secrecy infringements. An important type of disclosure is
explaining all intended uses of the algorithm, detailing when and where the model
should and should not be appli&tf This type of disclosure allows stakeholders
to verify that decision-makers use the algorithm in appropriate contexts and makes
them aware of limitations that might make the model ldssotive or reliable in
certain scenario¥*® This type of disclosure can be helpful in predictive policing,
loan approval, and hiring systent® For example, a machine learning recruitment

147 Kroll et al., supranote3, at 659.

148 seeJohann Laux et alThree Pathways for Standardization and Ethical Disclosure by Default Under
the European Union Artibcial Intelligence ASBC!"# . L. & S$%R$& 105957 (2024).

149 seeRebecca WilliamsSocial Scoring and the LawOs ResppRagt |1 (draft 2025, on Ple with author).
Cf. Alexander J. Wulf & Ognyan Seizo@)Please Understand We Cannot Provide Further InformationO:
Evaluating Content and Transparency of GDPR-Mandated Al DisclosBgl & S 1960 235, 246D47, 251
(2024) (pnding such disclosures are often vague, incomplete, or not actionable).

150 See, e.gF$()*+!, , supranote3, at 136D40.
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Al might disclose that its predictions are optimized for candidates with traditional
educational backgrounds but may not perform as well for candidates with non-
traditional careers. Another is disclosing how the model will be monitored after
its deployment to ensure continued performance, together with the process by
which it will be updated or maintained. Al models can degrade over time as the
contexts they were designed for evolve and the data they use becomes otR#ated.
Understanding its monitoring can be helpful for stakeholders in applications such as
lending, where decision-making needs to adapt to changes in patterns or behavior.
A Pnancial risk assessment Al, for example, might disclose that it will monitor
decision quality over time and update or recalibrate the model periodically based
on new data, or introduce a regular third-party audit process to track model
performance.

C. Forms of Disclosure
1. Audiences: Disclosure to Whom

When Othe publicO is the principalNas is generally the case for decision-
making systemsNit is natural to begin by thinking of disclosure to the public
as the most leective way to obtain accountability. Disclosure to the public has
many advantages and should be considered the gold standard for disclosure
design. However, given that decision-subjects (potential gamers) and competitors
(potential free riders) are also members of the public, it may be necessary to
consider alternative audiences for some sorts of disclosuresNparticularly at the
most detailed level.

Another reason for considering alternative audiences is that some types of
disclosures to the general public, while harmless, are unhelpful because they cannot
be interpreted without some degree of technical expel¥s&hese can be either
technical expertise about the Al systerdesign and operationNwhether machine
learning, generative Al, or agentic systemsNor expertise about the underlying

151 See, e.gDaniel Vela et al. Temporal Quality Degradation in Al Model$2S!" . R#$11654 (2022)See
alsollia Shumailov et al. Al Models Collapse When Trained on Recursively Generated, B&BN%&'(#
755, 757D58 (2024).

152 SeeWulf & Seizov, supranote149, at 243D45; Jesse EisingEne Trouble with Disclosure: It DoesnOt
Work P() P*+"1% (Feb. 11, 2015)https://www.propublica.org/article/the-trouble-with-disclosure-it-
doesnt-worl https://perma.cc/MGM8-ECLH
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decision-making conteX? For example, the public might not be able to do much
with redacted code. In those situations, alternative audiences should be considered
in addition tothe principal audience of the general public.

Building on pre-Al disclosure regimes, there are a variety of alternatives or
complements to disclosing information to the general public. Three stand out.

One audience alternative is enabling independent atrfit®rganizations
can engage third-party auditors to conduct independent audits of their
algorithms!®® These auditors may review the algorithmOs performance, fairness,
and so on, while respecting the organizationOs trade secrets and not disclosing
information that enables gaming by decision-subjée4sThe audit reports can
then be used to provide transparency to stakeholders without disclosing proprietary
information or facilitating gaming®’

A second audience alternative is conducting an expert agency review. Many
are unpersuaded by proposals for a specibc agency for algorithms or Al (a sort of
OFDA for algorithms) for reasons of practicality and risk of capture. However,
the idea of disclosing some types of information to an expert government agency is
more familiar and less controversial. Disclosure to expert agencies is ref3ected in,
for example, proposals for reporting Oalgorithmic impact assessmentsO to oversight
bodies!®®

153 SedF!"#$%&', supranote3, at 194.

154 See, e.9.C-203/22, CK v. Magistrat de Stadt Wiesypranote57, at! 76 (allowing a trusted third
party access to a supervisory authority).

155 see generallyregory Falco et alGoverning Al Safety Through Independent Aydtsl() . M(*+ .

!, .566,567 (2021); Inioluwa D. Raji et aQutsider Oversight: Designing a Third Party Audit Ecosystem
for Al Governance-)+ A"$(, ACM/AAAI Al E )+.*%& S&*® C&'0. 557, 562D63 (2022).

156 seeBruno Lepri et al. Fair, Transparent, and Accountable Algorithmic Decision-Making Processes
31P+.,. & T*+.611, 620D21 (2018); Kroll et akupranote3, at 661;F!"#$%&', supranote3, at 197D98.

157 seeMichael Veale et al.Fairness and Accountability Design Needs for Algorithmic Support in High-
Stakes Public Sector Decision-Makjrng X.1, at 5 (Feb. 3, 2018)ttps://arxiv.org/abs/1802.01029
[https://perma.cc/G5TL-JJEMiscussing internal audits).

158 geeTutt, supranote 78, at 104D11See also The World Needs an International Agency for Artibcial
Intelligence, Say Two Al Expert&*&'&2.%) (Apr. 18, 2023) https://www.economist.com/by-invitation
/2023/04/18/the-world-needs-an-international-agency-for-artibcial-intelligence-say-two-ai-experts
[https://perma.cc/D7XT-2FN3

159 see, e.gMargot E. Kaminski & Gianclaudio MalgierMulti-Layered Explanations from Algorithmic
Impact Assessments in the GDRBR'&* . &0 3434C&'0. &' H."1%%, A*&$')(5.,.) , & T"('%6("!"™*/

68, 72 (2020)See alsd?aul B. de LaatAlgorithmic Decision-Making Based on Machine Learning from Big
Data: Can Transparency Restore Accountabiljtg2P+.,. & T!*+ 525 (2018).
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A third alternative is disclosure to specibc parties or the court itself during a
trial, for example under a protective order. In litigation, disclosure of trade secret
information is often made under a protective order that restricts the audience to an
opposing partyOs legal representatives or experts, or more broadly to those involved
in the trial, excluding journalists and the public from the audie¥¥€&Vhile often
used to protect trade secrets, protective orders can also be used to protect against
gaming. In-camera review, where a judge examines the information, as is often
done for issues of national security serves an equivalent, and even more restrictive
function161 Analysis of information disclosed under a protective order or during
an in-camera hearing can then determine the extent of a broader disclosure. Outside
of litigation, other sorts of trusted representatives, such as unions or public interest
organizations, might be enlisted to perform a similar protective function.

Oversight-only disclosure is appropriate when public release would
meaningfully increase gaming or undermine innovation, yet a principal-agent
problem requires evaluation of algorithmic design. Generally, these alternative
audiences function as intermediaries who improve the social tradealisclosure
by representing Othe publicO from an accountability perspective while keeping
Odecision-subjectsO and OcompetitorsO in the dark as to gaming and free riding,
respectively. However, introducing such intermediaries also introduces new points
where principal-agent problems can arise. Therein lies the rub. There are no perfect
solutions to this dilemma, but choosing intermediaries appropriately can at least
ensure that, due to principal-agent problems, intermediaries do not exacerbate the
problems they are intended to solve. Thus, for example, the expert agency approach
makes the most sense when seeking to hold private actors to account; independent
auditors could be used for either government or private actors, but attention should
be paid to how their work is funded; and group representatives should perhaps have
Pduciary duties of loyalty to those they represent. In any event, these problems,
while serious, are, for the most part, well-studied and not especially novel.

160 Wexler, supranote 6, at 1423 (OCompelled disclosure subject to a protective order is thus hardly
guaranteed to produce the adverse results for innovation some developers have claimed.O).

161 Uniform Trade Secrets Act 5 (O[A] court shall preserve the secrecy of an alleged trade secret by
reasonable means, which may include granting protective orders in connection with discovery proceedings,
holding in-camera hearings, sealing the records of the action, and ordering any person involved in the
litigation not to disclose an alleged trade secretO).
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There is, however, one aspect of automated decision-making that raises novel
concerns. The evaluation of machine-learning-based decision-making systems may
require expertise not only about the substantive arena in which the proxies are used,
but also about the data science underlying their development. Often, this division
of expertise introduces an additional layer of potential principal-agent problems
between decision-makers and proxy develop&fdt may also complicate the
design of & ective Oalternative audienceO regimes, given that the agencies, auditors,
or group representatives may need dual expertise, as well as access to information
that may not be available to the decision-makers themselves. This issue, while
important, also bects the & cacy of public disclosure. After all, the publicOs
ability to coordinate data science and subject matter expertise is likely to depend
on the decision contextNand especially on the resources available to those with
Oskin in the game,O presumably decision-subjects. Thus, even if public disclosure is
socially desirable, it will still be important to think about the role of intermediaries
in putting that disclosure to use for demanding accountability.

2. Mechanisms: Disclosing under What Legal Grounds

A mandated disclosure regime can also employ a variety of legal processes to
regulate what gets disclosed to whom under what circumstances. We discuss three
notable examples.

The brst is using audience-limiting mechanisms such as non-disclosure
agreements (NDAs) and the abovementioned protective otéfr¢hen disclosing
to specibc audiences besides the general public, decision-makers can require
stakeholders, such as researchers, partners, and sometimes even business
customers, to sign NDAs that bind them to conbdentiality regarding proprietary
information1®4 In the case of disclosing to a court, this can be done under a
protective order. Doing so provides a mechanism for protecting trade secrets and

162 seeCofone & Strandburgsupra note 7, at 638 (discussing these issues at the interface between
decision-makers and tool developers); Sabine Glassn the Courtroom: A Comparative Analysis of
Machine Evidence in Criminal TriaJ$1 G!" . J. i#$®6L. 195, 211 (2020) (OEven experts called upon to
explain machine evidence in court encounter limitations in their ability to comprehensibly explain how an
Al-driven device evaluates a human userOs conduct or demonstrate a clear chain of causality.O).

163 See, e.g. Hrdy & Seaman,Beyond Trade Secrecy: Conbdentiality Agreements that Act Like
Noncompetesl33Y&%!L.J. 669, 684 (2024).

164 Citron & Pasqualesupranote4, at 28 (OEven if scorers successfully press to maintain the conbdentiality
of their proprietary code and algorithms \dsvis the public at large, it is still possible for independent third
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preventing gaming while allowing for controlled access to information about the
decision-making process, thereby bringing in some of the benebts of disclé3ure.
NDAs can allow for trusted third party access in expert aufts.

The second is bling for patent and copyright protection for some aspects of
the Al. Organizations can Ple for patents for specibc elements of their decision-
making systems, such as the model, to disclose it while protecting themselves from
risk from competitors. Patents provide wider protection for innovations than trade
secrets do by granting exclusive rights enforceable against all parties, including
those who independently develop the same inverfdiThey therefore allow
organizations to disclose elements of their automated decision-making processes
in patent applications while still maintaining trade secrecy for other asp&tts.
Intellectual property tools such as patents, often used to safeguard industrial
secrets, can also prevent gaming if an organization patents (and thus discloses)
the less gameable aspects of an Al. Software is also copyrightable to some
extent and, while copyrightOs protection of OexpressionO will not stop competitors
from independently implementing an algorithm, it can be used to target blatant
copying of things such as source code and human-computer interfaces. Disclosure
requirements, which would presumably apply also to competitors, would facilitate
the detection of patent and copyright infringement.

The third is implementing knowledge governance arrangements such as
phased disclosure. With phased disclosure, progressively more granular details
are made available if and when initial disclosures are shown to be questionable

parties to review it. One possibility is that in any individual adjudication, the technical aspects of the system
could be covered by a protected order requiring their conbdentiality.O).

165 SeeWexler, supra note 6, at 1420D21But seeKatyal, supra note 34, at 126929 (explaining that
whistleblowing is an kective way to increase algorithmic transparency).

166 See, e.9.C-203/22, CK v. Magistrat de Stadt Wiesypranote57, at! 76 (allowing a trusted third
party access to a supervisory authority).

167 Lionel Bently & Tanya Aplin,Patents and Trade Secreia O"#$%&&'() |(*"$$"+*%$ PH-&"#*.
RY*0 65, 66, 72D73 (Neil Wilkof ed., 2d ed. 2023); Katherine Lintbhe Importance of Trade Secrets:
New Directions in International Trade Policy Making and Empirical Resea8&. I(* & T#%1"& E+-( .
1,4 (2016).

168 jJeanne C. FromeRQynamic Patent Disclosur&9V%(1. L. R"l . 1715, 1716D18 (2016) (highlighting
how companies can disclose certain elements while keeping others conbdential); Lisa ODellBttesnts
Disclose Useful Information?25 H%#%#1J.L. & T"+/ . 1, 558, 575D77, 585D88 (2012) (noting that
companies may choose to disclose only certain aspects of their inventions).
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or problematict®® This approach could require some prima facie showing by
those challenging the proxy, but it does not need to. It would be equally possible
(and often preferable) to begin by requiring a set of mandatory disclosures, at
least regarding some non-gameable and non-free-rideable information such as data
sources, data representativeness, and system objectives. Further levels of disclosure
could then depend on the extent to which earlier disclosures suggested problems.
Related to phased disclosures are knowledge governance arrangements known as
Owalled gardens® Usage restrictions (and even NDAS) can be combined with
technical measures to create governance regimes that limit not only the audiences
for disclosure, but also the uses to which the disclosed information can be put. For
example, access to information about a decision-making system might be limited
to a specibc set of qualibed researchers, who could be limited to certain types of
testing.

Cl"#$%&'!"

Algorithmic decision-making systems shape critical aspects of peopleQs lives,
from hiring to credit allocation. While these systems promiseiency, deliberate
opacity conceals biases and socially harmful practices. This article shows that
principal-agent problemsNwhere decision-makers prioritize their private interests
over the public goodNare central to understanding algorithmic opacity. It advances
a framework for determining when algorithmic transparency should be mandated,
even when there are concerns about gaming the system or protecting trade secrets.

Genuine tradebs exist. Fears about gaming and trade secrecy are often
overstated or strategically deployed to resist accountability. But the traddmuld
nevertheless be taken seriously. Algorithm performance is determined not only by
accuracy but also by how tradembetween dierent types of errors aré acted by
principal-agent problems. Even when gaming or free-riding concerns are genuine,
an appropriately structured disclosure regime is less socially costly than opacity.

169 see generallgitron & Pasqualesupranote4 (discussing free disclosure).

170 Megan Kirkwood Regulating the Walled Garden: The Challenge of Taking on the Gatekedjgts
P$U@ P(( (Feb. 6, 2024)https://www.techpolicy.press/regulating-the-walled-garden-the-challenge-
of-taking-on-the-gatekeepergittps://perma.cc/DWF2-CCH5See als@eanette Herrlefearing Down a
Tech GiantOs Walled Garde@®)' . F$' 1*) QG$+Q 1**$+)-$*  (Oct. 18, 2019)https://www.cigionline.o
rg/articles/tearing-down-tech-giants-walled-gardémnips://perma.cc/4ARKS-PVK7
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Four mechanisms drive the divergence between private disclosure incentives
and socially optimal ones: (1) design-stage underinvestment or bias, (2) strategic
resistance to disclosure, (3) failure to internalize the benebts of decision-subject
improvements, and (4) overvaluation of exclusivity. Together, they illustrate both
tiers of principalbagent problems: those arising in algorithmic design and those
arising in disclosure decisions.

Error problesNpatterns in the types of mistakes algorithms makeNand
the distribution of decision outcomes across groups are diagnostic tools for
detecting principal-agent problems. These probles can reveal whether decision-
makers are designing proxies that align with societal values or skewing them to
serve private interests. For example, error asymmetries that disproportionately
harm marginalized groups or disparities in decision quality between social groups
often signal the need for greater transparency and oversight. Where error rates
are unavailable, the distribution of outcomes across groups serve a subsidiary
function and can support a rebuttable presumption of principal-agent problems
when disparities are marked. By disclosing these, society can more easily hold
decision-makers accountable, improve decision quality, and facilitate fair treatment
across populations.

The article also critigues a pervasive justibcation for Al secrecy: appeals
to technical inscrutability. While some machine learning models are complex,
meaningful disclosure about error patterns, training data, and key system design
parameters is feasible and vital for public accountability. Technical opacity should
not serve as an excuse to evade scrutiny, particularly when disclosure mechanisms
can be tailored to balance transparency with legitimate concerns about gaming or
Innovation.

Ultimately, this article presents a novel approach to algorithmic transparency
that favors a context-sensitive disclosure regime that balances transparencyOs
social benebts with its potential costs. By translating principalbagent analysis
into guidance for regulators, courts, and policymakers! #re a framework for
evaluating Al secrecy claims, structuring disclosure obligations, and allocating
oversight. In doing so, we highlight the need to foster accountability so that
algorithmic systems serve societal interests rather than private ones.
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It sounds like a judge. It presents the facts of a case like a judge. It summarizes the
evidence like a judge. It states the law like a judge! s a legal opinion like a judge.
Artibcial Intelligence seems to tick all the boxes when it comes to judicial decision-
making. And yet: Are we persuaded by Al? Can we rely on Al? Should we let Al judge
us? Some scholars think so.

This article challenges the notion that Al systems caecéively assume the role

of judges. Despite AlOs impressive advancements, particularly in natural language
processing, this article illustrates that the essence of judicial decision-making extends

far beyond the mere production of legal texts. The judicial function encompasses

complex cognitive processes, evaluative skills, and a nuanced understanding of societal
contexts as well as legal knowledge that Al systems fundamentally lack.

Drawing on prevailing normative frameworks governing the role of the judge, this
article demonstrates that Al falls short when it comes to all core capabilities required
to fulbll the judicial task: social skills for fact-bnding, legal skills for assessing the
established facts, and the ability to provide reasoned justibcations. Contrary to a
popular narrative in scholarship, these failings are not merely quantitative but rather
display qualitative dierences between human and machine intelligence. This, in turn,
results in insurmountable structural incompatibilities between Al and the judicial
decision-making process.

' Postdoctoral Researcher, Department of Public Law and Political Science, Faculty of Law, University of
Graz. The author thanks Gilad Abiri, Jack Balkin, Christoph Bezemek, Rafael Bezerra Nunes, Robert Post,
Tom Tyler, and Gideon Yee for helpful discussions and valuable feedback during the development of this
Article.
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The article concludes that continuously tweaking Al in hope that it will eventually
become Ogood enoughO to overcome these structural incompatibilities merely sets such
el orts up for failure. Instead, any attempt to recalibrate legal systems to accommodate
Al judges would require nothing short of a radical reconceptualization of the judiciaryOs
role in democratic societies, and thus of law itself.
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In 2019, Eugene Volokh posed the question, OWhat would happen if an Al
program could write legal briefs and judicial opinioh€Mly a few years later, it
seems we are closer than ever to bnding out. Given the triumphant march of Large
Language Models (LLMs), we are increasingly confronted with Al-generated text
reading as though it were written by legal expéri8hatGPT made headlines
by passing bar exams and producing legal opinions indistinguishable from those
drafted by experienced judg@sThis rapid technological advancement has sown
seeds of uncertainty throughout the legal community and be§ond.

How should we respond to these revolutionary developments? Is it time to
pass the judicial torch on to At?Are we really, as Volokh suggests, equally

1 Eugene VolokhChief Justice Robot$8D!"# L.J.1135, 1137 (2019).

2 Andrew PerlmanThe Implications of ChatGPT for Legal Services and SocRByM$%68T#%&L.
R#' ., 2 (2024).

3 Daniel Martin Katz et al. GPT-4 Passes the Bar Exa®023),https://papers.ssrn.com/abstract=438
9233[https://doi.org/10.1098/rsta.2023.025Rupert Macey-DareChatGPT & Generative Al Systems as
Quasi-Expert Legal Advice Lawyers - Case Study Considering Potential Appeal Against Conviction of Tom
Hayes(2023),https://papers.ssrn.com/abstract=4342B8://dx.doi.org/10.2139/ssrn.4342G86lolly
BohannonLawyer Used ChatGPT In CourtNANnd Cited Fake Cases: A Judge Is Considering Sanctions
FO*#+ (June 8, 2023)https://www.forbes.com/sites/mollybohannon/2023/06/08/lawyer-used-chatgpt-
in-court-and-cited-fake-cases-a-judge-is-considering-sanctitmigs://perma.cc/9PB2-RU4X
Pallavi Pundir,This Court Used ChatGPT to Decide Bail in a Murder Cag&%#Mar. 29, 2023) https:
/lwww.vice.com/en/article/india-court-chatgpt-bail-murder-cdb#ps://perma.cc/COWP-EZ$I uke
Taylor, Colombian Judge Says He Used ChatGPT in Rylir@#G!,)-$,.  (Feb. 3, 2023)https://www.th
eguardian.com/technology/2023/feb/03/colombia-judge-chatgpt-riliitgs://perma.cc/SEP4-FY5W

4 Even Chief Justice Roberts himself came to the defense of human judges, stating OAl WonOt Replace
Human Judges SeeAmy Howe, Al WonOt Displace Human Judges, but Wikét Judiciary, Roberts Says
in Annual ReportSCOTUSB(0 (Dec. 31, 2023)https://www.scotusblog.com/2023/12/ai-wont-displace-
human-judges-but-will-affect-judiciary-roberts-says-in-annual-regbttps://perma.cc/YGT2-LTEEZ
See generallyohn G. Roberts, Ji2023 Year-End Report on the Federal Judicig?p23),https://www.su
premecourt.gov/publicinfo/year-end/2023year-endrepor{ipidps://perma.cc/C3BV-KFSV

5 This question has been at the center of numerous scholarly pieces, particularly in recerSgears.
e.g, Benjamin Minhao Chen, Alexander Stremitzer & Kevin Tobi#gving Your Day in Robot Court
36 H,) . J.L & T#%&127 (2022); Tania Sourdinjudge v. Robot?: Artibcial Intelligence and Judicial
Decision-Making41U.+1 L.J. 1114 (2018) [hereinafter Sourdidudge v Robof? Tania SourdinRobo
Justice: Constitutional Issues with Judge 801.- . J. G(*/ L#0,/ S2!- .293 (2023); John Morison &
Adam HarkensRe-Engineering Justice? Robot Judges, Computerised Courts and (Semi) Automated Legal
Decision-Making 39 L#0,/ S2!- . 618 (2019); Anthony J. Casey & Anthony NibleWill Robot Judges
Change Litigation and Settlement Outcomes? A First Look at the Algorithmic Replication of Prior, Cases
MIT C(34!12 . L. R#4 (2020),https://law.mit.edu/pub/willrobotjudgeschangelitigationandsettlementoutc
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persuaded by Al-drafted legal opinions, merely because we increasingly fail to
distinguish them from the reasoning of human judges? And if so, should we accept
Al judges as no less reliable than their human countergarts?

The article argues that drawing these conclusions solely on the basis of
Al output grossly misrepresents the role of the judge and their decision-making
process in a democracy. A text generated by Al may sound like a legal opinion
by a human judge. Even legal experts may have trouble telling them apart.
This superbcial resemblance, however, is neither proof nor a suitable proxy for
determining whether Al is capable of taking over judicial tasks, let alone the
function of a judge as a whofe.

The essence of judicial reasoning lies not in its presentational form but in
the underlying cognitive and evaluative processes of the judge. What matters for
a text to qualify as a legal opinion is not onkhat judges produce, but aldwmw
they produce itNnamely, the method of their decision-makingNand, perhaps even

omes/releaseffhttps://perma.cc/SQJ9-UNRFXSimon Chesterman, Lyria Bennett Moses & Ugo Pagallo,
All Rise for the Honourable Robot Judge? Using Artibcial Intelligence to Regulate Al: A DORIBT!"# .
& RI$%& 5 (2023).

6 Volokh, supranotel, at 1135.

7 Al short for Artibcial Intelligence, is an elusive term lacking a universally recognized debnition. The
origin of Al is usually considered to be a conference in 1956 in preparation for which John McCarthy and his
collogues debned Al as Omaking a machine behave in ways that would be called intelligent if a human were
so behavingO, thereby establishing the conceptual link between Al and human intelligence prevailing up to
this day.SeeJohn McCarthy et al A Proposal for the Dartmouth Summer Research Project on Artibcial
Intelligence 27 Al M'$ . 12 (2006). Many decades later, John McCarthy published an updated version of
what Al is, describing it as Othe science and engineering of making intelligent machines, especially intelligent
computer programsO. He therein relativized the connection to human intelligence, stating that Al Ois related
to the similar task of using computers to understand human intelligence, but Al does not have to conbne itself
to methods that are biologically observableO and that Al is only Osometimes but not always or even usuallyO
about simulating human intelligence. Nevertheless, the debnitions surrounding Al remain vague, particularly
due to the reference to the term OintelligenceO which also lacks a universally acknowledged debnition,
regardless of whether one refers to human or artibcial intelligence. McCarthy himselfNthough debning
intelligence as Othe computational part of the ability to achieve goals in the worldO Nadmits that it is not yet
possibly to Ocharacterize in general what kinds of computational procedures we want to call inteSggentO.
John McCarthyWhat Is Artibcial Intelligence2b3 (2007)http://jmc.stanford.edu/articles/whatisai.html
[https://perma.cc/XR65-N6BR

8 Similarly, though against the backdrop of much less advanced versions of Al, Cass R. Sunstein argues
in Of Artibcial Intelligence and Legal Reasonjidy CH#(. P%). L. & L!$'& T#!*+, Working Paper No. 18,
at 4D5 (2001), that one should reject the idea that Al can reason legally as any claim like that is Obased on an
inadequate account of what legal reasoning isO, and Omisses a central point about analogical reasoning: its
inevitably evaluative, value-driven character.O
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more importantly, their understanding why they do what they do, all of which
are constitutive characteristics of legal opinidns.

This inward-lookingt® substantive concept of judicial decision-making, |
argue, is not contingent upon the theoretical position one adopts. It is also not
merely one of many ways in which certain legal systems construct judicial decision-
making, while others opt for alternative models. Rather, this understanding of the
judicial decision-making process results directly from how judges are currently
conceptualized in virtually any democracy founded on the rule of-faw.

The common baseline of this concept of judges is the task assigned to them:
to administer justice in the name of the state. Judges fulPll this task, conceptually
speaking, by resolving legal disputes through a predetermined procedural process.
Legal disputes are, in essence, everyday social occurrences between humans which
are subject to legal norms. The decisions of judges are grounded in these legal
norms, applied to the established facts of the d3sall judicial rights and
duties exist solely to enable judges to best fulbll their role as agents of the state,
inextricably linking them to the task assigned to them within the overall structure
of a democratic society?

Who may serve as a judge, therefore, depends on who can cumulatively
fulbll the capabilities required to perform the task of judicial decision-making. The

9 This can ultimately be traced back to the distinction of Wittgenstein between Ofollowing a ruleO and
merely Obehaving in accordance with a ruBeél I"#$% W$&&%'()&'$(P*$+,),-*$./+  1(0)&$%/&$,()
138D242 (1973). For a contextualization of WittgensteinOs approach through the lens of Al and its attempts
at legal reasoning, see lan R. Kerr & Carissima Matl@ief Justice John Roberts Is a Rop28D26 (Apr.
1, 2014) https://papers.ssrn.com/sol3/papers.cfm?absttda@®395885 https://perma.cc/9N7J-6 TNX

10 Though not fully congruent, this has a certain overlap with HartOs distinction between adopting an
external vs an internal point of vieBee generallH.L.A. H/1&, T C,(.-&,2 L& 87 (1961).

1 Hildebrandt refers to this approach as investigating Olaw as constitutive of societal defaultsO and Olaw-
as-we-know-itOSeeMireille Hildebrandt,Law as Computation in the Era of Artibcial Legal Intelligence:
Speaking Law to the Power of Statistié8 U. T,1,(&, L.J.12,15 (2018). Hildebrandt herself builds her
assessment of the conceptual foundations of the law Bruno LatourOs mode of existence déittse EmSee
generallyA*/1,( B/1/3 ,T* J"% $(/ D'4,.1/.5 (2006) (discussing how judges are conceptualized
in democracies).

12 This is one of the core features of the rule of |8&e, e.gDavid BoiesJudicial Independence and the
Rule of Law22W/)* . U.J.L. & P+® 57 (2006); Frederick Schau€tules and the Rule of La@4H/10.
J.L.&P6. P+ 645 (1991).

13 Edzard Schmidt-Jortzighufgabe, Stellung und Funktion des Richters im Demokratischen Rechtsstaat
[Role, Position, and Function of the Judge in the Democratic Constitutional |Stadéeie Juristische
Wochenschrift NJW] 2377, 23772378 (1991) (Ger.).
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appointment of an Al system as a judge may thus not be categorically excitided.
However, as is the case for a human serving as a judge, it presupposes that Al can
cumulatively fulPll all the required judicial capabilities. This paper argues that even
the most advanced Al tools are currently nowhere near doing so. Moreover, there is
ample reason to believe that Al has inherent, immutable limitations and will most
likely never overcome the structural incongruence between our current concept of
judicial decision-making and AlOs operational principles.

So, what are the required judicial capabilities? The core judicial capabilities,
as well as their breadth and complex nature, are best illustrated by considering
scenarios judges may be confronted with. Consider, for example, the following
pctitious case brought before a judge: Small-town residents ble a class action
lawsuit against a chemical manufacturing company, claiming that groundwater
contamination has led to increased cancer rates in their community. The
case involves complex scientibPc evidence concerning chemical compounds,
conficting epidemiological studies, and disputes over the geographical scope of
contamination. Both national environmental groups and industry associations seek
to intervene in the case.

Building on the di erent aspects of judicial challenges illustrated through
this Pctitious case, this paper bnds that, broadly speaking, the required judicial
capabilities can be divided into three categofies:

1. Social skills required for fact-Pnding

14 Contrary to claims sometimes made in legal scholarshig. (Volokh, supranotel, at 1158 (arguing
that OArt IIl of the US Constitution is best understood as contemplating human judges, and likewise for
similar state constitutional provisionsQ)), any value ascribed to a human serving as a judge does not stem
from a constitutional reservation of judicidl @e for humans simply because of being humans. Constitutional
legislators, of course, implicitly assumed human judges. They did so, however, merely due to the absence of
viable alternatives at the time of enactment. This assumption, hence, should not be equated with an entity-
based human reservation for the judicial functionNthat is, a constitutional human reservation merely for the
sake of the judge being humaBee, e.g.Kerr and Mathensupranote9, at 13 (Olt is important to bear in
mind the di erence between the question of JR-ROs constitutional eligibility to be a judge, and the question
of JR-ROs qualibcationsNassessed on its own merits or relative to other candidatesNto perform judicial
tasks.O).

15 1n addition to these three categories of judicial capabilities, one may consider a strong judicial character
rooted in the principle of judicial independence as the fourth category. However, since the framing of
this article centers the judicial decision-making process as such and not whether and how judges may be
(negatively) impacted by external pressures of all sorts, the core concerns of judicial independence are
considered as interwoven with the other three categories.
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2. Legal skills required for ascertaining legal norms and applying them to the
facts of the case

3. The ability to justify the outcome of the decision-making process by providing
a judicial opinion

The importance of all three core capabilities is evident across cases in distinct
ways. In environmental class action proceedings like the one outlined, social
skills help, for instance, to manage emotional testimony froracéed families
while maintaining professional discourse among competing scientibPc experts.
With regard to legal expertise, this type of cases showcases the need for expertise
in both environmental regulations and class action requirements. When it comes to
drafting judicial opinions, the bctitious case illustrates the requirement of judicial
reasoning capabilities td @r an explanation of witness credibility determinations
and the weighting of expert testimony. Furthermore, it demands clear articulation
of scientibc causation standards for lay audiences.

Parts I-1ll of this article delve into the substance of each of these three
capability categories and carve out their distinct features in a more holistic manner.
On the basis of the bndings of this assessment, | then analyze the extent to which
Al meets the capabilities necessary for judicial decision-making. Part I, which
examines the social skills required by a judge, concludes that the capacity for
comprehensive human communication and a model of the real world are necessary
for ajudge to fulbll the task of legal fact-Pndid§While Al demonstrates potential
in isolated aspects of judicial fact-Pnding, fundamental limitations persist. This
Is especially the case in areas requiring deep language understanding, emotional
intelligence, and holistic reasoniftg.The inability to fully grasp communicated

16 See, e.g. Robert C. Post,The Internet, Democracy, and Misinformatjoim D!"!1#3$%&'()!%#,
MI"I#$%E&'()1%#, (#* D+'%,&(,- : L+.(/ A00&%(,1+" #C%'0(&()!2+ C%#)+3) 37, 47 (Ronald J.
Krotoszynski, Jr., Andas Koltay & Charlotte Garden eds., 2025) (stressing that it is Onecessary to understand
facts about the world to know whether a statement is true or falseO and that OAl is a poor instrument for
determining in the prst instance whether statements are true or false; we require human judgment, typically
exercised in the form of lawO).

17 Whenever this article refers to deep understanding or true language comprehension, it is based on the
way in which Gadamer conceives of understanding, and interpretation, namely Oa mode of insight that has its
own rationality irreducible to any simple rule or set of rules, that cannot be directly taught, that necessarily
implicates an understanding of self as well as other, and that is always oriented to the particular case at
handO. GadamerQOs idea of phronesis (Opractical wisdomO) is, in turn, inRuence by Heidegger who considered
the concept of phronesis central, amongst others, when it comes to Oconstituting a mode of insight into
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content or to interpret nonverbal cues precludes Al from wholly supplanting human
judges in this domaif®

Part II, focusing on the legal skills necessary for judicial decision-making,
shows that the judicial process of legal assessment is far from being a simple
algorithmic proceduré? Rather, it is a complex, multi-faceted endeavor that
resists comprehensive replication by Al systems. Even in cases where Al
systems demonstrate high accuracy rates in predicting judicial outcomes, this
superbpcial success belies a deeper failure to grasp the underlying legal norms and
methodological requirements that guide judicial legal assesstent.

Part Il assesses judicial reasoning as showcased in the opinions of the court. It
refers to a continuous form of argumentation which is committed to the rationality
standards of the legal community. Despite often being considered a black box, Al
can occasionally elucidate its decision-making process, particularly when making
use of various explainable Al (XAl) techniquéSNevertheless, the comprehensive

our own concrete situation (both our practical situation and, more fundamentally, our existential situation,
hence phronesis constitutes a mode of self-knowled§®edd Malpas,Hans-Georg Gadamein T!"
SH$%&'() E%*+*,'-").$'& PL)/[-1+ (Edward N. Zalta & Uri Nodelman eds., Winter 2022 etif}ps:
/Iplato.stanford.edu/archives/win2022/entries/gadaihtps.//perma.cc/PEM9-TVRW

18 See, e.g.Rodrigo Gonalez, Classical Al Linguistic Understanding and the Insoluble Cartesian
Problem 35A.1. & S* 3 441 (2020) (pointing to fundamental limitations of Al in this regard: Oknowledge
and awareness of meaning require a brst-person viewpoint which is irreducible to the decomposition of
algorithmic mechanismsO). One may in this regard also refer to Thomas Nagel who famously argued that Oto
know what it is like to be a bat, you have to be a b&s@Thomas NagelWhat Is It Like to Be a BatB3
Pl., . R"0. 435 (1974). Similarly, one may argue, that to know what it is like to be human requires to be a
human.

PR*$() A.P/%"( ,H1 J2)3"/ T.%45 (2008) (OThe judicial mentality would be of little interest if
judges did nothing more than apply clear rules of law [...] to facts that judges and juries determined without
bias or preconceptions.O).

20 Kerr and Mathensupranote9, at 23 (O[T]he very activity of judging requires following rules.O), 25
(stating that Al cannot be Oa true participantin[...] rule-followingO because it lacks a normative commitment
to the rules, or to the lived experience that makes the rules signipS8aetalso idat 23 (OAI might predict
with perfect frequency the correct outcome in a mathematical series or respond correctly every time when
generating legal outcomesNand yet the machine may only be acting in accordance with the rule rather than
following it.0), 25 (O[AI] may learn how to behave in accordance with the rules of the legal system. But . ... [it]
certainly did not share the same social or environmental history as any other participant in the entirety of
customs, usages and social practices that constitute our legal system.O).

21 Rudresh Dwivedi et alExplainable Al (XAl): Core Ideas, Technigues, and SolutisB&\CM C'5-2# .

S2(0. 194:1 (2023); Jan Zacharias et dbesigning a Feature Selection Method Based on Explainable
Artibcial Intelligence 32 E,"* . M4# 2159 (2022); Muhammad Swan et al.,FCE: Feedback Based
Counterfactual Explanations for Explainable, AIO IEEE A**"// 72363 (2022).


https://plato.stanford.edu/archives/win2022/entries/gadamer/
https://plato.stanford.edu/archives/win2022/entries/gadamer/
https://perma.cc/PEM9-TVRW
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transfer of judicial reasoning to Al systems is currently infeasible. Al, particularly
LLMs, may generate text that superbcially resembles judicial reasoning. However,
it fundamentally lacks the cognitive capabilities required for judicial reasoning in
any substantively valuable serfée.

With regard to all three categories of the required judicial capabilities,
the analysis shows that our current conception of judicial decision-making
is inextricably linked to human cognitive processes and societal strucfures.
Al, in contrast, operates on fundamentally! eient principles than humans,
having its very own distinct architectuf.Thus, imposing a human-centfic
framework onto Al systems is simply not feasible. The limitations of Al are
not merely quantitativeNthat is, a matter of processing power or data volumeN
but qualitative?® leading to what we might term insurmountable structural
incompatibilities with the judicial proce$€.The great mismatch between judicial
decision-making on the one hand and Al-based decision-making on the other
requires a conceptual shift by scholars. The object of investigation should not

22 Henrik Palmer Olsen, Jacob Livingston Slosser & Thomas Troels HildebhaidtiOs in the Box?: The
Legal Requirement of Explainability in Computationally Aided Decision-Making in Public Administration
Cl"#$%$&5%!" (C)'((*"+*# %" $)*  A(+!,%%$)-%. S.%*$/ 219, 226 (Amnon Reichman et al. eds., 2021).

23 post,supranote 16, at 47D48 (citingRI"(0  B*%"*,, P(%%$%.'( J&0+*-*'$ (1983)) (OJudgment,
including legal judgment, depends upon our common participation in a shared community[, and as] we
exercise judgment, we participate in and shape the nature of that community.0). For an assessment through
the lens of legal realism, see Jerome Frahle Judges Human? Part 2: As Through a Class Darkg
U. P . L. R*1. 233 (1931); Jerome Frankre Judges Human? Part 1: The &ct on Legal Thinking of the
Assumption That Judges Behave Like Human BeB@©. P . L. R*1. 17 (1931).

24 Al OthinksO in ways that are fundamentally alien to human legal reasoning. One may even go as far
as saying that Al does not think at aiee, e.g.Rebecca Crootof, Margot Kaminski & W. Priddumans
in the Loop 76 V"0 . L. R*1. 429, 465 (2023)See alspKerr and Mathensupranote9, at 29 (regarding
the question whether Al can adopt an internal point of view of the law, never ever having been a citizen of
anywhere, let alone a human being: OAI operates in the realm of the empirical, not the normativeO, thereby
Orobots miss out a whole dimension of the social life.O).

25 lan Kerr and Carissima Mathen stress that the Oprimary skill involved in judgingNlegal reasoningNis
a human endeavour that benebts from acquired technical skills over time.O Kerr & Matibramote 9, at
39.

26 Brent Mittelstadt, Sandra Wachter & Chris Russ&t, Protect Science, We Must Use LLMs as Zero-

Shot Translators7 N'$&,* H&-™ B*)1%!&, 1830, 1831 (2023) (OThe concept of OtruthO has been highly
simpliPed in LLM development and equated with accuracy measured against the Oground truthO of the training
data.O).

27 post,supranotel6, at 48 (OAI cannot be a member of any human community. It cannot participate in,
and hence construct a dialectical relationship with, any human community. Al therefore cannot pronounce
law. At most Al can report factual determinations about the way that actual humans regard law.0).
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be when Al will attain the competencies of judicial decision-making but instead,
whether Al is meaningfully capable of judicial decision-making in the brst place.

The article concludes in Part IV by demonstrating the importance of these
Pndings beyond the status quo. It does so by showcasing the risks of decentering
the current human-centric concept of judicial decision-making and shift our
mechanistic benchmarks of Al. While Al may have immutable limitations, legal
frameworks in democratic societies are malleable. Reconceptualizing the judicial
role without a deep understanding of the capabilities and limitations of Al presents
fundamental challenges to our basic conception of law. Simultaneously, a deep
understanding of the prevailing judicial mode within democracies is essential, not
least to enable informed comparisons in the future.

I
SI"#$% A&#Y#'H#() *I+E)'$&YH),#-. ',(  F$")

Judges decide legal disputes and justify those decisions by giving reasons.
Doing so requires two distinct yet interrelated processes, namely fact-Pnding
and legal assessment of established f&ttEach function requires distinct
competencies, including social skills for fact-Pnding and legal skills for the
subsequent ascertainment and application of legal nétrikis Part focuses on
the social skills necessary for fact-bnding.

A. The Process of Establishing the Facts of a Case: Taking and Assessing
Evidence

The fact-Pnding process demands what colloquially may be termed
Ointerpersonal skillsO that enable judges to interact with and assess human behavior.
Such interpersonal skills include not only cognitive and sensorimotor aptitudes
but also emotional and social intelligence. While social skills are an often-
underappreciated competency, a judgeOs ability to mediate tense interactions or
manage diverse courtroom participants fundamentally shapes the administration
of justice. Consider, for instance, a family law proceeding in which emotional

28 This article focuses on the decision-making process of a trial judge. Higher courts, by contrast, typically
review the factual bPndings and methods of the trial judge.

29 Naturally, the processes of fact-Pnding and legal assessment in judicial decision-making are frequently
intertwined in practice and separated for analytical purpoSes. infraSection Il.A. The oscillation of
these functions necessitates consistent application of the respective skillsets throughout the entire process
of judging a case. Both social and legal skills are thus integral to the judicial proble.
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intelligence can transform a potentially adversarial encounter into a constructive
dialogue that centers the best interests of childfen.

To further elucidate these social skills, it is benebpcial to distill the fact-bnding
process into two stages: (1) the taking of evidence, and (2) the assessment of
evidence and subsequent determination of facts.

Taking evidence involves direct interaction between the judge and various
individuals, along with the objects relevant to the case. The specibc skills
employed may vary depending on the type of material presented. In the case
of testimonial evidence, probciency in verbal and non-verbal communication is
required. Documentary and demonstrative evidence, by contrast, necessitates the
direct sensory observation of situations, objects, or persons. Throughout this stage,
the judge should maintain an active, guiding role by engaging with parties and
overseeing proceedings in a holistic fashion.

A judge must then evaluate the soundness of the evidence taken and determine
the facts available for legal assessm&nfThis intellectual exercise is both
pragmatic and subjective. Insofar as it relies on the personal experience of a judge,
it bears an indirect relationship to legal standards. Scholarship investigating the
application of interpersonal skills often vaguely directs judges to assess evidence
based on life experience or their personal understanding of human nature without
providing a dePnitive instructive scherfe.

30 See, e.g.Carlos Manuel Rosales, Danitza Moralesr®z & Araceli Rod®guez Saro Varga$he
Emotional Intelligence of Judges as a Fundamental Component for The Administration of , JLENEE .

L. R'#. 115 (2022); Terry Maroneyfhe Emotionally Intelligent Judge: A New (and Realistic) Idd8IC$
RI#. 100 (2013).

31 For a comparative overview of establishing the factsedént types of evidence, and the role of the
judge during this stage of the proceeding, see John LangbketnGerman Advantage in Civil Procedure
52U. C%&L. Ri#.'() (1985).See alsddnna Carpenter et alJudges in Lawyerless Courts10G!* . L.J.

509 (2022) (arguing that judges should take a more proactive role engaging unrepresented parties who lack
familiarity with court proceedings).

32 5+-. H--/0 ,Epistemology and the Law of Evidence: Problems and ProjecEs#&1!./! M-$$12, :

SI&LN P23, -1 T2+$% &. $%!1-4 1-26, 1 (2014) (OEvery legal system needs, somehow, to determine
the truth of factual questions.O).

33 Legal scholarship mostly focuses on the role of emotional intelligence or social skills (sometimes
interchangeably). They do so, however, in a rather abstract manner without specibc attention t&pelges.
e.g, Christine C. KeltonClients Want Results, Lawyers Need Emotional Intellige68€5!#. Sh L. RI#.

459, 474 (2014) (proposing a model of emotional intelligence for lawyers); Cyril Jaksic & Katja Schlegel,
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The absence of statutory guidance in evidence evaluation does not confer
unfettered discretion upon the judge. Rather, creating a factual foundation demands
a meticulous consideration of the entire evidentiary record acquired in the initial
stage of fact bnding® In essence, the judge must possess the capacity to:

1. Determine the credibility of persons and the reliability of objects (e.g., a
document, a piece of cloth) serving as evidence;

2. Comprehend the information gathered during the taking of evidence;
3. Relate that information to lived experience; and

4. Articulate truth conditions in the real world that demonstrate genuine
understanding of the evidence preserited.

In short, a judgeOs understanding of the real world must be functional.
Knowledge of logical and natural laws enables the identibcation of contradictions
within witnessesO narratives or litigantsO claims. Moreover, this understanding
also integrates less quantibable elements such as life experience and knowledge
of human nature. These pragmatic-subjective components are indispensable in
evaluating the demeanor and credibility of parties or witnegges.

In conclusion, judicial fact-bnding necessitates a capacity for comprehensive
human communication. This foundational capacity includes both the ability to
perceive symbolic, acoustic, and visual signals during the taking of evidence and
the capability to understand, evaluate, and describe these signals during evidence

Accuracy in Judging OthersO Personalities: The Role of Emotion Recognition, Emotion Understanding, and
Trait Emotional Intelligence8 J. I"#$$. 34 (2020).

34 Judges are obligated to assess evidence to recognize certain claims as facts of the case. Review courts
refer to this competency as discernment of Osubstantial evidence.O Accoldiygénd v. City of S. J37
F.3d 1396, 1404 (9th Cir. 1994), substantial evidence is Osuch relevant evidence as reasonable minds might
accept as adequate to support a conclusion even if it is possible to draw two inconsistent conclusions from
the evidence.Of. Louis L. Jd e, Judicial Review: Constitutional and Jurisdictional Fa¢0 H%&: L. R#' .

953 (1957); Louis L. Jae, Judicial Review: OSubstantial Evidence on the Whole Rec64H%&: L. R#' .
1233 (1951).

35 |In addition, Volokh names in this regard the ability to accurately evaluate a witnessOs demeanor; the
ability to reveal inconsistencies; and the ability to evaluate human biases, perception, and memory. Volokh,
supranotel, at 1154.

36 On the complexity of determining the credibility of evidence presented to a judge, see, e.g., Stephen
Porter & Leanne ten Brink&angerous Decisions: A Theoretical Framework for Understanding How Judges
Assess Credibility in the Courtrogrii4 L#(%3$& C&)*)!+$+(),%$ P-.,/ . 119 (2009); Ronald TaffThe
Ability to Judge Peoples2P-.,/ . B0$S$ 1 (1955).
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assessment and fact determination. Underpinning these abilities is the judgeOs
internalized model of the real world, which serves as the foundation for credible
and just decision-making.

B. Judicial Fact-Finding by Al? Assessing and Producing Text

For Al to serve as a judge, it must demonstrate the social skills necessary to
perform the judicial task of fact-bnding. This section examines the capabilities and
limitations of Al in replicating judicial language comprehension, beginning with
the capability to assess and produce text. This ability is necessary for evaluating the
accuracy of documents and the reception and evaluation of written expert reports
or opinions. Additionally, textual comprehension may be necessary to receive and
evaluate textual elements of visual artefacts.

Natural Language Processing (NLP), a subbeld of Al, has made substantial
strides in text analysis and generation. NLP encompasses a variety of applications
aimed at enabling human-machine dialogue through natural language, including
text3” The beld is currently undergoing rapid development, particularly with the
advent of large language models (LLMs) like GP¥2ind its successors. The
increased accessibility and capabilities of these models have signibcantly advanced
NLPOs performance, making it stand out as a potentially transformative technology
for the legal professiof?

However, a critical distinction must be made between language processing
and genuine comprehension. This dichotomy lies at the heart of ongoing debates
in linguistics, philosophy of language, and cognitive science. To fully appreciate
the capabilities and limitations of Al in this domain, it is necessary to examine the

37 See generallfChandrika GNatural Language Processing (NLP)2 1" Gt J. RE%&A"#()* S%(&
El+ G T)%& 1092 (2024)https://www.researchgate.net/publication/381844R@2ural LanguagePro
cessingNLP [https://perma.cc/UE74-P9\jUNatural Language Processing%()!%)*(,)%"%-. , https:
Ilwww.sciencedirect.com/topics/engineering/natural-language-procghsipsg://perma.cc/PY3K-XX36
(last visited Mar. 10, 2026).

38 SeeTom B. Brown et al.Language Models Are Few-Shot LearneftsX(0 (July 22, 2020) http:
/larxiv.org/abs/2005.141ghttps://doi.org/10.48550/arXiv.2005.14165

39 See, e.g.K. R. C&1*&/,2 , Natural Language Processingn F3!*/.)!"/#$ -4 A" (4(%(/1#
["")##(+)1%) 603 (K.R. Chowdhary ed., 2020); Prakash M Nadkarni, Lucila Ohno-Machado & Wendy
W. ChapmanNatural Language Processing: An Introductjoh8 JAMA 544 (2011); Arkaitz Zubiaga,
Natural Language Processing in the Era of Large Language Mod®IB,-!"(), A.l. (2024), https:
/[lwww.frontiersin.org/journals/artificial-intelligence/articles/10.3389/frai.2023.1350306/full
[doi:10.3389/frai.2023.1350306].


https://www.researchgate.net/publication/381844702_Natural_Language_Processing_NLP
https://www.researchgate.net/publication/381844702_Natural_Language_Processing_NLP
https://perma.cc/UE74-P9VU
https://www.sciencedirect.com/topics/engineering/natural-language-processing
https://www.sciencedirect.com/topics/engineering/natural-language-processing
https://perma.cc/PY3K-XX36
http://arxiv.org/abs/2005.14165
http://arxiv.org/abs/2005.14165
https://doi.org/10.48550/arXiv.2005.14165
https://www.frontiersin.org/journals/artificial-intelligence/articles/10.3389/frai.2023.1350306/full
https://www.frontiersin.org/journals/artificial-intelligence/articles/10.3389/frai.2023.1350306/full
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technological underpinnings of NLP and the philosophical debates surrounding
machine understanding of language.

1. Technological Underpinnings of NLP: From Rule-Based Systems to Deep
Learning

The evolution of NLP begins with knowledge-based models, which represent
the initial attempt to imbue machines with linguistic comprehension capabilities.
These systems rely on pre-programmed rules, lexicons, and semantic frameworks
to parse and interpret text. The process typically unfolds in three distinct phases:
This initial stage (crawling) involves the systematic indexing and structuring of
relevant documents, extracting metadata and core textual content. Then, the system
employs parsing algorithms to identify language components, breaking down
pages, paragraphs, and sentences into discrete tokens for analysis (tokenization
and syntactic preparation). The Pnal stage (semantic evaluation) involves the
application of parsing rules to assign meaning to words and phrases based on their
context and relationship to other textual eleméfits.

These knowledge-based NLP applications utilize dictionaries and knowledge
models to identify synonyms and process ambiguous words, theredsing
a certain level of transparency in their decision-making process. They do,
however, often struggle with the nuances and complexities inherent in natural
language. Recognizing the limitations of rule-based systems, the beld of NLP
has increasingly embraced Machine Learning (ML) techniques, with a particular
emphasis on Deep Learning (DL) methods. This shift represents a fundamental
change in approach, moving from explicitly programmed rules to Al systems that
can learn linguistic patterns and relationships from vast corpora of texttata.

The advent of Large Language Models (LLMs), exemplibed by OpenAlQOs
GPT series, marks a signibcant milestone in this evolution. These models, trained
on unprecedented volumes of textual data, demonstrate remarkable capabilities
in generating human-like text and performing a wide array of language-related
tasks. The release of ChatGPT has catapulted NLP into the public consciousness,

40 On the foundations of knowledge-based NLP, see, e.g., Wendy G. LeKnextledge-Based Natural
Language Understandingn E!"#$%&'( A%)&*&+& ¥ ##&(-'+- 83 (Howard E. Shrobe & the American
Assaociation for Artibcial Intelligence eds., 1988).

41 llias Chalkidis & Dimitrios KampasDeep Learning in Law: Early Adaptation and Legal Word
Embeddings Trained on Large Corpo@7 A.l. & L. 171 (2019).
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showcasing its potential to engage in seemingly intelligent dialogue across diverse
domains, including law?

2. The Dichotomy Between Language Processing and Genuine Comprehension

Despite these advancements, a fundamental question persists: Do these
sophisticated Al systems truly understand languSge,are they merely engaging
in highly advanced pattern recognition?

Noam Chomsky and other prominent scholars have articulated a fundamental
critique of current Al approaches to language. They argue that systems like
ChatGPT, despite their sophisticated pattern recognition capabilities, lack a
genuine understanding of languageOs underlying structure and meaning. The crux
of their argument rests on the observation that these Al systems cannot explicate
the syntactic rules governing the languages they appear to use Rifently.

Conversely, other scholars like Steven T. Piantadosi and Daniel Everett argue
that NLP systems can acquire necessary language stru¢?ursvever, their
arguments focus on opposing ChomskyOs theory of Universal Grammar rather than
proving AlOs genuine language comprehension. They stress that Al systems learn
patterns and associations without explicit grammar or syntax rules, suggesting that
natural language is acquired through interaction rather than inherent principles.

42 See, .9S. B"I#$%&!I()! ¥+ 1" L GH*&MH), Y All(- LLM# NH$&!" LI(SL*  P&JIO*##)(.

I(- G*(*&MH+),* A-*&H#&)!" N*+1/&2# (2024); B. YadavGenerative Al in the Era of Transformers:
Revolutionizing Natural Language Processing with LL.MIS. I'.*  P&0. & I (+*" . R*/+* S*#)(. 54
(2024).

43 Whenever this article refers to deep understanding or true language comprehension, it is based on the
way in which Gadamer conceives of understanding, and interpretation, namely Oa mode of insight that has its
own rationality irreducible to any simple rule or set of rules, that cannot be directly taught, that necessarily
implicates an understanding of self as well as other, and that is always oriented to the particular case at handO.
SeeMalpas,supranotel?.

44 SeeNoam Chomsky, lan Roberts & Ugey Watumull, The False Promise of ChatGPW.Y. T)"*#

(Mar. 8, 2023) https://www.nytimes.com/2023/03/08/opinion/noam-chomsky-chatgpt-ai[ttpls://pe
rma.cc/V69E-UXCI. See alsdNoam Chomsky & Ramin Mirfakhrai€zhatGPT and Human Intelligence:
Noam Chomsky Responds to Critib#R/(")(*  (Apr. 23, 2023) https://mronline.org/2023/04/24/chatgpt-
and-human-intelligence-noam-chomsky-responds-to-crititfgs://perma.cc/GWC2-P7X9

45 SeeSteven PiantadosModern Language Models Refute ChomskyOs Approach to Lan@@egs,
https://lingbuzz.net/lingbuzz/00718Bttps://doi.org/10.5281/zenodo.1266533dohammad Mazhari,
Exclusive: Linguist Says ChatGPT Has Invalidated ChomskyOs Olnnate Principles of Lafiggéte,0
T)*# (2023),https://www.tehrantimes.com/news/483187/Exclusive-Linguist-says-ChatGPT-has-
invalidated-Chomsky-s-innaféttps://perma.cc/N27X-3EUB
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Critics, in turn, respond that NLP applications only describe or predict text
based on their training data model, thus producing what some characterize as
pseudoscientibc output®.By heavily relying on statistical learning from vast
datasets, NLP therefore faces inherent limitations in its approach to language.
These systems, while adept at predicting likely word sequences or generating
contextually appropriate responses, operate without a grounded understanding of
the real-world concepts and relationships that language deséfibes.

For Al to truly understand natural language, it must seek explanations
independently and consider improbable explanatory models. Current Al systems,
including LLMs, lack this capability, having no personal perspective, subjective
experiences, or self-awareness, resulting in their inability to reliably generate
meaningful content in the way human judges do (so-called deep understafitling).

3. Implications for Al in Judicial Fact-Finding

This critique, particularly the disconnect between statistical language models
and genuine understanding, has profound implications for the use of NLP in legal
contexts. If Al systems are merely engaging in sophisticated pattern matching
rather than true language comprehension, their reliability in interpreting text in
the way required of a judge comes into question.

It is evident that the complexity of text processing required varies depending
on the specibc scope of the judicial tasks. Broadly speaking, these judicial
tasks can be divided into two main categories: organizational and evaluative
tasks. With regard to organizational tasks, the performance level of NLP

46 SeeDan Milway, A Response to Piantadosi (2028)" M#$%!&(Apr. 26, 2023) https://milway.c
a/2023/04/26/a-response-to-piantodosi-203ips://perma.cc/3QFV-S3TKJordan Kodner, Sarah
Payne & Jérey Heinz,Why Linguistics Will Thrive in the 21st Century: A Reply to Piantadosi (2023)
https://lingbuzz.net/lingbuzz/00748bttps://perma.cc/E83N-HBGY

47 This results potentially in Al hallucinatinGee, e.gRazvan Azamprei, Sapna R. Kudchadkar & James
Fackler,Large Language Models and the Perils of Their Hallucinatiods C'#(#)!$ C!"™* 120 (2023);
Vipula Rawte et al.The Troubling Emergence of Hallucination in Large Language Models B An Extensive
DebPnition, Quantibcation, and Prescriptive RemediatibnX#+(July 30, 2025)http://arxiv.org/abs/2310
.04988[ https://perma.cc/LG48-WKY]9

48 Mathematically speaking, the lack of deep understanding follows from the fact O(i) that computation
cannot realize understanding, (ii) that computation cannot realize mathematical insight, and (iii) that
computation cannot realize raw sensation, and hence that computational syntax will never fully encapsulate
human semantics.O J. Mark Bishagijbcial Intelligence Is Stupid and Causal Reasoning Will Not Fig1t
F.'( . P-&). .(2021).
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is promising. NLP systems typically excel in tasks that involve organizing,
categorizing, and summarizing large volumes of textual tfata.the context of
judicial fact-Pnding, these capabilities could support strategic case scheduling,
el cient document management, and the development of systematic approaches
to evidence compilation and analysis. For instance, in complex multi-party
litigation, a judge could utilize NLP tools to rapidly parse thousands of documents,
quickly identifying critical themes and potential evidentiary inconsistencies that
traditionally would require weeks of manual review. Current NLP technology
can already adequately handle these judicial tasks, potentially even enhancing the
el ciency of the fact-bPnding process.

However, current NLP systems struggle with nuanced evaluative tasks
that demand sophisticated contextual understanding. Assessing written expert
testimony presents a particularly challenging domain: NLP technologies struggle
to holistically evaluate logical consistency, detect subtle rhetorical maneuvers,
and gauge real-world plausibility. Contractual interpretation represents another
example where current NLP technologies reveal substantial interpretative
constraints when assessing written text. While they can identify specibc textual
patterns, these systems often fail to capture the complex interplay between
contractual language, industry-specibc norms, partiesO implicit intentions, and
broader contextual considerations that human legal professionals routinely
navigate>!

While NLP can assist with initial document organization and preliminary
textual analysis, independently evaluating their contentOs validity and coherence,
particularly in the context of a specibc case, is beyond its current capabilities.
Such tasks would demand not only linguistic processing but a complex interplay

49 See, e.g.Meg JonesThe Ironies of Automation Law: Tying Policy Knots with Fair Automation
Practices Principles18V!"# . J. E'$. & T%&: L. 77, 105 (2015).

50 See, e.g.Farid Ariai & Gianluca DemartiniNatural Language Processing for the Legal Domain: A
Survey of Tasks, Datasets, Models, and Challeriges)* (July 30, 2025)http://arxiv.org/abs/2410.21306
[https://perma.cc/U8YH-EFZACSpecibcally with regard to judicial decision-making, see Beniamino Di
Martino et al., A Semantic-Based Methodology for the Management of Document Work[3ows in
e-Government: A Case Study for Judicial Proces66K"+,-%#.% 1"/+ . S01. 3959, 3959D3982 (2024).

51 SeeAriai & Demartini,supranote50, at 1449 (discussing limitations of NLP systen®e, e.gMarco
Siino et al.,Exploring LLMs Applications in Law: A Literature Review on Current Legal NLP Approaches
IEEE A&&%111(2025) (overviewing Al-based contract analysis as well as contract review).
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of world knowledge, logical reasoning, and contextual understandingNcapabilities
that current Al systems have not yet convincingly demonstrated.

C. Judicial Fact-Finding by Al? Verbal Communication through Spoken
Language

Judges, of course, require not only the skills to comprehend written language,
but also spoken natural language. The Al technology most analogous to human
verbal communication falls again within the domain of NLP. These Al-based
speech processing systems share fundamental operational principles with text-
based NLP, diering primarily in their input and output interfaces. As such, the
limitations inherent to NLP in text processing, as discussed in the previous section,
apply equally to speech processing systems.

1. The Interplay of Text and Speech Processing in the Course of Judicial Fact-
Finding

Judicial text and speech processing are inextricably linked, both in their
technological counterparts and within the judicial fact-bnding process itself. A
judgeOs verbal interactions in court are grounded in the thorough analysis of the
written language in various case Ples and documents. This preparatory phase
requires the synthesis of textual information to inform subsequent verbal inquiries.
An Al system designed to replicate this process would need to seamlessly integrate
text analysis capabilities with speech generation functténs.

To develop such a system, one could envision training an Al on a dataset
comprising of former case Ples, their transcripts, and the questions posed by
judges during the corresponding proceedings. The training data could potentially
extend to include judgesO factual Pndings and legal assessments, thereby addressing

52 The technology behind itis usually called Otext-to-speechO or Ospeech-8e&x(@.Yogesh Kumar,
Apeksha Koul & Chamkaur Singl® Deep Learning Approaches in Text-to-Speech System: A Systematic
Review and Recent Research Perspec82eM!"#$%&'$( T))"* A++"$,#$)-* 15171 (2023); Mahmoud
Gaber, Gloria Corpas Pastor & Ahmed Om8peech-to-Text Technology as a Documentation Tool for
Interpreters: A New Approach to Compiling an Ad Hoc Corpus and Extracting Terminology from Video-
Recorded Speecheb.(-* : .&/$*#( '& #.(1,#)")0 &( 263 (2020). Well-known examples of Al-based
speech processing tools include the speech to text tools from Oplett@d;//platform.openai.com/docs/gui
des/speech-to-texhttps://perma.cc/R3FM-PHWand Google Cloudhttps://cloud.google.com/speech-
to-text[https://perma.cc/YIXC-MSW5


https://platform.openai.com/docs/guides/speech-to-text
https://platform.openai.com/docs/guides/speech-to-text
https://perma.cc/R3FM-PHW9
https://cloud.google.com/speech-to-text
https://cloud.google.com/speech-to-text
https://perma.cc/Y9XC-MSW5
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the challenges posed by the intertwined nature of fact-pnding and legal analysis
inherent in judicial decision-makir}

2. Communication and Interaction with Parties and Withesses

Moving to the interactions between judges and witnesses or parties as the
core judicial task involving skills to communicate verbally, it becomes clear
that replicating this facet of the judicial fact-Pnding process requires more
from an Al than merely following a predetermined list of questions. Rather,
it involves conducting a dialogue, with the judge not only asking questions
but also understanding the responses in the context of the specibc case and
continuously adjusting the content of the examination accordingly. Al needs to be
able to engage in real-time analysis of courtroom proceedings, actively comparing
new information against the pre-existing case Pble. Gaining this ability would
enable Al to identify unexplored areas of inquiry relevant to the case, formulate
additional questions based on emerging testimony, recognize inconsistencies or
contradictions in witness statements, and adapt its line of questioning based on
new information or unexpected responses.

3. Once again: Absence of Genuine Language Comprehension as AlOs
Fundamental Challenge

Structurally, Al seems capable of replicating the requirements for verbal
communication skills in judicial fact-bnding. However, a fundamental limitation
persists: the absence of genuine language comprehension. As explored above
when discussing text-based NLP, current Al technologies, including LLMs, lack
understanding of the content they process in any deeper ¥énse.

This debciency is particularly problematic in the context of judicial fact-
Pnding for several reasons. First, judicial proceedings can encompass a virtually
unlimited range of subject matters, from complex Pnancial transactions to nuanced
interpersonal disputes. An Al system would need to possess not just broad
general knowledge but also the ability to apply this knowledge contextually to
specibc casesNa task that requires more than pattern recognition or statistical

53 This specibc challenge will be discussed in Section II.A.
54 See, e.g.Melanie Mitchell & David C. KrakauerThe Debate Over Understanding in AlOs Large
Language Mode|sL20P!"# . N$%&A#$' . S#(. U.S.A.e2215907120 (2023).
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analysis. Second, judges do not merely engage in general communication; they
plter information through a sophisticated legal lens. This requires not only language
comprehension but also a deep grasp of legal principles, precedents, and their
application to novel situations. The integration of legal reasoning with verbal
communication presents a challenge that current Al systems are ill-equipped to
handle3®

Third, while Al systems excel at identifying patterns across large datasets,
they struggle to treat each case as unique, with its own specibc context and nuances.
Al tends to apply OaverageO solutions based on their training data, which can lead
to inappropriate generalizations in specibc cases and potentially compromise the
fairness and accuracy of the judicial procJhese shortcomings are closely
tied to Al systemsO lack of intuitive understanding of the world (often referred to as
Ocommon senseQ) and inability to reason about their own knowledge and limitations
(meta-knowledge) in the way that human judges YaAdditionally, current Al
systems identify correlations rather than causal relationsRiphis limitation can
likewise result in logical inconsistencies when addressing the complex, real-world
scenarios presented in court.

Against this backdrop, the result is similar to the one regarding text-
based judicial tasks: While Al systemsNparticularly those based on advanced
NLP modelsNcan generate syntactically correct and contextually relevant
guestions and responses, they fundamentallyrdfrom human judges in their

%5 See infraSection I1.E.

56 The OworldO of an Al system thus begins and ends with the data that is made available to it. That is why
even in the case of LLMs like ChatGPT, the users most likely will Pnd a disclaimer that the program has,
for example, Olimited knowledge of the world and events after 2G¥)e.gWhat is ChatGPT0!"# Al
https://help.openai.com/en/articles/6783457-what-is-chatgfs://perma.cc/2ZYK-K8RY(last visited
Aug. 28, 2024). This, in turn, results in the Al system not knowing anything about the Oworld® beyond the
date of their training data cut-o

57.0n the resulting (lack of) understanding of Al of the world, see, e.g., Mittelssagita note 26, at
1831 (OThe concept of Otruthd has been highly simplibed in LLM development and equated with accuracy
measured against the Oground truthO of the training data.O).

58 This is a characteristic of Al considered as one of the most central challenges when delegating human-
centric decision-making processes to Al. This limitation has been 3agged by scholars for d8eades;.

Nils J. Nilsson Artibcial Intelligence: Engineering, Science, or SlogaB2l M $%6$&'#"2 (1982).


https://help.openai.com/en/articles/6783457-what-is-chatgpt
https://perma.cc/2ZYK-K8RY
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underlying reasoning process¥sThe output of these systems, while sometimes
impressively accurate, can also be unpredictably erroneous or nonséRdiba.
unpredictability stems from the AlOs lack of genuine understanding of the content
it processe8! As the requirements for judicial verbal communication extend
beyond mere form to encompass substantive understanding and reasoned decision-
making, current Al technologies, despite their advancements, therefore fall short
of meeting these comprehensive requirements. The limitations in Al-based speech
processing, particularly the lack of genuine content comprehension, preclude the
full replication of a judgeOs verbal communication capabilities in the fact-bnding
process.

D. Judicial Fact-Finding by Al? Nonverbal Communication

Perhaps the most challenging aspect for Al in replicating judicial social skills
is the interpretation of nonverbal cues. When examining the requirement of a
judgeOs nonverbal communication skills, we shift our focus from the substance, the
objective content of testimony, to the nuanced manner in which it is deliveredN
what linguists term Oparalanguaf&TIhese nonverbal cues often provide crucial
insights into witnessesO and partiesO subjective feelings and motives. Therefore,
they play a pivotal role in judicial assessments of credibility, a cornerstone of
el ective fact-bnding3

The judicial task of recognizing and evaluating subjective feelings through
nonverbal cues presents several fundamental challenges. Unlike verbal content,
subjective feelings are not directly perceptible to outside observers, including

59 Jocelyn Maclure bttingly refers to Al having an Oatomistic bias which makes it blind to the social
and institutional dimension of human reasoning processes.O Jocelyn MAt|&eplainability and Public
Reason: The Argument from the Limitations of the Human M3ad/!"#$ & M %&""($ 421, 421 (2021).

60 On the OweirdnessO of Al, particularly output of ML, see, BaJ())( S%"( , Y*+ L**, L1,(% T'1"-

%"#1L*( Y*:H¥Y A01121&!1%)"10))-("&( W*0,$ %"# W'3 118M%,!"- 1'(  W*0)# % W(I0#(0
P)%&(11D12 (lllustrated ed. 2019) (on ble with NYU Journal of Intellectual Property and Entertainment
Law).

61 This lack of genuine understanding of the content it processes has been traced back to lack of a
Odeep understanding of the structure of the worldO comparable to the ones of humans based on their Oprior
experience.QeeDouglas HeavenWhy Deep-Learning Als Are so Easy to FdsT4N%1+0(163 (2019).

62 Tim Wharton Paralanguagein T'( R¥+1)(#-( H%"#4**,*2 P0%-5%1!&69 (Anne Barron, Yueguo
Gu, & Gerard Steen eds., 2017).

63 See generallynited States v. Scher, 523 U.S. 303 (1998) (emphasizing the importance of demeanor
evidence in credibility assessments).
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judges®* Consequently, the judge must rely on proxiesNexternal manifestations
of internal states. These proxies primarily include facial expressions, voice pitch
and tone; physiological indicators like pulse rate, gestures, and p8sture.

1. Al-based Emotion Recognition

Recent advancements in Al have led to the development of systems aimed
at replicating nonverbal communication skills as required of jud§&hese Al
applications typically follow a three-stage process:

1. Sensors record signals such as facial expressions or voice pitch;

2. The system performs feature abstraction and classibcation, assigning
observations to predebned basic emotions; and

3. The system infers the overall emotional state based on this classibcation.

In the context of judicial fact-Pnding, three types of external manifestations
seem particularly promising for emotion recognition: facial expressions (visual),
prosody (acoustic), and overall behavior, particularly gestures.

Facial expression recognition aims to infer emotional states from facial
muscle movements and eye contact patt€fn§Vhile subtle and Reeting
expressions pose challenges for human judges, Al systems excel at capturing these
micro-expressions. Al-based facial expression recogfifiemploys either 2D
or 3D modeling, with three-dimensional approaché®rnng greater accuracy

64 AI"#ISH D%&W'SHT() F)*$!+ #, W(%" H%--)!' : B#/ %!. E&#'$#! $! "() M%O0$!+ #,
CHI'I$#2')" 54 (1999) (pointing out that only in very few cases Owe can predict with some success
that certain stimuli will produce certain emotionsO).

85 On how to detect deceit from these external manifestations2688E08%!, T)**$!+ L$)': C*2)' "#
D)1)$" $!"() M%30)"-*%1), P#*$"$1; %!. M%33$%80-161 (2001).

66 See, e.gT() O4,#3. H%!.5##0 #, A,)1"$6) C#&-2"$!+ (Rafael A. Calvo et al. eds., 2015).

67 Yingli Tian, Takeo Kanade & Jaey F. CohnFacial Expression Recognitipin H%!.5##0 #, Fol)
R)1#+!$"$#! 487 (Stan Z. Li & Anil K. Jain eds., 2011); Peter EndeEsnsatz Knstlicher Intelligenz
bei juristischer EntscheidungsbPndufldsage of Artibcial Intellligence in Legal Decision-Makjné0
J23%"$'1() A35)$"5* %3 [JA] 721 (2018) (Ger.); Jacqueline Melzéwiswirkungen von #nstlicher
Intelligenz auf ikerrecht, insbesondere die Galarleistung der Garantien des Art. 6 EMRKnplication of
Artibcial Intelligence on Public International Law, particularly the Guarantee of Art. 6 ECHR"1(3%,"
T2& 1M#6%"$#!" - 2. T)1('$03)1(" [ZZIT] 145 (2020) (Ger.).

68 For an overview, see Hakan Boz & Utkwee,Emotion Extraction from Facial Expressions by Using
Artibcial Intelligence Technique9 BRAIN: B3#%. R'1( . $! A.l. & N)23#'1%)!1) 5 (2018).
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and pose independenB®While these systems have shown promise in medical
contexts, such as diagnosing mental health disorders, concerns persist about the
potential confRation of correlation and causation in Al-generated insights, as well
as the generalizability of results across diverse populatidns.

Acoustic emotion recognition focuses on speech prosodyNthe Otone of voiceO
beyond verbal conterit: This approach analyzes sound properties such as intensity,
intonation, and speech rhythm. However, cultural variations in intonation patterns
and the heterogeneous nature of acoustic features complicate the development of
universally applicable Al systems for prosody analysis.

Comprehensive analysis of a witnessOs or partyOs overall behavior, especially
gestures, represents another avenue for Al-assisted emotion recognition in the
courtroom. While Al systems capable of analyzing complex physical movements
existNsuch as those used in Olympic gymnastics scdidNgpplying similar
technology to courtroom gesture analysis presents unique challenges due to the
absence of a comprehensive Oevaluation catalogO for linking gestures to specibc
emotions.

2. Fundamental Limitations of Al in Emotional Understanding

Despite the apparent sophistication of Al systems in capturing and processing
various manifestations of nonverbal communication, they face signipcantNand
potentially insurmountableNhurdles in evaluating the meaning of these cues vis-
a-vis emotional states. This limitation is not merely technological but rel3ects a
profound epistemological challenge.

69 See, e.g Abhinav Chaubey & Vijay Maheshwarfacial Emotions Recognition Using Deep Learning
Technology9 1" @& J.$%&R'() .*! A++#*-S(*. & El. O T,() . 1245 (2021).

70 OLack of generalizationO und Olack of trust in automated decision-makingO are usually identibed as the
main challenges when it comes to Al-based emotion recogniier, e.g.Smith K. Khare et al. Emotion
Recognition and Artibcial Intelligence: A Systematic Review (2014D2023) and Research Recommendations
10211$% F/*%! 1, 12 (2024).

1 Hiroya Fujisaki,Prosody, Models, and Spontaneous SpegtiC%0+/"*!. P&%'%-127 (Yoshinori
Sagisaka, Nick Campbell & Norio Higuchi eds., 1997).

2 Takuya Matsumotdyew Al Scoring System Eyed for 2024 Paris Olym@a&2! N,3' (Oct. 12, 2023),
https://japannews.yomiuri.co.jp/sports/other-sports/20231011-14p3@3¢://perma.cc/ZN3P-R2Y2


https://japannews.yomiuri.co.jp/sports/other-sports/20231011-142383/
https://perma.cc/ZN3P-R2V2
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The interpretation of nonverbal cues presents a twofold conundrum: Prst,
the debciencies of human judges in accurately decoding emotional ‘Stated,
second, the inherent !diculty of objectively verifying the accuracy of such
interpretations, whether performed by human or Al. The debciencies of human
judges in accurately identifying others® emotional states might, prima facie, suggest
a compelling case for Al replacement in this domain. However, this human
limitation creates a paradoxical impediment to assessing Al€soy in this realm.

The lack of a Oground trutfiGgainst which to measure Al performance renders
the evaluation of its capabilities in correctly detecting emotional states of humans
inherently challenging?®

The crux of this dilemma, therefore, lies in the absence of an objective,
reliable methodology for verifying emotional states of humans. While self-
reporting remains a cornerstone of psychological inq(firgs application in the
adversarial context of judicial proceedings is fraught with complications. The
inherent tensions between truth-seeking and strategic testimony render such self-
reports unreliable at best and potentially hazardous at worst.

Moreover, Al systems themselves cannot truly experience emotions in the
way humans do, therefore lacking the experiential foundation necessary for
genuine emotional understanding. They can merely recognize and potentially
mimic emotional expressiorf$.Al, however, lacks profound understanding of the

73 Rainer Banse & Klaus R. Scherégoustic Probles in VVocal Emotion ExpressiodJ. P"#$%&'()* &

S$+. P#*+, . 614 (1996) (concluding that human judges do detect emotions from nonverbal acoustic signals
Owith much-better-than-chance accuracyO). The authors, nevertheless, stress that this aspect still requires
further empirical research. Porter & ten Brinkeipranote82 (pointing to various challenges in this regard).

4 For an example of how to approach tasks without a ground truth like emotion recognition, see Ramya
Srinivasan & Ajay Chandef;rowdsourcing in the Absence of Ground TiitA Case Stud{dune 17, 2019)
(unpublished manuscript) (presented at 2019 ICML Workshop on Human in the Loop Learning (HILL
2019)),http://arxiv.org/abs/1906.072%4ttps://perma.cc/7TMFA-6 QAL

> This is a particularly challenging case resulting from the generatdity for humans to identify and
assess failures of Al. Conversely, Al may obscure human intent and responsibility, when the human is placed
in the loop.SeeCrootof, Kaminski & Pricesupranote24, at 467.

6 Especially in the course of determining to what extent a person is capable of empathy and by what
characteristics this can be measured, such self-disclosures (so-called Oself-reportsO) See,useag.

Brett A. Murphy & Scott O. Lilienfeld,Are Self-Report Cognitive Empathy Ratings Valid Proxies for
Cognitive Empathy Ability? Negligible Meta-Analytic Relations with Behavioral Task Perform&ice
PH*+, . A##I##-1%) 1062 (2019).

7T Alain Finet, Kevin Kristoforidis & Julie LaznickaThe Limits of Al in Understanding Emotions:

Challenges in Bridging Human Experience and Machine Percepiiofi RI#&"+, | 3 (2025),https:


http://arxiv.org/abs/1906.07254
https://perma.cc/7MFA-6QAL
https://f1000research.com/articles/14-582
https://f1000research.com/articles/14-582
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embodied, subjective experience of emotions that informs human interpretation of
nonverbal cues.

This absence of lived emotional experience creates an unbridgeable gap
between Al analysis and human emotional interpretaffdtreRects the structural
di! erences between human cognition and Al. Human emotions form the core
of subjective inner experiencesNwhat philosophers term qualia, theaile
Owhat it is likeO to be a specibPc conscious entity. To truly understand human
emotions requires being human, echoing Thomas NagelOs famous argument about
the subjective nature of conscious experiefite.

3. Implications for Judicial Fact-Finding

The judiciaryOs role in evaluating witness credibility and emotional states is
predicated on a shared human experienceNresulting in a common vocabulary that
allows for nuanced interpretation of nonverbal cues. This shared experiential base
enables judges to respond to the individual circumstances of the disputing parties
and empathetically grasp possible motives, information, and emotional needs in
their social context.

AlOs inability to genuinely experience emotions renders it fundamentally
ill-equipped for this critical aspect of judicial fact-bnding. While Al may
excel in identifying surface-level nonverbal cues, it lacks the deeper contextual
understanding and experiential framework necessary for meaningful interpretation
of these cues.

E. Conclusion

The analysis in this Part of the article reveals a nuanced landscape where
Al demonstrates potential in isolated aspects of judicial fact-Pnding, particularly
in specibc tasks such as document authentication or organizational functions.
However, fundamental limitations persist, especially in areas requiring deep

//f1000research.com/articles/14-58#tps://doi.org/10.12688/f1000research.164796Ahgelina
Chen et al.Feels Like Empathy: How OEmotionalO Al Challenges Human Esget®. C%&. 1&'% (" .
1, 3 (2023) https://ssrn.com/abstract=4763428tps://perma.cc/6ZU8-E3NU

8 Sadia Tariq et al.Examining Some Serious Challenges and Possibility of Al Emulating Human
Emotions, Consciousness, Understanding and OB8If))!*% P+,$%"%-+(73 (2022) (stressing that the
practical realization of Al having emotions Owould be vetyadlilt, if not impossibleO).

79 Nagel,supranote18, at 435, 442 (O[T]o know what it is like to be a bat, you have to be a bat.0).
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language understanding, emotional intelligence, and holistic reasoning about
human behavior as well as internal human states.

Even advanced Al applications, such as LLMs, fall short of the judicial
competencies required for comprehensive fact-bnding. The inability to fully grasp
communicated content or to interpret nonverbal cues precludes Al from wholly
supplanting human judges in this domain.

[
LI"#$ A%&S&'&I( )L I"#$$, A((((&"'.!  F#l(

In addition to a nuanced understanding of the social dimensions of
adjudication, the judicial function necessitates equally sophisticated legal skills.
Such abilities, encompassing a comprehensive understanding of the legal system
and the ability to apply general norms to specibc factual scenarios, are universally
considered an essential component of the judicial fun&tarhe judgeOs mandate
to resolve legal disputes on the basis of the law necessarily presupposes a
sophisticated understanding of legal principles and their application to factual
scenarios.

This Part of the article aims to elucidate the key steps a judge undertakes
in legally analyzing established facts. Notably, the normative foundations for
conducting legal analysis are sparse. Core considerations regarding judicial
approaches to applying the law primarily fall within the domain of legal
methodology instead.

A. The Interplay of Facts and Law

Before elaborating on the process of judicial legal assessment, it is worth
noting that the legal analysis is not conbned to the post-fact-Pnding stage.
Rather, it permeates the entire judicial process. The judge must consider potential
legal interpretations ab initio, beginning with the review of party submissions
and continuing throughout the fact-bnding process. Judicial decision-making is,
therefore, characterized by a constant, dynamic interplay between !teecdt

80 See, e.gMarbury v. Madison, 5 U.S. 137 (1803) (establishing the principle of judicial review and, by
extension, the necessity of judicial legal competence).
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stages of the proceedif§ The judge must navigate these steps with the Rexibility
demanded by due process, considering the results of each in relation to the others.

The dialectic between factual and legal considerations occurs both during
oral arguments and in the drafting of the opinion. Throughout oral arguments,
partiesO assertions and!pred evidence serve as touchstones for potential legal
interpretations for the judge, ensuring comprehensive evidence gathering and
facilitating meaningful dialogue with parties on both factual and legal grounds.

The opinion-drafting stage represents the culmination of this fact-law
symbiosis$? Here, established facts serve as the foundation for debnitive legal
analysis, ref3ecting an increasing narrowing of focus throughout the proceedings.
Although opinions present factual Pndings and legal assessments as distinct
components, they are the product of an integrated cognitive process not explicitly
captured in the written decisidh.

Against this backdrop, it is evident thdtective adjudication demands more
thanisolated social and legal competencies from the judge. It requires an integrative
capacity, a holistic understanding of the interplay between real-world occurrences
and their legal implications.

B. The Application of Law in Detail

So, how do judges apply legal norms to factsNwhether alleged or
establishedNand what are the specibc legal skills required for this process?

The initial step in a judgeOs legal analysis, when confronted with a case, is
to determine the applicable area of law. This determination, which precedes the
oral arguments and, consequently, the fact-bPnding process itself, is an integral part
of the preliminary jurisdictional assessment. It demands not so much a detailed
knowledge of specibc statutes, but rather a fundamental understanding of the

81 Abram ChayesThe Role of the Judge in Public Law Litigatid80 H!"# . L. R$# 1281, 1297 (1975)
(referring to a Ocomplex and continuous interplay between fact evaluation and legal consequenceO).

82 On the complexity of dividing questions of law from questions of fact, see G. Alexander Naw,
Fact, and Procedural Justic&0E%&™ L.J.1273 (2021).

83 See, e.gMireille Hildebrandt,Data-Driven Prediction of Judgment. LawOs New Mode of Existence?
in OUP G&(($)*$+ C&,"-$- V&(,%$ EUI S,%%3$"-).&&( 3 (2019) (exemplifying this back and forth in
the following way: Owhat counts as the criminakace of murder depends on the double focus of looking
at the facts from the perspective of the criminal law and looking at the criminal law from the perspective of
the factsO).
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structure of the legal system as a whole, coupled with the ability to connect various
legal domains to real-world events. Such comprehension is crucial for classifying
the factual scenario as legally relevant and, more specibcally, as falling within the
subject-matter jurisdiction of the specibc court.

Following this initial legal categorization of the case as within the courtOs
jurisdiction, the next step involves identifying the specibc legal principles and legal
provisions potentially applicable to the case at hand.

Courts typically employ a process known as subsumption or legal syllogism,
which involves applying a major premise (legal rule) to a minor premise (factual
situation) to reach a conclusiéfin judicial reasoning, the major premise consists
of legal rules of a certain level of abstraction expressed in natural language, while
the minor premise is the specibc fact pattern at i§Sue.

While subsumption follows an Oif-thenO structure, it would be overly reductive
to view it as a purely mechanical proc&8sThe logical structure does not account
for the content of the premises, such as the meaning of terms in the legal rule.
Judges must engage in a nuanced analysis, concretizing both the legal concepts
and the factual elements to determine whether the facts align with the statutory
elements, thereby triggering the prescribed legal consequéhces.

The content of these legal texts is determined through legal interpretive
methods. While these are typically not explicitly enumerated in positive law, their
existence as well as their guiding function as tools for arguing for or against
particular interpretations of legal norms are widely recognized. What these legal
interpretive methods are and their weight in relation to one another rank, however,
among the most debated issuesNboth within each legal system and between
di! erent legal tradition83

84 On the concept of subsumption in judicial decision-making, see, e.g., Frederick Sdbalaeging,
Subsumption, and the Constraining Role of Legal &kt & E!"#$%H&' . R'% 33 (2010).

85 David Lyons,Justibcation and Judicial Responsibili§2 C()#*. L. R+,. 178, 180 (1984).

86 Lochner v. New York, 198 U.S. 45 (1905) (Holmes, J., dissenting) (critiquing formalistic legal
reasoning).

87 Jerzy Wroblewskilegal Syllogism and Rationality of Judicial Decisj@R+$"1%!"+-.#+ 33 (1974).

88 Most notably for the US discourse is the well-known debate between originalists living constitutionalists
as the two competing methods of constitutional interpretation. Despite each having a certain basic concept
with debning features, both originalism and living constitutionalism are multilayered terms which can hardly
be conclusively debned. In fact, there are more than just these two OschoolsO or theories of how to interpret the
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When approaching legal interpretation, we may consider as minimal common
ground to acknowledge that law isNat least for nowNexpressed through natural
language. Therefore, its interpretation must adhere at least to general linguistic
rules, considering not only the common usage of terms but also their context
and broader communication practices. This process involves both semantic and
pragmatic analysis. Through this lens, the traditional rules of legal interpretation
can consequently be understood as specibcations of the rules of natural laffguage.

As is the case with any interpretation of written natural language, the starting
point for interpreting legal norms is the text itsé¥Judges must rely on their
linguistic competence as members of a certain community, focusing on the ordinary
meaning of words. The textual argument is therefore an argument directly based
on the text itself by considering the words uséddowever, textual analysis
Is not limited to semantics; it also encompasses grammatical and syntactical
consideration$?

Moving to the pragmatic dimension of legal interpretation, systematic
Interpretation as one of its methods examines a norm within the broader context of
the legal system, considering its relationship to other nothigis method often

constitution. On each side,!dérent sub forms have emerged. Even among originalism, there arer€ndi

kinds of originalismO, making the lines to living constitutionalism blurry to a degree that some forms of
originalism become Oindistinguishable from a form of living constitutionaliSe€D!"#$ A. S%&!'(( ,

T)* L#"#+, C-+(%#%'%#-40D11 (2010).

89 For an overview of legal interpretation and how it is connected to the philosophy of language, see,
e.g., Brian H. Bix,Legal Interpretation and the Philosophy of LanguageT)* O./-&$ HI!I+$0--1 -/

LI+ *1+$ L2 146 (Lawrence M. Solan & Peter M. Tiersma eds., 20b#&ps://doi.org/10.1093/0x
fordhb/9780199572120.013.0Q11

90 A famous textualistNthough in the context of statutory interpretationNwas Justice Antonin Scalia. He
focused on the text alone, leaving aside the historical dimension with the argument that history is either a
secret or cannot be trusted. Instead, his source and main reference point was the dictionary when it comes
to determine the meaning of the text; more accurately: its w@ds, e.g.A+%-+#45314#! & B&5!+ A.

Gl&+*&, R*I$#+, L12 : T)* [+%*&6&*%!%#-+ LK 14 T*.%( (2012).

91 As Philip Bobbitt puts it, Othe plain words of some portion of the teSE@P)#4#6B-00#%%
C-+(%#%'%#-+1B1%*: T)*-&5 -/ %)* C-+(%#%'%#-38 (1982). The meaning of the words is derived from
the Ocommon use of a particular term in a particular contekxtD26.

92 Heikki E. S. Mattila, Legal Vocabularyin T)* O./-&$ H+$0--1 -/  LI+,'1,* 14+$ L2 27
(Lawrence M. Solan & Peter M. Tiersma eds., 2012).

93 In the context of interpreting the US Constitution, this approach is often referred to as OstructuralO
argument. The aim is, however, the same: The way of determining the overall context the text is embedded in
is dePned by Bobbitt as Odeceptively simple logic moves from the entire Constitutional text rather than from
one of its partsO. Bobbitiypranote91, at 74.
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provides more insight into legislative intent than mere textual analysis. Historical
interpretation, another method of pragmatic legal interpretation, seeks to discern
the legislatureOs intent at the time of enactment. It considers legislative history,
including committee reports, R3oor debates, and the legal landscape at the time of
enactment. Finally, the teleological interpretation, another method of pragmatic
legal interpretation, focuses on the purpose or objective of a norm, which may be
explicitly stated in the text or legislative materials, or inferred from context. This
method of interpretation requires judges to consider both factual and value-based
experiences, including generally recognized principles of justice and economic
el ciency.

The interpretive process, particularly in its pragmatic aspects, demands that
judges think holistically* about the legal system and explore the underlying
motives and objectives of legal provisions. This necessitates a combination of
factual knowledge, understanding of potential consequences, and recognition of
societal values.

C. Judicial Decision-Making Despite Interpretive Ambiguity

The process of legal interpretation may lead to multiple equally valid results,
creating a discretionary space that cannot be fully resolved through applying
recognized interpretive methods. How should a judge proceed in this scenario?
Such situations lie at the heart of judicial decision-making in cases of legal
ambiguity?® raising fundamental questions about the nature of judicial discretion
and the line between applying existing law and creating new law.

94 Jack Balkin has argued against the backdrop of the US Constitution that the question whether one
considers it as a living document that adapts to changing circumstances or whether it is to be interpreted
according to its original meaning is actually not one where making a choice for one or the other leads to a
satisfying result. Instead, these two approaches need to be considered compatible rather than®gposed.
J'# BISHYEL %'%E&0)%(%&!$%3+277 (2011) (describing a holistic approach to interpretation). Similarly,
in this regard, Akhil Reed Amar: OWe are all textualist; we are all living constitutionaBse®#, %$R--.

A+l) | A+-)%"l G U&/)%00-& C18*0%020%i& (2012). He argues for constitutional interpretation as a

mean to grasp the constitution as encompassing as possible. Such a Ocomprehensive account of AmericaOs
ConstitutionO can be seen as an Oaspiration to holsh¥e3R--. A+!) , A+-)%"l & C1&*0%020% &

B%1()!3,4 465, 469 (2005).

9 Ralf PoscherAmbiguity and Vagueness in Legal Interpretatiom T,- 0561). H!&.711# 16
LI&(2\(- 1&. LY 128 (Lawrence M. Solan & Peter M. Tiersma eds., 2012).
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Traditionally, this aspect of judicial decision-making is addressed primarily
from a legal theoretical point of view. Positivistic concepts of the law, such as
H.L.A. HartOs theory of the Oopen textureO of law or KelsenOs Pure Theory of
Law,® posit that judges must select from among plausible interpretations to fulpll
their adjudicative function. However, such framework®nolittle guidance on the
criteria for such selections, potentially relegating the choice to unfettered judicial
discretion?” This prospect, in turn, raises concerns about democratic legitimacy
and the rule of law.

To mitigate the risk of arbitrary decision-making, legal systems often
establish both procedural and substantive constraints on judicial discretion. Various
doctrines and canons have been developed to guide judicial decision-making in
cases of ambiguity. For instance, the US Supreme Court has articulaiee i
OtiebreakerO rules for resolving interpretive deadlocks, such as the doctrine of
constitutional avoidan@® and the rule of lenity in criminal casés.

Constraints of this kind serve a dual function: guiding judges in navigating
interpretive ambiguities and reinforcing the legitimacy of judicial decisions.
Procedural constraints, such as the obligation to provide reasoned decisions, serve
as acheck on judicial discretion by requiring transparency and facilitating appellate
review100

Substantive constraints often manifest in prohibitions against decisions based
on improper motives. These principles$ extively incorporate extra-statutory
normative considerations into the decision-making process, referencing concepts
such as fundamental legal principles, general principles of justice and fairness and
the preservation of constitutional structdfé.

9 SeeH.L.A. Hart, supranote10; H!"# K$%#$'P&'$ T($)*)+ LI (1967).

97 Richard S. Higgins & Paul H. Rubidudicial Discretion 9J. L$-. S&/ . 129 (1980).

98 See, e.g.NLRB v. Catholic Bishop of Chicago, 440 U.S. 490 (1979).

99 See, e.gUnited States v. Gradwell, 243 U.S. 476 (1917); McBoyle v. United States, 283 U.S. 25 (1931);
United States v. Bass, 404 U.S. 336 (1971).

100 These constraints will be examined in greater depth in Part Il of this article.

101 The Austrian Civil Code (ABGB) provides an instructive example of how statutory frameworks can
guide judicial decision-making. Sections 6 and 7 of the ABGB establish a Odecision programO program that
not only mandates judicial interpretation but also provides guidance when even comprehensive analogy fails
to yield a clear solution. Notably, Section 7 directs judges to decide according to Onatural principles of lawO
in such cases. Allgemeinesitgerliches Gesetzbuch [ABGB] [Civil Code]6D7 < https://www.ris.bka.gv
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Despite these constraints, there might still be cases that cannot be resolved
even when considering all available interpretive tools and normative principles.
Judges are nevertheless obliged to decide every case within their jurisdiction,
regardless of the degree of ambigui®y. Therefore, it remains conceivable that
judicial decisions may contain a random element that cannot be predetermined or
guided by law.

D. Summary of the Required Judicial Skillset

Based on the preceding analysis of the judicial process of legally assessing
the facts of the case, the following competencies form the core legal skills judges
require:

¥ A comprehensive understanding of the structure of the legal system and the
interplay between facts and law;

¥ Probciency in legal interpretation, including mastery of semantic and
pragmatic aspects of legal language;

¥ The ability to apply and synthesize various interpretive methodologies;
¥ The capacity to engage in meta-analysis of competing interpretations;

¥ An awareness of prevailing societal values and their relative weights in
di! erent legal contexts;

¥ The ability to navigate residual discretionary spaces within established legal
and normative frameworks.

The process of legal assessment by the judge must always culminate in a
decision, including a decision for one of the plausible meanings of the applicable
legal norms. Only by making the judicial decision is the ambiguity resolved for the
case in question, and the process of law application concluded.

E. Judicial Legal Assessment by Al? Legal Abilities of Al

In light of the judicial legal skills outlined above, this section examines the
extent to which Al can fulbll these requirements.

.at/NormDokument.wxe?Abfrage=Bundesnormen&Gesetzesnummer=10001622&Artikel=&Paragraf=
0&Anlage=&Uebergangsrecht (Austria).
102 | yons, supranote85, at 183.
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1. Legal Assessment as Al-Based Language Processing?

At brst glance, the application of Al to the task of judicial legal assessment
might seem like yet another use case of natural language processing. After all, the
law is, as elaborated above, expressed through natural language. From statutory
texts to judicial opinions, the legal profession is steeped in linguistic analysis
and argumentation. However, this surface-level similarity belies the profound yet
unique complexities of legal language in general and the process of judicial legal
application more specibcafly3

Legal language, while rooted in natural language, operates with a specialized
logic and precision that diverges signibcantly from everyday communictfon.
Legal terms often carry meanings that are distinct from their colloquial usage, and
the process of interpreting these terms follows specialized methodologies that are
not intuitive to those outside the legal profession. Moreover, judges are bound by
procedural and substantive constraints in their legal reasoning that are not readily
apparent from the text alori&>

Thus, while probciency in natural language processing is undoubtedly a
prerequisite for any Al system aspiring to take over judicial functions, it is far
fromsu cient. The true challenge lies in replicating the specibc processes of legal
assessment as required of a judge.

2. Al and the Interplay of Facts and Law

One of the core challenges of judicial legal assessment for Al is replicating
the dynamic interplay between facts and their legal classibcation. As elaborated
above, judges engage in a constant cognitive back and forth between the factual
circumstances of a case and the relevant legal provisions. This process is not linear
or mechanical but involves continuous reassessment and rePnement of both the
factual and the legal dimension.

Conceptually, this process could be modeled as a data comparison between
two pools: one containing factual information and another containing legal

103 Mattila, supranote92,

104 peter M. TiersmaA History of the Languages of Lam T!" O#$%&'H()"*%%+ %3$L(),-(," ()'
L(. 12 (Lawrence M. Solan & Peter M. Tiersma eds., 2012).

105 gee, e.g Hildebrandtsupranote83, at 13D14.
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principles. However, this simplibcation fails to capture the nuanced, iterative nature
of judicial legal assessment. Each new piece of factual information can potentially
alter the relevance or interpretation of legal provisions in light of the specibc case,
and vice versa.

While Al systems seem structurally equipped for this back and forth and
could potentially be designed to perform iterative analyses between factual and
legal data sets, replicating the subtle, intuitive aspects of this process remains a
signibcant challenge. The ability to recognize wheeg,,a seemingly minor factual
detail necessitates a wholesale reevaluation of the applicable legal framework is a
hallmark of legal expertise that Al systems struggle to emulate.

3. The Limits of Rule-Based Al in Legal Assessment

Moving from analyzing the compatibility of Al with the overall framework
and structural requirements underlying the process of judicial legal assessment to
the replicability of the process itself, | will now examine the extent to which Al is
able to replicate the substantive dimension of this core judicial task.

At brst glance, traditional rule-based Al systems (often referred to as
GOFAINGood Old-Fashioned Al) might seem well-suited to replicate the process
of judicial legal assessment, given lawOs reliance on rules and logical structures.
Indeed, in highly standardized legal processes, such as certain tax calculations or
administrative procedures, rule-based Al can beative 196

However, these standardized processes are the exception rather thanthe rule in
judicial decision-making. As elaborated above, the vast majority of cases that come
before judges involve complex, nuanced scenarios that resist reduction to simple
Oif-thenO statements. Judicial discretion, the weighing of competing principles, and
the need to interpret ambiguous or conlf3icting legal sources are all crucial aspects
of the judicial function that rule-based Al struggles to replicate.

106 On the challenges of using GOFAI for legal assessment, see Burkhard S€obafealising Law, or
the Return of the Golenin R!"I#$%& H#'()**+ *' L# #( T!%&™*-*./ 59 (Bartosz Brdek, Olia
Kanevskaia, & Przemyaw Paka eds., 2023).
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4. Machine Learning and Legal Assessment. A Partial Solution with New
Challenges

In contrast to these traditional rule-based Al systems, ML-based approaches
o! er a potentially more RBexible solution for modeling judicial legal assessment,
particularly in capturing its evaluative dimensions. Conceptually, ML could be
applied to the process of legally assessing facts by perceiving the latter as a
classibcation task. Supervised learning algorithms could be trained on datasets of
past cases, using the established facts as input and the legal decisions as outpuit.
In theory, such a system could derive the rules by which judges move from factual
inputs to legal outputs, and then apply these derived rules to new fact paftérns.

However, this approach faces several signibcant limitations, too: Most
importantly, unlike human judges who apply deductive reasoning to explicit
legal norms, an ML system would need to inductively derive the rules of legal
subsumption from the provided data. The system would not be pre-programmed
with established methods of legal interpretation or the general legal norms to be
applied; instead, it would need to independently identify these as patterns within
the datat%8 This inversion of the deductive reasoning process that judges are
expected to employ raises serious doubts as to whether ML-based legal skills can
ever truly replicate the judicial process of legal assessment as envisioned in our
legal systemt%® Even with high-quality training data, no Al system to date has
successfully derived the comprehensive rules of legal subsumption used in judicial
reasoning, even for limited case typés.

107 For a use case of a ML-based approach to modeling judicial legal assessment, see Riya Sil, Alpana &
Abhishek RoyMachine Learning Approach for Automated Legal Text Classipcatidm!" Gt J. C5%&".

NS .9*. &I1+* . M,%". A&&#-./"-$!* 10 (2021).

108 On the problem the one cannot rely upon ML algorithms employing inductive methods to learn valid
generalizations, see Daniel Harris & Darin Dunhdnduction in Machine Learning2021),https://ieeexp
lore.ieee.org/abstract/document/9438B2Hps://perma.cc/2TKM-98N5

109 OIsen, Slosser & Hildebrandiupranote22, at 226.

110 cor Steging, Silja Renooij & Bart VerheRationale Discovery and Explainable Ah FO$!"-10* -I
AO"-(-.-/# "1, 1.1 '+ A&&#-./'-$!* , 229. (Erich Schweighofer ed., 2021). Katie Atkinson, Trevor
Bench-Capon & Danushka Bollegalaxplanation in Al and Law: Past, Present and Futug89A.l. 1,

15 (2020),https://www.sciencedirect.com/science/article/pii/S0004370220301375?via%3Dihub
[https://doi.org/10.1016/j.artint.2020.103337
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Furthermore, this approach relies on the assumption that past decisions are
inherently correct and should be replicatedNa premise that ignores the evolving
nature of law and the occasional need for courts to overturn precedent.

5. Hybrid Al Systems: A Promising Approach

Given the technological limitations of both GOFAI and ML approaches,
scholars increasingly advocate for hybrid Al systems that combine elements of
both. This approach aims to leverage the strengths of both Al paradigms to more
closely approximate judicial legal assessmeét.

Hybrid systems ber several advantages. The ML component allows for
consideration of a wide variety of case scenarios and the identibcation of patterns
that may not be easily formalized a pridt This addresses the challenge that
law, expressed in natural language, cannot be fully captured by formal logical rules
alone. Simultaneously, the GOFAI component introduces explicit legal knowledge
and logical rules derived from applicable legal norms, helping to legally categorize
the patterns identibed by the ML component.

While such a hybrid system would still ultimately produce outputs of a
statistical nature, the integration of rule-based reasoning would allow these outputs
to be generated following explicit methodological guidelines. This approach,
therefore, represents a more accurate replication of judicial reasoning processes
than either GOFAI or ML alone could achieve.

6. Limitations of Al in Legal Interpretation

Despite the potential of hybrid Al systems, signibcant challenges remain in
fully replicating the process of judicial legal assessment. These challenges arise
both in determining the content of general legal norms and contextualizing specibc
facts in light of these norms, as well as in Plling any remaining interpretive gaps.

111 simon Deakin & Christopher MarkotEvolutionary Interpretation: Law and Machine LearningJ.
Cl'## -$%#&%' (%)*R#&,. C'-'./ . L.1(2022).

112 Jack Mumford, Katie Atkinson & Trevor Bench-Capd@ombining a Legal Knowledge Model with
Machine Learning for Reasoning with Legal CasiesP!"&00$%)1# "2 /,0 N%)0/00)/, 1)/01)*/%")*(
C"20!0)&0 ")  AY%2%&}0((%10)&0 *)$ L*3 167 (2023).

113 The way ML works may therefore be referred to as Ocase-based reasoningO in contrast to GOFAI as
Orule-based reasoning.O For more on this concepteakdte, see Atkinson, Bench-Capon & Bollegala,
supranotel10, at 3.
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6.1. The Dichotomy of Formal and Substantive Legal Application

A fundamental challenge in Al-based legal assessment lies in the nature
of Al cognition itself. While Al systems, particularly those based on ML,
excel at identifying patterns and making predictions based on those patterns,
they lack the capacity for substantive ref3ection on the content and implications
of their predictions. Even hybrid Al systems, despite being potentially more
sophisticated in their approach, do not engage in the kind of ref3ective reasoning
that characterizes human judicial legal assessment. An Al system can determine
with high accuracy that fact X fulblls element Y of legal norm Z, but it cannot
engage in a meaningful ref3ection why this is the case or consider the broader
implications of this conclusion. This distinction between formal pattern matching
and substantive understanding once more raises questions about the extent to which
Al-driven legal reasoning can truly capture the nuanced, context-dependent nature
of human judicial decision-making?*

6.2. Challenges in Semantic Interpretation

To truly replicate the process of judicial legal assessment, an Al system
would need to master the intricate process of legal interpretation outlined above,
employing recognized hermeneutical methods to uncover the substantive content
of applicable legal norms. This requirement demands a level of interpretive
sophistication that, at minimum, satisbes the threshold for methodological rigor
in legal interpretation.

Semantic interpretation, being the most formalizable aspect of legal
interpretation, initially appears to be the low-hanging fruit for Al systems within
the process of judicial legal assessment. An Al system could theoretically utilize
a combination of dictionaries, legal commentaries, and large-scale textual corpora
to determine the meaning of words and interpret legal language. This approach

114 seeCrootof, Kaminski & Pricesupranote 24, at 466 (pointing out that Oalgorithms lack the social
conditioning and tacit knowledge that humans have and thus miss crucial unarticulated (even inarticulable)
aspects of human decisionmaking® and that Oalgorithms that try to OlearnO ethics or social norms from human
behavior can import the nastier elements along with the goodO due to a lack of understanding for the norms
or ethics in question).
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mirrors, to some extent, the resources that human judges might consult in their
interpretive processt®

As elaborated above, particularly recent advancements in NLP have
demonstrated an impressive ability to capture semantic nuances in natural
language, making it seem technologically possible to replicate semantic
interpretation through Al. However, despite these advancements, Al still falls
short of replicating the level of language competence that judges possess as
members of the linguistic and legal communityNa competence required even at
the level of semantic interpretation. The human capacity for understanding subtle
connotations, recognizing cultural and historical context, and appreciating the
evolving nature of language usage remains unmatched by current Al systems.

Furthermore, the semantic interpretation of legal language often requires an
understanding of specialized legal terminology and concepts that may not be fully
captured by general-purpose NLP modéisThe development of domain-specibc
legal language models presents a potential solution to this challenge, but goes
hand in hand with raising the converse question about the generalizability and
adaptability of such Al models. The latter seems especially tricky in the face of
the application of these Al systems to a diverse set of cases, as well as the required
ability to handle evolving legal language and concepts.

6.3. The (Even More) Complex Landscape of Pragmatic Interpretation

While semantic interpretation presents signibcant challenges, the pragmatic
dimension of legal interpretation poses an even greater hurdle for Al systems. As
elaborated above, pragmatic interpretation encompasses a range of interpretive
approaches, including systematic, subjective-historical, and objective-teleological
perspectives on legal norms. This multifaceted approach to interpretation requires
not just an understanding of the literal meaning of legal texts, but also a

115 Tommaso Agnoloni & Giulia Venturi,Semantic Processing of Legal Texta H!"#$%%& %'
C%(()"*+!,*%" *" ,-.  L.'0 S1-.2. 109 (Jacqueline Visconti ed., 2018).

116 gee, e.g.Harry SurdenArtibcial Intelligence and Law: An Overvie85G! . S,. U. L. R.3. 1305,
1325 (2019) (O[F]or many problem areas there is no easy way to identify or capture the relevant knowledge.
In some cases, key concepts or abstractions cannot be meaningfully encoded in a computer-understandable

form.0).
117 Gregor Behnke & Niklas WaisDn the Semantic Derence of Judicial and Standard Language
P2%+. . #*"/4 %' ,-. N*".,.." - [",.2"1*%"10 C%™.2."+. %" A2**+*10 |",.00*%/."+. I"# L5 382

(2023).
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deep appreciation of their broader context, historical development, and intended
purposes. To fully replicate this complex process of pragmatic interpretation, with

its various methods and contextual considerations, Al would therefore, among
others, require the ability to contextualize individual legal norms within the
broader framework of a legal system, consider the historical context and legislative
intent behind legal provisions, evaluate the potential consequences and societal
impacts of di erent interpretations, balance competing legal principles and policy
considerations, and adapt interpretive approaches based on the specibc facts and
circumstances of each casé.

This level of contextual understanding and adaptive reasoning stretches far
beyond the current capabilities of Al systems. While ML algorithms can identify
patterns in large datasets of legal decisions, they struggle to capture the nuanced
reasoning processes that underlie these decididrisloreover, the inherently
open-textured nature of many legal concepts and the evolving nature of legal
interpretation present additional challeng&Legal interpretation often requires
judges to apply established principles to novel situations or to reevaluate existing
interpretations in light of changing societal norms and values. This dynamic aspect
of legal reasoning is particularly'dicult to capture in Al systems, which rely on
historical data and established pattelfrs.

7. Limitations of Al in Exercising Judicial Discretion

Even if all these various methods of legal interpretation could be successfully
modeled and applied by Al systems, yet another fundamental challenge remains:

118 Hildebrandt,supranote 83, at 13 (stressing that applying the law to a specibc set of facts happens
within a Oshared worldO dimension between the human judge and those subject to the decision, with this
Oshared worldO dimension being connected with empathy and common sense, tacit knowledge and the need
to anticipate the institutional world we navigate; she further stresses that O[t]his dimension, however, is not
shared by the NLP systems that cannot but restrict themselves to text as dataO).

119 see, e.g.Sourdin,Judge v Robot?supranote5, at 1130 (OThe technology possesses the ability to
process and manipulate these symbols, but it does not understand the meaning behind these processes. In
other words, the machine does not understand the information that it is processing.O).

120 clement Guitton et alThe Challenge of Open-Texture in Laful. L. (I"I# ).

121 since ML models derive their function from historical training data, they are based on the assumption
that the future will be the same as the past (so-called Ostationarity assumption®). This assumption may,
however, be challenged and consequently falsibed by various kinds of changes within society, including
changes in law and its application (so-called Oconcept/population dBié€Deven R. Desai & Joshua A.

Kroll, Trust But Verify: A Guide to Algorithms and the La8d H$%&J.L. & T'() .1, 21D22 (2018).
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As elaborated above, !derent interpretive approaches can lead to conficting
results, and there is no bxed hierarchy or predetermined formula for resolving these
conf3icts. Additionally, the methods of legal interpretation are themselves dynamic
and highly context dependent.

When the interpretative process yields no unequivocal result, judges must
exercise discretion to fulbll their decision-making obligation. In these scenarios, an
Al system would require the capability to make a decision from within, just like the
human judge. Before making this decision, it would need to conduct a case-specibc
evaluation that considers a wide range of factors, including the specibc facts and
circumstances of the case, the broader legal and social context in which the case
arises, the potential future implications of the decision as well as considerations
of justice, equity, and public policy. This decision-making process is not merely
a matter of applying predebned rules or weighing quantibable factors. Instead, it
is a complex social and cognitive practice that draws upon a judgeOs accumulated
knowledge, experience, and understanding of legal principles and social tsrms.

7.1. Inherent Unsuitability of Rule-Based Al

From a structural perspective, only ML-based Al systems could potentially
replicate exercising judicial discretion. Rule-based Al systems (GOFAI) which
solve problems using rigid if-then schemas, are, in contrast, inherently unsuitable
for the process of judicial decision-making beyond legal interpretation and the
navigation of discretionary spaces.

The OrulesO governing these discretionary decisionsNif they exist at allNare
neither complete nor objectively representable in a form accessible ¥’ Ahis
lack of direct, unambiguous instructions to the judge is precisely what characterizes
this aspect of judicial decision-making in the prst place. Cases of this type typically
involve multiple (more or less concrete, explicit, or implicit) objectives or interests
that cannot be fully reconciled with each other. The weight a judge should assign
to each objective or interest in the balancing process is rarely predetermined and
depends on the specibc circumstances of the case. Ultimately, determining the

122 see suprssection I1.C.

123 This is a case of Otacit knowledge,O i.e., Oknowledge that canOt always readily be translated into code.O
SeeCrootof, Kaminski, and Pricsupranote24, at 462;see alsd”!"#$ P'%&"() ,N)* L™% +, R+-+./0%
24 (2020) (OWe know more than we can explain.O).
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relationship between derent interests always involves a value judgment entrusted
to the judge.

7.2. Can Al Autonomously Navigate Discretionary Spaces?

In contrast to GOFAI, ML systems could be capable of learning from
training data how to handle discretionary spaces within the judicial decision-
making process and subsequently exercise discretion independently to reach a legal
assessment of a novel factual situation. However, this approach faces, yet again, two
fundamental technological challenges:

First, training data rarely capture how the specibc discretionary space in
guestion has been blled by judges in past cases. This is because the discretionary
space is itself a consequence of the specibc circumstances of each case, making
it highly unlikely that a past case with an identical discretionary space has been
decided. This creates a factual obstacle for an Al system in deriving how to Pll the
discretionary space in a specibc case, even if the underlying pattern identibcation
process were theoretically amenable to technological replicitfon.

Second, even in the unlikely event that the training data include a case with the
same discretionary spaces as the case the Al system is set to decide, the Al system
would not be legally bound by how other judges in the past exercised discretion in
the previous case. Classifying the Al systemOs Oblind adoptionO of another judgeOs
exercise of discretion as OvoluntaryO does not solve this discrepancy, either, since
it would not meet the requirements placed on judges in relation to the exercise
of discretion. Filling such discretionary spaces is entrusted specibcally to the
judge responsible for deciding the concrete case, not just any judge. This judgeN
here: the Al system assigned to deciding the specibc caseNmust bl this space
independently from within, after appropriate ref3ection and consideration, in light
of their own innate sense of justi¢& While it is conceivable that they reach the

124 Erank Fagan & Saul Levmord@he Impact of Artibcial Intelligence on Rules, Standards, and Judicial
Discretion 93S. Q" . L. R#$ 1, 11 (2019) (OThe very process of assigning a standard or a discretionary
decision to a machine requires detailed rules; true standards are for human decisionmakers. The same might
be said about the ways in which humans make decisions when instructed with standards, but the critical
di! erence is that human judges can rely on intuition and, in any event, (like machines) may be unable to
identify their own basis for decisionmaking.O).

125 see suprsection 11.C.
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same result as another judge would or has in the past, the decision on how to Pll
the discretionary space must be substantively made by the competent judge.

An Al system, by its very nature, is incapable of making such a decision from
within itself.126 Even if ML systems may appear to be able to create genuinely
new outputs, these are always merely compositions of already known elements.
This holds true even when the specibc way in which the Al system has combined
di! erent preexisting elements is not explicitly represented in the training'#fata.

Moreover, Al lacks awareness of the distinction between law application and
law creation. It also does not grasp the signibcance of discretionary spaces and
the corresponding responsibility of judges in the democratic law-creation process
in any meaningful way. This is yet another consequence of AlOs general lack of
fundamental understanding of human concepts. From a technological perspective,
this Otranslation problemO of discretionary spaces in judicial decision-making into
an Al-comprehensible form manifests in Al systems interpreting such spaces as
noise, i.e. occurrences in the training data that should be Pltered out as much as
possible when identifying decision rules to achieve a model that most accurately
reRects the decision-making process. At best, Al OcircumnavigatesO these spaces.
However, it does not learn how to navigate these spaces as%uch.

Even if an Al system were capable of recognizing discretionary spaces
within the law and determining that such spaces require to be Plled in by the
judge, the Al systemOs approach would fundamentally diverge from the exercise
of judicial discretion. AlOs decision-making process would likely default to a
simplistic heuristic: Oln the absence of explicit rules or discernible patterns, insert
the statistically most probable outcome or a random selection.O This algorithmic

126 gl"#$l R'%%&, H'(#) C+#,-'& A3,/ # 1)1&"0&)/&#)112& PH-'&(*. CHI$* 10
(2019) (OBecause machines, unlike humans, have no objectives of their own, we give them objectives to
achieve. In other words, we build optimizing machines, we feed objectives into them! @heyogo.O).

127 This aspect is much discussed when it comes to Al OcreatingO art, e.g. by composingeeysic.
e.g, A$!12"$ |. M,"&$ , T2&AS$!,%! ) 12& M#/2))& : T2&W*$'1 *.  Al-P*3&$&1 C$&#!,4,!5 (2019);
Corey Ford et al.ReRection Across Al-Based Music Composjtio&C O24%* . *. 12& 67!12 C*). . *)
C$&#!,4,'5 & C*0),!,*) 398 (2024)https://doi.org/10.1145/3635636.3656185

128 stephan Dreyer & Johannes Schmegsnstliche Intelligenz als Richter? Wo keine Trainingsdaten,
da kein RichteN Hindernisse, Risiken und Chancen der Automatisierung gerichtlicher Entscheidungen
[Artibcial Intelligence as a Judge? No training data, no judge - obstacles, risks and opportunities of
automating judicial decisios35 C*(+"1&$")1 R&/2! [CUR] 758, 762 (2019) (Ger.).
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approach stands in stark contrast to the nuanced, deliberative, and value-laden
process of judicial discretiof® as outlined above.

F. Conclusion

The judicial process of legal assessment is far from being a simple algorithmic
procedure. Rather, it represents a complex, multi-faceted endeavor that resists
comprehensive replication by Al systems. While narrow, standardized legal
procedures may be amenable to automation, the vast majority of judicial legal
assessment involves a degree of nuance and complexity that current Al technology
Is ill-equipped to handle.

The limitations of Al in this regard are not merely quantitativeNthat is,
a matter of processing power or data volumeNbut qualitative, stemming from
fundamental dierences in cognitive architecture between human and machine
intelligence. Because Al OthinksO in ways that are fundamentally alien to human
legal reasoning2°its modes of reasoning remain structurally misaligned with the
judicial process.

The process of legal assessment is inextricably linked to law as a human
construct, expressed through natural language and interpreted through culturally-
informed hermeneutics! Al can, at best, imitate aspects of this process but falls

129 For an illustrative example, see Sandra Wachter, Brent Mittelstadt & Chris Rua#gl,Fairness
Cannot Be Automated: Bridging the Gap between EU Non-Discrimination Law and1AT!"#3$%. L.

& S&'. R&(. 1, 7 (2021) on EU discrimination law (ODue to the disparate nature of algorithmic and
human discrimination, the EUOs current requirements are too contextual, reliant on intuition, and open to
judicial interpretation to be automated. Many of the concepts fundamental to bringing a claim, such as
the composition of the disadvantaged and advantaged group, the severity and type of lhewaal ,sand
requirements for the relevance and admissibility of evidence, require hormative or political choices to be
made by the judiciary on a case-by-case basis ... we show that automating fairness or non-discrimination in
Europe may be impossible because the law, by design, does not provide a static or homogenous framework
suited to testing for discrimination in Al systems.O).

130 One may even go as far as to say that Al does not think aba#, e.g.Crootof, Kaminski, and Price,
supranote24, at 465.

131 This human-centric nature of law was recognized by Niklas Luhmann in his 1997 work on
administrative decision-making, where he argues that the ultimate aim of legal interpretation is to ensure
human decision-making rationality. He stresses in this regard that Osystem autonomy, however, does not
mean arbitrariness, and certainly not personally motivated arbitrariness of the system membersO (translation
by author).SeeN)*+,- L$."// |, R&'.% $/0 A$%!"%)!/ )/ 0&1 '22&/%+).& V&13,+%%/4: &)/I&
(&13,+%%$/4-3)--&/-".,2%+)".&  U/%&1-$'.$/4 [L,3,/0 A$%!"%)!/ ) P$5+)" A0")/)-%1,%)! :

J A0"N-%1,%)(& L&4,+ S%$06 35 (1997). Thus, for an Al system to truly perform legal assessment,
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short of replicating this level of contextual understanding and rel3ective, context-
sensitive, adaptive reasoning. Even in cases where Al systems demonstrate high
accuracy rates in predicting judicial outcomesNas seen in some assessments of
Opredictive justiceO tobl&this superbcial success belies a deeper failure to
grasp the underlying legal norms and methodological requirements that guide
judicial legal assessmeht® The inability of Al to comprehend these elements,
even at a rudimentary level, underscores the qualitative gap between statistical
correlation and true legal reasoning. Additionally, Al might perpetuate or even
amplify discriminatory patterns present in training data. Unlike humans, who can
potentially recognize and counteract their biases, Al systems lack an understanding
of why certain criteria are discriminatory and should not be considered in legal
assessments?

Al therefore lacks the necessary capabilities to fully replicate the legal
abilities required of a judge, precluding the comprehensive transfer of judicial fact-
based legal assessment to Al systems.

Il
Al'H#'$% & L% R(+&,") $& J-+$"% J-"/"# D(/"+"&+

Once a judge has rendered a decision, both in terms of establishing the facts
and their legal assessment, thus concluding the decision-making process, their task
Is not yet fully accomplished. In the vast majority of cases, judges are obligated to
articulate the rationale underpinning their decisié#sThis judicial reasoning,

it must not only produce results that fall within acceptable interpretive boundaries but also arrive at these
results through processes that mirror human legal reasoning.

132 predictive justice refers to the Oanalysis of large amounts of judicial decisions by artibcial intelligence
technologies in order to make predictions for the outcome of certain types of specialised dispees.O
TI" E#$%&"( C%))*++*%( ,%%$ -!" E,,**"((/ %, J+-*", E#$%&™( E-1*.'0 CI'$-"$ %(-!" U+"%,
AS-***0 1(-"00*1"(."  (Al) *( H2**0 SH+-")+'(2 TI"*$ EB*$%()"(- 74 (2018)https://rm.coe.i
nt/ethical-charter-en-for-publication-4-december-2018/16808ff®®0s://perma.cc/2222-8TGP

133 5ee, e.gid. at 29 {d. at 29 (OIn most occasions, the objective of these systems is not to reproduce legal
reasoning but to identify the correlations between theatént parameters of a decision ... and through the
use of machine learning, to infer one or more models. Such models would be used to OpredictO or Oforeseel a
future judicial decision.O).

134 see generallyPaola LopezReinforcing Intersectional Inequality via the AMS Algorithm in Austria
C%(,. P$%.. %, -!I" STS Cb(,. G$'4 5678 302 (2020).

135 The concept of the rule of law provides a central basis for the requirement of judicial reasoning as it
the essence of the rule of law principle culminates in the requirement that all acts of state organs must be
grounded in law and that a system of legal protection institutions guarantees that only those acts that have
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while inextricably intertwined with factual Pndings and their legal assessment,
constitutes a distinct component of the judicial activity. Its aim is to communicate
the judgeOs decision in a comprehensible manner to the parties involved and the
broader legal community. The discursive nature of judicial reasoning necessitates
a separate examination of the skills required for this task.

A. The Architecture of Judicial Reasoning: The Subsumption Model as a
Foundational Framework

At its core, judicial reasoning aims to establish a logical connection between
the legal rule, the facts, and the legal consequence. The subsumption model
serves as the primary structural so&d for this endeavor, thereby providing a
framework for both the application of I&#P and the justibcation of the resulting
decision. In essence, the subsumption model dictates that the judgeOs decision
(legal consequence) is derived by deduction from the grounds for the decision.
As already elaborate above, the concept of subsumption falls, however, short
in addressing what is often the most challenging aspect of judicial decision-
making: the justibcation of premises. The subsumption model thess@ useful
starting point for conceptualizing judicial reasoning, but it is not a comprehensive
framework.

B. The Relationship Between the Judicial Decision and Its Justibcation:
Production vs. Presentation or Back-and-Forth 2.0?

An examination of the relationship between the judicial decision as such and
its justibcation provides further insight into the judgeOs approach to reasoningN
both structurally and substantively. Contrasting judicial decision-making with
its justibcation, the former can be understood as the process of producing the
judgment, while the latter represents its presentatidrSimultaneously, it is
critical to recognize that the decision-making process and the justibcation of the
decision as its outcome cannot be fully disaggregated. Rather, there is an intrinsic

been issued in accordance with the higher-level acts conditioning them become permanently part of the legal
order.

136 See suprsection I1.A.

137 SeeFrederick SchauefGiving ReasonsA7 SI'# . L. R$%633, 636 (1995). SchauerOs understanding
of OreasonO is a structurally similar, generalized version as he is concerned Cmatimgth reason, but
instead withgiving a reason, and with what follows from the very act of giving one.O
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connection between judicial decision-making and its reasoning, and thus between
the production and presentation of the judicial decisith.

This connection manifests in two distinct ways: First, the necessity of
justibcation directly constrains the judgeOs decision. If a legal outcome cannot
be justibed in the manner legally required, the judge is precluded from rendering
this outcome. Second, the judge must approach the decision-making process in a
manner that can be reproduced in the judgmentOs reasoning. Consequently, judges
must orient themselves to the same standards during the decision-making process
that they may argumentatively invoke when drafting its justibcatin.

A failure to maintain this alignment would result in justibcations that qualify
as mere pretense, aimed solely at retrospectively lending the appearance of Olegall
rationalityO to a previously arbitrary decision, potentially made for extraneous
motives. Such an approach would not comport with neither the concept of
the judgeOs role within a system predicated on the rule of law nor with the
corresponding understanding of the application of ¥t is, rather, an essential
characteristic of the judicial reasoning that it is not formulated in isolation from
the decision made. Therefore, the judge who decides a case must also be the one
who justibes the decision.

138 This way of understanding the relationship between the judicial decision and its justibcation is
prominent in the scholarship of Ulfrid NeumarBee, e.g.Ulfrid NeumannWabhrheit statt Autorgt [Truth
instead of Authoritly in D!" S#$%&™ (") R"&™*) [T™ L%+,-%,"./ L%0 369, 381 (Kent Lerch ed., 2005)
(Ger.); Ulfrid NeumannJuristische Argumentationstheofi€heory of Legal Argumentatiprin H%+(1-&'
R'&*)#'12.).#'1" [H%+(1..3./ L"%2P12.).#4 ] 234 (Eric Hilgendorf & Jan C. Joerden eds., 2017)
(Ger.).

139 For this reason, Ogiving reasons is seen as a necessary condition of rationalityO BeeSamauer,
supranote138 at 663.

140 Even from a legal realist perspective which acknowledges that judicial reasoning may not perfectly align
with the idealized narrative of purely rational decision-making, the justibcation process remains constitutive
of the judicial decision-making. The requirement of reasoned explanation fundamentally constrains judicial
discretion, despite the legal realistic discovery that Ojudges were human and therefore were likely in a variety
of legal contexts consciously or unconsciously to slip their personal values into their legal reaseing.O
J'+ H%$*E24, D"5.&$%&4 %+(D)*$-)* : AT".$4 ./ F(1&!%2R"6!"0 40 (1980). This is because a
legal outcome that cannot be articulated through legally requisite forms of reasoning cannot be legitimately
rendered.
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C. Conceptual Requirements for Judicial Decision Justibcation: Reasoning as a
Mechanism of Legitimacy

The intrinsic connection between judicial decision-making and reasoning
necessitates that the content of judicial opinions, and the process by which judges
arrive at them, largely mirror the considerations outlined above in Part | and Part II.
Thus, this part of the article focuses on whether the externally communicated nature
of judicial reasoning imposes distinct or supplementary requirements beyond those
inherent in decision-making as an internal judicial cognitive process.

When examining the specibc functions of judicial reasoning, it becomes clear
that they are interconnected despite being seemingly diverse: they encompass,
e.g., the legitimization of state authority, the rationalization and objectibcation
of decision-making processes, the minimization of arbitrary actions by decision-
makers, the assurance of comprehensibility foeced parties, the facilitation
of appellate review, the demonstration of judicial accountability to the legal
community, the enablement of judicial decision quality evaluation, and the
fostering of acceptance and trust in state decisions. At their core, these functions
coalesce to provide justibcation for judicial decision-makiffy.

The structure and content of judicial opinions are not solely determined by
their subject matter but are inextricably linked to their intended audience, a direct
consequence of the judicial opinionOs role as a mediating device. This multifaceted
communicative dimension requires judges to navigate the general rules of natural
language. As previously elaborated, the framework for judicial communication
through opinions is thus shaped by prevailing linguistic conventiéfs.

Legal reasoning in judicial opinions is, however, distinguished from quotidian
argumentation by its appeal to what &naPerelman termed a Ouniversal audienceO
Nan idealized audience persuadable only by rational legal argunté#ghile the
universality of these rationality concepts across legal systems remains contentious,
the existence of shared rationality standards within a specibc legal community is
generally acknowledgetf* These standards are primarily manifested in positive

141 seeSchauersupranote138 at 635 (OWhen lawyers argue and when judges write opinions, they seek
to justify their conclusions, and they do so byasing reasons.O).

142 See suprsection I1.B and Section I1.E.1.

143 See generall!" #$P%&Y%'S"( J*+,-%, L" ,"( A&0)$%(+ 71 (1980).

144 SeePost,supranote 16, at 47D48.
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law, particularly in general legal norms, which both dictate the arguments
considered relevant by the legal community and stipulate that judges may base their
decisions and reasoning exclusively on these legally relevant faéfofs.render

a judicial opinion, judges must therefore demonstrate an understanding of both
factual occurrences and their legal implications, as well as their interrelationships,
to recognize the legal relevance underlying actual interests (or conficts thereof)
and draw appropriate conclusions.

When the law, even after comprehensive and methodologically correct
interpretation, fails to unambiguously dictate the legal outcome, judges must select
among equally valid interpretive optioh®® However, even in these scenarios,
judges are not entirely unfetteréd but are subject to both substantive and
procedural limitations aimed at preventing arbitrary decision-making. While the
substantive standards were examined in II.C., this section focuses on the procedural
dimensionNspecibcally, the comprehensive duty to justify judicial decisions,
requiring judges not only to disclose their interpretive process but also to elucidate
their ultimate decision-making beyond the interpretive framework.

So, what standards govern judicial reasoning in areas of legal indeterminacy?
To deny the existence of any guidelines for this part of judicial reasoning would
result in a bifurcation of justiPcation requirements: rational legal arguments
on one side (within the interpretative framework) and pure arbitrariness on
the other (beyond the interpretative framework). Such a dichotomy, however,
is inherently contradictory*® The very requirement of reasoning in areas not
unambiguously determined by law precludes pure arbitrariness. Thus, even in areas

145 consequently, judicial opinions must eschew reliance on Olegally irrelevant factors.O The interests
of litigants are decision-relevant only insofar as the legal system ascribes them legal relevance, thereby
transmuting them into legal arguments. On whether judges are, in fact, not inBuenced by irrelevant
factors, see, e.g., My Bergius et &vre Judges Inuenced by Legally Irrelevant Circumstancg&g®!" ,
PH#$%!%8&'&() *+R&,- 157 (2020).

146 See suprasection I1.C.

147 As Justice Benjamin N. Cardozo observed, OThe judge, even when he is free, is still not wholly free.
He is not to innovate at pleasur@®10&* NI(11* Cl#+$2$, T1. NI(3#. $4 (1. J3+&5&!'PH#$5.,, 141
(1921).

148 Even Hans Kelsen himself stressed that the legal system must be understood as a rational whole.
See Hans Kelsen,Buchbesprechung von: Spiegel, L.: Gesetz und Recht. agertund Aufastze zur
Rechtsquellentheorie. thchen und Leipzig, 191[Book review of: L. Spiegel, Statute and Law: Lectures
and Essays on the Theory of the Sources of Law. Munich and Leipzid, ©(8#.&51&,51. Z.&(,51#&4(

43# $44.%(&51., R.51( [OZFOR] 766, 770 (1914) (Ger.).
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where positive law does not comprehensively provide rationality standards, judges
must structurally engage in thoroughly legal reasoning processes. This ensures
that judicial opinions fulbll their justibcatory function and persuade the ideal
audience:*?

Put di erently: When confronted with multiple equally valid interpretative
options, mere articulation of motives for the decision-making component involving
judicial lawmaking is insl cient. Judges must rationalize their choices through
a process that transmutes personal judgment into legal argumentation. This
process may draw upon several components, including personal judicial values,
recognition of individual judicial priming, the concept of the judge as a functional
Osubstitute legislator,O considerations of justice and peace as foundational legal
purposes, anticipated decision acceptance, and judicial pragmatism, encompassing
considerations of legal certainty and institutional functionality. These components,
while not exhaustive, represent categories of normative arguments that judges may
employ to justify decisions in areas of legal indetermin&y.

D. The Structure of an Opinion of the Court

Having explicated the fundamental concepts underlying judicial reasoning
and its relationship to decision-making, this section examines the core features
of court opinions. Against the backdrop of the judicial decision-making process
as carved out, court opinions should generally address three facets: statements
of facts, evaluation of evidence, and legal assessment. The statement of facts of
a judicial opinion could, e.g., encompass the essential submissions and motions
of the parties, limited to those retaining relevance at the time of decision. It may
further delineate undisputed facts and those treated as uncontested. Ideally, this
section should culminate in a clear and unambiguous statement of the established
facts that form the basis for legal assessment.

149 | yons, supranote85, at 178079 (O[I]t seems implausible to assume that no judicial decision in a hard
case can be justiped simply because no decision is required by law. Courts are expected to justify their
decisions, and this requirement does not dissolve when cases are hard.0).

150 One may also make use in this regard of the principles that Lon L. Fuller famously described as the
inner morality of law.See generally.!" L. F#$$%&T'% M!&($)*+ !, L(- (1964).SeeRobert Binkley,

Review of The Morality of Lawl965D#.% L.J. 668, 669 (1965) (elaborating that Fuller understands the
Olaw is a tool useful for many purposes. The inner morality of law is nothing more than the rules for the
use of this tool, rules justibed by the fact that if they are Routed the purposes for which the tool is designed
cannot be achieved, and the tool itself will be damaged or destroyedO).
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The evaluation of evidence section elucidates the judgeOs assessment of
individual evidentiary elements and the criteria that informed their subjective
conviction regarding the probative value of each piece of evidence. The extent and
detail of this explanation are, of course, contingent upon the circumstances of the
specibc case. The reasoning must, however, be at Iéastesutly comprehensible
to facilitate € ective appellate review of the evidentiary evaluation. Consequently,
the opinion should not only elucidate why the judge considers certain facts proven
but also explicate the rationale for rejecting other potentially relevant factual
assertiong>?

The legal assessment section delineates the judgeOs application of law to the
established facts. It is incumbent upon the judge to explicate which legal norms
they deem relevant to the established facts, their interpretation of these norms, and
the reasoning that led to the conclusion reRected in the judgmentOs outcome. This
explication is crucial for enabling parties to appeal on grounds of incorrect legal
assessment. The judge must demonstrate a methodologically sound application
of the relevant legal provisions to the established facts, particularly by disclosing
their thought process in interpreting vague legal concepts and engaging with any
pertinent debates in case law and legal scholarship.

These three main sections of court opinions directly result from and therefore
mirror the di' erent stages of judicial decision-making, as outlined above. Rather
than constituting a separate component of the judicial decision-making process,
the requirement of the judge justifying themselves by giving reasons for their
decisions in a legally sound manner adds a layer of explanation to each of
these sections. While the judgeOs reasoning should render its decision-making
process intersubjectively comprehensible, there is no obligation to describe every
mental step taken in the course of a court proceeding. The depth and breadth of
explanations in each section are primarily contingent upon whether the aspect in
question is disputetP?

151 SeeN!"# M$UE&'("%) , LI*$# RIS+&,"* $,- LI*$# T.1&/ 67-72 (1994) (arguing that judicial
opinion must encompass not only a justibcation of the deductive process of legal application but also an
explication of why one interpretive option was selected over another. The same holds true, he argues, for the
factual point of reference of the legal analysis conducted by the judge).

152 The European Court of Human Rights has developed a nuanced approach to the extent of judicial
reasoning required, considering factors such as the nature of the decision and the specibcity of the applicable
law. See, e.g.Tyrer v. the United Kingdom, App. No. 5856/72 Eur. CommOn H.R. Dec. & Rep. 12 (1978);
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E. Judicial Reasoning by Al?

This section examines whether Al systems possess the capabilities necessary
to replicate the reasoning process required of judges when writing their opinion.
Unlike the analyses of AlOs potential to replicate the social and legal skills
required of a judgé®? the examination of AlOs capability to generate legal
opinions necessitates a holistic approach. This is particularly due to the internal
process of judicial decision-making and the external process of justibPcation
being symbiotically linked, which has profound implications for AlOs potential to
replicate this aspect of the judicial task.

1. Conceptually Distinguishing Decision-Making from Giving Reasons for the
Decision

The brst conceptual hurdle in evaluating AlOs potential for generating
a judicial opinion lies in ascertaining whether Al systems can meaningfully
di! erentiate between the internal process of decision-making and the external
process of articulating and justifying the decision. This two-layer approach is
crucial for the process of judicial decision-making, characterized by the internal
deliberative process of reaching a decision being distinct from the external process
of justifying it within the legal community>*

Conceptually, Al systems seem indeed capable of replicating this distinction.
When an Al system makes a decision, it does not necessarily mean that the
decision-making process is simultaneously apparent and accessible beyond the
system. Instead, explaining the decision and its reasoning is a separate task for
Al, t00.155

Sakkopoulos v. Greece, App. No. 61828/00, 50-51 (2004). This RBexible standard is reminiscent of the U.S.
Supreme CourtOs context-specibc approach to procedural due process, as articulated in Mathews v. Eldridge,
424 U.S. 319, 339 (1976).

153 See generally suprart | and Part 1.

154 See suprasection I11.B.

155 |n fact, this is precisely why the question of explainable Al is one of the most debated aspects of Al.
For an overview, see Rudresh Dwivedi et &lxplainable Al (XAl): Core Ideas, Techniques, and Solutions
55ACM CI"#$%. S$&'. 194:1, 194:5 (2023); Sheikh Rabiul Islam et &xplainable Artibcial Intelligence
Approaches: A Survey& X)' (2021),http://arxiv.org/abs/2101.09428ttps://perma.cc/KC49-EZCX


http://arxiv.org/abs/2101.09429
https://perma.cc/KC49-EZCX

2026] 404 JUSTICE NOT FOUND 129

2. Evaluating AlOs Capacity for Giving ReasonsNExplaining the Black Box

Analyzing AlOs capacity for explaining its judicial decision-making process
requires both, assessing the current state of Al technology in terms of its ability to
provide transparent and comprehensible explanations for its outcomes in general,
and identifying any gaps between Al-generated explanations and the requirements
for judicial reasoning specibcally.

The opacity of Al decision-making processes and the corresponding notion of
Al as an inscrutable Oblack bdX®have been persistent concerns in discussions
of Al decision-making. The characterization of Al as a Oblack boxO is, however,
not a monolithic concept but rather a spectrum of opacity levels dependent on
the specibc Al architecture employed. ML-based systems, particularly deep neural
networks, present the greatest challenges to interpretabifityevertheless, it is
crucial to note that opacity is not an inherent feature of all Al systems but rather a
consequence of specibc design choices.

XAl-techniques aim to render Al decision-making processes more
transparent and interpretable to human observers, ranging from global
interpretability (understanding the entire modef) to local interpretability
(explaining specibc decision®)? Some particularly promising XAl approaches
include: a) Feature importance methods, which highlight the input features
that inRuenced the AlOs decision m§8th) Local interpretable model-agnostic

156 1% | C#$$ B00™. & A& T(%)!™* 11+, ., Explaining Decisions Made with AB9 (2022),https:
/lico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/artibcial-intelligence/explaining-
decisions-made-with-artiPcial-intelligence-1-0.pdftps://perma.cc/8PJIG-V2]explaining that a black
box in the context of Al is Oany Al system whose inner workings and rationale are opaque or inaccessible to
human understandingO).

157 Jenna BurrellHow the Machine OThinksO: Understanding Opacity in Machine Learning Algorithms
3B)* D, & S#-0 1,5 (2016); Thomas Wischmeyertibcial Intelligence and Transparency: Opening
the Black Boxin R/*(&')"™*  A%,)")-)'& I1,/&&)*/!-/ 75, 81 (Thomas Wischmeyer & Timo Rademacher
eds., 2020).

158 | jsa Kade & Stephanie von MaltzanDie Erklarbarkeit von Kanstlicher Intelligenz (KI):
Entmystibzierung der Black Box und Chancendas Rech{The Explainability of Artibcial Intelligence
(Al): Demystifying the Black Box and Opportunities for the 1,a36 C#$0(,/% (!1 R/-2, [CUR] 66, 68
(2020) (Ger.).

159 geeLilian Edwards & Michael VealeSlave to the Algorithm? Why a ORight to an ExplanationO Is
Probably Not the Remedy You Are Looking Fo8 D(3/ L. & T/-2 . R/4. 18, 56-57 (2017) (noting that
local interpretability uses a single dimension within a complex model).

160 Zacharias et alsupranote21, at 2161D62.


https://ico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/explaining-decisions-made-with-artificial-intelligence-1-0.pdf
https://ico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/explaining-decisions-made-with-artificial-intelligence-1-0.pdf
https://ico.org.uk/media/for-organisations/uk-gdpr-guidance-and-resources/artificial-intelligence/explaining-decisions-made-with-artificial-intelligence-1-0.pdf
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explanations (LIME), which provide explanations for individual predictiétsnd
c) Counterfactual explanations, which show how changing certain inputs would
alter AlOs decisiotp?

While these XAl techniques represent signibcant progress, they often involve
trade-o s between accuracy and explainabifi®§,and still fall short of providing
comprehensive, contextual reasoning.

3. Al Explanations vs. Judicial Reasoning

Most importantly, though, the Oability to reasonO attributed to Al systemsN
even those qualifying as XAINfundamentally ders from that of humans. Given
that judicial decision-making, including the reasoning process as manifested in
judicial opinions, is oriented towards how humans think and'&tthe fact that
an Al system is interpretable should not lead to the immediate conclusion that it
necessarily meets the requirements for judicial reasoning. Rather, the peculiarities
of judicial opinions on one hand and those of explainable Al on the other
must be juxtaposed to determine the extent to which the former Pridsiesut
correspondence in the latter.

3.1. Active Reasoning vs. Passive Insight: A Structural Incompatibility?

The reasoning of judicial opinions is an inherently active process,
characterized by the judgeOs Oself-explanationO through methodical preparation and
articulation of decision-relevant aspects in natural language. This process stands
in stark contrast to mere access to court bles, which provides passive insight
without elucidating the judgeOs decision-making rationale. The judgeOs obligation

161 Muhammad Rehman Zafar & Naimul Khameterministic Local Interpretable Model-Agnostic
Explanations for Stable Explainabilitg M!"# . L$!%&'&( &) K&*+,$)($ E-.%!".*& 525,525 (2021);
Xingyu Zhao et al.BayLIME: Bayesian Local Interpretable Model-Agnostic Explanatjdisi2021 P%*".
MI"# | L$1%&'&(R/"# . 887, 887-88 (2021).

162 yinggiang Ge et al.Counterfactual Evaluation for Explainable AlL-2, (arXiv, Working Paper No.
2109.01962v1, 2021ttps://arxiv.org/abs/2109.0196Rttps://perma.cc/2UXU-SXTA Su" an et al.,
supranote2l.

163 seeDavid Lehr & Paul OhmPlaying with the Data: What Legal Scholars Should Learn About Machine
Learning 51U.C. D0/ L.R$0 653, 692-93 (2017) (asserting that simpler models are generally less accurate
but more explainable, while more complex models are more accurate but less explainable).

164 See infraSection 1I1.C.
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to provide reasoning is a fundamental aspect of due process, not a burden to be
shifted to the parties or the legal community at latgR.

Many XAl techniques, while enhancing interpretability, fall short of
replicating this active reasoning processNan aspect which is, surprisingly, hardly
addressed in the scholarship on XAIl. The often-proposed solution of Ocode
disclosureO or examination of training data proves!imsent1%® Similarly,
surrogate models, which use an external secondary model to approximate the
decision-making Al, fail to meet the standard of judicial reasoning despite
their active generation of explanatioH¥. These approaches provide, at best, a
passive insight into the AlOs decision-making process, rather than the active,
self-explanatory reasoning required of judges. The characterization of judicial
reasoning as an active process therefore signibcantly narrows the beld of potentially
suitable Al systems to replicate judicial reasoning.

NLP systems show promise in actively generating explanations akin to the
reasoning in judicial opinions. These systems, designed to OrespondO to queries by
generating text, bear some resemblance to the process of judicial explaifation.
Additionally, certain XAl approaches, such as feature importance explanations,
demonstrate an active orientation in their ability to elucidate decision-making

165 The U.S. Supreme Court has consistently emphasized the importance of reasoned judgments, the extent
to which reasons are to be provided by the judge, depends, however, on the nature of the case in question. As
the Court stressed iRita v. United States51 U.S. 338, 357D58 (2007), while the sentencing judge must
state their reasons for a sentencing decision, the statement need not be particularly long or detailed.

166 SeeRita Matulionyte & Ambreen HanifA Call for More Explainable Al in Law Enforceme(®021),
https://papers.ssrn.com/sol3/papers.cfm?abstdz@97424 3 https://dx.doi.org/10.2139/ssrn.3974243
(noting that trade secret protections prevent unlimited access to modelsO training data).

167 SeeAndrew D. Selbst & Solon Baroca$he Intuitive Appeal of Explainable Machin@ FI"#$%&

L. R'( . 1085, 1113 (2018) (noting that approximating one model with a separate, external model becomes
ine" ective when replicating complex phenomena).

168 yogesh K. Dwivedi et al.,Opinion Paper: OSo what if ChatGPT wrote it?0 Multidisciplinary
perspectives on opportunities, challenges and implications of generative conversational Al for research
practice and policy, 70)* G J. I),! . M-&* ..,/ (010/), https://www.sciencedirect.com/science/articl
e/pii/S0268401223000238ttps://doi.org/10.1016/j.ijinfomgt.2023.102643. Sean Tu, Amy Cyphert &

Samuel J. Perlartibcial Intelligence: Legal Reasoning, Legal Research and Legal Writing Practicing Law
in the Age of AI25M2)). J.L. 32 & T'3$. 105, 122D23 (2024).
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factors!®® However, their current capabilities represent only a rudimentary
approximation of the complex reasoning required in judicial decision-making.

3.2. General Form and Substance of Judicial Reasoning

Apart from the necessity that judicial reasoning be actively generated and
communicated by the deciding entity, there are, as elaborated above, further
requirements for how the reasoning is to be designed.

Judicial opinions must be articulated in natural language, precluding the use
of mere percentages, feature weightings, or complex mathematical formulas as
adequate explanations, as they were determined by the Al system in the process
of deciding the specibc ca$® This requirement stems from the fundamental
principle that judicial decisions must be comprehensible to their addressees,
including both the parties of the case and the legal community as a WwHole.

Beyond using natural language, the content of judicial reasoning must further
be comprehensible to the average legal addressee, a standard that precludes
explanations requiring advanced technological expertise to interfsréthile the
specibc level of complexity may vary depending on the nature of the case and
the parties involved, there are limits as to how technically sophisticated a judicial
explanation may be while still fulblling its purpose.

These two basic requirements regarding the form and substance of judicial
reasoning thus further narrow the circle of potentially suitable Al systems for
replicating it. However, they do not seem to structurally oppose Al fulblling the
required proble of judicial reasoning. Although many Al systems indeed express
their result in the form of a percentage, and XAl techniques sometimes make Al

169 seezachary C. Lipton;The Mythos of Model Interpretabilifyg1 C!""# &%ACM 36, 40D42 (2018)
(explaining how the post hoc approach targets factors that inBuenced decision-making without analyzing the
greater intricacies of a given model).

170 For an example of the implications of Al outputs which can detach themselves from human reasoning in
the Peld of medicine, see Markus Herrmann efRgrcentages and Reasons: Al Explainability and Ultimate
Human Responsibility within the Medical Fiel26 E&'(#%S$)! . T*#' . 26 (2024).

171 see suprasection I11.C.

172 X Al approaches are, however, mostly focused on making the Al tool in question explainable to experts
inthe Peld, not end users. For an example of how to make sure that the explahatied by an Al system bts
the needs of any type of user, see Vijay Arya et@he Explanation Does Not Fit All: A Toolkit and Taxonomy
of Al Explainability Techniques-, X(- (2019),http://arxiv.org/abs/1909.030https://perma.cc/3HSZ-
BL8T].
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systems explainable by enabling them to identify and express in mathematical form
the weighting of individual decision-relevant features, NLP in particular represents

a type of Al system that is structurally able to produce texts corresponding to these
basic requirements for reasoning in judicial opinions. As mentioned throughout

this article, LLMs have, in fact, become so good at generating text superbcially

resembling judicial opinions that even legal experts may have trouble telling them

apart’3

3.3. The Inseparability of Judicial Decision and Judicial Reasoning?

Moving beyond these basic requirements for form and content of judicial
opinions, | turn to the question of whether and to what extent an Al system
Is capable of fulblling the special requirements for structure and content of the
reasoning in judicial opinions.

This brings us back to the intrinsic link between the two layers of the judicial
decision: Judicial reasoning as expressed in a judicial opinion is not merely an ex-
post explanation of the decision, but an integral dimension of the decision-making
process itself. Therefore, judicial reasoning cannot be detached from the decision
it purports to explain, it rather builds on%it?

The analysis in Part | and Part Il has revealed signibcant technological
debciencies in AlOs ability to fully replicate the judicial decision-making process,
both in terms of fact-Pnding and legal analysis. These limitations stem from the
inherent OothernessO of Al compared to human cognition and the anthropocentric
nature of judicial decision-makintf>

This intrinsic dl erence raises doubts about whether AlOs approach to judicial
decision-making and its results can be properly characterized as legal decision-
making at all. As | conclude above, current Al technology cannot engage in legal
decision-making, as it is understood to be the core judicial task. Therefore, it

173 For a recent review of what LLMs are capable of generating when it comes to legal texts, including
judicial opinions, see Joshua Krook et dlagrge Language Models (LLMs) for Legal Advice: A Scoping
Reviewm(2024),https://papers.ssrn.com/abstract=4976[1&s://perma.cc/7RUH-PAH3

174 See suprasection 111.B. and Section I1I.C.

175 On the core manifestation of this OothernessO of Al, see, e.g., Kerr and Mattramote 9, at 23
(O[T]he very activity of judging requires following rulesO, and Al cannot be Oa true participant in [...] rule-
followingQ), 25 (arguing that Al lacks a normative commitment to the rules, or to the lived experience that
makes the rules signibcant).
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necessarily follows that Al cannot reason legally, either. In other words: no judicial
reasoning and no judicial opinion without a judicial decision.

The fact that a judicial opinion is not merely a presentational format but is
intrinsically linked to the cognitive process of judicial decision-making becomes
particularly clear when zooming in on the three main categories of reasoning
in judicial decisions, namely fact-Pnding, evaluation of evidence, and legal
assessment® As carved out in this article, each component requires specibc
cognitive skills and legal knowledge that current Al systems struggle to replicate.
Any attempt to examine AlOs capability to merely replicate these specialized
aspects of judicial reasoning by producing a tegtinding likean element of
a judicial opinion quickly reveals the artibciality of separating the production
of a judicial decision from its presentation. The essence of judicial opinions,
characterized by their unigue composition of fact-Pnding, evidentiary evaluation,
and legal analysis, cannot be reproduced by focusing solely on the presentational
aspect while ignoring the underlying cognitive processes of production.

When reducing these three components of judicial opinions to the
presentational dimension, they at once become indistinguishable from one another;
they are OmereO Al-generated text pieces, a chain of words built on the basis of
statistical analyses. This homogeneity starkly contrasts with the cognitively distinct
processes that a judge employs in arriving at each component. The qualibcation
of a textual segment as fact-bnding, evidentiary evaluation, or legal assessment
stems not from its mere presentation, even in natural language, but from the
judgeOs application of specibc methodological guidelines when arriving at these
conclusions.

If we entertain the counterfactual premise that Al could master both the
processes of bnding and establishing the facts of a case as well as their legal
assessment, the presentational aspect as suchNfacilitated by NLP applicationsN
would indeed be feasible. This hypothetical scenario would merely involve
translating pre-determined decision steps and valuations into textual form.

The realization of Al-based judicial reasoning in judicial opinions, however,
does not only require linguistic probciency but also the fulbliment of myriad
social and legal competencies currently beyond AlOs reach. The replication of

176 see suprsection II1.D.
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judicial reasoning by Al ultimately falters due to the absence of those cognitive
capabilities in Al systems that are essential to the judicial decision-making process,
as elucidated in the preceding parts of this artiéfe.

F. Conclusion

This analysis concludes that the comprehensive transfer of judicial reasoning
to Al systems is currently infeasible. While Al, particularly NLP systems, may
generate text that superbcially resembles the reasoning of judicial opinions, it
fundamentally lacks the cognitive capabilities required for the judicial decision-
making that judicial opinions are meant to justify. These debciencies of Al
identibed in Part | and Part Il regarding the social and legal skills intrinsic to
the judicial role, including the ability to weigh complex social factors, apply legal
principles contextually, and exercise discretion in a manner consistent with the rule
of law, therefore have direct implications for AlOs ability to write legal opinions.

Any attempt to separate the OproductionO and the OpresentationO of judicial
decision-making reveals a fundamental misconception about this very process. The
essence of judicial reasoning lies not in its presentational form but in the underlying
cognitive and evaluative processes the judge must undertake. A mere textual output
that resembles a judicial opinion does not constitute judicial reasoning if it lacks
the foundational judicial decision-making process.

\Y
CI"#$%&™( T)I%(*+ :ML"(  B-I"&*-  H%/0" -C-"*1'# Cl"#-2*
13 J%&("( ?

This article has undertaken a comprehensive analysis of the prevailing
conception of the judicial role, specibcally examining the extent to which Al
can fulbll the core requirements for serving as a judge given the current state
of technology. The analysis revealed that while Al and human decision-making
processes may show superbcial parallels, fundameritakrehces persist upon
closer examination.

Although currentlegal frameworks, while implicitly assuming a human judge,
do not explicitly categorically preclude non-human entities from judicial roles, the

177 See generally suprBart | and Part I1.
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article found signibcant debciencies in AlOs ability to replicate judicial capacities
resulting from these fundamental @rences in how it makes decisions.

A. The Implications of the Findings

Given these grave debciencies of Al, which became apparent rather early
on in this article, one might question the necessity of such an extensive and
detailed examination of the !derent facets of the judicial role. However, this
chosen comprehensive approach serves several crucial purposes which are often
overlooked in the debate surrounding Al judges:

Firstly, by adopting a holistic approach, this analysis not only assesses the
current feasibility of Al judges but also lays the normative groundwork for future
discussions on integrating Al in the judiciary, the adaptation of legal frameworks to
technological advancements, and the fundamental nature of law and adjudication in
an increasingly digital world. While the analysis concludes that Al currently cannot
replace human judges entirely, it provides a nuanced foundation for considering
how Al may, after all, supplement or support judicial activities in specibc areas.
By breaking down the judicial role into its constituent parts and examining AlOs
capabilities in relation to each of them, this article opens avenues for targeted
integration of specibc Al applications in areas where it can enhance judicial
e" ciency without compromising the essential human elements of judgthg.

By thoroughly examining the existing legal concept of the judge and judicial
decision-making in light of technological advancements, this article also aims to
discourage hasty creation of overly specibc regulations for emerging technologies.
The risk of premature legislation is particularly acute in the rapidly evolving beld
of Al, where todayOs cutting-edge technology may be outdated tomdftdive
analysis suggests through its capability-based rather than entity-based focus that
existing legal principles constituting our current understanding of judges may, in
fact, be more adaptable to technological change than initially apparent. Against

178 |t goes without saying, though, that Al tools being used by judges in the course of their decision-making
process also raise many questions. As a matter of fact, keeping a human (judge) in the loop may add additional
challenges beyond the scope of this article. For a comprehensive assessment of human in the loop-scenarios,
see Crootof, Kaminski, and Pricgypranote24.

179 See, e.g Ramak Molavi Vasse(ihe Al ActNThe Epitome of Outdated Tech GovernanceNExploring
the Need for Innovative Regulation and Pathways to Modern Tech Gover25CE#$%. L. R&'. (%) 72
(2024).
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this backdrop, this article argues for a measured, foundational approach to legal
adaptation rather than reactive, technology-specibc laws.

Furthermore, the detailed comparison between human and Al capabilities
does not only highlight AlOs debciencies but also points to the limits of
human performance in judicial roles. Adopting this balanced perspective, the
article underscores that while humans currently outperform Al in meeting the
requirements for judges, human decision-making is not without 3aws, either. By
explicitly acknowledging these human limitations, it showcases the importance of
revisiting old debates on the nature of judgment and utilizing them when assessing
the potential of Al in judicial decision-makintf°

Throughout the article, the topic of having OunderstandingO for the process
of judicial decision-making as well as all its facets has proven to be one of the
fundamental issues when it comes to determining whether Al may serve as a judge.
The core question which has popped up in various shapes and forms is whether it is
su cient for Al to produce results that humans deem correct or explanations that
seem comprehensible to humans, or whether we require OmoreO of Al. AlOs lack of
a deeper understanding as is ascribed to humans pushes us to dig deep and debate

180 One example for such an old debate revisited in light of Al concerns the implications of subjective
experiences, perceptions, values, and cultural conditioning of human judges on their decision-making
process and whether Al could help to shield judges and their decisions from them. Proponents argue
that Al could serve as a panacea for human weaknesses. They contend that Al, lacking human-like self-
interests, physiological needs, emotional biases, or political leanings, could ensure more uniform and
arbitrary-free application of general norn&ee, e.g.Robert BucklandAl, Judges and Judgment: Setting
the Scene&b7 (Harvard Kennedy Sch. M-RCBG Assoc., Working Paper, Series No. 220, b0g33;
/lwww.hks.harvard.edu/sites/default/Ples/centers/mrchg/working.papers/AW#&_220.pdf
[https://perma.cc/WDB6-5S5UThis way of arguing is, of course, closely connected to the premise
of legal realistic concepts of judicial decision-makirgee, e.g.Dan Priel,Law Is What the Judge Had
for Breakfast: A Brief History of an Unpalatable 1de@8B!"" . L. R#3$ 899 (2020); Manotar Tampubolon,
Tomson Situmeang & Paltiada Saraglhdicial Breakfast as an External Factor in Judicial Decision Making
in Courts 12 F%&8R() .9 (2023),https://doi.org/10.12688/f1000research.12648€rltics, in contrast,
emphasize AlOs fundamental dependency on human input. They argue that Al systems, being human-created
products, are intrinsically dependent on human decisions regarding hardware, software, types of algorithms,
and training data. This dependency, they claim, precludes Al from making truly independent decisions. For
a critical view with regard to using these types of arguments to justify using Al instead of a human judge, see
Konstantin ChatziathanasioBeware the Lure of Narratives: OHungry JudgesO Should Not Motivate the Use
of OArtibcial IntelligenceO in La®3 G#*. L.J.452 (2022); Shai Dothan & Gregor Maucéids Our Flaws
That Make Us Humane: How Technology Ruined Judicial C&fU S(+ & T#() . L. R#% (forthcoming
2025),https://ssrn.com/abstract=5191(4®tps://perma.cc/YHF5-GQ&9
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what it really is that we value the most in judicial decision-making: Is it merely the
outcome, or do we place intrinsic value on the underlying process of reasoning,
informed by a deep understanding of the world of an entity which knows what it is
like to be (humar} This article has argued for the latter.

Finally, a key insight from the analysis of this article is that human weaknesses
and their potential manifestation in the course of judicial decision-making are
seemingly perceived as more manageable with regard to our current concept
of judging than AlOs debcienct®s.This is not because humans are inherently
ObetterO than Al, but because human errors are more predictable, understandable,
and thus less alarming to us (i.e., other humans) due to our shared humariffature.
The familiarity, however, is a double-edged sword. While it makes human errors
more palatable, it may also blind us to systematic biases or RBaws in human
reasoning. Al, while not being the appropriate tool to compensate for these human
shortcomings with regard to judicial decision-makind,ecs a novel way of
critically ref3ecting on them.

B. Reconceptualizing Law and the Judicial Function in Light of Al? A
Paradigm Shift

| want to conclude by framing what | hope to be the core take-away from this
article in a seemingly paradoxical way: On the one hand, it has become clear that
Al is currently not capable of replicating any of the core facets, let alone the process
of judicial decision-making as a whole, in any meaningful way, and there are good
reasons to assume that this will not change in the foreseeable future. On the other
hand, this fundamental structural incompatibility of judicial decision-making and

181 This became apparent with regard to multiple aspects of judicial decision-making throughout the paper.
Human judges struggle, for example, when it comes to accurately determining which emotions a witness is
feeling during the hearing and to correctly derive from their demeanor whether they are telling the truth.
See supraSection 1.D, note 72. Furthermore, human judges are Oblack boxesO, too. What happens inside
a human judge, how they actually make decisions and for which reasons, is not accessible for anyone
besides themselveSee, e.q.Aziz Z. Huq, A Right to a Human Decisionl06 V! . L. R"#. 611, 640D
646 (2020). Nevertheless, we have found ways in our legal system to handle these human weaknesses and
safeguard judicial decision-making against any negative impacts, particularly through the requirement of
giving reasons. Some of these human weaknesses may even be of particular value in the context of judicial
decision-makingSeeDothan & Maucecsupranotel182 at 21D30.

182 gee, e.g.Crootof, Kaminski, and Pricesupranote 24, at 467 (OWhatever oneOs thoughts about the
opacity of the human mind, society has developed ways of querying decisionmakers and identifying reasoning
errors.O).
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Al is not the result of humans being ObetterO than Al in absolute terms or legal
systems putting human actors on some sort of pedestal as an end in itself. Rather, it
OmerelyO follows from our current conception of the judge and its decision-making
process.

Against this backdrop, future research could therefore explore
reconceptualizing the judicial role based on AlOs capabilities instead of assessing
AlOs ability to meet current requirements for judges, as this article did. This
alternative approach!@rs two advantages: The Pbrst one is alignment with
technological realities. Inverting the analytical framework avoids forcing Al into a
role designed around human capabilities, instead acknowledging the fundamental
di! erences between human and Al functioning. Such a perspective could, in turn,
lead to novel judicial structures that leverage the strengths of both human and Al.

The second one builds upon the contrast between legal Rexibility and
technological constraints: While Al may face insurmountable technological
limitations in replicating certain aspects of the judicial function, as conceptualized
by current legal frameworks, these legal provisions are inherently Rexible and can
be modibPed to accommodate technological advancements. This realization opens
up new possibilities for reimagining the role of judges and the nature of legal
reasoning in an Al-augmented future.

Ultimately, the question of what function law and judges should serve
In society remains a decision to be made by humans. Any potential
reconceptualization of the judicial role to accommodate Al must therefore be
grounded in societal consensus about the purpose of law and adjudication in our
evolving technological landscape. This necessitates an ongoing dialogue between
legal scholars, technologists, policymakers, and the public to ensure that our
legal institutions evolve in a manner that preserves core democratic values while
harnessing the potential of new technologies. As we stand at the cusp of a potential
paradigm shift in legal reasoning and the judicial function, it is imperative that
we approach these changes with a nuanced understanding of both the capabilities
and limitations of Al as well as humans, always keeping in mind the fundamental
principles that underpin our legal systemNeven if we do so only to make the
decision to change it.
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Online communication has created new challenges for contemporary
democracies. These challenges are accentuated by the transnational nature of
the internet and the diverging attitudes of states around the world in regulating
speech. The US!ers a more protective legal regime of free speech compared
at least to European States. The comparison with Europe has become imperative
recently since the enactment by the European Union in 2022 of the Digital Services
Act. The Act creates a sophisticated system aiming to regulate online speech.
On the other hand, several social media platforms have scaled back their content
moderation practices in the US. X (formerly Twitter) drastically cut down its
content moderation team following a change in ownership in 2022 and MetaOs CEO
announced in January 2025 that it is moving towards a model of content moderation
based mostly on community oversighthe divide between the EU and the United
States on social media regulation raises the question of whether this is leading to a
division of the internet.

Following the attack on the Capitol on Januat, 2021, and the actions
several social media platforms took to indePnitely block major political aétors,
governments realized that it was important to regulate the ability of platforms to
limit who has access to them. In the US, Texas and Florida, two states that enacted
regulation of social media platforms, were concerned that the platforms are limiting
too much conservative speetiihe EU d cials, however, were concerned that

1 Marianna SpringCharitied Dismay as Twitter Disbands Safety Gro@BC (Dec. 13, 2022)attps:
/lwww.bbc.com/news/technology-6390770&tps://perma.cc/XJ9R-XGAECIlare DU y, Meta is
Getting Rid of Fact Checkers. Zuckerberg Acknowledged More Harmful Content Will Appear on the Platforms
Now, CNN (Jan. 7, 2025https://www.cnn.com/2025/01/07/tech/meta-censorship-moder§iitps:
/lperma.cc/MT62-WJLP

2 Bobby Allyn, Facebook Bans President Trump From Posting For The Rest Of His PresiddR&/

(Jan. 7, 2021)https://www.npr.org/sections/insurrection-at-the-capitol/2021/01/07/954453630/facebook-
bans-president-trump-from-posting-for-the-rest-of-his-presid¢htyps://perma.cc/8BBR-W7W7

The ban was converted to a two-year suspension following a decision by FacebookOs OversigBeBoard.
Shannon Bondlrump Suspended From Facebook For 2 YeENIRR (June 4, 2021https://www.npr.org/20
21/06/04/1003284948/trump-suspended-from-facebook-for-2-ybtps://perma.cc/44SK-9T4TThe
Oversight Board found the indePnite ban to be contrary to International Human Rights Standards and asked
Facebook to re-examine the case and impose a proportionate penalty within six months.

3 SeeS!I"#$%&T!" C&(), Sen. Cruz Questions Mark Zuckerberg on Alleged Political Bias at Facgbook
(YouTube, Apr. 10, 2018)https://www.youtube.com/watch?v=-VJeD3zhZZI&t=7[3dtps://perma.
cc/6QAT-WFTH; Clay Calvert,Anti-censorship Rhetoric v. First Amendment Realities: The Fight Over


https://www.bbc.com/news/technology-63907708
https://www.bbc.com/news/technology-63907708
https://perma.cc/XJ9R-XGAE
https://www.cnn.com/2025/01/07/tech/meta-censorship-moderation
https://perma.cc/MT62-WJL9
https://perma.cc/MT62-WJL9
https://www.npr.org/sections/insurrection-at-the-capitol/2021/01/07/954453630/facebook-bans-president-trump-from-posting-for-the-rest-of-his-presidency
https://www.npr.org/sections/insurrection-at-the-capitol/2021/01/07/954453630/facebook-bans-president-trump-from-posting-for-the-rest-of-his-presidency
https://perma.cc/8BBR-W7W7
https://www.npr.org/2021/06/04/1003284948/trump-suspended-from-facebook-for-2-years
https://www.npr.org/2021/06/04/1003284948/trump-suspended-from-facebook-for-2-years
https://perma.cc/44SK-9TZT
https://www.youtube.com/watch?v=-VJeD3zbZZI&t=73s
https://perma.cc/6QAT-WFTH
https://perma.cc/6QAT-WFTH
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social media platforms as private actors may be limiting too much speech, much
more than what is acceptable to limit in Europe, where limits to hate speech by
the government are constitutionally permissibiexas and Florida legislated to

al rm the First Amendment principles of protecting everyoneOs speech without
discrimination, even hate speetithe Europeans enacted legislation to strengthen
the processes the platforms already have to limit hate speech and misinformation,
and to provide to all users whose speech is limited avenues to complain if they
believe that the platforms are limiting their speech unneces&aritgy also passed
legislation to protect the public from the spread of misinformation, disinformation,
and manipulatior. The widespread misinformation during the pandemic and the
perception that the platformsO responses to this problem were inadequate led EU
ol cials to promulgate legislation that creates obligations for the platforms to
address the relevant risRs.

State attempts to regulate the platformsO handling of hate speech in the US
are failing. New YorR and Californid® enacted legislation against hate speech on
social media platforms. Two Circuit Courts have already found that the clauses are

Florida!s Anti-deplatforming Statute and Some Thoughts About Speaker Autonomy, Compelled Expression
and Access Mandates in Online Fo20 FI"#$ A%&'( . L. R&). 385, 393D94 (2022); Dawn Carla Nunziato,
The Old and the New Governorst &rts to Regulate and to InBuence Platform Content Moderafi@f!"#3$
A%&'(. L. R&). 348 (2024).

4 See Eur. CommOnimpact Assessment Accompanying the document Proposal for a Regulation
of the European Parliament and of the Council on a Single Market for Digital Services (Digital
Services Act) and amending Directive 2000/31/ESWD(2020) 348 Pbnal, pt. 1/2, at 19D20,
E* . C+%% (Dec. 15, 2020)https://digital-strategy.ec.europa.eu/en/library/impact-assessment-digital-
services-acthttps://perma.cc/SEX5-V6UU].

5 See infranotes 246, 271 and accompanying text.

6 SeeEur. CommOmsupranote4, at 26D27.

7 Eur. CommOri;he Digital Services Act: Ensuring a Safe and Accountable Online Environiegnt
C+%9%, https://digital-strategy.ec.europa.eu/en/policies/digital-servicegatipts://perma.cc/HTK 8-
5WQH (last visited July 21, 2025).

8 SeeEur. CommOmsupranote4, at 20.

IN.Y. G&'. B*. L- =© 394-ccc (McKinney 2024)seeVolokh v. James, 656 F. Supp. 3d 431, 436
(S.D.N.Y. 2023) (granting preliminary injunction).

10C,. .B*#.&P"+/ .C+(& © 22677 (West 2025); X Corp. v. Bonta, No. 23-CV-1939, 2023 WL 8948286
(E.D. Cal. Dec. 28, 2023) (denying preliminary injunctiorgyld and remandedl116 F.4th 888 (9th Cir.
2024).See als@Cat ZakrzewskiNew California Law Likely to Set/OFight Over Social Media Moderatign
W #0 . P+#$(Sept. 14, 2022https://www.washingtonpost.com/technology/2022/09/13/california-social-
network-transparencyhttps://perma.cc/[FO9MV-6CRC


https://digital-strategy.ec.europa.eu/en/library/impact-assessment-digital-services-act
https://digital-strategy.ec.europa.eu/en/library/impact-assessment-digital-services-act
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act
https://perma.cc/HTK8-5WQF
https://perma.cc/HTK8-5WQF
https://www.washingtonpost.com/technology/2022/09/13/california-social-network-transparency/
https://www.washingtonpost.com/technology/2022/09/13/california-social-network-transparency/
https://perma.cc/F9MV-6CRC
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content based and thus incompatible with the First AmenditeBth courts are
citing Moody v. NetChoicé&? the US Supreme CourtOs latest decision in relation to
social media platforms, which ams their First Amendment right to curate speech.

There are to date few comparative studies of the DSA and the legal regime
that exists in the U$2 This article complements these studies by analysing the
theoretical issues that underly theé' drences in regulation. The article explains
how the relationships between the government, private actors, the owners of social
media platforms and the users of the platforms put to the test the constitutional
doctrines that exist in the United States. It engages Miblody v. NetChoicand
explores possible avenues for regulation of social media in the US complementing
the relevant scholarship. It discusses tHeedénces in social media regulation in
the US and the EU and explores whether they are likely to lead to a division of the
internet. These dierences matter, because social media platforms have emerged as
extremely important and powerful social actors that debne the public sphere and the
quality of democracies world-wid¥' It engages with the perspective of business
and human rights and argues about the need for social media platforms to continue
to self-regulate based on the standards that relate to the Code of Conduct they have
agreed with the EU to abide by, even where they have no legal obligation to do
so. It examines the state of the art technology the platforms are using to detect hate
speech and misinformation and discusses which legal regime is more appropriate to
address hate speech and misinformation risks. It also makes suggestions for further
research that is needed to address hate speech and misinformation.

The divergence in the regulation of speech can be traced back to the
foundation of democracies in Europe and the United St&tdhe American

11 X Corp. v. Bonta, 116 F.4th 888 (9th Cir. 2024); Volokh v. James, 2025 U.S. App. LEXIS 19405 (2d
Cir. 2025).

12 Moody v. NetChoice, LLC, 144 S. Ct. 2383 (2024).

13 Neil Netanel,Applying Militant Democracy to Defend Against Social Media Har#s CARDOZO
L. REV. 489 (2023); Dawn Carla Nunziatdhe Digital Services Act and the BrusselseEt on Platform
Content Moderation24 CHI. J. INTL L. 115 (2023); loanna Tourkochoriti;he Digital Services Act and
the EU as the Global Regulator of the Intern2é CHI. J. INTL L. 129 (2023); Tiana WangQDelicate
TaskO: Content Moderation and Intermediary Liability in a Post-DSA W88®!"#!$!% T!&' . L.J.1507

(2024).
14 SeeEur. CommOrsupranote4, at 18D19.
15Seel()™)  TEHHE (- ,FIL( (O  E12M33,(* : T1 R4A$+,()'% R(-3 (0 AN &)*

). F'P& LI5)$ T'(+5- (2022).
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constitutional system is characterised by distrust towards the government, whereas
the French constitutional tradition has been characterised as a tradition of trust
towards the government to help the citizens realise their libelfiaahere
speech regulation is sparse, there is always the concern that political leaders
and civil society may use their expressive freedoms in ways which can lead to
undermining basic assumptions about facts and thus even legitimise dealing blows
to constitutional democracy. Can too much freedom lead to unfreeddo®s the
danger of coming across too much OfalseO information run the risk to undermine
democracy? Are democracies today facing the dangers that Isaiah Berlin was
warning against in his famous critique of John Stuart MillOs arguffedtdoes

the state of the art technology at the service of speech regulation counsel a more
cautious approach?

In the area of expressive freedoms, the USei an extended area of
protection of freedom of speech. In many European states, it is legitimate for the
government to limit abuse of the same freedom to protect other citizens from
the harm caused by hate speéghit is also legitimate for European states to
wield this power to prevent misinformatidf. This regime is opposed to the
absence of limits against hate speech, misinformation, and the lenient regime of
incitement to violence that exists in the US. The emergence of online platforms of
communication means that hate speech and incitement to violence can now escape
the borders of the US. Several scholars have argued that online communication
raises new challenges and that the legal regime in the US is no longer appropriate
to address these challendésn their opinion, the risks to freedom and democracy
that unregulated social media platforms entail necessitate the reference to the
principles of militant democracy to justify regulating social media platfoffns.

The EU regulation in the DSA is inspired by a precautionary approach to the
relevant risks. As analysed below, it requires social media platforms to elaborate
important risk protocols to address situations of crisis when misinformation is

16 1d. at 34.

171 am grateful to James Whitman for suggesting the importance of this question.

1B 11#"'$ B%&'#( John Stuart Mill and the Ends of Lifen F)*& E!"+1)(  L#,%&-+233 (2002).
P sed)' (" T)*&)/$)&H## , F&%%0)1 )E34&%!!1#)( supranotels, at 2D3.

20d.

21 See infranote 38 and accompanying text.

22 SeelNeil Netanel supranote13.
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likely to occur?® The Prst report that has been issued in application of the DSA by

the EU indicates that the Act has given the opportunity to social media platforms
to rel3ect on the possible risks of their practices in the area of misinformation and
hate speech and to come up with ways to address #iem.

Given the social power that social media platforms wield, the DSA serves as
an important tool for addressing the power imbalances that exist between platforms
and their users. Any attempt by platforms to moderate speech may escalate to
removing users entirely. The DSA approach consists of multiplying the legal
avenues available to users for challenging such exclusion and imposing specibc
timeframes for platform responses. The current regulatory approach in the United
States does not seem to recognize that protecting the procedural rights of users
removed from social media platforms is justibed under the First Amendment. This
means that the DSA protects uderghts more robustly than the US framework.

The reluctance to protect these procedural rights means that the US system relies
on excluded users bnding alternative platforms to express themselves. EU law
accepts the legitimacy of government involvement in regulating how civil society
actorsNincluding private platformsNaect usersO speech rights. In contrast, the
US approach emphasizes platfoinasvn speech rights and relies on market
competition to provide alternative avenues for those excluded by one platform.

The DSA also obligates platforms to communicate how they use prioritization
algorithms to deliver content to their usépsin this respect, the brst report
indicates that platforms have been compelled to consider how they can design
prioritization algorithms that focus on content quality rather than engagement
metrics alon&® In the United States, the use of prioritization algorithms by
platforms is protected by their own free speech rights, which means that regulation
in this area would likely not withstand First Amendment scrutihfhe DSA has

23 See infraPart I1.A.2.

24 Eur. Bd. For Digit. Servicessirst Report in Cooperation with the Commission Pursuant to Article 35(2)
DSA on the Most Prominent and Recurrent Systemic Risks as Well as Mitigation Me&sureS#$$ @b
(Nov. 18, 2025)https://digital-strategy.ec.europa.eu/en/news/press-statement-european-board-digital-
services-following-its-16th-meetifttps://perma.cc/535P-HP Q5

25 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on a
Single Market for Digital Services and Amending Directive 2000/31/EC (Digital Services Act), ant114
art. 35a 1(d), art. 402 3, 2022 O.J. (L 277).

26 Eur. Bd. for Digit. Servicessupranote24, at 36.

27 Moody v. NetChoice, LLC, 144 S. Ct. 2383, 2404D05 (2024).
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https://digital-strategy.ec.europa.eu/en/news/press-statement-european-board-digital-services-following-its-16th-meeting
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stimulated a public conversation in Europe between social media platforms and
civil society organizations that appears to be driving platforms to improve the
design of their prioritization algorithms.

Until recently, the platforms had generalized their operation to abide by the
strictest legal regime globally. In 2016, they signed with the EU a code of conduct,
on the basis of which they took on the obligation to regulate hate speech and to
engage in content moderation more bro&8i§he code had a global ect, in that
the platforms generalised their operations to abide by the code even where they had
no legal obligation to do so, e.g., in the 38n other words, the sparse government
regulation of speech in the US led to a legal gap, which was blled by civil
society actors. Facebook created the Oversight Board, a deontology committee
which evaluates whether their content moderation practices are compatible with
International Human Rights La¥. As analysed in this article, the policy changes
announced by Meta in January 2025 willext the content moderation practices
and standards the platform applies around the world and will likely lead to a
divergence between the US and the EU in handling misinformation, hate speech
and incitement to hatrett.

In what follows, the article in Part | discusses how social media platform
regulation puts standard constitutional doctrines in the EU and the US to the
test. It engages with the constitutional doctrine of horizontadat dominant
in Europe, which legitimizes platform regulation, and the state action doctrine
dominant in the US, which complicates this issue. It explores avenues of regulation
in the US. In Part Il, it then analyses the sophisticated legal regime that the DSA
creates in Europe. The legal regime enhances usersO rights and imposes important
transparency requirements on platforms, while strengthening their obligations to
limit hate speech and misinformation. It discusses how the DSA enhances the
platform regulation that exists in some EU states. Part Ill examines attempts
to regulate social media platforms across the US and the latest decision by the
Supreme Court on the issue. Part IV examines the state of the challenges in

28 See infraPart I.

29 Anu Bradford described this phenomenon as the OBrusseta@seeA!" B#$%&#YGT() B#"**)+*
E&&),- (2020);see infraPart 11.A.9.

30 See, e.g.Oversight BoardFormer President TrumpOs Suspendg)i#*/0(- B'$#% (May 5, 2021)
https://www.oversightboard.com/decision/fb-691qanjihiips://perma.cc/82CB-9PMP

31 Seeinfra Part IV.A.


https://www.oversightboard.com/decision/fb-691qamhj/
https://perma.cc/82CB-9PMP
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moderating hate speech and misinformation online. It examines the latest policy
changes major platforms announced in the US and whether they are likely to lead
to a division of the internet in the areas of misinformation, incitement to hatred,
and limits on hate speech. It also analyses the state of the art technology detecting
hate speech and misinformation and evaluates the legal responses in the US and
the EU in this respect. Further, the paper explores some other avenues that may
help towards combating hate speech and misinformation online, which relate to
iImmunizing and empowering users.

I
PI"'#$% C&$"#""#&P() RH#W*" T*+& #H+' "& "™+ T+"

The major issues concerning free speech in regulating social media platforms
are who has access rights to them, whether they should be limiting hate speech
and other categories of speech they consider inacceptable, and how they should use
artibcial intelligence to engage in this task and to prioritize speech. These rights go
together with legal avenues that provide procedural guarantees for their protection.
If this has always been a controversial issue in relation to other media in the past,
this is even more the case today. Online platforms largely debne the public sphere
and the possibilities for citizens to express themselves and to access the views
of others32 Social media platforms are now providing the infrastructure that is
necessary for citizens to engage with one another on topics of public intérest.
The new techniques that they are using, such as prioritization algorithms, are
al ecting the very possibility that societies have the option to engage in a public
dialogue towards discovering the public good. Scholars have been emphasizing
that they are undermining the most important doctrines we hold dear as to the
rules of public debate, and they require a new engagement with these theories to
discover to what extent they can help point towards solutions that may improve the
transparency and openness of the public detfaiieJohn Stuart MillOs emphasis
in On Liberty?® on the importance of being exposed to a variety of opinions in all

32 SealM#$% H&'$"(&) , T*$ S+, +1"&  T"&%)./"(&+0/% /. +*$ PI'-0, S1*$"$: A% %2!0"3 0%-+/
& C&+$#/"3 /. B/'"#$/0) S,0$+3 (Thomas Burger trans., MIT Press, 1991).

33 The Supreme Court has recognized itself that platforms are the O[most important places] to celebrate
some views, to protest others, or simply to learn and inquire.O Packingham v. N.C., 582 U.S. 98, 104 (2017).

34 Vincent Blasi,ls John Stuart MillOs On Liberty Obsolets.F'$$ S1$$,* L. 151 (2024).

35 J*% S+1&"+ MO--, On Liberty, in O%L0'$"+3 &%40+*$" E))&3) 34D140 (John Gray ed., Oxford
University Press USA 1991).
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domains of human action as a public good is always relevant, the ways through
which people have access to information online raise new challenges. Although
social media platforms play an important role in enabling more voices to be heard
than ever before, they also have gained enormous ability to debne this debate
by the use of prioritization algorithms. The use of those algorithms leads to the
creation of environments of limited exposure to ideas and beliefs that may be
vital to distinguishing what is useful and what is not for some participants in the
public debate. This means that regulation may be required in relation to whether
and how prioritization algorithms give access to anyone to express themselves but
also as regards the mechanisms by which algorithms make content available to
users, especially whether there is proper oversight as to whether misinformation
and hateful content is circulating. Traditionally, governments were considered the
source of danger for expressive freedoms, but today the practices of privately held,
multinational corporations also carry great weight. A transatlantic comparison
illustrates how governments respond to this new challenge. The constitutional
doctrine of the Ohorizontal ectO makes it easier for European governments and
the EU to regulate social media platformsO practices of content moderation, while
the state action doctrine dominant in the US complicates any attempt to regulate
them.

A. The OHorizontal EectO Of Constitutional Rights In The EU

In Europe, political theories on the role of the government legitimize
government intervention within civil society to address social power imbalaiices.
It is legitimate for the government to intervene and limit strong social actors
from protecting the rights of weaker social actors. The doctrine of Ohorizontal
el ectO is the legal translation of this conception of the role of the government.
According to this doctrine, the Constitution applies not only to the vertical
relationship between the state and its citizens, but also to the horizontal relationship
between private parties within civil society. This means that constitutional

36 Sedl "' TI$%&!'(1%)*) , F%++,!- 1.  E/0%+11)!#supranotel5, at 104.

ST CIH#1I*'#+  GY%+2+& H+3+#+R$)4 F'5%) D%!)*1 Cl#1*)*$*)1##+31 E$%!0«+#1181D83 (1995);
Stephen Gardbaurithe OHorizontal EectO of Constitutional Right$02M)'( . L. R+G 387, 388 (2003);
Claudia E. HauptThe Horizontal Eect of Fundamental Righten T(+ O/.1%, H"#,5!& # D)7)*'3
Ci#1*)*$*)1#"3)1- (Giovanni De Gregorio, Oreste Pollicino & Peggy Valcke eds., forthcomingps:
/Ipapers.ssrn.com/sol3/papers.cfm?abstrdstt680759 https://perma.cc/SM8D-SY X9Claudia E.
Haupt,Democratic Self-Defens®@3F!%,("- L. R+6 1377 (2025).
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rights are enforceable by their holders against private parties as well as against
the government. The doctrine of Ohorizontag¢&O also authorizes the state to
enforce constitutionally protected rights against private parties. This means that
governments have obligations under the Constitution to take action to prevent and
address violations of constitutional rights, when these occur by other parties within
civil society. In general, according to standard constitutional doctrine in several
European states, governments have positive obligations to enable the citizens to
exercise their rights®

In the area of free speech, this means that the constitutionally protected right
to free speech can be asserted against social media platforms when they decide to
limit someoneOs speech through content moderation or to exclude them from using
social media platforms altogether. Courts will examine the constitutional rights to
free speech of the platformsO users and the rights of the platforms themselves when
they are in conf3ict and will attempt to bnd a solution that balances the two towards
a Opractical concordanceO of the two righithe German Federal Constitutional
Court @ rmed the doctrine in a dispute related to FacebookOs attempt to exclude
a neo-Nazi political grouf® The Court accepted FacebookOs ability to limit the
groupOs speech when it is hateful, while ordering the reinstatement of the groupOs
account'! Most Constitutional Courts of other EU member states also reason in
ways that reRect the same idéd8Vhen courts examine cases of conBicts of rights,
they usually refer to the constitutional rights of both parties, weigh them, and
attempt to Pnd solutions to resolve the conf3ict by harmonizing the interests of
both sides to the greatest extent possifle.

SBp TI$%&!'(1%)%) , F%++,!- 1. E/0%+11)1# supranotel5. See alsA#$ B%",.1%, , D)2)*'3
E-0)%+1 T(+ G3!4"3 B"™*3+ * R+2$3™+ T+ #3125 (2023) (discussing the EUOs rights-based
approach to digital regulation).

39 SeeHaupt,supranote37, at 1407.

40 SeeBVerfG, May 22, 2019, 1 BvQ 42/1%ttps://www.bundesverfassungsgericht.de/SharedDocs/Ent
scheidungen/DE/2019/05/qk20190528vq004219.htmjhttps://perma.cc/P6LM-NESQ

4l1d. at!! 5P10.

42 G%+6+ supranote 37, at 182.See, e.g.Conseil Constitutionel [CC] [Constitutional Court] decision
No. 2020-801DC, June 18, 2020, 1.

43 On how European courts weigh rights in situations of conRicts towards Pnding solutions that try to
harmonize the interests on both sides and the relevant criteria they use in this respect across several European
statesseeloanna Tourkochoritils Neutrality Possible? A critique of the Court of Justice of the European
Union on Headscarves in the Workplace from a Comparative Perspeéfive- . J. Q-0 . L. 444 (2023).
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The European Commission in its preparatory documents before the enactment
of the Digital Services Act (DSA) evaluated the importance of all relevant rights
and elaborated regulation of social media platforms that reRects this mefttality.
The European Charter has clauses protecting the right to free speashyell
as the right to properf§ and the freedom to conduct a busin&s3he Charter
also protects the right to dignity, and the right not to experience discriminétion.
Conficts of rights within civil society in the European Union are conceptualised
as conRicts between two equally important rights under the CH&rTéris means
that the usersO and the platformsO rights to free speech have equal value. Within
the national legal systems, the same conflict of rights is conceptualized as a
conf3ict between two rights of equal constitutional value, and it is the mission
of the government to decide which one should be protected depending on the
circumstances. The DSA complements this legal framework within each Member
State. The Commission in its preparatory documents appears to weigh the rights
of the platforms to conduct business and the expressive rights of the®fsers.

It identibPes important risks to the fundamental rights of the users that the
platforms entaiP! The relevant documents indicate that he European Commission
aims to protect the usersO expressive rights and their right to have access to
information over the platformsO rights to conduct their business by regulating
the circumstances when the platforms may remove a°dsthe DSA makes
enforceable against social media platforms hate speleehses that already exist
within the EU member states. When national courts apply the DSA, they will see

it as complementing the doctrine of horizontaleet that already exists within

the EU member states. Although the Commission does not refer explicitly to the

441d.

45 Article 11 of the European Charter of Rights protects: OArticle 11. Freedom of expression and
information. 1. Everyone has the right to freedom of expression. This right shall include freedom to hold
opinions and to receive and impart information and ideas without interference by public authority and
regardless of frontiers. 2. The freedom and pluralism of the media shall be respected.O 2012 O.J. (C 326)
391, 398.

46 1d. at 399.

47 d.

48 1d. at 400.

49 See Eur. CommOsypranote4, at 50, 61.

501d. at 18.

1.

52 See infraPart 11.A.1.
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constitutional doctrine of horizontality, the rationale iters to regulate social
media platforms rel3ects the idea that the fundamental rights of the users should
be protected against the platforms. In this way, the Commission presupposes the
horizontal é ect of the fundamental rights that exist in the European Chatter.

Even before the EU took action, several European states had regulated social
media platform$* As analysed below, the DSA strengthens the legal avenues
citizens have when their speech is limited by the platforms and obliges the platforms
to engage in content moderation to prevent users from being exposed to hate speech
and misinformation. The DSA is only one among a series of Acts the EU has
enacted which ref3ect a conception of the role of the government as being to address
social power imbalances. The same conception has led the EU to also legislate the
Corporate Sustainability Due Diligence Directive which makes enforceable the
Odue diligenceO responsibilities that private corporations have to prevent human
rights violations by their subsidiaries and subcontractors around the Wdskader
this Directive, private actors and corporations now have legal obligations to prevent
and address any human rights risks in the operations of their subsidiaries and
subcontractors abroad. The EU is also elaborating the Al Act which aims to provide
the brst comprehensive regulation of the se¥dthe legislation aims to Oensure
better conditions for the development and use of [AI]O by focusing on the risks that
Al creates’’” EU law ranks at the top of the hierarchy of legal rules for EU member
states and it now co-debnes the standards of Constitutional protection offights.

B. Versus the OState ActionO Doctrine In The U.S.

By contrast to the doctrine of horizontal ect, in the United States the
Ostate actionO doctrine means that the protection of constitutional rights applies

53 See, e.gEur. CommOsupranote4, at 18.

54 See infraPart I1.B.

%5 Directive (EU) 2024/1760 of the European Parliament and of the Council of 13 June 2024 on Corporate
Sustainability Due Diligence and Amending Directive (EU) 2019/1937 and Regulation (EU) 2023/2859 (Text
with EEA relevance), 2024 O.J. (L 1760) 1.

56 Eur. ParliamentzU Al Act: First Regulation on Artibcial Intelligenc&!"#$%E&' . R()#(*+,- , https:
/lwww.europarl.europa.eu/topics/en/article/20230601ST0O93804/eu-ai-act-Prst-regulation-on-artibcial-
intelligence[https://perma.cc/HZZ7-RNGZlast visited Mar. 7, 2026)ee als®2024 O.J. (L 1689) 1.

571d.

58 On the role of EU constitutional standards within the Member StatesGgég# D+ G'+/I'#!

D#/#-() C!%-#-&-#!,)#%* #, E&""+ 20D22 (Cambridge University Press 2022).
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only against the governme?i. Citizens cannot enforce the protection of their
constitutional rights against social media platforms through courts. The freedom
of speech of social media platforms covers whether they will give access to any
citizen to express themselves. In the absence of government regulation in this
area, social media platforms have created modes of self-regulation to prevent the
spread of hate speech, among others. They have appointed content moderators with
linguistic and cultural expertis®. In addition, Facebook created a private body,
the Facebook Oversight Board, with authority to review content that is removed
and content that is kept 1.In Moody v. NetChoicg? its latest decision on the
issue, the American Supreme Court emphasized the protection of free speech for
the platforms in relation to their right to engage in content moderation. Concerning
the legal avenues against the platforms citizens may have when their rights are
limited, the Court deferred to the commercial speech docfdne.

The emergence of social media and the new challenges inherent in online
communication have led many scholars to advocate restrictions on extreme speech,
even within the US, where such limits may conf3ict with national constitutional
obligations. The First Amendment doctrine elaborated by the US Supreme Court
during the 28 century accepts protection for speech that is much wider than other
constitutional systems. Several scholars in recent years, however, have argued that
new dangers that emerge in online communication and social networks necessitate
government intervention to limit speech and to limit how online platforms

59 Mark TushnetThe Issue of State Action/Horizontal &t in Comparative Constitutional Law I!" G¥
J. CBl%". L. 79, 79D98 (2003); Charles L. Black Jrreword: OState Action,0 Equal Protection, and
CaliforniaOs Propositig81H&'( . L. R)( . 69, 699262, (1967); Louis Michael Seidman & Marc V. Tushnet,
The State Action Paradpin R)*!1&!"% $+ B)#,)+, C$!")*-$'&". C3!1%","/", $!1&# 1%%/)%9, 49D71
(1996); Robert J. Glennon, Jr. & John E. NovaAkrunctional analysis of the Fourteenth Amendment OState
ActionO Requirement976S/- . C' R)( . 221, 2219261 (1976).

60 SeeMeta, How Review Teams Worlk)"& T'&!%-&")!0. C)!I")' , https://transparency.meta.com/
enforcement/detecting-violations/how-review-teams-whnktps://perma.cc/97BU-KANRast updated
Nov. 12, 2024).

61 Katie Klonick, The Facebook Oversight Board: Creating an Independent Institution to Adjudicate
Online Free Expressiqnl29 Y&#) L.J. 2418, 2418D99 (2020); Kenji YoshinBeconsidering the First
Amendment Fetishism of Non-State Actors: The Case of Hate Speech on Social Media Platforms and at
Private Universities76 S'&! . L. R)(. 1755, 1755D85 (2024).

62 See supranote8.

63 Moody v. NetChoice, LLC, 144 S. Ct. 2383, 2399 (2024).
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operateé®® For these scholars, the ®centuryOs First Amendment doctrine of
strong protection for free speech has become obsBlefdne communications
technologies have changed since the First Amendment doctrine was elal§6rated.
While in the past the doctrine presupposed that citizens have time to evaluate
the information available to them, attentional scarcity has become an important
issueb’ The internet, by altering the social epistemology of societies, necessitates
a reconceptualization of doctrines articulated in reference to the media societies
used in the pas Other scholars emphasize the need to value speech even when it
occurs in social platforms in relation with the social practice within which it occurs,
to justify limitations when speech does not serve the public sgife&peech must
serve the formation of a healthy public opinion towards ensuring state legitimacy,
which means that the legal doctrine of free speech must move away from the
current Olibertarian, deregulatory agendaO that the current Supreme Court has been
following.”®

Justifying legislation to regulate online social media platforms in the United
States is challenging under the First Amendment. A new paradigm is needed to
address the impact of social media platforms on individual liberties. Jack Balkin
proposes to consider platform regulation as part of the contemporary Opluralist
system of speech regulatiohd’his means that speech may be regulated by the
government. It may also be regulated by how the government regulates social
media platforms. It may also be regulated by how private parties, the social
media platforms, decide to regulate their usersO speech via Ocommunity standardsO.

64 Tim Wu, Is the First Amendment Obsoletd@"#$%F'&'%A()!* . I'%. (Sept. 1, 2017) (noting that
the First Amendment was elaborated in &eatfient era focusing exclusively on protecting speakers from
government); Brian LeiteFree Speech on the Internet: The Crisis of Epistemic Authd@ifyF&)) S+)),$
L. 241 (2024); Brian LeiterThe Epistemology of the Internet and the Regulation of Speech in Am20ica
G)- . J. L. & P/ . P-0Q 903 (2022). Several scholars are also emphasizing that content moderation may
actually secure opportunities for more people to sp&ale generalDanielle Keats Citron & Johnathan
PenneyEmpowering Speech by Moderating3tl.F&)) S+)),$ L. 171 (2024).

65 See generallyVu, supranote64.

66 4.

67 |d.

68 See generally, e.glLeiter, Free Speech on the Internet, suprate64.

69 Robert PostThe Unfortunate Consequences of A Misguided Free Speech PrirgiplE&)) S+)),$
L. 295 (2024).

701d. at 308.

1 Jack Balkin,Moody v. NetChoice: The Supreme Court Meets the Free Speech TriaBgiS.+. C%
R)5. 127, 130 (2025).
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Balkin calls this situation Othe free speech trianfiellis composed, brstly,

by Oold-schoolO speech regulation, the government regulation of the speech of
private individuals, secondly, by Onew-schoolO speech regulation, the governmentOs
attempt to regulate the owners of private infrastructure Oup and down the tech
stackO, in ways that act their ability to regulate speech, and thirdly, by the
regulation of the owners and operators of digital infrastructure of how users
behave in the platform& Scholars emphasize that it is important to prevent the
platforms from engaging in viewpoint discrimination, and to make sure that they
give their users some Odue process type protectionsO such as Oadvance noticeO
of the platforms content guidance Owhen their speech is censored or otherwise
regulated,O or Owhen the speaker is deplatformed,O information on which rules were
allegedly violated and Oa meaningful opportunity to challenge content moderation

in cases where such moderation restricts their exercise of free spéatav@oint
discrimination aside, the DSA regulates the platforms and ensures that all these
Odue process type protectionsO exist for users in the EU. The DSA obliges the
platforms to continue their content moderation practices as far as hate speech is
concerned.

The Supreme Court iMurthy v. Missourf® held that individual users of
social media platforms do not have standing to complain when social media
platforms are limiting posts they consider false or misleading following government
encouragement around public health emergencies, as was the case during the
COVID-19 pandemic¢® Users whose speech was limited by the platforms
following the governmentOs encouragement do not have standing to request an
injunction to stop Ocertain Government agencies and employees from coercing or
encouraging the platforms to suppress speétMoody v. NetChoic® points in
the direction of commercial speech for a doctrine that would allow the government
to regulate how the platforms treat issues of access to users.

21d.

731d. at 129, 131.

74 Dawn Carla NunziatoProtecting Free Speech and Due Process Values on Dominant Social Media
Platforms 73 HI"#$%&'..J. 1255, 1259D60 (2022).

S Murthy v. Missouri, 144 S. Ct. 1972 (2024).

61d. at 1973.

T1d. at 1995. Furthermore, for the Supreme Court, the plainfiailed to prove that the content
moderation by the platforms caused them identiPable hiatrat 1996.

78144 S. Ct. 2383 (2024).
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The Supreme Court in the past has held that private actors, when they are
hosting othersO speech, may not limit the variety of opinions that exist in society.
In a series of cases related to owners of company towns and riviish v.
Alabama’® Amalgamated Food Employees Union Local 590 v. Logan Valley
Plaza Inc,2? and PruneYard Shopping Ctr. v. Robifsthe Court held that the
owners-hosts are not allowed to exclude speakers. Those precedents veuld o
a more promising avenue for Pnding that online social media platforms should
protect their usersO speech and guarantee some procedural rights to them if they
decide to exclude them. As analyzed bel®gody v. NetChoicalistinguishes
these cases from what is at stake in social media platformsO moderation as far
as viewpoint discrimination is concerng&d For Justice Kagan, who wrote the
opinion, these cases are to be distinguished because owners of malls are not
engaging in expressive activity themselves, unlike social media platforms, who are
curating content which is itself an expressive actifityustice Kagan distinguishes
this case also frofiurner Broadcasting System, Inc. v. FQ@Qurner 11)84 which
upheld a requirement for cable operators under the Cable Television Consumer
Protection and Competition Act of 1992 to dedicate some of their channels to
local broadcast television stations. For Justice Kagamer |l was Onecessary
to prevent the demise of local broadcastifigg€he also claribed that even under
this case, Oa private partyOs collection of third-party content into a single speech
conduct ... is itself expressive and intrusion into that activity must be specially
justibed under the First AmendmefifO

To work around the di culties that emerge from the Ofree speech triangle,0
scholars suggested that the common carrier doctrine should apply in respect

79 Marsh v. Alabama, 326 U.S. 501 (1946).

80 Amalgamated Food Employees Union v. Logan Valley Plaza, 391 U.S. 308 (1968).

81 PruneYard Shopping Ctr. v. Robins, 447 U.S. 74 (1980).

82 Moody, 144 S. Ct. at 2401.

83 1d.

84 Turner Broad. Sys., Inc. v. RC, 520 U.S. 180, 185, 189D90 (1997).

85 Moody, 144 S. Ct. at 2400.

86 1d. This argument resembles the rationale the court appli®ehLion Broad. v. FCC395 U.S. 367
(1969), where the Court upheld the Ofairness doctrineO for broadcast media, citing spectrum scarcity and a
governmental interest in managing public airwaves.
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to some of the features platforms arkesing®’ while others emphasize that

the doctrine is contrary to the First Amendmé&htThe Common Carrier
doctrine justibPes regulating businesses that serve the public and imposing
special obligations on them such as the duty to serve all customers without
discrimination®? The principle ensures fairness and prevents unjust preferences
or prejudice in the provision of services. The Supreme Court has suggested that
the regulation of common carriers is justiPed when a business, Oby circumstances
and its nature ... rise[s] from private to be of public concéh@riginally,

the businesses covered were transportation and, more recently, communication
networks. Volokh has suggested that the common carrier theory is relevant to
the decisions platforms make as far as the speech they host, but that platforms
do have a First Amendment right to choose what theyraatively recommend

to their user§! He argues that in some respects social media platforms serve as
an infrastructure for communication, just like the US Postal Service, or private
shipping and logistics companies such as the United Parcel Service (UPS), or
phone companies such as VeriZ8mnd just like UPS and Verizon cannot refuse

to carry electoral materials depending on their viewpoint, social media platforms
should not refuse eith&8. Volokh also suggests that the hosting activities of the
platformsNtheir letting users post materials on the usersO own pages and to those
who deliberately visit that page or subscribe to its feedNmay be covered by the

87 For arguing that the common carrier doctrine may be relevant in relation to some functions of the
platforms,seeEugene VolokhTreating Social Media Platforms Like Common Carrigr&d.FI"" S#"$%
L. 377 (2021) See alsdNunziato,supranote74, at 1286.

88 James B. Spet&oden Lecture: The PastOs Lessons for Today: Can Common-Carrier Principles Make
for a Better Internet?106 M&!" . L. R"(. 741 (2023) (opinion arguing that the solution to problematic
platforms is more platforms); Ashutosh Bhagwafty Social Media Platforms Are Not Common Carrjers
2 J.F"™ SH#"$%L. 127, 151D52 (2022); Eric Goldmah Short Explainer of Why California Mandatory
Transparency Bill (AB 587) Is Terrib)@"$% & M)*+ . L. B,-+ (Aug. 9, 2022) https://blog.ericgoldman
.org/archives/2022/08/a-short-explainer-of-why-californias-mandatory-transparency-bill-ab-587-is-
terrible.htm[https://perma.cc/X9EM-CMGH

89 Scobeld v. Lake Shore & M. S. Ry. Co., 43 Ohio St. 571 (Ohio 1885).

9 SeeGerman All. Ins. Co. v. Lewis, 233 U.S. 389, 411 (1914) (ming state regulation of bPre insurance
rates).

91 \olokh, supranote87, at 409.

92 |d.

93 1d. A concern about the private messaging infrastructure that platforms arang is present in Justice
KaganOs opinion Moody v. NetChoicel 44 S. Ct. 2383. The decision remanded the case to the lower courts
because they had not examined whether legislation limiting platformOs content moderation practices covered
the private messaging apps social media platforms lagging to the publicld.
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common carrier doctrin& This relates to the platformsO decisions to remove posts
and to remove userS.Some other of the features platfornisas, however, such as
recommending certain posts, should be covered by the First Amendfmésibkh

also thinks that some content moderation of the comments others post on a userOs
page could be allowed under the First Amendniént.

In his concurring opinion inBiden v. Knight First Amendment Inst. at
Columbia Univ, Justice Thomas engaged with the analogy of social media
platforms to common carriers and public accommodations and did not exclude
the option of regulating platforms in reference to these doctdfdhe public
accommodations doctrine could be another avenue towards regulating social media
platforms in the US? The public accommodations doctrine was developed to
make sure everyone has access to the goods and services that private entities
are d ering to the publid® Social Media platforms today debne the public
sphere. In this respect they approximate the public interest requirement that the
public accommodations doctrine serves. The public accommodations doctrine is
compatible with the expressive rights of the social media platforms to engage in
content moderation and to exclude the users they want to exclude. It can also help
reasoning by analogy towards protecting procedural rights for the users of online
social media platforms. In this respect, it may contribute to protecting usersO access
and procedural rights in a way that approximates the legal regime that exists in
Europe. Under the public accommodations doctrine, businesses are allowed to
exclude customers if they pose a Odirect threatO to the health or safety of other
customerg?! The platforms should be free to debne to what extent they believe
that speech articulated by some users is contrary to their community standards.
The doctrine allows room for protecting some procedural rights for those who have

94 \olokh, supranote87, at 409.

%d.

9 1d. at 451.

971d. at 411D12.

98 Biden v. Knight First Amend. Inst. at Colum. Univ., 141 S. Ct. 1220, 1226 (2021).

9 For a criticism of this opinionseeChristopher Yoo;The First Amendment, Common Carriers, and
Public Accommodationd J.FI"" S#"$%L. 463 (2021).

100 seeJoseph William SingefNo Right to Exclude: Public Accommodations and Private Prop@ty
N&. U.L.R" . 1283 (1996).

101 | ockettv. Catalina Channel Express, Inc., 496 F.3d 1061, 1065 (9th Cir. 2007). State legislation foresees
the same possibilitgeeA!() . R" . S*+*. 0 41-1492.02F,+. S+*. ©1 509.142.
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been excluded by online social media platforff&lf public accommodations may
exclude customers, the latter also enjoy legal protection. Under the doctrine, social
media platforms would be obliged to include everyone who wants to have access to
them, while they would be allowed to exclude those who violate their community
standards just like any public accommodation or store owner is allowed to remove
customers who harm other customers.

As analyzed belowMoody v. NetChoic®3 moves away from the common
carrier and the public accommodations doctrines as far as viewpoint discrimination
is concerned in favor of recognizing expressive rights for platfof?fisThe
decision examined legislation enacted in Texas and Florida which aimed to prevent
social platforms from engaging in content moderation which impacted particular
conservative viewpoint®® For the Court, the platformsO curating of content
approximates the editorial discretion newspapers have enjoyedMiatar Herald
Co. v. Tornilla'® The decision allows the platforms to pursue their content
moderation policies even if it requires engaging in viewpoint discrimination.
Although in other past cases, the Supreme CourtOs analysis has recognized the
important role social media platforms play today in providing the infrastructure
for the public spheré?’ the Court does not seem willing to weigh the expressive
rights of the users against the ones of the platforms in the way European Courts do
thanks to the doctrine of Ohorizontaket.O The editorial discretion social media
platforms have by OcuratingO speech means that they can decide whom to include
and whom to exclude. Any legal avenues against the platforms that users as speakers
might have cannot be justibed on the basis of their free speech rights, as is the case

102 5ych as the right to a notice, the right to ble a complaint to the platform, the right to some extra-judicial
independent mechanism, and the right to receive a response within a reasonable timeframe, if they believe
their speech has been unfairly limited in reference to a platiormGs Ocommunity standards.O

103 For an analysissee infraPart IV.B.

104 sypraPart I1.B.

105 Moody v. NetChoice, LLC, 144 S. Ct. 2383, 2396, 2407 (2024).

106 See418 U.S. 241 (1974).

107 see, e.g.Lindke v. Freed, 601 U.S. 187 (concerning when a publicialOs social media activity
constitutes state action under section U.S.C. 1983. Section 1983, which provides a cause of action against
Ole]very person who, under color of any statute, ordinance, regulation, custom, or usage, of any StateO
deprives someone of a federal constitutional or statutory right. The court held that social media activity by
public @' cials may constitute state action when theoial has actual authority to speak on the stateOs behalf
and purports to exercise that authority when they speak on social media platforms. If, in these circumstances,
they delete usersO comments to their posts, they are violating the usersO First Amendment Rights.)
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in the EU. The Court does not recognize any legal foundation for procedural rights
that platform users might have if they are excluded by the platforms.

Some scholars believe that the reluctance to regulate social media platforms
in the United States as compared to regulation in the EU is likely to continue
after Moody v. NetChoicé®® For others, the decision does not preclude any
regulation whatsoever, and more sophisticated regulation than that enacted in
Texas and Florida may survive constitutional scrulff{/Several scholars have
emphasized that European-style positive action of the government is necessary to
ensure access rights to the users of large social media platféPrAtthough the
First Amendment restricts only government action, legislation requiring platforms
to host speech Omight advance First Amendment interestsO and the government
may need to ensure access to privately owned channels of communitidtion.
Although scholars emphasize that the amount and the type of control that platforms
have over their usersO speech Orivals or exceeds government power,0 which makes
government regulation necessary to advance the interests that the First Amendment
itself protectst!?the current First Amendment doctrine as applied to social media
platforms inMoodydoes not allow for these concerns to prevail.

The current state of the law in relation to social media platforms means that
Europeans have more legal avenues to claim the protection of their rights when
social media platforms limit them. They have more legal avenues to protect their
right to have access to social media platforms. And although platforms may engage
in more extended limitations of speech in the area of hate speech duectecl
standards of content moderation that are emerging between Europe and the US,
European citizens have more avenues to litigate these limits as well.

108 seeBalkin, supranote71.

109 Evelyn Douek & Genevieve Lakiet,ochner.com?138H!"# . L. R$# 100 (2024); Kyle Langvardt
& Alan Z. RozenshteinBeyond the Editorial Analogy: First Amendment Protections for Platform Content
Moderation After Moody v. NetChoicé J.F'$$ S%$$&L. 1 (2025).

110 | angvardt & Rozenshteirsupranote109at 35.
111 g,
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A. From the Code of Conduct to the Digital Services Act (DSA)

The European Union has taken the lead in regulating the internet. Following
its very inRuential regulation of online data privady, it elaborated in the brst
months of 2022 the Digital Services Act (DSAY The DSA has entered into
force progressively since January 2024. It foresees a sophisticated mechanism for
content moderation of online platforms. It builds upon a previous regime that
had already been elaborated by the European Union in 2016: a Code of Conduct
on countering illegal hate speech onliH&.The Code was agreed upon between
the EU and Facebook, Microsoft, Twitter and YouTube and led them to develop
community codes and to start performing content moderation. The code obliged
IT companies to put in place Rules or Community Guidelines clarifying that they
prohibit the promotion or incitement of violence and hateful conduct. The code
debnes illegal hate speech as Opublicly inciting to violence or hatred directed
against a group of persons or a member of such group debned by reference to
race, color, religion, descent or national or ethnic oridit?@n the basis of
the code, the Companies were obliged to create clear aectige processes for
reviewing notibcations regarding illegal hate speech on their platforms and to
remove or disable access to such contéhiThe code created soft law which had
great impact. It led these major platforms to modify their operation and to create
local mechanisms of content moderation within each state where they provide their

113 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 Apr. 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119) 1
[hereinafter GDPRY].

114 Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 Oct. 2022 on a Single
Market for Digital Services and amending Directive 2000/31/EC (Digital Services Act), O.J. (L 277) 1
[hereinafter DSA].

115 Eyr. CommOrEU Code of Conduct on Countering lllegal Hate Speech Onltie . C#$$ @4 https:
/lcommission.europa.eu/strategy-and-policy/policies/justice-and-fundamental-rights/combatting-
discrimination/racism-and-xenophobia/eu-code-conduct-countering-illegal-hate-speech-emline
[https://perma.cc/9KA8-DPHD

116 For this debnition, the Code refers to Council Framework Decision 2008/913/JHA of 28 Nov. 2008 on
Combating Certain Forms and Expressions of Racism and Xenophobia by Means of Criminal Law, 2008
0.J. (L 328) 55.

117 Eur. CommOrsupranote115,
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https://commission.europa.eu/strategy-and-policy/policies/justice-and-fundamental-rights/combatting-discrimination/racism-and-xenophobia/eu-code-conduct-countering-illegal-hate-speech-online_en
https://perma.cc/9KA8-DPHD

162 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

services. The implementation of the code was monitored annually in collaboration
with a network of organizations located in various EU counttésUsing a
commonly agreed methodology, these organizations tested how the IT companies
were implementing the commitments in the C3d2.

The DSA creates a protective regime for users of online media. It is part of the
ONew SchoolO speech regulation, to follow Jack BalkinOs termifeadpylike
OO0Ild School Regulation,O which aimed to regulate the speakers themselves, ONew
SchoolO regulates the infrastructure for spéétit aims to ensure freedom of
speech by regulating the social media platforms. It attempts to strike a balance
between protecting free speech and limiting Oillegal® hate spéetd.some
extent it enhances free speech rights by creating a process for limiting speech and
timelines for the duration of these limits. It regulates the circumstances in which
online platforms may exclude users It enhances the obligation to implement
a Onotice and action mechanismO (which already existed in the code of conduct)
to alert about the presence of content or information they consider to be illegal.
It enhances the current internal complaint-handling system that some platforms
maintain. In addition, it foresees the possibility for out-of-court dispute settlements.
It provides for the creation of new national and European bodies which will oversee
its applicationt2*1t also authorizes the Member states to enact signibcant penalties
related to the violation of its clausé® It enhances transparency for the process
by creating reporting obligations for the platforAf$.

118 On the monitoring of the implementation of the code, the European Commission has periodically
published reportdd.

119 see, e.g.Didier ReyndersCountering lllegal Hate Speech Onlind” Evaluation of the Code of
Conduct E!" . C#$$ &% https://commission.europa.eu/document/download/5dcc2a40-785d-43f0-
b806-f065386395den?blename=Factsheet%20-%207th%20monitoring%20round%200f%20the%20C
0de%200f%20Conduct.pdihttps://perma.cc/EQJI3-S8V

120 seeJack M. Balkin,Old School/New School Speech Regulati®7H&™ . L. R(' . 2296 (2014); Jack
M. Balkin, Free Speech in the Algorithmic Society: Bid Data, Private Governance, and New School Speech
Regulation51U. C. D&)* L. R(' . 1149 (2018).

121 Balkin, supranote120, at 2306.
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The Act largely aims to address systemic problems that emerge in the
platformsO content moderation processes. It was motivated by the need to set a
standard of transparency and accountability on how the major platforms moderate
content and use algorithm$’ It obliges them to develop appropriate risk
management tools. As explained in the Memorandum, the Act aims to mitigate
risks of erroneous or unjustibed blocking of speech, to address the chllletfse
on speech, to stimulate the freedom to receive information and to hold opinions,
and to reinforce usersO redress possibilit&k.recognizes that it may be the case
that some groups or persons may be vulnerable or disadvantaged in their use of
online services because of their gender, race or ethnic origin, religion or belief,
disability, age or sexual orientatidi? It also recognizes that these users may be
disproportionately aected by restrictions and removal measures following from
unconscious or conscious biases, potentially embedded in the notibcation systems
by users and third parties, as well as replicated in automated content moderation
tools used by platform$° It aims to create mandatory safeguards for the removal
of usersO information, which include the provision of explanatory information
to the user, complaint mechanisms and external out-of-court dispute resolution
mechanisms3?

1. UsersO Procedural Rights

The Act enhances free speech rights by creating processes which online
platforms should follow if they wish to exclude users. They can only suspend users
found to frequently provide illegal content after having issued a prior wartifg.
This exclusion may last only for a reasonable period of tii¥%eThe Act creates
an obligation for platforms to assessNin a timely, diligent and objective mannerN
whether a recipient, individual entity, or complainant engages in misiise this
evaluation, they shall take into consideration the numbers of items of manifestly

127 Eur. CommOn, Proposal for a Regulation of the European Parliament and of the Council on a Single
Market for Digital Services (Digital Services Act) and amending Directive 2000/31/EC, COM (2020) 825
Pnal (Dec. 15, 2020).

128 |

129d. at 12.

13019, at 12.

18l1d. at 12.

132 DSA, supranote114 art. 23(1).

133 .

134 |d. art. 23(3).
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illegal content or unfounded notices or complaints submitted, their proportion
to the total number of items of information provided or notices submitted, the
gravity of the misuses and its consequences, the intention of the recipient, or
complainant3® The platforms must have a clear and detailed policy in respect
of misusel3® They are obliged to notify the law enforcement or judicial authorities

of the Member State or Member States where they are suspicious that a serious
criminal d ence has taken plac¢é’ This measure responds to concerns that have
been raised about content moderation, given that platforms in the past intervened
based on the behavior of groups or accounts and the actors or associations behind
them38 In the past, behavioral content moderation was opaque, because giving
notice and reasons to users was seen as undermining goveness of rules
rather than promoting compliané@?

The Act also enhances the system of complaints that platform users have
when their speech is limited. Online platforms are obliged under the act to provide
to recipients of the service, for a period of at least six months, access to an
el ective internal complaint-handling system if they decide to remove or disable
access to information, if they decide to suspend or terminate the provision of
service in whole or in part to recipients, and if they decide to suspend or terminate
the recipientsO accodfi. The platforms are obliged to handle complaints in a
timely, diligent, and objective mann&t! They are also obliged to agree to out-of-
court dispute settlements to resolve disputes related to these decisions, including
complaints that could not be resolved by means of the internal complaint-handling
systemt*2 These out-of-court dispute settlement bodies will be certibed by the
Digital Services Coordinators of the EU Member Stdt€sThese Coordinators
must certify that the body is impartial and independent of online platforms and
recipients, that they have the necessary expertise in relation to areas of illegal
content, that they are easily accessible online through electronic communication

1354, art. 23(3).

136 |d, art. 23(4).

1371d. art. 18(1).

138 SeeEvelyn Douek Content Moderation as Systems Thinkih@6H!"# . L. R$# 526, 539D40 (2022).
139 |d. at 540.

140 DSA, supranote114 arts. 17(3)(f), 20(1).

141 d. art. 20(4).

1421d. art. 21(1).

1431d. art. 21(3). On the Digital Services Coordinat@se infraPart 1I.A.5.
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technology, and that they are capable of settling disputes in a swifieat, and
cost-¢ ective mannet*

2. Protection Against Hate Speech and Misinformation-related Systemic Risks

The Act also aims to protect users against exposure to hate speech. It creates
due diligence obligations for a transparent and safe online environifretit.
obliges online platforms to implement notice and action mechantéfiBased
on these mechanisms, any individual or entity may notify them of the presence on
their service of specibc items of information that they consider to be illegal hate
speech*’ The platforms are obliged to process the notices that they receive and
decide in a timely, diligent, and objective mannerNwhether a piece of information
should be removed or néf8 If in acting on these decisions, a platform decides
to remove or disable access to specibc items of information, the platform should
inform the recipients of the service about the decision to remove content or disable
access, and they will provide a clear statement of the reasons for their dééfsion.
Platforms should also provide information on the redress possibilities available to
the recipients of their service in respect of the decision, in particular as this relates
to internal complaint-handling mechanisms, out-of-court dispute settlement, and
judicial redress$20 Platforms also may suspend, for a reasonable period of time
and after having issued a prior warning, the processing of notices and complaints
submitted through the notice and action mechanisms and internal complaints-
handling systems if they estimate that there is misuse of these mechafitsms.

The Act creates additional obligations for very large online platforms to
manage systemic risks. The Preamble to the DSA emphasizes that the systemic
risks the platforms pose may have a disproportionately negative impact in the Union
when the number of recipients of a platform reaches a signibcant share of the Union
populationt®2 This reach exists where the number of recipients exceeds a threshold

144 DSA, supranote114 art. 21(3).
1451d. ch. 3.

14614, art. 16.

147 |4,

148 |d. art. 16(6).

1491d. art. 17.

150 |d. pmbl.! 64, art. 17(3)(f).
Bl1d. art. 23(2).

1521d. pmbl.! 76.
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of 45 million, that is the 10% of the Union populatié?® Corporations that have

such an impact should, under the Act, bear Othe highest standard of due diligence
obligations.&* Platforms which provide their services to over 45 million users in
the Union (a number to be constantly reevaluated in reference to the increase or
decrease of the population of the Union) must identify, analyze and assess at least
once a year any systemic risks stemming from the functioning and the use of their
services in the Unioh>® The risks the platforms should be diligent about include
the dissemination of illegal content through their services, any negdteet£for

the exercise of the fundamental rights to respect for private and family life, freedom
of expression and information, the prohibition of discrimination, and the rights of
the child in conformity with the articles of the Charter of Fundamental Rights in
the Union!®® They should also analyze the risks of intentional manipulation of
their service, including by means of inauthentic use or automated exploitation of
the service with an actual or foreseeable negativeceon the protection of public
health, minors, civic discourse, or actual or foreseeabézts related to electoral
processes and public securt®/. The platforms must put in place reasonable
mitigation measures tailored to the specibc systemic risks they pose. These
measures may include adapting content moderation or recommender systems, their
decision-making processes, the features or functioning of their services and of
their terms and condition$8 They should also include targeted measures aimed

at limiting the display of advertisements in association with the service they
provide®® They must also reinforce the internal processes or supervision of their
activities in particular as regards detection of systemic¥#8lOne of the concerns

that motivated this need for a systemic response is the concern that frequently it is
groups of accounts that violate rul&s.

The platforms are also obliged to put in place reasonable, proportionate
and @ ective mitigation measures, tailored to the specibc systemic risks

153 |d. arts. 33(1)D(2).

154 |d. pmbl.! 76.

155 |d, art. 34(1).

156 Id.

1571d. art. 34(1)(c).

158 |4, art. 34(2).

159 d. art. 35(1).

160 1d. art. 34(1).

161 seeDouek,supranote138, at 539D40.
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they identifyl®2 These measures may include adapting content moderation or
recommender systems, their decision-making processes, the features or functioning
of their services, or their terms and conditions. They may also include targeted
measures aimed at limiting the display of advertisements in association with the
service they provide. Several of these obligations imposed by the DSA would
be considered contrary to the First Amendment in the US under the Oeditorial
discretionO doctrink?3

One of those risk mitigation measures is signing up to the strengthened
Code of Practice on Disinformation elaborated by the EU in 262Zhe Code
was elaborated by the EU in response to the fact that platforms rely on third-
party fact-checkersO judgments to guide content modet&fidn.the area of
political advertising, this Code of Practice requires the elaboration of proportionate
and appropriate identity veribcation systems in place for sponsors and providers
of advertising servicet®® It requires a commitment to provide transparency
information to users on the political or issue ads they see on their séfVice.
The platforms who decide to sign on to this code also commit to providing users
with clear, comprehensible and comprehensive information about why they see a
political or issue ad® They also commit to maintaining repositories of political
or issue advertising and ensuring their correctness, completeness, usability and
guality, such that they contain all political and issue advertising along with the
necessary information to comply with their legal obligations and with transparency
commitments under the Cod® The Code also recommends that platforms should
strengthen their leorts to better equip users to identify disinformatidf.The
participants commit to facilitating user access to tools for assessing the factual
accuracy of sources through fact-checks from fact-checking organizations that
have Ragged potential disinformation and warning labels from other authoritative

162 DSA, supranote114, art. 27(1).

163 Eric Goldman,The Constitutionality of Mandating Editorial Transparen@g H!"#$%&"L.J. 1203,
1220 (2022).

164 Eur. CcommOr2022 Strengthened Code of Practice on Disinformatihme 16, 2022).

165 SeeDouek,supranote138 at 543.

166 Eur. CommOrsupranote164, Commitment 7.

167 |d. Commitment 8.

168 |d. Commitment 9.

169 |d. Commitment 10.

170 1d. Commitment 21.
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sources’! In this respect, they should develop and apply policies, features, or
programs to help users benebt from independent fact-checkers or authoritative
sources by means of labels, such as labels indicating fact-checker ratings, notices to
users who try to share or previously shared the rated cohtéfhe platforms also
commit to develop and apply tools or features to inform users, through measures
such as labels and notices that independent fact-checking has takeh’piabe.
platforms are obliged to report on the independent fact-checkers they have tised.
They also commit to provide users with tools to help them make more informed
decisions when they encounter online information that may be false or misleading,
and to facilitate user access to tools and information to assess the trustworthiness
of information sources, such as indicators of trustworthiness for informed online
navigation, particularly relating to societal issues or debates of general irtErest.

The Code also foresees that the signatories will provide details of the basic
criteria they use to review information source and disclose relevant safeguards put
in place to ensure that their services are apolitical, unbiased, and indepéffdent.

It foresees that the platforms should integrate, showcase, and consistently use
fact-checkersO work in their services, processes, and contents across Member
Statest’’ They commit to creating a repository of fact-checking content that will be
governed by the representatives of fact-check&tFhey also commit to operating

on the bases of strict ethical and transparency rtf@Shese rules will comply

with the requirements of instruments such as the International Fact-checking
Network (IFCN) Code of Principles or the future Code of Professional Integrity
for Independent European fact-checking organizati8Rghis requirement was
integrated because it became obvious that the platforms were the ones who decided
in the past which fact-checkers to trust, what content fact-checkers will have access
to, and how fact-checking would lead to decision-makify.

71,
172 |d. Measure 21.1.
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175 1d. Commitment 22.

176 |d. QRE 22.4.1.

177 1d. Commitment 31.

1781d. Measure 32.2.
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The Act also asks the platforms to develop crisis protocols for addressing
crisis situations in case of extraordinary circumstan¢esang public security or
public healtht2 The Commission will also collaborate with the online platforms
towards the drawing up, testing and application of these crisis prot&&oTlhese
protocols will include numerous measures such as displaying information on the
crisis situation provided by the Member statesO authorities or at Union level,
ensuring that a point of contact is responsible for crisis managelffent.

The brst report on the implementation of these protocols, issued by the
European Board for Digital Services, indicates that the platforms have taken
measures to mitigate systemic risks stemming from the design, features, or
interfaces of their systen§> Platforms mitigate systemic risks by limiting social
functionalities and user interactions (e.g., chat), restricting the dissemination of
user-generated content, and disabling content personalization by défatittey
also employ blocking features to prevent users from seeing or interacting with
content, or they control the conditions under which others may view or engage
with content deemed misinformative or harmtfl. Additionally, platforms blur
images and videos and include warning messages for tfers.

The report also notes that platforms are creating early detection models to
identify dangerous viral trends, such as harmful challeAg23hey are using
wordlistsNincluding anti-circumvention measures to adapt to new slang terms and
emojisNespecially for content posted by minors, as well as early detection models
to identify emerging trends such as dangerous challeffyeSome platforms
employ automated transcription of audio into text and automated analysis of the
resulting text to improve content moderatibll. They use human reviews for
content reaching certain thresholds of popularity and implement age-based content

182 DSA, supranote114 art. 48.

183 |d. art. 48(2).

184 |
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plters for minors-®2 Platforms also employ contextual text moderation measures,
such as explaining to users why certain content or comments may not be posted due
to content moderation bltet83 Additionally, they collaborate with independent
fact-checkers$?*

3. Algorithmic Content Prioritization

The DSA recognizes the role of algorithms in prioritizing and presenting
information to facilitate and optimize access to information for the recipients of
the servicé® It recognizes the signibPcant impact that recommender systems can
have on the ability of recipients to retrieve and interact with information orfife.

It also recognizes the important role that they play in the amplibcation of certain
messages, the viral dissemination of information and the stimulation of online
behaviorl®’ It notes that very large online platforms should clearly present the
parameters for such recommender systems in an easily comprehensible manner to
ensure that the recipients understand how information is prioritized for tf&Hn.
emphasizes that the platforms should ensure that the recipients enjoy alternative
options for the main parameters, including options that are not based on probkling
the recipient-®®

The DSA also notes that the advertising systems used by very large
online platforms pose particular risks and require further public and regulatory
supervision on account of their scale and ability to target and reach recipients of
the service, based on their behavior within and outside of the platféitisnotes
that the very large online platforms should ensure public access to repositories of
advertisements they display to facilitate supervision and research into emerging
risks related to illegal hate speech, or manipulative techniques and disinformation

192 Id

193 1d. at 34P5.
1941d. at 35.
195 DSA, supranote114, pmbl.! 70.

19 1d. pmbl.! 70.
197 4.

198 Id

191d. pmbl.! 94.
20019, pmbl.! 68.
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with a real and foreseeable negative impact on public health, public security, civil
discourse, political participation, and equafit}.

The platforms are obliged to collaborate with the national Digital Services
Coordinators and provide them access to data necessary to assess the risks
and possible harms brought about by the platformsO sy&émikat data may
be related to the accuracy, functioning, and testing of algorithmic systems for
content moderation, recommender systems, advertising systems, data related to the
processes and outputs of content moderation, or of internal complaint-handling
systems within the meaning of the regulatf¥8.The regulation provides a
framework for compelling access to data from very large online platforms to vetted
researchers especially for the identibcation of systemic f&ks.

The Prst report on the application of the DSA indicates that platforms have
adapted their recommender systems to demote harmful or potentially harmful
content, such as illegal content, inauthentic content, content from repeat violators
of terms and conditions, or disinformatié®? They are also restricting the
dissemination of potentially illegal content that has reached a certain level of
popularity but has not yet undergone human rei8dditionally, platforms use
algorithms to restrict content on high-risk topics or during critical periods, such as
elections, or crises such as natural disasters or public health emergéfdiasy
also employ information banners or interstitials to limit the spread of content that
occurs as a spillover from! aine coordination or incidents from other platforms,
such as viral trend€?®

The platforms are designing their algorithmic systems to recommend content
that is diverse, not narrow or repetitive, and they source content items for potential
recommendation from reliable sources and trusted exp&Ehey also claim
that their recommender systems optimize not only for view time but also for

201 1d. pmbl.! 95, art. 39(1).

202 |d, pmbl.! 97.

203 |d. pmbl.! 96, art. 40(4).
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content quality?'? Platforms give users the option to reset their recommendation
proble to emulate a new user experience or allow them to turarampt out of
recommender systems entirél. They also allow their users to indicate that they

are Onot interestedO in specibc content, signaling to the system to reduce exposure
to similar content? Furthermore, platforms permit users to select keywords for
content display or bltering3

4. Penalties

The act authorizes the member states to enact penalties in relation to the
infringements of the regulation by providers of intermediary services under their
jurisdiction. These penalties should beeetive, proportionate, but also serious
enough to dissuade from violating the Aéf. The Member States should ensure
that the maximum amount of penalties imposed for a failure to comply with the
obligations laid down in the Act should not exceed 6% of the annual income or
turnover of the provider of intermediary services concerfiédis regards the
periodic penalty payments, they should not exceed 5% of the average daily turnover
of the provider of intermediary services concerned in the preceding Pnancial
year per day, calculated from the date speciPed in the decision conééfrie.
the very large platforms, the Commission may impose Pnes of 6% of their total
turnover in the preceding bnancial year, if it bnds that they have intentionally or
negligently failed to meet their obligations under the Atk.

5. Institutions for Supervision and Transparency

The DSA creates a system aiming to control the moderation procedures
that already exist within the major social media netwd#&sThese moderation
procedures were enhanced by these platforms following the Code of Conduct on

21014d. at 36.

2111d. at 37.

2121d, at 37.

213|d. at 37.
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countering hate speech agreed between them and the EU it #0I6is system
consists of creating national bodies, the Digital Services Coordinators within the
member states, and national codes of conduct. These national bodies have the
mission to ensure the! ective and consistent application and enforcement of
the regulation across the Uniéf The Act also creates a European Board for
Digital Services, which will be an independent advisory group for the national
Digital Services Coordinator®! The National Digital Services Coordinators,

the European Board for Digital Services, and the European Commission all
collaborate toward enforcing the provisions of the Act upon the major social media
platforms?222

The National Digital Services Coordinators should be authorities independent
from the government and private bodies, and free from any external inRé&&hce.
They have signibcant powers to impose bnes in accordance with the regulation for
failure to comply with its clauses, as well as periodic penalty payments to ensure
that infringements are terminatééf They also can adopt interim measures to
make sure that serious harm does not &f#8&he Digital Services Coordinators
also have the authority to request that the judicial authorities of Member States
Impose a temporary restriction on access to the service for its recipients when
a violation of the DSA persists and results in serious harm or involves a serious
criminal d ence that threatens the life or safety of perstfs.

The DSA creates also an independent advisory group for Digital Services
Coordinators, the European Board for Digital Servig&slt will be composed
by high-level § cials of the National Digital Services Coordinatéfé.It will,
among others, support and promote the development and implementation of
European standards, guidelines, reports, templates and code of conducts, and it will

219 Eur. CommOrgode of Conduct on Countering lllegal Hate Speech On(R@4.6),https://ec.europa.
eu/newsroom/document.cfim?dmz=42985[https://perma.cc/6Q3D-AVLD

220 DSA, supranote114 art. 49.

2211d. art. 61.

222 |d. arts. 62, 63, 64.

223 |d. art. 50.

224 |d. art. 51(2).

225 |d. art. 51(2)(e).

226 |4 art. 51(3)(b).

227 |d. art. 61.

228 |d. art. 62(1).
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contribute to the identibcation of emerging issues, with regard to matters covered
by the Regulatiorf?° The Board shall be chaired by the European Commission.

The Act contains several clauses related to enhancing transparency in the
moderation activities of several platforms. The DSA has special clauses for the
supervision, investigation, enforcement and monitoring in respect of very large
online platforms. The Commission, or the Board either on their own initiative or
upon request of at least three Digital Services Coordinators, may recommend to a
national Digital Services Coordinator to investigate a suspected infringé¥fent.
The Commission has also the authority to monitor theative implementation
and compliance with the AZ? The DSA states that where the infringement of a
provision that applies to very large online platforms is noée&ively addressed,
the Commission may on its own initiative or upon advice of the Board investigate
the infringement concerned and the measures tak&in should be able to issue
decisions bnding an infringement and imposing sanctions in respect of very
large online platforms. The Act gives the Commission strong investigative and
enforcement powers to enforce and monitor several AffEEhe Commission may
itself adopt a non-compliance decision in relation to very large online platfé#tns.

It may request any information it needs in this respect and even conduct onsite
investigation$36

All these institutions will play an important role in debning the standards of
protection of online speech. Although the role of all these independent authorities
Is very important, Courts will have the last word in Europe about whether social
media usersO freedom will be protected adequately or not. Courts will apply
existing constitutional standards for the protection of hate speech within each one
of the member-states. They will also apply the debnitions of hate speech that are
acceptable within each one of the EU Member Staté$he contribution of courts
Is already very important within the EU member-states legal systems. Judicial and

229 |d. art. 61(2).

230 |d. art. 62(2).
2311d. art. 14 (1).
2321d. art. 57.

233 |d. pmbl.! 138.
234 |d. pmbl.! 140.
235|d. art. 73.

236 |d. pmbl.! 141.
237 See infraPart IV.A.
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extra-judicial mechanisms will be applying the standards of protection in relation

to hate speech, which vary across the European states. The role of the standards
articulated by the European Court of Human Rights in this area will also play an
important role?38

6. Reporting

The Act creates transparency reporting obligations for online platforms. They
are obliged to publish detailed reports on the content moderation they engaged in,
at least once a ye&?? These reports should include the number of orders they
received from member statesO authorities, the number of notices they received in
relation to allegations of illegal content and any action they t§8K-hey should
also include the content moderation that they engaged in at their own initiative and
the number and type of measures they took thatchthe availability, visibility
and accessibility of information provided by the recipients of the service and the
recipientsO ability to provide informatiétt They should also include the number
of complaints received through their internal complaint-handling syéfériihe
reports should also include information on the number of disputes submitted
to the out-of-court dispute settlement bodies certibed by the National Digital
Services coordinators, the outcomes of the dispute settlement, and the average time
needed for completing the dispute settlement procedd?feEhe reports should
also include the number of suspensions to usersO accounts imposed explaining
whether these suspensions were enacted for the provision of manifestly illegal
content, the submission of manifestly unfounded notices and the submission of
manifestly unfounded complainté* They should also report the use that they have
made of Al for the purpose of content moderation, including a specibcation of the
precise purposes, indicators of the accuracy of the automated means in fulblling
those purposes and any safeguards they apfirsthe platforms are also obliged

238 Id

239 DSA, supranote114 art. 15(1).
2401d. art. 15(1)(a)D(b).

241 |d. art. 15(1)(c).

242 |d. art. 15(1)(d).

243 |d. art. 24(1)(a).

244 1d. art. 24(1)(b).

245 |d. art. 15(1)(c), (e).
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to communicate to the Digital Services Coordinator their establishment of the
information on the numbers of their active usé&f?.

7. Compliance O cers

The DSA creates an obligation for the very large online platforms to appoint
compliance b cers who should monitor the compliance with this Regulation
within the platformOs organizatiéf. These compliancel ocers are involved in all
Issues that relate to their obligations under the regulation. The complianueErs
must be able to perform their tasks in an independent ma&ff@he platforms
have an obligation to support them in the performance of their tasks and provide
them with the resources necessary to adequately carry out thosé4asks.

8. Civil Society

The regulatory system created by the DSA gives an important role to civil
society organizations active in the area of eliminating hate. It complements
the online moderation practiced by major platforms with Otrusted Ragger
organisations®® which will notify the platforms about suspect content. The
national Digital Services Coordinators are tasked with the mission to award the
status of Otrusted BaggerO to organizations which have demonstrated that they have
particular expertise and competence in Odetecting,0 Oidentifying,0 and OnotifyingO
illegal content, if they represent collective interests and are independent from any
online platform and if they carry out their activities for the purposes of submitting
notices in a timely, diligent, and objective manrAe.

The DSA foresees a system of OindependentO auditing for very large online
platforms2°2 This system of independent auditing should ensure that large online
platforms abide by their obligations as regards the notice and action mechanisms,
their obligation to provide reasons when they decide to remove or disable access
to items of information, the measures they take against misuse and illegal behavior

248 |d. art. 24(2)D(3).

2471d. pmbl.! 99, art. 41(1)D(3).
248 |d. pmbl.! 92.

249 1d. art. 41(5)D(7).

250 |d. pmbl.! 87.

251 1d. pmbl.! 61, art. 22(2).

252 1d. pmbl.! 92.
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more generally, and the dispute settlement systems that they implétAdrite

auditors should write a report to be transmitted to the Digital Services Coordinator
where the platform is established and the Board, together with the risk assessment
and the mitigations measures and the platformOs plans for addressing the auditOs
recommendatioR®* The auditors should include in their report their opinion

on whether the platforms are abiding by the regulatiohThe platforms must
collaborate with the auditors and make available to them all relevanefata.

9. Transnational Impact

The DSA foresees that it applies to providers of intermediary services
irrespective of their place of establishment or residence, Oin so far as!they o
services in the Union, as evidenced by a substantial connection to the Bafon.O
This means that it covers the services that social media platformd areng to
anyone within the EU, even if the companies themselves are based outside of the
EU. But even beyond that, companies have strong operational and reputational
incentives to adapt to the DSA even if they do not have a legal obligation to do
s02°8 |nsofar as the major companies are transnational and must therefore follow
European rules as well as American law, several companies have already modibed
their operation practices to abide by the EUOs code of conduct countering illegal
hate speech onlir®® Companies tend to modify their behavior so as to meet the
most stringent legal regimes in order to be able!teraheir services everywhere.
Navigating across tierent legal regimes poses several logistic challenges, while
following one single set of rules is operationally ea$f¥By engaging in regional
regulation of online speech, the EU may be transforming itself into a global
regulator. This transformation into a Oglobal regulatory hegemonO helps the EU

253 d. art. 37(1).

2541d. pmbl.! 93.

255 Id.

256 |d. art. 37(2).

2571d. pmbl.! 7.

258 See also infraPart IV.A.

259 SupraPart I1.A.

260 Daphne Keller, Who Do You Sue? State and Platform Hybrid Power Over Online Speech
HIM#S  WIS%&'( G$). I' N++Q S#-., T#-.. */ L., Aegis Series Paper No. 1902 (Jan.
29, 2019), 8 https://www.lawfaremedia.org/article/who-do-you-sue-state-and-platform-hybrid-power-over-
online-speeclihttps://perma.cc/J52E-QE3M
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obtain greater legitimacy for its rules and enhances its soft pti¥éfhe EU

can thus perpetuate the ideology that an extensive regulatory system is needed
to preserve global public good®? This inRuence also!arms the EUOs global
standing during recent crises of constitutional democracy around the world.

In the area of data privacy, the EU has transformed itself into a global
regulator through the adequacy decisions it requires for data transfers outside of
the EU. The General Data Protection Regulation (GDPR) enacted by the EU has
clauses which 'sect the legal regime of states beyond its territhd/In order
for data transfers of anyone within the EU to take place outside the EU, the
EU is requiring a decision by a Data Protection Authority of any Member state
which d rms that the third country is'@rding an OadequateO level of protection
of data privacy®* These OadequacyO decisions mean that the EU standards of
privacy protection apply extraterritorially. Third countries musbed standards of
protection considered by any EU Data Protection Authority at least adequate to the
GDPR?2%° They must enact legal regimes that approximate EU privacy standards.
There is a longstanding clash of values between the EU and the US in the area
of enforcement of EU privacy law. Several agreements between the US and EU
related to transatlantic privacy transfers have been invalidated by the Court of
Justice of the European UnidR® The latest agreement in this area was reached

261 BI"#$%!# , supranote?29, at 24.

262 |4.

263 SeeGDPR,supranote113 arts. 4547 (detailing the requirement that other countries participating in
data transfers with people in the EU must meet minimum protections).

2641d. art. 45.

265 |d. arts. 45D47.

266 For other examples of international values clashing in privacy $&&, e.g.Paul M. SchwartzThe
EU-U.S. Privacy Collision: A Turn to Institutions and Procedyre26H"!1& . L. R'& . 1966, 1978D79 (2013)
(addressing the United StatesO tendency to let business experiment with data processing, while the EU
prioritizes consumer protection); Paul M. Schwartz & Daniel J. SolBaxonciling Personal Information
in the United States and European Unjd®2C"( . L. R&. 877, 879D80 (2014) (noting the EUQs broader
debnition and thus regulation of personally identiPable information compared to that of the United States);
loanna TourkochoritiThe Transatlantic Flow of Data and the National Security Exception in the European
Data Privacy Regulation: In Search for Legal Protection Against SurveillaBéd). P'. J. )* @. L. 459,
467D69 (2014) (asserting that the United States permits the processing of personal data by default, while
the opposite is true in the EU); loanna Tourkochoflitie Snowden Revelations, the Transatlantic Trade and
Investment Partnership and the Divide Between U.S.-E.U. in Data Privacy Prote86dn Al+ . L,**("
R%-+L. R'&. 161, 163D64 (2014) (addressing the United StatesO and E&l@stdipproaches to enforcing
data protection laws).
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in the spring of 2022, under the Biden presidefftiFollowing the recent policy
changes in several major social media companies, it is very likely that some clash
of values will emerge in the area of regulating hate speech online%%dbhe

EUOs Code of Conduct asked the platforms to sign on to a global impact code,
but some major platforms have decided not to abide by EU rules where they do
not have a legal obligation to do so, as analyzed béfWhe uncertainty about

the enforcement of the Act has alsbexted EU-US relations. Due to concerns
about the transatlantic enforcement of the DSA, Marco Rubio announced that the
US government will refuse visas td @ials of EU member states that are limiting
AmericansO speetf?

B. EU Member StatesO Legislation

The DSA now supersedes national legislation existing in several EU Member
states on regulating hate speech and fake news online, e.g. France and Gétmany.
Germany enacted the Network Enforcement Act in 288 his legislation aimed
to enable the enforcement of criminal code provisions and other regulations
relating to online social media platform& It aimed to enforce clauses related
to the dissemination of propaganda material of unconstitutional organization, the
preparation of a violent!cence endangering the state, and the encouragement of
a serious violent bence endangering the st&té.Under the DSA, the Network
Enforcement Act applies only to the extent that it is compatible with it.

France has legislated an even more restrictive framework related to hate
speech online which now complements the DSA. Legislation enacted already in

267 For the latest agreement, see European Commission Press Release IP/22/2087, The Commission,
European Commission and United States Joint Statement on Trans-Atlantic Data Privacy Framework (Mar.
24, 2022).

268 See infraPart IV.A.

269 Id.

270 Agence France Press in Washingtth§ Will Refuse Visas to Foreign @ials Who Block AmericansO
Social Media PostsG!"#3$%"& (May 28, 2025) https://www.theguardian.com/us-news/2025/may/28/us-
refuse-visas-foreign-ofbcials-social-meffitps://perma.cc/PC6C-SNEX

271 Jern ReinhardtOFake NewsO, OlnfoxO, Trollfabrikeber den Umgang mit Desinformationen in den
sozialen Medien225/226V'#( “&() 97-108 (2019) (Ger.); Claudia E. HauRegulating Speech Online:

Free Speech Values in Constitutional Fram@3W™*+ . U. L. R), . 751 (2021).

272 Gesetz zur Verbesserung der Rechtsdurchsetzung in den sozialen Netzwerken [NetzDG] [Network
Enforcement Act], Sept. 1, 20BGB-. | at 3352 (Ger).

273 Haupt,supranote271, at 761.

2741d. at n. 53.
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2004 related to protecting online speééh,and it has been amended several
times since. One of its most recent amendments, in 2020, related to adapting
the speech loenses foreseen in the main statute which relates to freedom of the
press in France enacted in 188% Proclaiming the protection of Othe freedom to
communicate online,O the amended law foresees that this freedom can be limited if
this is necessary to respect Ohuman dignity,O the freedoms and property of others,
pluralism, or the public order, among othéfé.The law debnes hate speech as
speech which bends a person or a group Obased on their origin or membership
or non-membership in an ethnicity, a nation, a race or a religion, their sex, their
sexual orientation, their gender identity or disabil#yfn France, illegal hate
speech also covers the comments of those who incite discrimination, hatred, or
violence against a person based on one of the featéifétfurther covers the denial

of crimes against humanity as debned by French law, challenging the historical
occurrence of genocide and other crimes against humanity, as well as challenging
the enslavement or exploitation due to enslavement, and challenging the accuracy
a war crime condemnation pronounced by a French or an internationaP€8urt.

The legislation aiming to combat hate speech online also foresees that
the platforms maintain procedures and human and technological means to
cooperate with judicial and administrative authorities when the latter ask them
to identify users who engage in illegal hate speech. They must provide elements
of identibcation to public authorities and they must preserve content that has

275 Sed_0i 2004-575 du 21 juin 2004 pour la conbance déinomie nurarique (1) [Law No. 2004-575
of June 21, 2004 for Conbdence in the Digital Econordiy#$%& O"()(*& +* &% R¥"-&(."*  F#%XPo(/*
[J.0.]1 [O'()(%& G%0*11* I' F#%$)*, June 22, 2004 (setting out narrow situations in which freedom of
speech may be limited online).

276 Seeloi 2020-766 du 24 juin 2020 visast lutter contre les contenus haineux sur internet (1) [Law
2020-766 of June 24th 2020 Aiming to Fight Hate Speech on the Inter##&f§%& O"()(*& +* &%
RE"-&(."™*  F#%3Po(/* [J.0.] [O'()(%& G%0*11* I' F#%$)*], June 25, 2020 (incorporating provisions
relating to registered users of online platforms); Conseil constitutionnel [CC] [Constitutional Ceaitji@n
nj 2020-801 DC, June 18, 2020 (Fr.) (imposing liability on online platform operators).

277 Loi 2004-575 du 21 juin 2004 pour la conbance dagsoinomie nurarique (1) art. 1.

278 |d, art. 1-1;see alsd_oi du 29 juillet 1881 sur la libert de la presse [Law of July 29, 1881 on Freedom
Of The Press] arts. 32D3B#$%& O"()(*& +* &% R%"-&(."*  F#%%Po6(/*[J.0.] [O"'()(%& GY%0*11* !'
F#%$)%, July 20, 1881.

279 Loi du 29 juillet 1881 sur la libegt de la presse arts. 23D24.

280 | oi du 29 juillet 1881 sur la libet de la presse, art. 24(a).
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been signaled as illegal hate speech, even when they have withdrawn from public
view.281

France has also enacted legislation in relation to misinformation. Based on
this law, online platforms must take measures to combat fake news that may
threaten the public order or alter the sincerity of electoral processes up to three
months leading up to electioR®? The legislation authorizes judges to issue
preliminary injunctions via an urgent applications process ordering the removal of
allegations of facts during electoral campaigns, which are Oinexact or deceivingO
and likely to alter the sincerity of the voting proc&88 The judges must decide
within 48 hours?84 Furthermore, according to the same law, the Fre@ohsell
Sugerieur de IOAudiovisuéCSA), which has now been succeeded by the French
Regulatory Authority for Audiovisual and Digital CommunicatioAuforite de
regulation de la communication audiovisuelle et muimque B ARCOM can
unilaterally terminate a contract with a broadcasting corporation when the latter
transmits Ofalse informatiof®®The law applies to corporations broadcasting in
France that are controlled by foreign stat®%Legislation also obliges online
platforms to take measures against the transmission of Ofalse information® which
can disturb the public ordéf’ The law obliges platforms to take measures to allow
users to signal anything they consider fake né&#sThe platforms should also
communicate to the public their activities toward ensuring the transparency of the
algorithms they use, their action towards combating misinformag8n.

Examining the constitutionality of legislation, the FrendGonseil
Constitutionnelheld that the law was necessary to prevent the risk of citizens

281 | 0i 2020-766 du 24 juin 2020 visaatlutter contre les contenus haineux sur internet (1) [Law 2020-766
of June 24, 2020 Aiming to Fight Hate Speech on the Internet] art Z#$%& O"() (*& +* &% R¥"-&(."*
F#%3Po(/*[J.0.] [O'()(%& G%0*11* I' F#%$)*], June 25, 2020.

282 | 0i 2018-1202 du 22 eécembre 2018 relativiela lutte contre la manipulation dformation (1) [Law
2018-1202 of Dec. 22 2018 on the Fight Against the Manipulation of Informatid%$%& O"()(*& +* &%
R¥"-&(."™*  F#%3Po(/*[J.0.] [O'()(%& G%0*11* I' F#%$%$)*], Dec. 23, 2018.

283 | 0i 2018-1202 du 22 @cembre 2018 relativé la lutte contre la manipulation dinformation (1) art.
1.284 Id.
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being manipulated in exercising their vote by the mass dissemination of
misinformation?®® The Conseil Constitutionnelalso upheld the possibility

the law gave to urgent applications judgesOs abilities to order the removal of
certain incorrect or misleading information from the interffétThe judges were
asked to evaluate whether the time frame of 48 hours was appropriate given
the risks in intervening within the political debate ahead of a future eleé®on.
According to theConsei| the legislation concerns cases where the OincorrectO or
Omisleading natureO of a publication Ois appa&fentiie legislation does not
capture opinions, parodies, partial inaccuracies, or simple exaggeréatfonise
legislation thus is compatible with the right to a fair trial and the Oconstitutional
valueO of properly administrating of justice and the guaranteeing fgfhte
sameConseilalso held that the authorities given to the CSANthose authorities
now held by ARCOMNare also compatible with freedom of expression, given
that those concerned possess judicial avenues to ensure their rights are protected
against the misuse of power by a public authofi§/.

France has enacted several other statutes to complement the application
of the DSA. The law to secure and regulate the digital space, known as the
SREN law, designates the national French authority responsible for monitoring
its applicatior?®’ The law designates ARCOM as the digital services coordinator
in France?®® The law introduces a new supplementary penalty which allows for
the suspension of social media accounts used to commit cert&nses such
as harassment, defamation, or invasion of privacy, for a maximum period of six
months to a yea?? Failure to comply with these obligations regarding the design
and organization of online platforms is a crimindlemse, as are the violations of

290 Conseil constitutionnel [CC] [Constitutional CourtleBision n 2018-773 DC, Dec. 20, 2018,18
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295 1d. at! 26.

296 |4, at!! 52, 64.

297 LOI nj 2024-449 du 21 mai 2024 visaaitcuriser eb reguler IQespace narigue [Law 2024-449 of
May 21, 2024 to secure and regulate the digital spat&$%& O"()(*& +* &% R¥"-&(."*  FA%EPo(/*
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the DSA clauses which oblige very large platforms to appoint compliah@ers,

to create repositories with advertisements they make available, and to provide
access to researchers who investigate systemic risks that may occur within the
platforms3°

ARCOMOs authorities have been increased to also regulate foreign
audiovisual services available in France if they transmit online. It requires online
public communications providers and hosts to remove or cease broadcasting
content from entitles that are covered by the DSA within 72 hours upon formal
notice from ARCOM?31 |t also foresees penalty enhancements for distributing
Al-generated visual or audio content depicting a person without their consent.
Sharing deepfakes carries a penalty of two years of imprisonment maximum and a
bne of 45,000 euro¥? It obliges major online platforms to adopt charters for the
monitoring and support of content moderators, including measures for training,
psychological support, and well-being at wofi.

The SREN law is also important because it reinforces digital citizenship
education. It makes it compulsory for pupils to obtain a digital skills certibcate at
the end of their brst and last years of secondary sc}fddihis digital citizenship
training includes awareness of the risks associated with artibcial intelligence and
the bght against disinformatiof® It also enhances the protection of minors from
accessing online pornographic content by blocking, delisting and imposing Pnds
for sites that do not verify user age®

1
US: RI"#$%&'$! %( R!)#"&%!

The DSA s likely to lead to a transatlantic clash in the standards of protecting
freedom of expression between the US and the EU. Federal legislation in the US
protects the platforms from liability for content posted by oth#8fdt also exempts

300 d. art. 52.
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30747 U.S.C.a 230(c)(1) (ONo provider or user of an interactive computer service shall be treated as the
publisher or speaker of any information provided by another information content providerO).
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them from civil liability for any action they take Oin good faithO to moderate
content posted by others which they consider to be Oobscene, lewd, lascivious,
plthy, excessively violent, harassing, or otherwise objectionable, whether or not
such material is constitutionally protectet®®During his brst term, President
Trump issued an executive order according to which, Oit is the policy of the
United States to ensureO that this clause Ois not distorted to provide liability
protection® when the platforms Oengage in deceptive or pretextual actions ... to
stiBe viewpoints with which they disagre®®wWhen the President himself was
excluded following the events at the Capitol in Janudt2621, he sued Facebook,
Twitter, and Google/YouTube, alleging viewpoint discrimination and due process-
type violations, such as lack of clear standards/guidelines, and lack of notice on
the relevant terms of servid&® The lawsuits argued that the platforms are state
actors for First Amendment purposes and asked the courts to bPnd Section 230
unconstitutionaP!! The cases against the platforms were dismissed for failing to
plausibly allege a First Amendment claff? Several attempts to enact federal
legislation to regulate the platforms and to protect some due process rights for
their users did not succeééf

308 |d. @ 230(c)(2).

309 Exec. Order No. 13925, 85 Fed. Reg. 34079 (2020).

310 SeeClass Action Complainit59, Trump v. Facebook, Inc., No. 1:21-cv-22440 (S.D. Fla. July 7, 2021);
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Action Complaint! 8, Trump v. YouTube, LLC., No. 1:21-cv-22445 (S.D. Fla. July 7, 2021). For an analysis
of the caseseeNunziato,supranote74, at 1269D71.

311 Class Action Complainit151, Trump v. Facebook, IncseeNunziato,supranote74, at 1269D70.

312 See, e.g.Trump v. Twitter, Inc., 602 F.Supp.3d 1213, 1225 (N.D. Cal. May 6, 2022). The court also
dismissed Trumis request for declaratory judgment that CDA 230 is unconstitutitchakee alsdNunziato,
supranote74, at 1271 n.97.

313 Then-Senator Marco RubioOs proposal DISCOURSE Act aimed to protect due process rights for those
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amendinge 230(c)(2). Senator Bill Hagerty introduced theS‘ZG:entury FREE Speech Act, which called
social media platforms Ocommon carrier technology companiesO and abed?@@dchmunity when they
failed to comply with the Act. Senators John Thune and Brian Schatz introduced the Platform Accountability
and Consumer Transparency (PACT) Act, which would create due process-type requirements but no liability
for viewpoint or speaker discrimination. Senator Roger Wicker introduced the PRO-SPEECH Act to prohibit
discrimination in the platforms and to authorize the FDC to regulate unfair methods of competition. A few
more senators introduced a bill to repe&30 entirely.SeeNunziato,supranote74, at 1277b81.
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A. TexasOs And FloridaOs Attempts To Regulate

Following the moderation practice adopted by the platforms in conformity
with the deontology code elaborated by the EU, Texas and Florida in the US enacted
legislation to prevent large social media platforms from engaging in viewpoint
discrimination®* To a great extent, the motivation behind this legislation was
the same as the one behind the DSA: it was important to ensure access to social
media platforms which now debne the public sphere and to limit their ability
to remove userd!® There are important terences between the DSA and how
these statutes go about it. The legislation enacted in Florida and Texas aimed to
protect conservative viewpoints and ideas from being removed from online social
media31® In this respect, the legislation was based on a problematic motivation,
as the Supreme Court foud’ The DSA aims to protect all kinds of users from
being removed from platforms. Furthermore, unlike the DSA, the legislation in
Florida and Texas would consider hate speech to be viewpoint discrimination and
would limit the ability of the platforms to engage in content moderation in Texas
and Florida318

The question that emerges is whether the platforms exercise editorial
judgment which is protected under the First Amendment, or whether the common
carrier doctrine should apply to them, which means that they are not allowed to
engage in viewpoint discrimination. The prohibition to discriminate means that
the content moderation the platforms are engaging in thanks to the EU deontology
code and the limits they impose upon hate speech and incitement to hatred are
not acceptable under the legislation existing in Texas and Florida. If content
moderation is to be considered as part of the platformsO editorial disckéitiom,
Herald v. Tornillo dictates that it is protected under the First Amendniéht.
Following a split in circuit courts on the matter, the Supreme CouriMaody
v. NetChoicemade some important claribcations as to the meaning of the First
Amendment for online social media platfor#f8.It also vacated and remanded the

314 SeeF!" | S#'#. ©501.2041 (2025)T$%B&'. & C() . C(*$ A++. 1120.001.
315 See infranotes 323D328, 349P357, and accompanying text.

316 Seeid.

317 Moody v. Netchoice, LLC., 144 S. Ct. 2383, 2407 (2024).

318 See infranotes 323D328, 349D357, and accompanying text.

319418 U.S. 241 (1974).

320603 U.S. 707 (2024).
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case to the Circuit Courts because, in its opinion, these courts did not perform the
facial analysis they should have performed as to all the possible applications of the
statutes’?! The Supreme Court, by aming that the freedom of the platforms is
protected by the First Amendment, appears to be reluctant to accept the possibility
for government regulation of the platforms. The decision implies that according

to the First Amendment, government may not regulate these platforms in either
direction. Jack Balkin described TexasOs and FloridaOs attempts to regulate the
platforms as attempts to de-constitutionalize the matterNthat is, to get courts to
accept legal theories that turn conf3icts over speech claims into non-constitutional
questions of statutory or administrative law or technological de&ign.

Florida enacted SB 7072 which prevents social media platforms from
Ounfairly censoring,0 Oshadow banning,0 Odeplatforming,0 or applying post-
prioritisation algorithms to political candidates, users, or resid&itk.debned
Oshadow banO as Oactions by social media platforms which limit or eliminate
the exposure of a user or content or material posted by a user to other users of
the social media platform,O including acts Owhich are not readily apparent to a
user.8?4 The law was inspired by the common carrier doctdfeln relation to
candidates for o ce in particular, the law foresaw that social media platforms may
not deplatform them, beginning on the date of qualibcation and ending on the date
of election or the date the candidate ceases to be a candf@atke textOs focus
on political candidates was due to concerns that Big Tech engaged in viewpoint
discrimination against conservativ&<.Social media platforms may remove users
only after having given written notice within seven days with a Othorough rationale®
for their decision and they must explain how they used any algorithms to identify
or Rag the userOs content or material as objectiof&ble.

321 Seeinfra Part 111.B.

322 Jack Balkin,Moody v. Netchoice: The Supreme Court Meets the Free Speech TriHgl€# R$%
127, 137 (2025).

323 F&'. S##.1501.2041(1)(g) (2023). OShadow-banningO is debned as any action that limits exposure to
contentld. ©501.2041(1)(f).

324 |d. 0 510.2041(1)(e).

325 See alsd\unziato,supranote3, at 367.

326 Fla. S.B. 70720 2 (2021) (amending&' . S##. 1 106.072).

327 Upon elaboration of the law, FloridaOs Governor DeSantis emphasized the need to protect against
viewpoint discrimination for conservative voices, Calvatpranote3, at 396.

828 F&' . SH#'#. 1 501.2041(2)(d)D(3)(d) (2023).
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The legislation also contained important elements towards protecting users
from being unfairly excluded from the platforms. The law further created a private
right of action and foresaw statutory damage$1®0,000 and punitive damages
against the platforrd?® Platforms that willfully deplatform political candidates
would face Pnes 0$250,000 per day for statewide candidates &&8,000 per
day for other candidateS° The law created a further obligation for social media
platforms to provide notice annually to users on the post-prioritisation algorithms
for content and material posted by or about a user who is known to be a candidate
for ol ce33! The law also provided that a social media platform may not take any
action to censor, deplatform, or shadow ban a journalistic enterprise based on the
content of its publication or broadcasSg

The Eleventh Circuit found that the law violated the First Amendment rights
of social media platform332 For the court, the social media platforms Oexpress
themselves for better or worse through their content-moderation decisitins.O
OWhen a platform selectively removes what it perceives to be incendiary political
rhetoric ... it conveys a message and thereby engages in OspeechO within the
meaning of the First Amendmemt®Content moderation is editorial judgment
that is inherently expressivig® The platforms express themselves by announcing
their community standards and by enforcing them. They exercise editorial
judgment by removing posts that violate their terms of service or community
standards, e.g. hate speech or violent contéhThey also exercise editorial
judgment Oby choosing how to prioritize and display postsebtively selecting
which usersO speech the viewer will see and in what oftfeAcording to the
court, these practices are Ocurating® usersO posts into collections of content that
they then disseminate to others, an activity which is close to the editorial control
and judgment of the press protectedigmi Herald Publishing Co. v. Tornill33?

329 1d. @ 501.2041(3)(d).

330 F" | S ©106.072(3) (2024).
S3LFI" | S#'#. 1 501.2041(3)(d) (2023).
332 |d. ©501.2041(1)().

333 NetChoice, LLC v. Attorney General, Florida, 34 F.4th 1196, 1203 (11th Cir. 2022).
334 Id.

335 Id

336 d. at 1227.

337d. at 1210.
338 4.

339 Miami Herald Pub. Co. v. Tornillo, 418 U.S. 241, 258 (1974).
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Miami Herald held that a Florida statute giving a right to reply to those facing
OcriticismO violates the First Amendment because itinterferes with the newspaperOs
exercise of editorial control and judgmetif. Forcing the paper to print what
otherwise it would not, intrudes into editorial discretitf.

For the Eleventh Circuit, Oa private entityOs decisions about whether, to what
extent and in what manner to disseminate third-party-created content to the public
are editorial judgments protected by the First Amendmétt.Bor the court,
the common carrier doctrine is not relevant to social media platforms because
platforms require users to accept their terms of service and to abide by their
community standard¥3 They also make individualised content- and viewpoint-
based decisions about whether to publish particular messages oP4fsére
court also notes that Congress has distinguished internet companies from common
carriers because the Telecommunications Act of 1996 explicitherdintiates
Ointeractive computer servicesO from Ocommon carriers or telecommunications
services.§4°

The court applied strict scrutiny and did not Pnd any compelling interest
that could justify restrictions on editorial judgmetif It found that there is no
Ogovernmental interest in levelling the expressive playing beld. Nor is there a
substantial governmental interest in enabling users B who, remember have no vested
right to a social-media account B to say whatever they want on privately owned
platforms that would prefer to remove their posts’@Preventing OunfairnessO to
certain users or points of view isnOt a substantial governmental interest; rather,
private actors have a First Amendment right to be Ounfair® B which is to say, a
right to have and express their own points of vié&#Qhe decision means that
platforms should be free to regulate how their users should behave and to enforce
this regulation by engaging in content moderation or not.

340 Id
341 Id

342 NetChoice 34 F.4th at 1212.

343 |d. at 1220.

344 4.

345 |d. at 1221, citing 47 U.S.G1 223(e)(6) (ONothing in this section shall be construed to tread interactive
computer services as common carriers or telecommunications carriers.O).

346 |d. at 1228.
347 4.

348 Id
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Texas enacted HB 20 which prohibited large social media platforms from
censoring speech based on the viewpoint of its spe4Raihe Texas legislature
in enacting HB 20 found that the platforms Ofunction as common carriers, [they]
are a ected with a public interest, are central public forums for public debate and
have enjoyed governmental support in the United Staf¥slOalso found that
Osocial media platforms with the largest number of users are common carriers by
virtue of their market dominancé® Texas Governor Greg Abbott emphasized
the role social media play in forming Othe public squareO to justify the need to
Oprotect Texans from being wrongfully censor®d.The legislation foresaw that
a social media platform Omay not sensor a user, a userOs expression, or a userOs
ability to receive the expression of another person based on the viewpoint of
the user or another person, the viewpoint represented in the userOs expression or
another personOs expression or a userOs geographic location in this state or any part
of this state.#33 Although the DSA aims to provide guidance as to the content
moderation of hate speech, HB 20 aimed to prohibit content moderation of hate
speech altogether. Nevertheless, concerning usersO access rights to the platforms,
the law contained several clauses which are very close to the content of the DSA.
The law obliged the platforms to provide written notice to the users when they
decide to remove content and to explain the reason why the removal tooléptace.
It also obliged the platforms to create a complaint system in relation to the decision
to remove the conterf® It contained disclosure requirements as to the moderation
policy, obliging platforms to publish a biannual transparency report in relation to
their moderation activitie?®® Users and the state attorney could seek injunctive
relief for violations of viewpoint neutrality’

Unlike the Eleventh Circuit, the Fifth held that the common carrier doctrine
is relevant and that the legislation is compatible with the First Amend@téithe

349T1"  B#$. & C%& C%'! A(( . @r120.001(1), 120.002(b) (West 2023).
350 H.B. 20, 87th Leg., 2d Spec. Sessl(3) (Tex. 2021).

351 d. a 1(4).

352 Nunziato,supranote3, at 373.

353 T1" | C)*. P+~ . & RI&. C%"! A(( . ©143A.002(a) (West 2021).

354 1d. © 120.103(b)(1).

355 |d. a1 120.103(b)(2), 120.104.

356 |d. = 120.053.

357 |d. oo 143A.007D008.

358 NetChoice L.L.C. v. Paxton, 49 F.4th 439, 448 (5th Cir. 2022).
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decision focuses on the law as protecting other peopleOs speech and regulating the
platformsO conduct, not their speéthThe court ruled that the State of Texas can
regulate conduct in a way that requires private entities to host, transmit or otherwise
facilitate speec® The court applied the common carrier doctrine, which vests
States with the power to impose non-discrimination obligations on communication
and transportation providers that serve the put§ifcThe doctrine vests the Texas
Legislature with the power to prevent the platforms from discriminating against
Texas userd®2 The court held that the platforms are common carriers because
they are holding out their communications medium for the public to use on equal
terms and because they are understood as having the social and economic role to
facilitate other peopleOs speéth.

For the same court even if the legislation burdens the platformsO First
Amendment rights, it does so in a content-neutral way and is thus subject to
intermediate scruting®* The Fifth Circuit disagrees with the Eleventh Circuit
that the Supreme Court has recognized Oeditorial discretion® as an independent
category of First-Amendment-protected expressforit also disagrees with the
conclusion that the platformsO censorship is akin to Oeditorial judgmentO that has
been mentioned in Supreme Court doctrine. For the Fifth Circuit, the platforms
do not exercise editorial control because they use algorithms to screen out certain
obscene and spam-related cont&§iThey also disclaim any reputational or legal
responsibility for the content they ho¥Y. They merely engage in viewpoint-based
censorship with respect to expression they already have dissemifi&iéte court
cites in this respect 47 U.S.8.230 which provides that platforms Oshall [not] be
treated as the publisher or speakerO of content developed by othei®gsers.

359 d. at 455.
360 4.

361 |d. at 469.

362 |d.

36319, at 479D80.
364 1d. at 480.

365 |d. at 490.

366 |d. at 459D60.
367 |d. at 464.

368 |d.

369 |d. at 480.
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B. The Supreme CourtOs Delimitation Of Thésets
1. Content Moderation and Editorial Discretion

The Supreme Court examined these cases together on appeal. In its recent
ruling Moody v. NetChoicea 9-0 opinion written by Justice Kagan, the Supreme
Court vacated the judgments of the Courts of Appeals for the Fifth and Eleventh
Circuits and remanded the cases for further proceediffys. its opinion, neither
Court considered the scope of the application of the laws and weighed the
unconstitutional applications as against the constitutional ®feShe courts
merely concentrated on whether a state law can regulate the content-moderation
practices used in FacebookOs News B&etlhey treated these cases as applied
claims and not as facial oné&® The Circuit Courts did not assess the scope of the
statutes and in particular what activities the laws prohibit or regdfdt€hey did
not examine whether the laws @ct other services the platforms have like direct
messaging or event management.

Further, the Supreme Court articulated some criteria for the lower Courts
that are relevant to the transatlantid dience in the protection of freedom of
expression and the scope of the DSA. Its analysis is leaning closer to the Eleventh
Circuit. It rejected the common carrier doctrine and analogized the platformsO
activities to the legal regime which covers editorial discretion. It held that though
social media platforms are new, the essence of their project is something the
Court Ohas seen befofé0The platforms Oinclude and exclude, organize and
prioritize and produce their own distinctive compilations of expressiéhXhus,
they resemble Otraditional publishers and editorsO who Oalso select and shape
other partiesO expression into their own curated speech protfict&i® means

370 Moody v. Netchoice, LLC., 144 S. Ct. 2383, 2393 (2024).
3711d. at 2397D98.

372|d. at 2397.

373 d. at 2398.

374 Id.

3751d. at 2393.

376 |d.

377 Id.
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that Olaws curtailing their editorial choices must meet the First AmendmentOs
requirements®?

Justice KaganOs opinion criticises the Fifth CircuitOs opinion which held that
the content choices the major platforms make for their main feeds are Onot speechO
at all, so states may regulate them free of the First AmendmentOs restraints. For the
same justice, the Fifth Circuit was wrong in concluding that TexasOs restrictions on
the platformsO selection, ordering, and labelling of third-party posts do not interfere
with expressiort’® Per Justice Kagan, it was also wrong to treat as valid TexasOs
interest in changing the content of the platformsO &d_resenting a curated
compilation of speech originally created by others is expressive activityljami
Herald Publishing Co. v. Tornill3®! the case protecting editorial discretion, is
relevant®82 The First Amendment provides protection when an entity engaging in
expressive activity, including compiling and curating othersO speech, is directed to
accommodate messages it would prefer to exciiddustice Kagan emphasized
that the editorial function is an aspect of spe¥éfand that an entity exercising
editorial discretion in the selection and presentation of contentis engaged in Speech
activity.38% These activities are protected expressive activities because they involve
O[d]eciding on the third-party speech that will be included in or excluded from
a compilationNand then organizing and presenting the included itéfSsThis

378 1d. The Court provides more claribcation on how platformOs activities are to be considered here as
compared to a previous caseyitter, Inc, v. Taamnelb98 U.S. 471 (2023). Ifaamnehwhere the Court
decided whether major platforms may be considered as Oaiding and abettingO terrorism, the Court did not
take a clear position on this issue. It held there that Othese platforms appear to transmit most content without
inspecting it.&d. at 499. The court held that these platforms are generally available to the public and that they
do not appear to carefully screen content before allowing users to upload it onto their plakfbathg98. On
the contrary, they Oappear to transmit most content without inspectilty &#t@99. The OrecommendationO
algorithms the platforms use to make available to the public material related to their interests Oappear agnostic
as to the nature of the contentO they trandthiThe platforms Oare global in scale and they allow hundreds
of millions (or billions) of people to upload vast quantities of information on a daily basisa®500.

379 Moody, 144 S. Ct. at 2399.

380 |q.

381418 U.S. 241 (1974).

382 Moody; 144 S. Ct. at 2400.

383 |d. at 2401.

384 1d. at 2402 (citing Denver Area Educ. Telecomms, Consortium, Inc. v. FCC, 518 U.S. 727, 737 (1996)).

385 |d. at 2402 (citing Ark. Educ. Television CommOn v. Forbes, 523 U.S. 666, 674 (1998)).
386 |q.
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does not change Ojust because a compiler includes most items and excludes just a
few.G87

Justice Kagan further notes that although the new medliardrom the old,
analogies to old media, even if imperfect, can be useful. OThe government may
not, in supposed pursuit of better expressive balance, alter a private speakerOs own
editorial choices about the mix of speech it wants to con¥&facebook bers a
personalized collection of stories to every user as soon as they open their account
via algorithms, the algorithms being based on each userOs Bftdhe fact that
platforms use algorithms and not human beings to implement those standards, to
prefer content deemed trustworthy or to suppress content viewed as deceptive,
does not alter the fact that they engage in curating speech, because the platforms
apply their community standards to engage in content moderétforacebook
removes content in cases of violence and criminal behaviour, to ensure safety
online and protect against suicide and self-injury, sexual exploitation, bullying
and harassmenr®! They also remove objectionable content (hate speech, violent
and graphic content), and content that raises concerns as to its Integrity and
Authenticity (false news, manipulated med?j.YouTubeOs guidelines also target
videos falling within hate speech, misinformation, violent or graphic content, and
child safety?®3 These policies rest, for Justice Kagan, on a series of choices about
whether and how to convey posts having a certain content or viewpoint. Their
expressive quality lies in that they Orest on a set of beliefs on which messages
are appropriate and which are né#Qlustice Kagan clearly states that enforcing
TexasO legislation means that the platforms cannot disfavor posts because they
Osupport Nazi ideology; advocate for terrorism; espouse racism, Islamophobia,
or anti-Semitism glorify rape or other gender-based violence; encourage teenage
suicide and self-injury; discourage the use of vaccines; advise phony treatments
for diseases; advance false claims of election fr&del}® other words, content
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388 1d. at 2403.
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moderation as currently practiced by the platforms and under the infduence of
EU law and other market imperatives the platforms may be facingNsuch as their
own need to protect their users from being exposed to speech they may consider
harmfulNis protected under the First Amendment.

For Justice Kagan, because these are all inherently expressive activities,
TexasO statute which targets them does not pass even intermediate €& utiny.
Under that standard, a law must further a Osubstantial governmental interestO that
is Ounrelated to the suppression of free expresfémithough many possible
interests relating to regulating social media can meet that test, Othe interest Texas
has asserted cannot carry the day,O because Oit is very much related to the
suppression of free expressioti&rhis is the case, because it aims to Ocorrect the
mix of speech that the major social-media platforms presentO in a way that advances
the governmentOs vision on what is the proper ideological bal&hbestice Kagan
repeated a standard approach to speech rights by the Court, according to which
O[the government] cannot prohibit speech to improve or better balance the speech
market.&P0 She cites in this respe@uckley v. Valed®! the decision related to
political campaign funding, according to which Othe government may not Orestrict
the speech of some elements of our society in order to enhance the relative voice
of others.0'% And the government may not pursue it consistently with the First
Amendment. In other words, she repeats a standard First Amendment principle on
the basis of which government intervention is not legitimate in order to redistribute
speech rights within civil socief{?

Justice Kagan engages wikbrner Broadcasting System, Inc. v. FCTirner
11)4%4 to emphasize that Oa private partyOs collection of third-party content into
a single speech product is itself expressive and intrusion into that activity must
be specially justibed under the First Amendméfe.dustice Kagan engaged with

3% 19, at 2391, 240507,
3971d. at 2407 (citing United States v. OOBrien, 391 U.S. 367, 377 (1968)).

398 |d. at 2407.
399 4.

400 Id

401424 U.S. 1, 48D49 (1976).

402 Moody, 144 S. Ct. at 2407.

403 SeeT!"#$1%&!1#' (", supranotel5, at 171972, 181982, 232.
404520 U.S. 180, 185, 189D90 (1997).

405 Moody; 144 S. Ct. at 2401.
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PruneYard Shopping Center v. Rohf¥€ where the Court rejected a shopping
mallOs First Amendment challenge to a California law requiring it to allow members
of the public to distribute handbills on its property, noting that the mall owner did
not claim that they were engaged in any expressive actiitiyor Justice Kagan, in

the latter there was little prospect of misattributing the opinions of the third partyOs
speech to the hoép8

Although Justice Kagan emphasizes the platformsO expressive rights, a good
number of Justices believe that the use of Al in content moderation may not be
covered by the First Amendment. Justices Barrett and Alito wrote two concurring
opinions which bring some variation to Justice KaganOs reasoning. They distinguish
between human content moderators and the use of Al in content moderation. Justice
Barrett questions whether the use of Al in moderating hate speech should be
covered by First Amendment right8? The reliance on large language models
to determine what is Ohateful® may not, for Justice Barrett, necessarily be an
inherently expressive choié® Given that the use of Al leads to results that even
the researchers and programmers that came up with them do not understand, Justice
Alito believes (and Justice Thomas and Gorsuch joined his opinion) that it should
not be covered by editorial discretiékt Justice Alito also appears concerned
by the Oenormous powerO exercised by platforms like Facebook and YouTube as
a result of Onetwork! ects.®'? Justice Jackson notes that Onot every potential
action taken by a social media company will qualify as expression protected under
the First AmendmentO and advises that courts must examine Ohow the regulated
activities actually function before deciding if the activity in question constitutes
expression and therefore comes within the First AmendmentOs &Hbit.O

2. UsersO Procedural Rights

Justice Kagan appears to be rejecting the common carrier doctrine as to
viewpoint discrimination. This has implications as to whether platforms should

406 447 U.S. 74 (1980).

407 Moody; 144 S. Ct. at 2401.
408 |d. at 2406.
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be allowed to entirely remove users as well. This is important because platforms
may escalate in the measures they take against users. They may moderate their
speech, or they may decide to remove users entirely. For the Justice, O[d]eciding on
the third-party speech that will be included in or excluded from a compilationN
and then organizing and presenting the included itemsNis expressive activity of
its own.®!* This does not appear to leave room for protecting usersO procedural
rights in the way these rights are protected by the DSA.

Furthermore, Justice KaganOs analysis in relation to the motivation behind
TexasO law is relevant not only to content moderation but also to usersO rights.
She emphasizes that the motivation behind the Texas statute, which was to protect
Oconservative viewpoints and ideasO from being siléhedsl,impermissible
because the government in Texas was dictating the inclusion of a specibc
viewpoint*1® For Justice Kagan, Texas (under the pretext of preventing viewpoint
discrimination) is actually dictating the inclusion of a specibc view point, which
is unacceptable under the First Amendm@ritOOn the spectrum of dangers to
free expression,O she notes, Othere are few greater than allowing the government
to change the speech of private actors in order to achieve its own conception of
speech nirvana® This ruling creates dli culties because a platform may allow
users to have accounts and engage in content moderation of their speech. They may
also engage in more radical measures such as removing users entirely as part of a
series of escalating sanctions against them. Although Justice Kagan did not directly
address this problem, the response may be in her treatment of FloridaOs requirement
to provide rationales for exclusion.

Justice Kagan engaged with FloridaOs rules (which approximate the DSA)
requiring the platforms to provide a Othorough rationale explaining the reason that
the social media censored the uééf@nd a Oprecise and thorough explanation of
how the social media platform became aware of the censored content or material,

4141d. at 2402.

415 |d, at 2407 (quoting Texas Governor Greg AbbottOs comments in signing the legislation: O[S]ilencing
conservative views is un-American, itOs un-Texan and itOs about to be illegal in TexasO).

416 1d. at 2407. For an analysis of this poisgeEvelyn Douek & Genevieve Lakiet,ochner.com?138
H!"# . L. R$# 100, 138 (2024).
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419 Fopl, S&I& ©501.2041(3)(c) (2023).



2026] PLATFORM REGULATION IN THE US AND THE EU 197

including a thorough explanation of the algorithms used, if any, to identify or
Rag the userOs content or material as objection®JI&EQr Justice Kagan, the
appropriate test in this case is asking whether this requirement unduly burdens
expression in reference Eauderer v. @ ce of Disciplinary Counsel of Supreme
Court*21 Zaudererwas a case on commercial speech, which required disclosures
by attorneys advertising contingent fee arrangements to avoid misleading
customers. The Court articulated the criterion that O[Clommercial speech that is
not false or deceptive and does not concern unlawful activities ... may be restricted
only in the service of a substantial governmental interest and only through means
that directly advance that intere§€©And restrictions on commercial speech
should also be narrowly crafted to serve the StateOs purposes. Commercial speech
Is subject to intermediate scrutiny, and it i$ diult to anticipate whether regulation
protecting rights of access to social media platforms may be upheld under the
doctrine. As Jack Balkin also notes, the procedural guarantees are very important
from the perspective of protecting access to social media platfbiihese refer

to the fact that platforms must apply the criteria of excluding users consistently
and non-arbitrarily. It is not clear whether Justice KaganOs reliance on the theory
of commercial speech for these procedural guarantees is adequate to protect these
rights. The di culties that platforms face in performing this kind of reporting at
scale may be seen as burdening platforms unduly and thus as being in tension
with the First Amendment undéauderer*?# It is not clear whether the type of
procedural rights guaranteed by the DSA may be justiPed under the compelled
commercial speech doctrine.

If, according to Justice Kagan, TexasOs law had a problematic motivation
under the faciade of imposing viewpoint neutrality, the DSA shows that it is possible
to create procedural rights to ensure that social media platforms respect usersO
rights. The DSA enacted in the EU' ers a model on the legal avenues users
should have to complain against social media platforms if they have been excluded
unfairly.*2° It shows that it is possible to impose upon the platforms viewpoint

420 |4, 0 501.2041(3)(d).

421 Moody, 144 S. Ct. at 2398ee als@auderer v. O. of Disciplinary Couns. of Sup. Ct., 471 U.S. 626,
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neutral requirements to justify why they are limiting usersO speech and if the
measures they take against users culminate to excluding them, why they were
excluded, and how lontf®

In this respect, the DSA!@rs a more comprehensive system of protection
to anyone based in the EU, because it provides that platforms and governments
must make available several legal avenues, in parallel to having access to courts,
for users to complain if they think their speech was unfairly moderated. In the
European Union, the legal framework is more robust in this respect, because, as
analysed eatrlier, citizens can claim the protection of constitutional rights to free
speech against platforms too before codfsThis means that users in the United
States do not have the same legal avenues that users have in Europe to complain
against the platforms. All they have are the avenues the platforms themselves are
making available to them, e.g. the Facebook Oversight Board. The Board is very
selective in the cases it examines, which means that most users who might want to
complain about unfair content moderation of their speech are unable to*d®l§o.
the Supreme Court is in favor of protecting usersO access to social media platforms,
it may need to engage with aldirent theory which will allow governments to
Impose these requirements. Or, platforms may actually decide to abide by the
requirements the EU has posed in this respect too on their own, in order to protect
their reputational interests which are monetizable intef&sts.

C. New YorkOs And CaliforniaOs Attempts To Limit Hate Speech.

New York and California each enacted legislation aiming to limit hate speech
online, which contain some elements that also exist in the B*¥8Awo circuit
courts have found that both these attempts to dictate to the companies that they
should be moderating hate speech are contrary to the First Amen@#hdrite
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https://www.oversightboardappeals.com/login/?locale_redirect=1&redirect_url=https%3A%2F%2Foversightboardappeals.com%2Fsubmit
https://www.oversightboardappeals.com/login/?locale_redirect=1&redirect_url=https%3A%2F%2Foversightboardappeals.com%2Fsubmit
https://perma.cc/MV73-E8UH

2026] PLATFORM REGULATION IN THE US AND THE EU 199

most comprehensive of the two is CaliforniaOs*#it requires social media
companies to submit to the Attorney General a report on a semi-annual basis,
which will include the terms of service of their platforms and any changes, and

a statement of whether and how they debne Ohate speechO or Oracism,0 Oextremisir
or radicalization,0 Odisinformation or misinformation,0 Oharassment,0 Oforeign
political interference and controlled substance distributisd The report should

also include a detailed description of the content moderation practices used by
the social media company for their platforms, how automated content moderation
systems enforce terms of service, and when they involve human rétiéihe

same report should indicate how the company responds to user reports of violations
of the terms of service and how it takes broader action against individual users or
against groups of users that violate the terms of seftAe#.should also indicate

the content that was 3agged by the social media company as belonging to any of the
above categories, such as the total number of Ragged and actioned items of content,
the number of items of content that were removed, demonetized or deprioritized
by the social media company, the number of times the same items were viewed and
shared before they were removed and the number of times users appealed company
actions, and the numbers of reversals of these acfiths.

The Ninth Circuit, which examined the legislation, found that the content
category report provisions facially violate the First Amendnf8htThe Court
applied strict scrutiny to the provisions because in its opinion they are Ocontent-
basedO and they Ocompel the platformOs non-commercial $ép&€hk.Geports
are not commercial speech, because they Odo not propose a commercial
transaction$° They require each company to Orecast its content moderation
practices in language prescribed by the State, implicitly opining on whether and
how certain controversial categories of content should be moderdfeButther,

432 CI" . B#$. & P%& C&() ©22677 (West 2022).
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439 1d. at 901 (citing United States v. United Foods, Inc., 533 U.S. 405, 409 (2001) and IMDb.com Inc. v.
Becerra, 962 F.3d 1111, 1122 (2020)).

44014, at 901.
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the Court of Appeals held that the provisions fail strict scrutiny because they
are not narrowly tailored to serve CaliforniaOs goal of requiring social media
companies to be transparent about their policies and practices so that consumers
can make informed decisions about where they consume and disseminate news
and informatiorf:*1 The Court remanded to the district court to determine whether
the Report provisions are severable from the remainder of the legislation and if
so, which, if any, of the remaining challenged provisions should be subject to the
preliminary injunctiorf**2

New YorkOs legislation obliges social media networks to have Oa clear and
concise policy readily available and accessible on their website and applicationO
which will indicate how the network will respond and address reports of incidents
of hateful conduct on their platforff2 The legislation contains a debnition of
Ohateful conductO as Othe use of a social media network to vilify, humiliate, or incite
violence against a group or a class of persons on the basis of race, color, religion,
ethnicity, national origin, disability, sex, sexual orientation, gender identity or
gender expressiorf® It also creates an obligation for social media platforms
to create a mechanism for users to report incidents of hateful conduct and to
provide a response to any individual reporting hateful conéticthe legislation
creates civil responsibility for platforms which OknowinglyO fail to comply with
the requirements of the secti6ff The legislation contains an interpretive clause
requiring that it will not be construed as adversélgating the right to free speech
under the First Amendmefif’

The Second Circuit held that the constitutionality of the law depends on how
it is interpreted**® If the law is interpreted to mean that the platforms must adopt
the stateOs dePnition of Ohateful conduct,O then the statute fails under intermediate
scrutiny** If the law is interpreted to only impose a requirement to have a
content moderation policy and a general mechanism for reporting content-related

4411d. at 903.

4421d. at 904.
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complaints, then the statute survives constitutional scrutiny uAdaderer*>°

The Court engages witMoody and read rms the First Amendment rights of

the platforms, which engage in Otheir own expressive actftftyEdllowing
MoodyOsuggestion, it consideEaudereras ¢ ering the governing standard when
evaluating the constitutionality of a law related to social media platfd@hBor

the court, if the law merely requires social media networks to publicly disclose
their content moderation policies and contains no requirement that these policies
address Ohateful conductO as debned by the statute, then the statute requires Opurely
factual and uncontroversial information about the terms under which [commercial]
services will be available®® A Oneutral disclosure requirementO would survive
Zaudererscrutiny, provided that it is Otruly agnosticO about the substance of the
content moderation polic}?* For the Court,Zaudererrequires protection for
commercial speech, because of its value in informing consumers and thus allowing
them to choose the platform of their choice, a moderated or an unmoderated
one®> However, if the law requires platforms to accept the stateOs depbnition of
hateful conduct, then it is requiring Osocial media networks to Oprovide a forum
for someone elseOs viewsO D in this case the SEadB case, it would not
survive under either strict or intermediate scrutiny.

\Y
TI SHSH" %& #1" CIS™()™ +( M9%,"-$#+() HS$#" S/ $(,
M +%+(8%-0$#+%0 (+("

A. PlatformsO Latest Policy Changes In The USNTowards A Divided Internet?

Moodymeans that platforms are allowed to decide on their own whether they
will regulate hate speech and misinformation or not in the United States. They
may decide to abide by the obligation that they have within the European Union
to engage in content moderation in the United States as well, although they do not
have a legal obligation to do so. As discussed earlier, platforms usually abide by
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the strictest legal regime that exists in one part of the world, and then generalize
their behavior due to operational reas6aSOr they may decide to forgo content
moderation altogether. X(Twitter)Os practices since 2022 and the declarations by
Facebook CEO Mark Zuckerberg in the beginning of 2025 point in the direction of
scaling back content moderation in the United St4%8#n making these decisions,
platforms need to evaluate also whether they are interestetianny to their

users an environment where they feel safe to interact with others to maintain their
popularity among the public, and by extension among investors and advertisers.

In general, the platforms have a strong reputational interest to maintain a safe
atmosphere which protects users from being exposed to hatred. This reputational
interest is monetizable. It relates to retaining customers and funding for the
publicly owned corporations. Scholars discuss the business case for corporate
social responsibility, which associates the value of a company with the social
value of the policies it maintairf®? Especially in recent years, the corporate
world has moved more generally towards Corporate Social Responsibility and
Environmental Social Governance policies which aim to prevent creating human
rights risks across their plan® Global corporations are interested ih aning
their standing as good Global Citizens to keep raising revenue, if they are publicly
held, and to keep their customers. Social Media companiesO reputational interests
are related to losing income from advertisers if they do not protect their users from
exposure to content they are not happy with. X(Twitter)Os value as a company
dropped dramatically in the past following its cuts in content moder&fibn.

The same changes also led to signibcant losses in advertising ré¢éritiee

457 See suprantroduction.

458 See generallBpring,supranotel; Du! y, supranotel.
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platform rebounded only thanks to the political alliances of its current ofder.

And more recently, thanks to the purchase of X by xAl, also owned by the same
businessmaf® Therefore, even in the absence of regulation, platforms have an
interest in regulating themselves by moderating hate speech and ensuring safe
environments to their users. Adapting to the standards elaborated by the DSA,
even in parts of the world where there is no legal obligation to do so, may o

a good avenue towards protecting the platformsO reputational interests. This will
likely conbrm the Brusseld ect in this area as wetf® Alternatively, platforms

may opt to come up with self-regulation modes that combine elements from the
DSA and end-user empowerment, as discussed later in this {¥8per.

As regards misinformation, X appears to have transitioned to a system of
community notes and to have reduced its content moderation team, a proposal
which Meta also follows since January 20%8.Other platforms have also
announced that they are transitioning to the same system for fact checking
purposed®® As analysed below, several studies indicate that the Community
Notes System is not Swcient to address misinformation and disinformation. Meta
announced in January 2025 several other policy changes such as OSimplifyingO
content policies by removing certain restrictions on topics like immigration and
gender, changing enforcement approach for policy violations, focusing automated
plters only on illegal and high-severity violations, requiring user reports before
taking action on lower-severity violations, increasing the conbdence threshold
required before removing content, reintroducing civic and political content into
recommendation systems on Facebook, Instagram, and Threads, and relocating
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trust and safety and content moderation teams from California to Té%aseta

has also announced that they are deleting all videos posted on their platforms after
30 days?’This is a measure which aims to save it time from its content moderation
practices. Several of these changes are likely to lead to a divided internet between
the US and the EU.

1. Misinformation

In the area of misinformation, since 2023, X cut down on its content
moderation team and deployed a crowd-sourced fact-checking system under the
name Community NoteS'! The system was piloted in the US and used in other
countries as welt’? Several other platforms such as YouTube, TikTok and Meta
are also transitioning to this systétf? MetaOs CEO announced in January 2025
that Meta is implementing changes in the platformOs operations in the United
States, which includes, among other changes, introducing Community Nétes.
This system is very dlierent from the one that the DSA requires platforms to apply
in Europe, although X has applied it in several European states too. As analysed
earlier*’>the DSA requires the platforms to prevent systemic risks and to maintain
content moderation by professionals, which are bound by the Code of Practice on
Disinformation elaborated by the Et°

Several studies have shown that the system of community notes has a number
of shortcomings which make it unreliable alone to combat misinformation and
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Mark ZuckerbergSeeJustin Hendrix Transcript: Mark Zuckerberg Announces Major Changes to MetaOs
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disinformation. A study by media scientists in France on how the system was
implemented in 14 countries on X shows some of these shortcomings towards
combatting misinformatiofi’” The transition to the Community Notes system was
motivated by criticisms of the use of expert fact-checkiffAlthough expert
moderation was shown to successfully decrease the extent to which people agree
with misleading claims, it faced criticisms for bias and for its likelihood to further
radicalize polarized individuafs’® The Community Notes system allows self-
selected contributors to attach contextual notes to posts they consider Omisinformed
or potentially misleading,O and it asks other contributors to rate the nétetods),
Somewhat Helpfulor Not Helpful*8® The system infers ideological positions

for both notes and raters and then predid&pful ratings on the basis of their
ideological alignment8! A note ratedHelpful by raters of diverse ideological
backgrounds is given a high&n value in this systerfi®? The system then creates

an algorithm using these parameters to resolve conf3icting ratings by selecting
notes with the highestn value. Comments are removed or kept depending on
whether diverse raters bnd them helpful or not. In the systemOs pilot phase in the
US, there was high agreement between Community Notes and expert fact-checker
classibcations, and the system was also found to generate greater user trust and
to be less prone to entrench individu&®s.While the system was developed and
tested in the United States, where political disagreement is modeled using a single
ideology dimension, it turned out to be less promising for other parts of the world
where political competition is organized along multiple ideological curréits.
Posts discussing politically divisive issues are not likely to be ratétefisful and

thus moderated, while others reporting scams and misleading practices are likely to
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reach that statu®® This means that Community Notes cannot properly moderate
the most polarizing issues related to national politf&Allowing polarizing,
political content to remain unresolved is a design choice by the platf®fhe
researchers conclude that the Community Notes system, which substitutes crowd-
sourced moderation that relies on consensus for expert fact-checking, needs a risk
assessment for polarizing content, especially during election petid@asts that

are uninformative or misinformative will not necessarily be caught in time.

A second study, conducted by academics in computer science from all
over the world, also points out that because there are important problems
with how the system works, it cannot be used without being supplemented by
expert fact-checker®® Community Notes is leective for those cases where
professional content moderators have already fact checked d&imise system
Is not successful as a work-around to biases because Community Note users
carry their own cognitive biaséS! Users overestimate the truthfulness of
claims and are overconbdent in their ability to judge statenf@AtEew have
the time or motivation to participate, and the personalization and polarization
caused by prioritization algorithms means that knowledgeable users may not
encounter misleading posts at &P Ideological diversity is only measured for
political bias and not for other cultural, linguistic or conspiratorial bidSés.
Furthermore, the system may be attacked by malign bots or groups of users
who OinRate social reputations,0 Oamplify specibc narratives,0 and engage in
other harmful behavidt®® Such groups may Odeceive the community notes
algorithmO by Ocreating an artibcial perception of internal disagreement through
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collusive inorganic activity on benign conted®®The study concludes that only

a collaborative approach between professional fact checkers and the community
model may bring about reliable resuf& something that the DSA also encourages
the platforms to do.

Further, research by NGOs indicates that misinformation is being made
widely available on X without being checked through the Community Notes system
and without any otherleort by the platform to contain %8 Another positive
elementin the DSA is that it encourages platforms to consider seriously notes made
by Otrusted Ragger®®As analyzed earlier, these trusted Baggers are NGOs which
self-register as the defenders of human rights against hate spf¥ddtey may also
contribute to the credibility of the notes system if the platforms take their warnings
seriously, as the DSA requires.

The DSA, which encourages professional fact-checking performed by
journalists who are trusted to have received ethics training, appearsetoao
more reliable system for combating misinformation and disinformation. As the
prst report on its application has shown, the DSA has been successful in bringing
together representatives from platforms and civil society actors to collaborate
on tools and methods of content moderafi8h.Civil society organizations
emphasized the need for human moderators to be well-trained and aware of
local contexts, languages, and cultuP®s At the operational level, the report
mentions that this collaboration led to recognition of the need to create close links
between content moderation and legal teams to escalate borderline cases, establish
partnerships with anti-bias researchers and civil society organizations, and develop
market-speciPc moderation processes to capture local nuances in languages, slang
terms, and cultural references while ensuring content moderation enforcement by
human reviewers?3
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In general, as analyzed earlier, the DSA obliges the platforms to create crisis
protocols in case of emergencies, i.e. waves of misinformation or disinformation
that occur during a pandemi?If the platforms do not generalize these protocols
across their operations around the world, systemic risks that occur outside of the
EU may not be addressed in time. As the COVID-19 crisis showed, public health
emergencies are 'dicult to manage due to the evolving nature of expert guidance
in response to the fast pace of scientibc discoveries about the best ways to respond
to unknown viruses%? Even if obtaining accurate information during a pandemic
has its own challenges, the EU approach is to err on the side of caution and to
prevent information that is likely misleading from being shared quickly around
the platforms. As Evelyn Douek reminds us, the race to combat misinformation
online during the recent COVID-19 pandemic led to frequent changes in public
guidance by the relevant authorities, which undermined the publicOs trust towards
the platforms in the US% The problem, however, seems to have been that the
platforms did not clearly explain to the public how they communicated with the
government and reliable expert sources to debPne the guidance they made available
to the public®®’” Evelyn Douek argues for Oah amative vision for the role of
platforms in policing medical claims,0 such as limiting claims that are directly
related to physical harms while letting be claims that may not be entirely accurate
but are not likely to lead to such hartff This view is compatible with the liberty
Moodyrecognized that platforms have. Having a protocol, according to what the
DSA requires, may be a useful way for the platforms to proceed with their global
operations. Or it could be the point of departure for them to elaborate a policy. The
protocol required by the DSA allows the platforms to bnd for themselves the best
way to engage in content moderation in this area, which allows them to follow some
of the criteria Douek suggest8? To address this #iculty, other legal scholars
in the US are arguing in favor of amending Section 230 of the Communications

504 See suprdart I1.A.2.

505 seeWendy E. Parmet & Jeremy PalOVID-19: The First Posttruth Pandemi@10A! . J. P#.
H$%&' (945, 945 (2020); Claudia E. Haupt & Wendy E. Parmethal Lies: Government Speech, Distorted
Science, and the First Amendmge2®22U. 1&& L. R$). 1809, 1814 (2022).

506 See Evelyn Douek, The Politics and Perverse !Ects of the Fight Against Online Medical
Misinformation 134Y%&%.J. F.237, 243D45 (2025) (describing how the changing guidance by authorities
during the COVID 19 guidance led to concerns about how the platforms were using content moderation).

507 |d. at 246.

508 1d. at 262D66.
509 Id.
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Decency Act, which excludes from civil liability platforms for the content that
others provid®10 In the area of regulating emerging technology, scholars suggest
that the OmaximinO principle mightes guidance!! According to the principle,
regulators must choose the policy with Othe best worst-case outetifi@gxrisis
protocol may be a DSA requirement that imposes upon the liberty of the platforms.
At the same time, it seems to be appropriate in the area of confronting crises, when
the correct solutions might be uncertain. Erring on the side of caution may well be
the best worst-case outcome in times of crises. Protecting their users could be an
important imperative for the platforms to generalize these protocols and use them
also outside of the EU, where they do not have a legal obligation to do so.

Additional di* culties arise from the use of prioritization algorithms, which
address users on the basis of their previous history. These algorithms may enhance
biases that users already have that are likely to radicalize them further. This can
only inhibit the public dialogue thereby preventing users from potentially exposure
to information that challenges their beliefs N- thus strengthening conbPrmation
biases>!3 Studies have shown that recommendation algorithms detect usersO
interests very quickly, and adapt over time in a way that narrows exposure to
new topics and perspective¥ In particular, research on YouTube and Twitter
shows that Ocertain topics (e.g., political content) are reinforced more strongly than
others.®¥® And, recent research on X indicates that Oright-leaning accounts are
often more prominently featured in algorithmic curationO for both Oright-leaning®
and Oneutral® accouti® Although recent political science research indicates
that the concerns with Oecho-chambersO may have been exaggerated due to social

510 See, e.g Leiter, Free Speech on the Internstipranote64, at 255.

511 cass R. SunsteimMaximin 37 Y!"# J. $%R#& 940, 950D51 (2020); Noam Koklgorithmic Black
Swans101WI'( . U. L. R#). 1177, 1239 (2024).

512 sunsteinsupranote511, at 966.

513 Vincent Blasi,Is John Stuart MillOs on Liberty Obsolet8d. P## S+##,( L. 151, 161 (2024).

514 SeeFabian Baumann et alQynamics of Algorithmic Content AmpliPcation on TikTBkX-), at 1
(2025),https://arxiv.org/abs/2503.202kttps://perma.cc/6 WGM-8B3D

5151d. at 20.

516 Jinyi Ye, Luca Luceri & Emiliio FerraraAuditing Political Exposure Bias: Algorithmic Amplibcation
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A, $2%3!4-"-35, & T*1%'+*#%,5 , 2349, 2352, 2355 (2025)ttps://doi.org/10.1145/3715275.3732159
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media not functioning as viewersO only source of daily Meéws nonetheless,

more research in this area is needed to explore potential risks and responses. As
the prst report on the application of the DSA indicates, social media platforms,
at least within the EU, are demoting or restricting potentially harmful content and
using information banners or interstitials to limit the spread of such cortéiite

report also noted that some platforms design their recommender system to optimize
for content quality not just view time!® This shows that the Act has encouraged
platforms to rel3ect on the design of their prioritization algorithms if they have not
done so by themselves.

2. Incitement to Hatred

The use of prioritization algorithms that are demoting harmful content
IS even more important in the area of incitement to hatred and violence. An
important di erence between European legal systems and the US is the debnition
of incitement. The DSA refers to the Code of Conduct, which platforms have
agreed to abide by, and to the national legislation existing within EU Member
States to debne hate speech. The CodeOs debnition which reRects the standards
existing within EU States covers Opublic incitement to violence or hatf@dlds
standard is much broader than the one existing in the US. According to the criteria
posed byBrandenburg v. Ohipgspeech may be outlawed only when it encourages
imminent lawless action that will very likely occef! The criterion is motivated
by the need to preserve social peace. Within EU legal systems, incitement to hatred

517 Andrew Guess et alAvoiding the Echo Chamber About Echo Chambers: Why Selective Exposure to
Like-Minded Political News Is Less Prevalent than You ThiKR#$% F&'I()%"&! , *, + (2018), https:
/Ikf-site-production.s3.amazonaws.com/medlaments/pPles/000/000/133/original/ TopkE_W
hite-PaperNyhan V1.pdf [https://perma.cc/VB2P-EAQL The study covering the U.S. indicates that
43% of conservative Republicans and 26% of liberal Democrats consult opposing media sources for their
information.Id. at 7. This leaves a large percentage of the public limited in the source of information it
consults, leaving room for risks in the area of incitement to hatred and violence. The study also details that
only about 20% of U.S. adults claim they regularly get their news from social miediat 8. The study
concludes that a subset of the most politically engaged and vocal members of the public is living in an echo
chamberld. at 16. These are small numbers, but the risks are worth investigating.

518 Eur. Bd. For Digit. Servicessupranote24, at 36:See suprdart 11.A.3.

519 Eur. Bd. For Digit. Servicesupranote24, at 36.

520 Eyr. CommOrsupranote219, at 1;see alscCouncil Framework Decision 2008/913/JHA of 28 Nov.
2008 on Combating Certain Forms and Expressions of Racism and Xenophobia by Means of Criminal Law,
2008 O.J. (L 328) 55.

521 Brandenburg v. Ohio, 395 U.S. 444, 447 (1969).
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or violence entails legal responsibility independently of whether it encourages to
imminent lawless action which is likely to occur or m3€ This means that in the
area of incitement, the derence in the legal standards will likely lead to a division

of the internet. Th&randenburgCourt follows John Stuart Mill, who famously
debPnes incitement in his important boGk Liberty, in reference to an agitator
inciting an angry moB323 In the current context of social media operating on the
basis of prioritization algorithms which may enhance hatred, theBtdlrdenburg
debPnition of incitement may no longer be adeq?af&Vhether a personiis likely to
engage in violent acts may well depend on their own circumstances in combination
with targeted content due to prioritization algorithms. Users prone to radicalization
may well be Ocaptive audiences,O which means that the EU depPnition of incitement
to hatred may be preferable to the ondBoindenburg

The constant exposure to hateful speech along with misinformation and
the speed with which it is shared may be altering our understanding of how
incitement to hatred and violence occurs. At the very least, it is imperative
to investigate through interdisciplinary studies involving behavioral sciences
(psychology) whether the way prioritization algorithms work is likely to contribute
to incitement to hatred and to committing violence. Further research is required to
identify how users prone to radicalization respond to constant exposure to materials
that may constitute incitement. Further research is needed in this area to study
the psychological impact of constant exposure to hate speech and how legislation
related to bullying and harassment should apply to these behaviors when they occur
online. The DSAOs broader debnition of incitement shows a preference for erring
on the side of caution in the area of online incitement. As analyzed earlier, the brst
report on the application of the DSA indicates that platforms have adapted their
recommender systems to demote harmful or potentially harmful content, which
includes content that constitutes incitement to hatred, at least within tRéHUis
measure, which follows the precautionary approach, is a very positive development
in the absence of data related to how human beings react to being targeted with
speech that constitutes incitement to hatred.

522 Seedebnition of incitement to hatredypraPart I1.A.

523 Seell"#t S$%&'SM()) , O# L(*+'$, -.  (Batoche Books: Kitchener, 2001).
524 Sedl_eiter, Free Speech on the Internsupranote64, at 248.

525 Eur. Bd. For Digit. Servicesupranote24, at 36.See supréart 1.A.3.
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3. Hate Speech

Divergence is likely to occur between the US and the EU in the area of dePning
and limiting hate speech. While some social media platforms, Facebook included,
engage in content moderatiéff a division of the internet is likely to emerge in
the interpretation of what constitutes hate speech and misinformation. National
standards within each of the EU member states will play a role in this respect,
and the same will occur in the US as well. The DSA leaves plenty of room for
national understandings of what constitutes hate speech because it does not contain
a debPnition itself. Instead, it refers throughout to Oillegal hate spa&chtts
reference includes the debnition of hate speech which exists in the Code of Conduct
the EU asked major Social Media platforms to s¥ghlt also aims to allow the
Member States to enforce their national standards in this respect. In Europe, the
European Court of Human Rights (ECtHR) plays in important role in harmonizing
the standards for the protection of free speech across the 46 Member States of the
Council of Europe2227 of those are also EU members, where the DSA appifes.

This means that the ECtHR will continue to play an important role in debning the
acceptable standards for free speech and what constitutes hate speech. National
institutions within the EU Member States are likely to play an even more important
role daily for debning hate speech and whether users have been properly removed
from the platforms or not.

Meta updated their hate speech policy in January 282Fhe new policy
has replaced references to Ohate speechO with references to Ohateful®@énduct.O
The platform has removed the reference to Ostatements of inferiority, expressions
of contempt or disgust; cursing; and calls for exclusion or segregationO as well

526 See Detecting Violations!!"# , https://transparency.meta.com/enforcement/detecting-violations/
[https://perma.cc/HH8J-9PHMfast visited Mar. 6, 2026).

527 See, e.g.DSA, supranote114 pmbl.!! 12, 62, 80, 87, 106, art 12.

528 See suprdart I1LA.

529 SeeN#'#$%AS&% Wo#()F H#'l SHI-#.("-1  EX)+i#. C)*")0 H*1# R%2-"379 (Taylor &
Francis Group 2025) (ebook).

530 See The Council of Europe and the European Union: Partners in Promoting Human Rights and
Democracy C)*.,%$ )0 E*))+! (2024),https://edoc.coe.int/en/derent-roles-shared-values/6332-
leaflet-the-council-of-europe-and-the-european-union-partners-in-promoting-human-rights-and-
democracy.htmjhttps://perma.cc/9QUY-ATHR

531 See Hateful Conduch!"# , https://transparency.meta.com/policies/community-standards/hateful-

conduct/[https://perma.cc/I54M-VW{(last visited Mar. 6, 2026).
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as to Oslurs that are used to attack people on the basis of their protected
characteristics®? This alone is dierent from the law that exists in some EU
states. Several of the removed phrases would be captured by French hate speech
legislation, for instancé3*French law punishes defamation and insult and foresees
penalty enhancements when defamation and insult occur on the basis of someoneOs
membership or non-membership of a specibc ethnic group, nation, race or religion,
their sex, their sexual orientation or gender identity or their disaBiRyThe
FrenchCour de CassatiofSupreme Court of the Ordinary Jurisdiction in France)

has held that the penalty enhancement for group defamation applies to statements
posted on Twitter, against a religious group falsely accusing it of having committed
crimes in the past3®

Some other policy measures Facebook announced in January 2025 are
compatible with the current content moderation practices it already follows
under the DSA. Increasing the conbdence threshold before removing content is
something that the DSA itself is trying to achieve, thanks to the increased role it
foresees for user reporting of hateful materials and the increase in legal avenues
it requires the platforms and European states to make available to users. With
the exception of removing restrictions on topics like immigration and gender,
the policy changes announced do not appear to change much to the current
content moderation practices. Increasing the conbdence threshold before removing
content, which Facebook also announégtwill most likely require some expert
fact-checking, a requirement under the DSA.

Furthermore, FacebookOs new policies, interesting as they are, do not seem
to create more legal avenues for users to complain about policies such as the ones

533 |d

534 |oi du 29 juillet 1881 sur la libe& de la presse [Law of July 29, 1881 on the Freedom of the Press],
ch. IV, arts. 23b35.

535d. arts. 32D33.

536 Cour de cassation [Cass.] [supreme court for judicial matters] crim., Oct. 15, 2019, 18-85&#8, In
ECLI:FR:CCASS:2019:CR01825 (Fr.) (Pnding that a statement on Twitter according to which OJewish
people are the ones responsible for the massacre of thirty million Christians in USSR between 1917 and
19470 constitutes group defamation under article 32, because it attributes to the Jewish people a fact which
may be proven otherwise, and which violates their honor and their consideration).
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users have in the EU under the DSA, as analyzed e&?fién.case of disagreement
between a user and the platform, the only avenue that remains available is the
Facebook Oversight Board.

Combatting hate speech and misinformation has always been challenging.
The di culties largely relate to debning what kind of speech should be considered
hateful. Previously, arguments against limiting hate speech against social groups
were based on the distinction between general claims against social groups and
individualised expressions against persons. Scholars were arguing in the past that
broad negative utterances against social groups should not trigger the enforcement
mechanism against hate spe&thThe reasons for this derence in treatment
Is that broad, hateful utterances against social groups are easily refutable by
more speech. Individualised defamatory expressions against persons, on the other
hand, arbitrarily associate a person with a social group and project upon them
negative qualities associated with the same group. This kind of speech, the
argument goes, should trigger the enforcement of anti-hate speech regulation.
Hate speech frequently attributes social stereotypes associated with groups to
individuals. Persons are associated arbitrarily with social groups and with the
negative characteristics that these social groups have. In this case, hate speech
should be limited by government. Government intervention is necessary when a
person experiences a verbal attack which attributes to her characteristics attributed
arbitrarily to a social group she is classibed as being a member of. The justibcation
for limiting speech is the arbitrariness which exists in the association of some
characteristics with a person and in the association of the person with the social
group. The person is denied the possibility to debne for herself her personality
and show it to others. This distinction between broad defamatory utterances and
individualised attacks against persons needs to be evaluated anew in the context of
online communication. Algorithms trigger targeted content which may reproduce
broad hateful claims against groups in ways that are persistent upon a user. Constant
exposure to hate speech together with the inability of checking the accuracy of
these claims runs the risk of deteriorating the social standing of members of social
groups which have historically experienced discrimination. Users are Ocaptive

539 See suprérart l1.A.
540 Seeloanna TourkochoritiShould Hate Speech be Protected? Group Defamation, Party Bans and the
Divide Between Europe and the |45 CI"#$ . H#$. R%&L. R'( . 552, 552D622 (2014).
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audiencesO of hateful utterances. Further research in psychology is urgently needed
to evaluate how people react to being targeted with hate speech due to algorithmic
prioritization.

Furthermore, new concerns constantly emerge from the ability of Al to
generate hate speech itself. For example, an Al chatbot called Grok created by xAl
shared on X a series of antisemitic po¥tsThis was later attributed to the AlOs
primitive nature and a need for better automated systems to ban hate speech before
it is posted®*? The comments were deleted and xAl published an apolbtigut
the very presence of the comments and the absence of any mechanism that would
prevent them from being posted is very concerning about the ability and willingness
of the platform to prevent similar material from being made available. Al progress
Is likely to lead to similar phenomena in the future, because the competition
between tech companies leads them to overlook ethics is&ti€ke combination
of prioritization algorithms with Al Chatbots that engage in hate speech are likely
to lead to systemic risks of transmitting hateful information across the internet at
a very high speed. The DSA, which obliges the platforms to create crisis protocols
and authorizes national authorities and the EU to impose sanctions upon platforms
should this situation occur, isl @ring a way that may protect users from being
exposed to defamatory inaccurate information that is likely to incite to hatred and
violence. The EU authorities were quick to respond to GrokOs dissemination of hate
speech and to ask X to discuss why this occupf&d.

The DSAOs success in fostering collaboration between platform
representatives and civil society actors to collaborate on methods of content

541 Kate CongerElon MuskOs Grok Chatbot Shares Antisemitic Posts, dh¥X T!"#$ (July 8 2025),
https://www.nytimes.com/2025/07/08/technology/grok-antisemitism-ai-x.fttps://perma.cc/48Y Q-
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542 paresh DaveElon Musk Unveils Grok 4 amid Controversy over ChatbotOs Antisemitic Ra8ts&
(July 10, 2025)https://www.wired.com/story/grok-4-elon-musk-xai-antisemitic- posts/#inteiited-
article-bottom-recircc5ee0d61-16d2-49e8-9a32-1e3c4d52468%erta-similaritylhttps://perma.cc/B
6WD-AEXT7].

543 Kate CongerGrok Chatbot Mirrored X UsersO OExtremist ViewsO in Antisemitic Posts, xAl Bays
TI"#$ (July 12 2025) https://www.nytimes.com/2025/07/12/technology/x-ai-grok-antisemitism.html
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moderation, with an emphasis on the need for human moderators to be well-
trained and aware of local contexts, can also be very benebcial for detecting hate
speech®*0

B. Using Al To Filter Hate Speech And Misinformation.

Content moderation as practiced by major platforms themselves is highly
problematic. Scholars are alert to the dangers of imposing excessive limits
to freedom of expression by using Al in content moderafthModeration
technology is not accurate and it is not sure that it has the level of nuance that
Is required to detect hate speech. Its use may be overinclusive and underinclusive
at the same time. A 2024 study, commissioned by the NGO The Future of Free
Speech, focusing on Germany, Sweden, and France, showed that the use of Al in
content moderation returns too many false positives, even for those legal systems
that limit hate speecf*® The study brought together academics who examined
whether speech that had been removed by Facebook and YouTube in Germany,
Sweden, and France would fall under the scope of the applicable legislation in each
one of these countrie¥? It involved using researchers to double-check speech that
had been removed against the relevant legislation limiting hate speech. They found
that only 10%D15% of the speech that had been removed fell under the scope of
the relevant legislation>®

The challenges in detecting hate speech and misinformation threaten the
democratic character of online communication itself. Distinguishing truth from
falsity is particularly challenging for democracy because Ragging and Pltering
content implies serious disempowerment for speakers and users of online
information®>! The state of the art lies in automated detection systems using large
language models (LLMs). These are computer models that can be purposed to
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recognize and blter or Bag certain content that contains false inforntatibhMs

use datasets which are collections of works, e.g. news articles, which have been
labeled as OfalseO or OtrueO to check inforrAatiGmece models are built and
their performance evaluated, they can be implemented for real world use, whereitis
unclear how they decide on their labeliPRf.A type of these models are the natural
language processing models, use of which can lead to problematic situations to the
extent that they pick up cultural biases about gender, race, ethnicity, and réfigion.
This means that it is important to ensure that datasets must train models to do
what they are intended to do and to avoid the accidental propagation of undesirable
patterns in the data. Some scientists argue that linguistic data will always include
pre-existing biase®® Those gender-based biases are due to word embeefing.
Embedding consists of providing a dictionary for computer programs that use
words. Words are associated with semantic meanings and with other words. These
then create arithmetic models that capture a variety of relationships which may
reRect sexist and other attitud®§.Computer programming has evolved towards
debiasing algorithms. Nevertheless, this debiasing does not fully eliminate the
presence of bias. In some attempts, 6% of new instances of word embedding were
still judged as reproducing stereotyp@8All these di culties complicate the task

of detecting misinformation.
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Furthermore, researchers use two approaches to detect false information: one
based on content, and one based on coRf@xthe approaches based on content
focus either on style or on knowledge. In the style-based approach, several elements
in a publication are used to classify it as misinformation, such as textual or linguistic
features, images, and the relation between headline and &fidliae knowledge-
based models presuppose a list of facts made available by their creators, against
which they check arguments in a text under consider&ié@ context approach
uses elements in the context surrounding a post, such as metadata, user behavior,
and how the post is propagated in the social media network (spreading patterns,
reliability of the source¥®3 All these approaches indicate that there is a great
degree of subjectivity that is at stake. The model designer has virtually unlimited
freedom to create a model that limits speech.

These models are created with some underlying assumptions that inform
the data collection and labelinr§* Fact-checking is done by journalists and
researchers collecting data from sources that are deemed reliable or un”®fable.

To evaluate the accuracy of information, the models use mainstream online
newspapers and data labeled by journalists. Labelling is done by experts or
researchers making use of journalist-managed sodf€&everal di culties arise

in this process, in part because there are many cases which fall along the continuum
between truth and falsity. The case of satire is particularly interesting because some
of these models consider it as Ofalse information,O while others donOt. The methods
of data labeling are not always clear and the entire process depends entirely on the
subjectivity of the evaluator. Although journalists are trained in fact-checking, their
judgment is also subjective. Researchers by themselves do not seem to be able to
trace the line between false information and the edge cases of misinformtion.

Al models are likely to limit too much speech, unless human moderators also
intervene. Researchers suggest that the solution to the problem of developing a false
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information detection model should focus on where the model will be implemented
to reduce the risk of false positive®

The latest research on LLMs indicates that they are capable of impressive
results. They are becoming better at capturing misinformation. They are able
to Ohandle images, access timely and credible knowledge on the web, retrieve
evidence that refutes or contextualizes the given content that may or may not
be misinformation, and generate clear explanations with accurate and trustworthy
referencesX® They even respond automatically to potential misinformatith.
They can determine the credibility of web pages by looking up their publishersO
factuality and bias rating¥’! They can extract text from each web page they refer
to as evidence to verify if misinformation exist& The quality of their responses
Is estimated to be 8-10% better than the crowd-sourced misinformation analyses
on X.573 Nevertheless, they still are not able to recognize misinformation that is
partially correct and even factual but may be misleading through the tactics of its
use and across domains, and they are ill equipped to identify misinformation on
social medi&’4 Addressing such misinformation requires understanding content
that is multimodal along with its conteXf> Furthermore, any errors LLMs make
may actually contribute to misinformation. A study found that even when an LLM
expressed uncertainty about the accuracy of false headlines, participants were still
inclined to believe and share theXf?

Other studies have shown that as promising as they are, LLMs present
both opportunities and challeng®s. They are prone to hallucinations may well
create unreliable information themselves. They may well be used by malicious
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disinformation actors to generate information that will be then used as training
data for other LLMs’® They can be used by fake accounts to spread hateful
and manipulative content, altering important parts of public opinion. Furthermore,
generative Al tools can generate inPnite variations of misinformation claims that
may reach an enormous number of users, underminimmgte to fact-checR/®
State-of-the-art tools are not able to distinguish between legitimate Twitter/X
accounts and those managed by ChatGPT. LLMs may be used in fact-checking
only when their advantages are balanced with responsible and ethical pra&ices.
LLMs may only support human moderators when they have brst fact-checked
claims by identifying sections of documents Othat repeat a previously fact-checked
claim or that make a claim semantically equivalent to a previously veribed8he.O
This means that it is not possible to dispense with human content moderators
altogether, biased as they may 2.t is also promising that as noted above, at
least 4 Justices of the US Supreme Court are skeptical about extending expressive
rights to the use of Al by social media platforRfs.

FacebookOs latest policy announcement indicates that they will focus
automated blters only on illegal and high-severity violati®#fsThis policy is
promising and it will likely reduce the number of false positives. It also means that
the di erences in understanding illegality in the area of hate speech between the
EU and the US will manifest themselves here as well. Because the DSA captures
more speech than what is considered to be illegal in the U.S., e.g. hate speech, this
will likely lead to a division of the internet as far as the debnition of hateful content
Is concerned.

C. Alternative Solutions: Olmmunizing And Empowering End UsersO

Any solution in the area of misinformation must involve raising awareness.
Studies have shown that raising awareness serves the role of OimmunizingO

5781d. at 854, 856.
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users28® One of the most di cult questions that arises in the area of hate speech
Is how past experience of individuals and societiesas how people perceive
hate speech. Hate speech appeals to emotions. It is also addressed from a position
of authority. How would humans judge an utterance as hateful and what aspects
can we use to decide? It is important for research to devise ways of getting society
involved in making these decisions. Facebook appointed content moderators with
linguistic and cultural expertis®® Another solution is to enhance the role of NGOs
which engage in direct interaction and communication in an attempt to change
online usersO attitudes towards hate speech. NGO¢#I#mHereare already
interjecting themselves in the public debate and trying'teca the conversations
occurring online which are perceived as hateful or demeaning by tRéifhe
French legislation'bering civic training in schools for minors on these issues is an
important step in this directiotf® The Reports that the European Board for Digital
Services is obliged to draft on the application of the DSA is also an important
opportunity to bring together civil society organisations and representatives by the
platforms to reRect on the standards of content moderation po¥ties.

Another solution may come from the fact that receiving technology has also
improved signibcantly. The receivers of information online can nowadagstéhe
content of information that is reaching them. This means that another option would
be to suggest government regulation that requires large social media platforms
to make available OmiddlewareO companies which provide content moderation
and recommendation servicg®. The receivers could use"dérent companies to
perform these tasks. These middleware options can allow users to delegate curation
to providers of their choosing, by subscribing to providers of their choice. They can
choose services they trust to align with their inter&t8luesky, for instance, has
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already given its users the ability to label content and prevent it from appearing in
their feed®??2 The DSA encourages the use of middleware by requiring transparency
in algorithmic processes and enhancing user control of the feed they ré&give.

Furthermore, users can modify the content they receive in ways that reduce
its hateful or insulting impact. It is possible to apply smart blters that reformulate
hate speech or replace it with content that approximates its semantic value.
Existing technology bers paraphrasing capabilities through machine-learning-
based systems currently under development in text Al and natural language
processing2* Technology enables solutions that are not binary: users can alter
what they see, while speakersO expression is not entirely restricted. In such
cases, platforms can claim to have removed a signibcant quantity of harmful
content (e.g., 70%), while users retain the option to disable these blters. It is
crucial to explore the philosophical and epistemological implications of this
practice and to determine the most appropriate legal response. The use of this
technology for moderating hate speedhecs signibcant advantages, potentially
creating a situation where platforms no longer need to make direct decisions
about speech moderation. However, broader implementation of this technology on
online platforms raises several concerns. Most notably, speakers remain unaware
of the modibcations made to their utterances. This technological development
raises important questions regarding the protection of speakeomomy and self-
depPnition.

Under International Human Rights Law, speech may be limited only when
the principle of proportionality is respect@® This principle requires that any
restriction on speech must be necessary, appropriate, and not excessive in relation
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to the legitimate aim pursued. The question that emerges is whether altering speech
through automated blters constitutes a proportionate response to preventing harm
to others. Freedom of expression protects several fundamental interests and core
values®?® These include individual autonomy, the pursuit of truth through open
debate, and democratic self-governapfite-ree speech has been characterized as
Othe most human rightO due to its crucial role in conceptualizing and defending all
other human right8?8 When a personOs speech is altered without their knowledge
or consent, all these interests and values are seriously compromised. The use
of automated paraphrasing blters raises signibcant concerns that warrant further
research. While platforms might benebt from reduced moderation burdens, such
technology fundamentally alters a spedkexpression without their awareness or
ability to respond. The Digital Services Act (DSA) alreadyeos an alternative
solution: notice and action mechanisms that require platforms to investigate
user reports of hateful or misinformative spe@€&h.This approach may be
preferable to automated paraphrasing because it preserves speaker autonomy
while still addressing harmful content. Unlike automated Plters, notice and action
mechanisms allow speakers to know when their content is challenged and provide
them an opportunity to defend their expressionNa procedural safeguard essential
to respecting freedom of speech.

Cl"#$%&""

The two systems of social media regulation dreing di erent approaches.

The DSA seems to be! @ring a more robust system of protection of the users

of social media platforms than the legal regime that exists in the US. The DSA
ref3ects a conception of the government dominant in Europe according to which
it is legitimate for the state to address social power imbalances. The social media
platforms play an important role in debning the infrastructure of the public sphere
and in enabling citizens to express themselves. If social media platforms have
emerged as strong social actors that are threatening the expressive rights of the
average citizen, then the government has legitimacy to protect the expressive

for preventing the disclosure of information received in conbdence, or for maintaining the authority and
impartiality of the judiciary.O).
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rights of the citizens over those of the platforms themselves. The doctrine of the
Ohorizontal leectO is the legal translation of this conception of the role of the
government. It means that the constitutional rights of the users of social media
platforms may be'armed against the platforms themselves. Users of social media
platforms may refer to their constitutional rights to free speech against social media
platforms within EU member states. The European Commission was motivated
by a similar conception to enact legislation to protect the procedural rights of the
users of social media platforms to challenge limits to their speech imposed by the
platforms®9° The Commission sees as the Othe problem driversO which necessitate
its regulation the fact that Oprivate companies make fundamental decisions with
signibcant impact on users and their rigff&.@ considers the way the companies

are applying their terms of service and community standards as having no Ochecks
and balancesO and as being Oop&§&#.i concerned that the tools the platforms

are using for content moderation Oare not consistently accurateO and that they lead
to Ooverenforcemerf®The rationale the Commission proposes to regulate social
media platforms rel3ects the doctrine of the horizontaa in the protection of

the rights included in the EU Charter. The DSA enhances the procedural rights
the users have across the EU within each EU member state. Furthermore, the DSA
makes enforceable against social media platforms thait services within the EU

the legislation against hate speech that exists already within EU member states.

The US legal system, which relies on the state action doctrine, recognizes
constitutional protection only for the free speech rights of the social media
platforms themselves. This leads to a reluctance in developing regulation to protect
usersO free speech rights when these are limited by social media platforms. It also
means that the platforms are allowed to decide on their own whether they will
limit hate speech. The constitutional freedom of speech rights of the users of social
media platforms do not apply against the platforms due to the state action doctrine,
which means that these rights only cover usersO ability to choose which social media
platform to use and to decide whether they prefer a moderated or a non-moderated
platform. The result in the US is that strong economic and political actors are able
to create their own platforms and to ensure access to those who agree with them,
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while the Europeans are willing to regulate existing strong social media platforms

to ensure everyone has access to them. The European system aims to guarantee
pluralism within each social media platform b except for hate speech. In the area of
hate speech, national legislation and standards will apply as informed by the case
law of the ECtHR. This means that a division of the internet is likely to emerge
even between EU member states as regards the standards of content moderation.
A variation in the same standards is likely to occur between Europe and the US if
platforms scale back their content moderation there.

The DSA is likely to have a global! ect thanks to the regulatory gap that
exists inthe US. Recent declarations by social media platforms CEOs indicate some
scaling back of content moderation in the US, while platforms are also maintaining
several of their existing practic€? Platforms are likely to continue engaging
In content moderation that meets the DSA requirements even where they have
no legal obligation to do so, such as in the US. This has several advantages and
disadvantages. Users based in the US will also be protected against hate speech
and misinformation. However, they will not have the same procedural rights to
challenge limits to their speech that users have within the EU. Whether large social
media platforms are likely to abide by the DSA outside of the EU depends on
whether they are interested in the reputational benebts that accompany responsible
business practices. The fact that they maintain their global content moderation
teams suggests they 8% In general, the movement towards responsible business
practices seems to be gaining ground. If governments do not regulate platforms
to protect usersO procedural rights, platforms should self-regulate by providing
avenues for users to complain similar to those that the DS#ds European users.
Europeans are likely to experience more limits on their speech, due to legal regimes
in Europe that restrict speech more extensively than in the US, but they also have
more legal avenues to challenge such restrictions.

The uncertainty regarding the impact of algorithmic prioritization on human
thinking has led several scholars to invoke the framework of militant democracy to
justify regulating social media platforn8® These concerns are signibcant given
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the enormous economic and social power these platforms exercise over the public
sphere, debning the rules of public debate. The EU approach certainly rel3ects a
militant democracy mentality. It also expresses a greater willingness than the US to
redistribute speech rights in order to ensure that everyone enjoys eduadijne

free speech, to the extent possiBfé Nevertheless, there are still several issues
worth exploring to ensure that the DSA is applied in a way that does not excessively
limit personal liberties. There is always the danger of erring on the side of under-
protecting speech in the enforcement of the DSA.

Although the dangers of misinformation and exposure to hate speech might
not be acute for large parts of the population, who seem to receive information
from multiple sources and not from social media platforms alone, there are some
parts of the population that are exposed to the dangers of the echo-ch&fbers.
Given that the most politicized and politically active parts of the population are
likely to be exposed to discourses they are not willing to verify, it is important to
conduct further research in order to investigate the impact of hate speech online.
Some regulation that recognizes access rights to large social media platforms may
also alleviate a feeling of alienation which is likely to lead to radicalization.

That said, both systems of regulation need further research in order to
redebne their priorities in relation to a constantly-evolving, state-of-the-art of the
technology used by very large social media platforms. It is important to investigate
the challenges that regulating online extreme speech poses for governments and
private actors (online platforms). It is important also to focus on the transnational
enforcement of the DSA and how it acts the standards of protection of online
users globally. It is necessary to recommend a balance between under-enforcement
and over-enforcement of limits to hate speech. Research is needed to enlighten what
should count as hateful, violent, dangerousensive, or defamatory expression
online. That task will include evaluations of the positive legal obligations borne
by governments under the DSA to counter hate speech and disinformation. It is
important to investigate the regulation of extreme speech from dual perspectives,
including the consequences that exposure to extreme speech can have upon
vulnerable sections of the population, and the consequences that limiting speech
can have upon the users whose freedoms are limited.

607 SeeT!"#$1%&!1# (" , supranotel5, at 137.
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As Al-generated summaries increasingly displace traditional search results, users are
less likely to visit the underlying websites where content is published. This shift has
sharply reduced trac to those sites, threatening the economic viability of content
creators and prompting a wave of paywalls, restrictions, and litigation. With referral-
based revenue in decline, the continued supply of high-quality content faces mounting
risk, precisely as generative Al has grown more dependent on such material. This
tension, between innovation and sustainability, frames the central legal and policy
inquiry of training data governance: how to preserve access to essential Al training
inputs without undermining the incentives to produce them.

This Article examines licensing as a tool of training-data governance and focuses
on the practical question of when content loss threatens model performance and
reduces social welfare. The inquiry centers on whether withdrawal of high-value
material is likely and whether voluntary bargaining can realistically prevent it. Where
the risk of withdraw is low, additional protection is unnecessary; where the risk is
substantial and bargaining fails, a narrowly tailored fallback, such as a standardized,
non-exclusive license, can preserve access without disturbing fair-use doctrine or
existing private arrangements. This welfare logic is implemented through a three-part
test: licensing is warranted only when (1) the content has demonstrable value for Al
training, (2) withdrawal is the rational market outcome absent remuneration, and (3)
voluntary licensing fails due to transaction costs or bargaining frictions. Together,
these conditions ensure that intervention occurs only where it improves overall welfare
relative to the status quo.
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In June 2025,The Wall Street Journateported a sharp and accelerating
decline in referral trac to online publisher$.Major outlets such asiu! Post
Business InsiderandThe Washington Postad lost half or more of their search-
driven visits over three yeafsThis erosion coincided with the rise of Al-generated
summaries in place of traditional search restiNghere users once typed a query,

1 |sabella Simonetti & Katherine Blunlews Sites Are Getting Crushed by GoogleOs New Al, Tools
W,33 S'". J, Jun. 10, 2025https://www.wsj.com/tech/ai/google-ai-news-publishers-7e68Th@ps:
/Iperma.cc/2L55-HR9Y

21d.

3 According to one study, adding Al-generated summaries to search results cuts the likelihood of users
clicking through to a source by about haBeeAthena Chapekis & Anna Lieboogle Users Are Less
Likely to Click on Links When an Al Summary Appears in the Reults R*'1 . C'#. (July 22, 2025),
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scanned snippets, and clicked through to original sites, they are now often presented
with an Al-composed answer that is condensed, polished, and complete enough to
obviate the visit'

For many publishers, this shift is not merely inconvenient; it is destabilizing.
Referral tra ¢ underwrites both advertising revenue and subscription pipetines.
A sustained collapse inthat tra forces di cult adjustments, such as reductions in
std' , consolidation of coverage, migration behind paywalls, or a pivot to alternative
products such as branded apps and eveTite pattern extends well beyond news.
Independent bloggers, niche review sites, technical explainers, and specialized
forumsNmany of which are run by small teams or individualsNface the same
pressur€. In each case, the audience still wants the content, but increasingly
consumes it through an intermediary that returns little or nothing to the original
source.

The scale of this redirection has grown markedly. A decade ago, Google
crawled roughly two pages for every visit it sent back to a publi&iBarlate 2024,
those ratios had become unrecognizable: Google was at 18:1, OpenAl at 1,500:1,
and Anthropic at 60,000:1 This means that for every user a large language model
sends to a publisher, it may have already consumed multiple orders of magnitude
more content from the same source. Today the web remains rich in high-quality
material, but for many creators, the economics of keeping it open have changed
materially.

Generative Al systems depend on that openness. Large language models
(LLMs) are trained on vast and varied datasets including books, news articles,

https://www.pewresearch.org/short-reads/2025/07/22/google-users-are-less-likely-to-click-on-links-
when-an-ai-summary-appears-in-the-resytstps://perma.cc/M2DP-VFH6S

4 See id.(observing that approximately sixty percent of respondents reported seeing an Al-generated
summary in Google search results in March 2025).

5 SeeSimonetti & Blunt,supranote1.

61d.

’ SeeAlex BocharovDeclare Your Alndependence: Block Al Bots, Scrapers and Crawlers With A Single
Click, T!" C#$%&'()" B#$* (July 3, 2024) https://blog.cloudRare.com/declaring-your-aindependence-
block-ai-bots-scrapers-and-crawlers-with-a-single-cljbkips://perma.cc/AY57-LC5B

8 Christine WangPublishers Facing Existential Threat from Al, Cloudare CEO SAys$- (Jun. 19,
2025),https:/lwww.axios.com/2025/06/19/ai-search-traf bc-publishetps://perma.cc/ X6 AX-DICL

1d.
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technical documentation, forum discussions, and mdhe the United States, this
training has proceeded under a broad reading of the fair use doctrine, which permits
copying and reuse for transformative purposes without prior authoriz&tion.

This permissive environment has been central to U.S. leadership in Al,
lowering entry costs and enabling both startups and incumbents to train powerful
general-purpose and domain-specibc systems atscale.

Until recently, the principal constraint on training was legal uncertainty,
especially regarding the scope of fair dSeThese doctrinal issues have been

10 | arge language models reRect both the quality and quantity of their underlyingSe@iared Kaplan
et al.,Scaling Laws for Neural Language Modefs X"# (2020) (noting the importance of quantityitps:
/larxiv.org/pdf/2001.0836]https://perma.cc/LJ9V-CYYB Ming Li et al., From Quantity to Quality:
Boosting LLM Performance with Self-Guided Data Selection for Instruction TuAhg"# (2023) (noting
the importance of qualityhttps://arxiv.org/pdf/2308.1203https://perma.cc/V6EJI-4WFV

11 SeeMark A. Lemley & Bryan CaseyFair Learning 99 T$% L. R$# 743, 745D46 (2021) (observing
that a permissive fair use regime has facilitated the rapid development of large language models). Fair use
turns on four statutory factors: O(1) the purpose and character of the use, including whether such use is of a
commercial nature or is for nonprobt educational purposes [and whether it is transformative]; (2) the nature
of the copyrighted work; (3) the amount and substantiality of the portion used in relation to the copyrighted
work as a whole; and (4) thé ect of the use upon the potential market for or value of the w&kI®S.C.a
&(' . No single factor is dispositiv&eeeAndy Warhol Found. for the Visual Arts, Inc. v. Goldsmith, 598 U.S.

508 (2023). The doctrineOs application is famously uncertain. Lemley and Casey quote Lawrence LessigOs
remark that fair use is Othe right to hire a lawyer.O Lemley & Caspyall, at 763 (quoting.)*!$+,$
L$--". , FI$$ C/01/'$ 187 (2004)).

Courts evaluating LLM training could, for example, conclude under factor one that training serves a
distinct, transformative purpose because the model learns from the articles rather than reproducing them
to substitute for subscriptions. Under factor two, courts may characterize news articles as primarily factual
and therefore more amenable to permissible use. Under factor three, courts may Pnd that machine learning
relies on textual features such as token frequencies or word co-location rather than full expressive works.
Under factor four, courts could determine that publishers sucthasNew York Timedo not market their
content for LLM training and that such training does not impair core revenue streams or intended audiences.
These possibilities illustrate the substantial exibility courts retain to Pnd that LLM training constitutes fair
use.

12 Seel2-3/) L$#'+$& T"4 H¥+. ,C256!".31, Al, )+7 GI$)1 P2*$! C245$1"1"244 (2025) (noting
that the development of American frontier models has relied heavily on free access to online data, which
permissive copyright rules enabléXtps://cdn.sanity.io/pPles/d8lrla4f/staging/1e8b069431e03d9e8b23f0
3dedel3lef5fdb16a9.pfittps://perma.cc/YBN6-R2W9

13 Notable litigation is ongoingSee, e.g.Complaint at 1, The New York Times Co. v. OpenAl, Inc., No.
1:23-cv-11195 (S.D.N.Y. Dec. 27, 2023) (alleging unauthorized use and reproduction of NYT articles in
ChatGPT outputs); In re OpenAl, Inc. Copyright Infringement Litig., 776 F. Supp. 3d 1352 (U.S. J.P.M.L.
2025) (coordinating author class actions alleging infringement in training data); Complaint atavis,

Inc. v. OpenAl, Inc., No. 1:25-cv-00501 (D. Del. Apr. 24, 2025) (claiming unauthorized systematic scraping
of journalism content); Complaint at 1, Authors Guild v. OpenAl, Inc., No. 1:23-cv-08292 (S.D.N.Y. Sept.


https://arxiv.org/pdf/2001.08361
https://arxiv.org/pdf/2001.08361
https://perma.cc/LJ9V-CYYB
https://arxiv.org/pdf/2308.12032
https://perma.cc/V6EJ-4W5V
https://cdn.sanity.io/files/d8lrla4f/staging/1e8b069431e03d9e8b23f03dede131ef5fdb16a9.pdf
https://cdn.sanity.io/files/d8lrla4f/staging/1e8b069431e03d9e8b23f03dede131ef5fdb16a9.pdf
https://perma.cc/YBN6-R2W9
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widely analyzed Far less attention has been paid to a parallel problem: practical
gating, where high-value content is increasingly constrained for reasons unrelated
to copyright and in ways that doctrine alone cannot resolve.

This erosion appears in the gradual loss of the abundant, openly accessible
content that fueled the brst wave of generativéNFacing declining engagement
and limited return from Al-driven summaries, content producers are adopting
defensive measures: blocking web crawlers, placing archives behind paywalls,
throttling API access, or entering exclusive licensing dé&iEhese responses are
economically rational. When the marginal return from keeping content public falls

19, 2023) (claiming copyright infringement by scraping pldisf works of bction); Complaint at 1, The
Intercept Media, Inc. v. OpenAl, Inc., No. 1:24-cv-01515 (S.D.N.Y. Feb. 28, 2024) (alleging violations of
the Digital Millennium Copyright Act of 1998 as a result of stripping author, title, copyright, and terms of
use information from plaintiOs protected works); Complaint at 1, Raw Story Media, Inc. v. OpenAl, Inc.,
No. 1:24-cv-01514, (S.D.N.Y. Feb. 28, 2024) (same).

14 There are many voiceSee, e.g.BJ Ard, CopyrightOs Latent Space: Generative Al and the Limits
of Fair Usg 110C!I"#$%%_. R$& 509, 561 (2025) (noting that fair use should protect an authorOs chosen
market); Olivia S. HiltbrandGuarding the News MediaOs Intellectual Property in the Age of Generat®@ Al
S# .T$)*.L.R$& 35, 40 (2025) (suggesting that news outlets should be strongly protected because of their
unique societal role); Frank Pasquale & Haochen Samsent and Compensation: Resolving Generative AlOs
Copyright Crisis 110V( . L. R$& O#%+#807, 207 (2024) (proposing an opt-out mechanism that permits
copyright holders to prohibit non-consensual use of their work); Peter HendersorFeualdation Models
and Fair Use 24J. M()* . L$("#+#, & R-)* . 1, 2 (2023) (suggesting that law could permit fair use when
strong technical tools are used by Al developers to mitigate copyright infringement); David Atkisrsfar,
Learning: GenAl Exceptionalism and Copyright Laiw X+&2025) (arguing that consistent application of
liberal fair use for Generative Al would require that no human ever pay for copyright wadtg)://arxiv.or
g/pdf/2504.0095%https://perma.cc/PY33-U6H(E emley & Caseysupranotell, at 748D50 (noting that
generative Al typically transforms the data that it ingests and that copyright law should permit its free use in
most circumstances).

15 SeeBocharov,supranote 7 (reporting that of the bottom 10,000 websites in terms of internétdra
more than 18% were blocking scrapers). The erosion of open access to content has not been conbned to small
producers. For example, Reddit, Stack Overf3ow, and X have gated their c@geltlam Levine, Tae Kim
& Angela PalumboGoogle Search Is Fadin@("''# 3, June 16, 2025, at 16D17. And publishing executives
are noting that Oblocking [LLMs from scraping] should be publishersO brst line of defense when planning
for the expected decline in search"trafrom the transition to generative search.O Peter Brown & Klaudia
Jaewirnska,Journalism Zero: How Platforms and Publishers are Navigating@o./ . J."#(%+-/ R$&,
May 15, 2025, at 42https://towcenter.columbia.edu/sites/towcenter.columbia.edu/Ples/content/Jou
rnalism%20Zerc%20How%20Platforms%20and%20Publishers%20are%20Navigating%Q@af
[https://perma.cc/A2FJ-GLQ9

16 |d.
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below the cost of production, withdrawal becomes a sustainable choice, so long as
enough people are willing to pay for the contéht.

This development represents a form of gating by other means. Fair use
remains unchanged, but the incentives that once kept high-value material publicly
accessible are weakening. The resulting constraints arise not from court orders or
statutory amendments, but from private infrastructure control, platform design, and
market leveragé® The practical availability of training data is shrinking in ways
that doctrine alone cannot prevent.

Not all content is equally vulnerable. A substantial portion of LLM training
material consists obaseline contentworks produced under conditions that
make withdrawal unlikely irrespective of Al reu$8 Examples include academic
research, open-source documentation, government publications, and commercial
journalism from well-capitalized outle. Institutional mandates, diversibed
revenue, reputational incentives, and legal obligations support their continued
openness$!

The more immediate fragility lies witat-risk content high-quality, domain-
specibc material produced by economically marginal creators without institutional
support and whose continued publication depends on monetizing user attention
or acces$? These sources play an outsized role for model diversity, edge-case
RBuency, and temporal responsiven&sget they are the brst to ser when Al
intermediates the relationship with their audie@te.

17 The standard law and economics copyright model recognizes as BaekViliam M. Landes &
Richard A. PosnerAn Economic Analysis of Copyrightt8 J. LI"#$ S%&' 325, 326 (1989).

18 See infraPart 1.B.

19 See infraPart I1.A.

20 seeRebecca TushneGopy This Essay: How Fair Use Doctrine Harms Free Speech and How Copying
Serves [t114Y#$! L.J.535, 541 (2004).

21 d.

22 See infraPart 11.B.

23 Cf.Edward LeeFair Use and the Origin of Al Trainingg3H(&. L. R!) . 105, 158959 (2025) (observing
that model performance depends on both the magnitude and the diversity of its training inputs).

24 Consider the recent experience of one technology blog author who posted their dissatisfaction on
Reddit:

I have my own personal tech blog, and used to get a fairly large number of hits per month from
search, but noticed itOs been pretty steeply declining the past 6 months. | did some research
recently using CloudFlareOs Al audit tools, and found where itOs going. 1tOs almost &ll aow tra
that comes through ChatGPT user queries or similar.
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Between these poles ligsansitional content material still produced under
stable-enough conditions, but increasingly exposed to the same pressures that drive
at-risk creators toward withdraw#t. Transitional content functions as an early
indicator, signaling where changes in platform economics or user behavior may
soon convert stable producers into at-risk ones.

Against this backdrop, the policy question becomes how to preserve access
to high-value but economically fragile content without overregulating sources
that remain su ciently stable. Existing academic proposalseo only partial
answers. Licensing of training data remains a relatively young and evolving area
of scholarship. Proposals by Pasquale, Sun, and others have brought needed
attention to questions of fairness, labor value, and the distribution of benebpts
in Al development® This Article builds on those contributions while taking a
di" erent analytic path. Rather than treating all training data as a single category,
it emphasizes the heterogeneity of incentives across content types and grounds the
case for licensing in situations where content loss poses a measurable risk to social
welfare.

On this view, the central objective of training-data policy is to maximize
overall joint welfare, which encompasses the interests of Al developers, content
producers, and end users. Achieving that aim requires distinguishing among
content types and targeting intervention only where content withdrawal is the
predictable market outcome rather than relying on a uniform entitlement to
remuneration. The licensing regime proposed here therefore activates only when
three conditions are satisbed:

Fairly clear measurable switch of tra from Google landing on my site, to tra instead going

to ChatGPTItOs gotten to the point where my user count on the site has dropped over 50%
from people using the Google Al summary or ChatGPT search results instead, both of which
just serve the information from my site.

Comment posted by u/Me450R!"'#$ (r/technology)New Sites Are Getting Crushed by GoogleOs New Al
Tools(2025) (emphasis addedijttps://www.reddit.com/r/technology/comments/117xnaz/neikssare g
etting crushedby_googlesnew ai/ [https://perma.cc/ZCX3-CE3L

25 SeeinfraPart 11.C.

26 SedPasquale & Sursupranotel4, at 231D36; Roy S. KaufmaResponsible Al Starts witkicensing,
48 C%&'(. J.L. & A)$* 403 (2025); Christophe Geiger & Vincenzo lafde Forgotten Creator: Towards a
Statutory Remuneration Right for Machine Learning of Generatiy€®(+'$. L. & S!, . RI- ., Apr. 2024,
at 1, 6; Benjamin L.W. Sobehrtibcial IntelligenceOs Fair Use Crisél C%&'(. J.L. & A)$* 45, 91D93
(2017).
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(1) the content has demonstrable value for Al training;

(2) the producer operates at the economic margin such that withdrawal is the
rational outcome absent remuneration; and

(3) voluntary licensing fails due to transaction costs, bargaining asymmetries, or
collective action problems.

The framework is designed as a fallback rather than a foundation. Fair use
remains the default rule for baseline content, and at-risk content producers are free
to opt out and continue to post their content publicly. In this way, the licensing
regime sets a price 3oor that at-risk producers can choose to accept.

The remainder of the Article proceeds in four Parts. Part | describes the shift
from doctrinal uncertainty to practical gating and shows how litigation, platform
enclosure, and deployment-layer exclusivity restrict access without changing
the underlying fair use framework. Part Il develops the trigger conditions for
contingent licensing and the resultant three-tier structure of baseline, transitional,
and at-risk content. Part Il explains why licensing, if used, should remain
narrowly tailored, drawing lessons from other compulsory regimes and avoiding
premature intervention in baseline material. Part IV evaluates legal and institutional
design options, including statutory, administrative, judicial, and hybrid approaches,
and outlines safeguards to protect voluntary licensing and baseline access. The
Article concludes that contingent licensing, applied sparingly and grounded in
clear evidence of market failure, can help stabilize the content ecosystem while
preserving the openness that has enabled Al innovation. Above all, the Article
demonstrates that training data governance provides the conceptual tools needed
to address problems that narrow doctrinal analysis alone cannot resolve.

|
FI"#$ 1% G&'()*

Even without any change to fair use, theeetive openness of Al training
inputs is shrinking?’ Content that was once easily accessible to large language
models is increasingly subject to legal, technical, and strategic baffidisis
Article refers to these constraints as gating: a reduction in practical accessibility

27 |Infra Parts 1.ADD.
28 d.
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irrespective of formal copyright rule. Rather than altering doctrine, gating shifts
the factual conditions under which doctrine operates, narrowing the pool of usable
training data through upstream access decisions.

The risk is structural. Fair use may remain a robust defense, but it does not
guarantee that socially valuable inputs will be available in the pbrst instance. Rights
holders can (and increasingly do) control access upstream, long before any fair
use argument is invoked. The result is an ecosystem in which training inputs are
determined not only by what copyright law permits, but by who can access the data
and on what terms.

This shift matters because the scale and breadth of training inputs directly
inRuence the performance, competitiveness, and epistemic diversity of 8 Ms.
Consider, for instance, that the largest models rely on trillions of tokens drawn
from across the public wel,yet recent analyses of Common Crawl datasets show
that only a small fraction of the internet is consistently captured, with domain-level
coverage varying markedly from month to mosthf major sources withdraw or
gate content, those inputs may disappear from training corpora altogether, creating
blind spots that can persist across successive model generations.

Gating now takes several distinct forms, often reinforcing one another:

1. Litigation-based gatinwhere legal action, or the credible threat of it,
creates uncertainty that deters use regardless of ultimate merits.

29 Examples are given below at Parts 1.BDC.

30 Seel ee,supranote23, at 158D509.

31 For example, GoogleOs PaLM 2 was trained with 3.6 trillion tol@seennifer EliasGoogleOs Newest
A.l. Model Uses Nearly Five Times More Text Data for Training Than Its Predece&3S®&C (May 17, 2023,
at 11:52 ET) https://www.cnbc.com/2023/05/16/googles-palm-2-uses-nearly-bPve-times-more-text-data-
than-predecessor.htifiittps://perma.cc/8Q8Z-AN4NEven earlier models trained with large swaths of the
internet. For instance, GPT-3 was trained on data sourced from Common Crawl (a large-scale snapshot of the
web), WebText2 (a bltered collection of Reddit posts), Books1 and Books2 (collections of publicly available
books), and the English-language version of Wikipe@aeTom B. Brown et al.Language Models Are
Few-Shot LearnerdA! X"#, at 9 (2020) https://arxiv.org/pdf/2005.141ghttps://perma.cc/7GF8-236U

32 Common Crawl emphasizes that it does not crawl the entire web, Onor even a representative sample of
it.OS$%&'(B")* , ACI"$")+ A(+-"-.&$/% L'"0%-$ S.1)% &.! G%(%!'$"#%Al T!I"("(0 D :
C.22.( CI'3+4 (2024),https://facctconference.org/static/papers24/facct24-148tds://perma.
cc/ZL7B-Q76\. While inclusion in a crawl depends on a score assigned to a webpage, and that the score
depends in part upon an internal monthly quota established by Common Crawl, persistent and patterned
gating deprives the population of data that can be selected for cravdirag.5.
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2. Platform enclosurllwhere intermediaries controlling major data streams
impose technical or contractual barriers to access.

3. Deployment-layer exclusivigwhere the most valuable outputs of LLMs
depend on proprietary datasets unavailable to competitoestigely limiting
access through downstream integration.

4. Market-wide fragmentatiddwhere the cumulative kect of dispersed and
Inconsistent access restrictions distorts competition and reduces the diversity
of training data.

Each of these forms can operate independently, but their combiresd is
to erode the predictability and openness that characterized the early generative Al
ecosystem. Understanding how they arise and interact is essential for designing
policy interventions that preserve the advantages of open training while respecting
legitimate incentives for content creation. Each is addressed in turn below.

A. Litigation-Based Gating

Litigation has become one of the most visible mechanisms through which
content producers challenge Al training on their wotk©ver the past two years,
authors, visual artists, news organizations, and others have bled a wave of suits
alleging copyright infringement, digital piracy, or related claims against developers
of large language models and image generatbBome plainti s seek damages;
others aim to secure declaratory judgments or injunctions aimed at limiting or
reshaping how training occu?s.

The legal merits of these cases remain uncertain. No court has yet issued a
dePnitive ruling on whether using copyrighted works to train a generative model
constitutes infringement or falls within fair use. Many claims face substantial
doctrinal hurdles, particularly given the longstanding acceptance of intermediate
copying for transformative uses in other conte®$8ut the immediate leects

33 For a non-exhaustive sample of ongoing suits,sganote13.

34 See id(collecting complaints that include such claims).

351d. In some cases, damages may be marginally preferred to injunctions. Consider that the toleration
of scraping can serve multiple strategic aims. It can reinforce reputation and agenda-setting power, increase
referral trd c through citations, build bargaining leverage by making models reliant on their content, and
signal openness to future licensing or partnership opportunities.

36 SegPerfect 10, Inc. v. Amazon.com, Inc., 508 F.3d 1146, 1165 (9th Cir. 2007) (holding that GoogleOs use
of thumbnail images in an image search engine was transformative because it sehergatdiinction than
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extend beyond the courtroom. For many rights holders, Pling suit functions as
a form of practical gating. It is a method for signaling objection to Al training,
deterring prospective users, and occasionally resulting in settlements that restrict
use or impose licensing obligatioRs.

This use of litigation as a gating mechanism rel3ects a broader dynamic
in intellectual property enforcement. Even when plaiatcannot secure a clear
judicial victory, the prospect of prolonged litigation that entails discovery burdens,
legal expense, and reputational risk can make negotiated resolution the rational
choice for defendant® In the generative Al context, several disputes have
reportedly ended in licensing agreements or the removal of contested datasets
from training corpor&? Such resolutions may resolve the controversy between the
parties, but they also reshape the broader training ecosystem: the contested material
exits the open pool, and other rights holders may be encouraged to bring similar
claims in anticipation of comparable concessiths.

the original photographs); Campbell v. ActRose Music, Inc., 510 U.S. 569, 572, 579D82 (1994) (holding

that a commercial parody of Roy OrbisonOs song OOh, Pretty WomanO was a transformative use, even though
it borrowed heavily from the originall;omparePrinceton Univ. Press v. Michigan Document Servs., Inc., 99

F.3d 1381, 1389D91 (6th Cir. 1996) (holding that the commercial reproduction of coursepack materials for
sale to students was not transformative and thus not fair use); Andy Warhol Found. for the Visual Arts, Inc. v.
Goldsmith, 598 U.S. 508, 521826 (2023) (holding that WarholOs licensing of a silkscreen image derived from
GoldsmithOs photograph for use in a commercial magazine was'ngiestly transformative to qualify for

fair use).

37 SeeMark A. Lemley & Carl ShapiroPatent Holdup and Royalty Stacki®sT!" . L. RI#. 1991, 1991
(2007) (describing the strategic use of litigation in patent licensing negotiations); Shyamkrishna Balganesh,
The Uneasy Case Against Copyright TroB§S. C3%L. Rl#. 723, 723D24 (2013) (describing the strategic
use of litigation in the copyright context).

38 Cf. Ben DepoorterTechnology and Uncertainty: The Shapingegt of Copyright Law157 U. P$.

L. R'#. 1831, 1837, 1842b43 (2009). Depoorter documents how litigation by prominent rights holders in
response to technological disruptionsNincluding the audio cassette, VCR, CD, DAT, DVD, MP3, and ble
sharingNoften took years to resolve and created substantial uncertainty. Within a rational choice framework,
such uncertainty translates into expected costs from discovery, legal fees, and reputational harm, and can
encourage defendants to settle as a precaution.

39 SeeTori Noble,Copyright and Al: Cases and Consequen@&s!&'()*+& FO*+!( F),*$'+)* (Feb.

19, 2025) https://www.eff.org/deeplinks/2025/02/copyright-and-ai-cases-and-conseqUéitpss
/Iperma.cc/ET5X-LDNW (describing pending suits as a struggle for leverage in settlement negotiations).

40 This is because other rights holdersO expectations of success are inRuenced by the outcomes of prior
litigation. While they may not know a particular defendantOs reservation price, i.e., the maximum they are
willing to pay to settle, observing similarly situated plairgican provide useful signals. On the dynamics of
strike suitssee generally.ucian BebchukSuing Solely to Extract a Settlemerited (NatOl Bureau of Econ.

Rsch., Working Paper No. 2161, 1987).
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Litigation also performs a signaling function for regulators and the broader
market. By characterizing unlicensed training as an appropriation of creative labor,
plainti! s can shift public opinion toward stricter contréisin this sense, litigation
operates as both a legal and political act that is capable of shaping legislative
debates, informing administrative rulemaking, and inBuencing emerging industry
norms. As additional suits are Pled, the perceived legal risk of unlicensed training
increases, even if the underlying doctrine remains unchanged.

B. Platform Enclosure: The Grok Model

A second, and more immediate, source of gating arises from platform owners
that control large, continuously updated streams of user-generated content. These
platforms, such as social media networks, discussion forums, and other High-tra
intermediaries, occupy a distinctive position in the data supply chain. With a change
in terms of service or access permissions, they can shift material from an open or
semi-open environment into a closed, proprietary one.

The launch of XOs OGrokO assistant illustrates this shift. In connection with
GrokOs debut, X announced that the assistant would be trained on the platformOs
full corpus of user posts, but that this data would no longer be broadly available
to developers via the AP A resource that had functioned as a shared, public-
facing input thus became a proprietary training asset reserved for the platformOs
own systems. RedditOs decision to restrict API access to third-party developers
ref3ects a similar move! ectively enclosing user-generated content that had long
been available for external analysis and Al trainfig\ithough permissible under

41 Cf. Pasquale & Sursupranote14, at 231936 (considering the value of content in terms of labor and
its unlicensed use as a form of unjust enrichment).

42 seeEmma Roth,XOs New Policy Prevents Companies from Using Posts to OFine-tune or TrainO Al
Models T!" V"#$" (Jun. 5, 2025)https://www.theverge.com/news/680626/x-ai-training-ban-posts
[https://perma.cc/P6MR-ALRK see alsoEdge8,Elon Musk Twitter Data Strategy: The Real Al Play
Behind X AcquisitionL %&™ (1& (June 2025)https://www.linkedin.com/posts/edge8aon-musk-twitter-
data-strategy-the-real-activity-7333704827778048000- X-BwWps://perma.cc/8VFS-YY8Masserting
that Musk secured a human communication dataset that includes 400 million daily conversations in order
to develop proprietary Al that comprehends customer sentiment, market dynamics, and cultural trends with
accuracy).

43 Reddit currently earns about nine percent of its revenue from licensing its data to OpenAl. Levine, Kim
& Palumbo,supranotel5, at 16D17. Reddit hosts human discussions of many topics. Its CEO believes that
Ohuman intelligence [as reRected in discussion] is still going to be worth a lot, and itOs going to go up and up
in value.Qd. at 17.
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existing copyright and contract rules, these actions exemplify enclosure in the
generative Al context, i.e., the withdrawal of a once-common input from the open
pool, conferring competitive advantage on the actor controlling the chokepoint.

Enclosure has at least three important consequences. First, it concentrates
training advantages in the hands of incumbent platforms, which may already benebt
from network & ects and other sources of market power. Second, it reduces the
diversity of training inputs available to other developers, potentially skewing model
behavior toward the linguistic and cultural patterns that are prevalent on whatever
platforms remain accessibté Third, it may accelerate the adoption of vertically
integrated Al strategies, in which content capture, model development, and product
deployment occur within a single corporate structtr&uch integration not only
forecloses rivalsO access to key inputs but also narrows public visibility into how
those inputs are usé8.

Although the motives for enclosure vary, from monetizing data through
proprietary Al products to avoiding the costs of serving high-volume API ¢;a
the strategic logic is consistent. By converting publicly visible streams into
proprietary reservoirs, platforms insulate themselves from competitive training,
slow the di usion of advanced capabilities, and ensure that any residual licensing
occurs on terms they dictate.

C. Technical Gating: The Microsoft Copilot Model

Not all gating strategies rely on legal or contractual barriers; some operate at
the technical layer, embedding access controls directly into the systems that deliver
content. MicrosoftOs Copilot products illustrate this approach. Although marketed
as an Al assistant within the Microsoft 365 suite, CopilotOs architecture can be
conbgured to mediate, and selectively restrict, how its models access corporate

44 SeeTshilidzi Marwala,The Commercial Importance of Diversity in Generative DI'#$ M1%&"() ,

Aug. 21, 2024 https://www.dailymaverick.co.za/opinionista/2024-08-21-the-commercial-importance-
of-diversity-in-generative-aifhttps://perma.cc/Q9UW-ZWDO3emphasizing the commercial risks of
uniformity).

45 Marwala observes that developers can respond to vertical integration by assembling cross-disciplinary
teams and incorporating underrepresented voide¥et vertical integration maylcer a stronger competitive
position, creating a moat that deters entry and confers an advantage over existing competitors.

46 Cf., Recent Proposed LegislatioRjatform Accountability and Transparency Act, S. 1876, 118th
Cong. (2023) 137 H!"% . L. R&%2104, 2105 (2024) (oting that transparency can play an important role
in supporting accountability for how platforms use data).


https://www.dailymaverick.co.za/opinionista/2024-08-21-the-commercial-importance-of-diversity-in-generative-ai/
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or institutional datd’ These controls are framed as mechanisms for enforcing
privacy, security, and compliance obligatidi¥sbut they also generate a form

of technical enclosure. Content that could, in principle, support general-purpose
training is rendered accessible only within a tightly controlled environment, with
usage parameters determined unilaterally by the platform provider.

The gating €ect arises from the interplay between proprietary infrastructure
and closed data pathways. CopilotOs integration into MicrosoftOs cloud ecosystem
ensures that access to documents, emails, or other materials passes through
AzureOs permissioning framewdfkThat framework can block export to non-
Microsoft environments or prevent materials from being ingested into models
outside the sanctioned stack. While these design choices serve legitimate security
purposes, they also restrict opportunities for independent developers to work with
the same content, thereby consolidating training advantages within MicrosoftOs Al
ecosystem.

Similar patterns have emerged in other domains. In legal services, for
example, the Al startup Harvey has partnered with major law Prms to
deliver generative Al capabilities trained on brm-specibc knowledge. HarveyOs
deployment model keeps that knowledge within closed technical and contractual
boundaries, ensuring that it benepts only participating Prms and the vendorOs own
system<0 Other providers, such as Bloomberg with BloombergGPT and Google
with its internal model sandboxing environments, use comparable strategies to
retain exclusive access to high-value, domain-specibc dafdsets.

47 SeeM!"#$%$8&, Data, Privacy, and Security for Microsoft 365 Copildan. 7, 2026)https:/learn.mi
crosoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-priviayps://perma.cc/6 SU5-WA4K6
(noting that while prompts, responses, and data accessed through Microsoft Graph are not used to train
foundation LLMs, Copilot conditions outputs on user-specibc organizational data).

48

1q.

50 SeeBob Ambrogi,Harvey Al To Move Out Of Early Access Phase, Release Mooedable Versions
Of Its Custom Al Mode|d.() SI"*% (May 1, 2024),https://www.lawnext.com/2024/05/harvey-ai-to-
move-out-of-early-access-phase-release-more-affordable-versions-of-its-custom-ai-models.html
[https://perma.cc/PKM8-7PVKexplaining that Harvey is developing a platform enabling brms to securely
train generative Al systems on their private data, integrate them with existing legal technology and work3ows,
and continually repne them through feedback from their legal workforce). This product strategy of technical
gating mirrors that employed by MicrosoftOs Copilot.

51 While roughly half of its training data (48.73%) comes from public datasets, BloombergGPT relies
heavily on BloombergOs proprietary corpus of Pnancial docunSseShijie Wu et al. Bloomberg-GPT: A
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Like litigation and platform enclosure, technical gating also has a
signaling e ect. By embedding access limits into the architecture of widely
adopted enterprise tools, Microsoft, Harvey, and similar providers normalize the
expectation that high-value content will remain within closed technical boundaries.
Over time, this can shift industry norms toward data localization and platform-
specibc exclusivity, reinforcing the broader trend toward fragmentation of the
training commons.

D. Data Degradation and Crawl Decline

A Pnal form of gating is less visible than litigation or explicit platform
enclosure but may prove equally consequential: the steady contraction in the
breadth and depth of material captured by large-scale web crawls. Public datasets
such as Common Crawl, which has long been regarded as a proxy for the Oopen
web,0 are increasingly constrained by both technical barriers to crawling and the
strategic decisions of major content ho¥tsAs sites deploy bot detection, rate
limiting, paywalls, and other access restrictions, the share of the web that remains
open to automated collection continues to shrink.

The decline is measurable. Analyses of Common Crawl snapshots show a
steady reduction in coverage of certain high-value domains, accompanied by an
increase In duplicate or low-quality material. The ratio of unique, high-quality
pages to total pages crawled has fallen over time, rel3ecting both the withdrawal
of valuable sources and the proliferation of SEO-driven or spam coritéstone
study observes, large-scale crawls now risk overrepresenting OsyntheticO pages, i.e.,

Large Language Model for FinangA! X"#, at 9 (2023)https://arxiv.org/pdf/2303.175q4ttps://perma.cc
/G8XM-5XTD]. By keeping this proprietary material inaccessible to outsiders, Bloomberg employs a form
of technical gating.

Google uses internal sandboxing systemsNsuch as the GDC Sandbox, to eraitag@pped
environments, where systems are physically or logically isolated from external networks. Rohan Grover &
TJ Banasik Emulating the Air-Gapped Experience: GDC Sandbox Is Now Generally Avail@Boo&'

C&3$() (June 3, 2025nttps://cloud.google.com/blog/topics/hybrid-cloud/using-gdc-sandbox-to-emulate-
air-gapped-environmenfhttps://perma.cc/X2JY-NX7K This setup addresses major barriers to adopting
generative Al, including strict regulatory mandates, sovereignty requirements, low-latency processing needs,
and the challenge of handling large volumes of on-premises data. By limiting access to training pipelines and
infrastructure to approved users, sandboxing also operates as a form of technical gating.

52 |nfra Parts |.BDC.

53 SeeB**+, , supranote32, at 6 (explaining that Obig and important domains . . . now block Common
CrawlO and that its sampling process is designed to blter out spam). Even before recent copyright litigation
and removals by major publishers likehe New York Times€Common Crawl systematically excluded
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content produced or ampliPed by automated systems, including Al-generated text
optimized for search ranking, while underrepresenting authoritative and curated
sources?

For Al developers, this form of gating is particularly! diult to counteract.
Unlike platform enclosure, where the loss is tied to a discrete event or policy
change, crawl decline unfolds gradually antl@hely®® Each individual barrier
may be minor, but their cumulativé' ect can be substantial. Models trained on
newer datasets may exhibit subtle but persistent erosion in coverage of specialized
domains, niche expertise, and historically open archives.

This degradation has signibcant feedbacleas. As high-quality open
content disappears from training pools, models may be forced to rely more heavily
on older copies of that material, risking staleness and reduced accuracy in domains
where facts evolve rapidRf In parallel, the proliferation of synthetic content online
increases the risk of recursive training loops, in which models learn from data
originally generated by other models, leading to compounding errors, artifacts, and
bias®’ The result is a gradual shift in the composition of OpublicO training data,
one that can impair model performance without any formal change to copyright
law or platform access policies. In this respect, crawl decline illustrates a broader
governance problem. Access can collapse even as doctrine remains permissive,
because the practical composition of the training corpus is determined by upstream
infrastructure rather than legal rules.

platforms such as Facebook, despite their centrality to online actiglitf.hus, Common Crawl cannot be
understood as a comprehensive OsnapshotO of the web.

C(", C14($ C#.1* 1292 (2021) (reporting that crawl-based corpora contain substantial amounts of
machine-generated text). With the spread of gating, crawls are more likely to contain a higher fraction of
synthetic pages.

55 This is because crawl decline results from many small and decentralized actions, such as publishers
blocking bots, changing link structures, or removing pages, which accumulate gradually. Unlike a discrete
enclosure event, there is no single trigger or counterparty, making the loss harder to detect and address.

56 This pattern is reinforced by inclusion practices that favor domains from past successful crawls,
increasing the likelihood that previously collected material will be recapt@eeB")5 , supranote32, at
6 (explaining that Common Crawl employs this practice).

57 Seellia Shumailov et al. Al Models Collapse When Trained on Recursively Generated ,[5&a
N'&*.! 755, 755 (2024) (describing the phenomenon).
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Part | documented how legal, technical, and platform-based gating is already
reshaping the content environment for large language model (LLM) training. These
shifts do not &ect all producers uniformi§2 Some operate well above the margin,
with strong economic and institutional incentives to keep their content publicly
accessible even absent direct licensing revedu®@thers sit much closer to the
margin, where the economic returns on continued openness are weaker, and the
incentives to withdraw, restrict, or license become correspondingly str8hger.

Without a way to distinguish between these positions, proposals for content
regulation risk being either overbroad, imposing unnecessary obligations on stable
producers, or underinclusive, leaving vulnerable sources unprot¥cted.

This Part develops a three-tier classibcation framework that enables more
precise targeting of policy interventions. The tiersNbaseline, at-risk, and
transitional contentNare debned by both economic resilience and the likelihood
of gating under current and foreseeable market conditions. Baseline content
comprises inframarginal producers whose economic position and complementary
benebts make content restriction unlikely, regardless of whether they receive
licensing revenue. At-risk content refers to marginal producers whose works are
socially valuable but economically precarious, making withdrawal or gating likely
absent compensation. Transitional content occupies the middle ground, where
market changes or policy shifts have begun to erode accessibility without yet
producing full withdrawal; this tier includes both inframarginal and marginal
producers, though the latter are more vulnerable.

The framework is designed to be dynamic: content can move between tiers as
market conditions, legal rules, or technical architectures evolve. This adaptability
Is essential, as the current Al training ecosystem remains 3uid, with expansion and
contraction occurring at Herent points in the content supply ch&m.

58 Infra Parts . ADC.

59 Infra Part Il.A.

60 |nfra Part I1.B.

61 Infra Part I1l.A.

62 As noted earlier, this pattern is visible in the push toward gating discussed in Part | and reRected in
studies of Common Crawl, where certain high-value websites have been withdrawn by content producers
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By distinguishing among these categories, the framework operationalizes the
ArticleOs three-part test for contingent licensing developed in Part I11. All licensing
justibcations begin with the same threshold: the content must have demonstrable
value for training. The remaining two factors, whether withdrawal is likely and
whether voluntary bargaining has failed, determine placement within the tiers.
Content that satispes both conditions is at-risk; content that satisbes neither is
baseline; and content for which the conditions are emerging but not yet decisive is
transitional. This mapping allows regulatory tools such as contingent licensing to
be deployed only where warranted, preserving access to high value but vulnerable
inputs without imposing unnecessary obligations on stable producers and thereby
maintaining both the openness and diversity of the training pool.

A. Baseline Content

Baseline content refers to works produced by inframarginal creators,
producers whose incentives to keep content publicly accessible remain strong
even without direct licensing income from Al develop&dn economic terms,
an inframarginal producer operates well above the point at which the marginal
benebt of openness equals the marginal cost. Because they derive substantial
complementary benepts from accessibility, they are unlikely to gate content under
current market conditions.

Inframarginality can arise for several reasons. Some content, especially user-
generated material such as posts on X or Reddit, is motivated by reputation
incentives or a desire to contribute informatfhMany baseline producers

themselvesSeeB!!"# , supranote32. Other studies have shown that low!trasites have also disappeared.
SeeBocharovsupranote?.

63 Again, as notedsupranote 26, the goal advanced by this Article is to maximize social welfare in a
broad sense, encompassing the welfare of LLM developers, content producers, and consumers of both LLMs
and content. Achieving that goal, as will be shown, requires a recognition that not all content is identical.

64 SeeHal R. Varian, What Use Is Economic Theory? 7D8 (Aug. 1989) (unpublished conference paper),
https://people.ischool.berkeley.edbal/Papers/theory.pdhttps://perma.cc/Y2DL-BEAX(noting that
inframarginal decisions are ones for which people are insensitive to price changes). By analogy, inframarginal
content consists of works whose producers already obtaicigmt non-licensing benebts, e.g., institutional
funding, advertising revenue, reputational returns, such that, at prevailing conditions, the marginal cost of
supplying the content is below the marginal benebt from those non-licensing sources. Because those external
benebpts, and not LLM licensing income, determine output, any licensing income does not materially change
the equilibrium quantity supplied.

65 See Roland Bnabou & Jean Tiroldntrinsic and Extrinsic Motivation70 R$%E"&' . S))* . 489, 489
(2003), which distinguishes between extrinsic incentives, such as reputation and social approval, and intrinsic
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are also embedded within institutions, including publicly funded universities,
large commercial publishers with diversibed revenue streams, and mission-driven
nonprobts, whose business models do not depend on per-use monefi%ation.
Others rely on indirect strategies, such as advertising, brand visibility, or
cross-selling, making openness a driver of value elsewhere in the enterprise.
Government agencies releasing data pursuant to transparency ma&ddates,
news organizations maintaining limited open access for credibility and P8ach,
ref3ect the same underlying logic.

incentives, such as an internal desire to help others. Both forms tarienily encourage content creation
independent of any licensing income.

66 Consider law professors: compensation is typically salary-based and does not vary substantially with
the number or quality of publications produced. Accordingly, the decision to publish a law review article
is largely independent of compensatiddf. Pamela Samuelsoiioogle Book Search and the Future of
Books in Cyberspac®4 M!"" . L. R#$ 1308, 1332 (2010) (observing that academic authors often write
for reputational returns).

Similarly, large commercial publishers suchTdge New York Timdsave diversibed revenue streams that
include subscriptions, advertising, and other lines of business; licensing fees from LLM developers are not
necessary for their probtability. As a result, prospective licensing revenue is unlikélgdbits publication
decisions. Those decisions are largely insensitive to such income.

Mission-driven nonprobts exhibit the same inframarginal decision to publish. Their output is justiped
by mission goals and Pnanced by donations, grants, and endowment income, often alongside open-access
policies, so prospective LLM-licensing revenue is ancillary. Once marginal costs are covered, additional
licensing income does not meaningfully alter the quantity or timing of publication. Furthermore, many non-
probts can rely on volunteer labor, which keeps operating costs aSksy.e.g.Maryana Iskandet,ove
Wikipedia? Get to Know the Nonprobt Behindit!%!&#'1( F)*"(+)"  (Nov. 9, 2024) https://wikime
diafoundation.org/news/2025/11/09/love-wikipedia-get-to-know-the-nonprobt-behifldtips:
/Iperma.cc/48Y5-8UZU(noting that Wikipedia is maintained by almost 250,000 volunteers and funded
through reader donations); Benjamin Good etMigrotask Crowdsourcing for Disease Mention Annotation
in PubMed AbstractsA, X!$ (2014),https://arxiv.org/pdf/1408.192phttps://perma.cc/4DR7-8NKJ
(describing how biomedical databases like PubMed have been partially annotated using crowdsourced labor
paid as little as0.06 per abstract).

67 Federal agencies, for instance, are required to make data open by default, maintain comprehensive
public data inventories, and designate Chief Datac@rs to ensure complianc8ee44 U.S.C.a3506(b)
(requiring agencies to ensure open access to data asgets)3511(a) (mandating development and
publication of comprehensive data inventoridd);x3520(a) (establishing Chief Datal @ers to oversee
data governance). These initiatives can (and are) supported by non-probts that make the data more accessible.
See for example, CourtListener.com, which archives legal data and provides excellent sear€l)*gols.
LI-+#"#, , https://www.courtlistener.com/opiniofiittps://perma.cc/R365-TH§Fast visited Jan. 25,

2026).

68 Seel esley Chiou & Catherine TuckePaywalls and the Demand for Ney251".) . E)" . & P)0G

61, 61 (2013) (observing a reduced readership in response to gating).


https://wikimediafoundation.org/news/2025/11/09/love-wikipedia-get-to-know-the-nonprofit-behind-it/
https://wikimediafoundation.org/news/2025/11/09/love-wikipedia-get-to-know-the-nonprofit-behind-it/
https://perma.cc/48Y5-8UZ4
https://perma.cc/48Y5-8UZ4
https://arxiv.org/pdf/1408.1928
https://perma.cc/4DR7-8NKJ
https://www.courtlistener.com/opinion/
https://perma.cc/R365-TH6F

246 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW Vol. 15:2

Although baseline producers are stable under present conditions, stability
should not be mistaken for permanence. Their inframarginal status depends on the
persistence of the economic and institutional arrangements that make openness
valuable. If those conditions shift, through declining advertising markets, reduced
institutional funding, or sustained erosion of audience engagement, baseline
producers may migrate toward transitional or even at-risk status. Monitoring is
therefore essential, even within this ostensibly secure tier.

Because baseline content is not presently endangered, it does not warrant
regulatory intervention. Imposing licensing obligations on this tier would be
overbroad, adding unnecessary transaction costs and potentially discouraging
openness by converting a nonrival public gBbihto a monetized asset. Policy
should instead treat baseline content as the anchor of the Al training ecosystem,
reinforcing the forces that sustain openness through measures such as open-data
initiatives, public funding, and competition policy that limits overconcentration
in distribution channels. Only if systemic gating were to emerge, meaning
a widespread shift from openness to restriction across a substantial share of
baseline producers, would targeted intervention be justibed, particularly where the
transaction costs of bilateral negotiation would be prohibiffre.

69 Baseline content does exhibit textbook positive externalities: LLM developers benebt from its existence
without compensating the creators, which do not internalize that value. In theory, this should lead to
underproductionSeePaul A. Samuelsohe Pure Theory of Public Expenditui@6 R!" . E#$% & S&'&

387, 387D89 (1954) (explaining that public goods tend to be underproduced when their benebts cannot be
fully captured by individual producers). But for now, the shortfall appears minimal. The institutions and
communities that support this content, such as universities, governments, open-source projects, continue to
produce it for reasons that are largely independent of potential licensing income from Al developers.

0 specibcally, Osystemic gatingO refers to a pattern of access restrictions by a critical mass of baseline
content producers, such that the training ecosystem as a wHadessa measurable and enduring reduction
in quality or breadth. Under this approach, systemic gating would need to be shown tee¢Laasignibcant
share of relevant content within a category; (2) materially impair the ability of developers to train models
that meet public-interest benchmarks; and (3) occur in a market environment where transaction costs or
bargaining asymmetries make voluntary licensing infeasible.

Systemic gating analogizes, imperfectly, to Michael HellerOs anticommons. The anticommons describes
underuse that arises when multiple parties each hold rights to exclude, making it hard to assemble a workable
bundle of permissions at reasonable c8seMichael A. Heller,The Tragedy of the Anticommons: Property
in the Transition from Marx to Marketd 11H'(" . L. RI". 621, 622D23 (1998). The oft-invoked OSoviet
grocery storeO image (bare shelves despite upstream supply) captures the intuition of serial veto points, but it
stems from hierarchical bottlenecks and price controls within a single owner (the state), not from fragmented
private exclusion rights (of numerous independent content creators).
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B. At-Risk Content

At-risk content consists of work that is economicatigrginal ! In economic
terms, its producers operate close to the break-even point, such that modest shifts in
costs or revenue can determine whether their content remains publicly accé&sible.
As noted in the Introduction, the rise of generative Al heightens these pressures by
enabling broad substitution, where users satisfy their information needs through
Al outputs rather than through original sources, and by creating new bargaining
asymmetries between large Al developers and smaller producers. When these
producers experience reduced tig diminished advertising revenue, or declining
licensing income, the rational response is to gate or withdraw their works unless
compensated®

The economic fragility of marginal producers leaves them with weak
incentives to preserve open access in the absence of direct pafhiEmeir

By contrast, systemic gating of content more closely resembles a patent thicket: complementary inputs
are dispersed across many rights holders and intermediaries (paywalls, robots.txt and API/TOS restrictions,
DRM/database rights, platform gatekeeping), so that each actor holds a veto, raising search and bargaining
costs, creating royalty-stacking risk, and inviting holdup even when downstream value iSel@dichael
A. Heller & Rebecca S. Eisenbei@an Patents Deter Innovation? The Anticommons in Biomedical Research
I"# S$H%&'$&98, 698 (1998); Carl Shapirblavigating the Patent Thicket: Cross Licenses, Patent Pools, and
Standard Settingl I"0*+%( P(, ® & E$(' . 119, 120 (2000); Mark A. Lemley & Carl ShapirBatent
Holdup and Royalty Stacking5T&.. L. R&). 1991, 1991 (2007).

The analogy of a patent thicket to systemic gating is not perfect since many OgatesO are contractual or
technical in nature rather than represented by the exercise of traditional property rights. Moreover, fair use
and similar defenses mitigate exclusion, and access policies change over time. Nonetheless, the analogy is
still useful. The mechanism (many veto points lead to underuse) and the remedies (coordination tools like
clearinghouses, pools, or default/blanket licenses) align.

1 SeeVarian,supranote64, at 8 (OThe marginal decisions are the ones that you agonize over .... If the
price were a little higher or a little lower, the results of your agonizing might beraintO).

2 At-risk content captures production decisions at the margin, where small changes in expected
remuneration can RBip whether the work is created. This maps onto the classic accessbincentiVes tradeo
charging for access reduces use ex-post but can raise ex-ante incentives to create where they are weakest, i.e.,
atthe marginSeéN%,,%*/M. L*0&1 & R%$2*3A. P(1'&3 , T2&ES$('(/%$ S+34$+43& (3'+&,,&$+4*,

P3(6&3+- L*7 20D21 (Harv. Univ. Press 2003) (OUnless there is power to exclude, the incentive to create
intellectual property [in this case, content for LLM training] in the prst place may be impaired .... [T]he
result is the Oaccess versus incentivesO 'traclearging a price for a public good reduces access to it (a
social cost), making it artibcially scarce ... but increases the incentive to create it in the prst place, which is
a possibly 8 setting social benebt.O).

73 This basic tradeb is broadly acknowledgedSee Shyamkrishna Balganestroreseeability and
Copyright Incentivesl22H*3) . L. R&). 1569, 1578 n.27 (2009) (collecting citations).

74 See*0&1 & P(1'&3, supranote72, at 20D21.
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revenue models, which are often dependent on advertising, subscriptions, or
donations, are highly sensitive to even modest declines in audience engagement.
Niche journalism outlets, specialized academic repositories, and independent
creative archives, for example, may bnd that Al-driven substitution reduces their
readership enough to threaten their viabiffiywithout compensation, continued
openness would eectively require these producers to subsidize Al development at
their own expense.

From a policy perspective, the at-risk category is where a contingent licensing
mechanism is most justibed, not because the set of producers is small or easily
enumerated, but because the expected social loss from withdrawal is high and
the likelihood of withdrawal is elevated by substitutioneets and weak outside
options!’ Transaction costs and bargaining frictioiseat both baseline and at-
risk producers, but in the at-risk segment they can be especially acute because
parties are numerous and heterogeneous, valuation and attributioh argtdand
bargaining power is often asymmetric. These frictions, rather than any principled
unwillingness to license, can explain why voluntary agreements may fail to

5> Seee.g, Rebecca Tushnettention Must Be Paid: Commercial Speech, User-Generated Ads, and the
Challenge of Regulatigrs8 B!"" . L. R#$ 721, 721923 (2010) (describing the Oattention economyO and the
di" culty of attracting audience eyeballs for ad-supported media).

76 SeeChapekis & Liebsupranote3 (noting that Google Al summaries reduced click-through tdo
underlying websites by about half).

T In addition, vulnerable content once removed from general accessibility is rarely re§®i&eh'()*(+
F%0,%-),)1.)+ #* %. ., K& (& )!* *# M%++#UJ&-#0+*%&-(&' *I# P),1.%0(*1 %&- 12,.(3%*()&+ )"
| &*#0&#*F%14%..+5 (2020),https://dl.acm.org/doi/epdf/10.1145/3366423.3380Mtips://perm
a.cc/SW7W-6RFB(OWe observed no instances of sites using paywalls, removing the paywalls, and then
re-establishing it.0); Mike Ananny & Leila Bighasthy Drop a Paywall? Mapping Industry Accounts of
Online News Decommodibcatidt01&*0 J. 022 . 3359, 3359 (2016) (documenting temporary drops and
later reinstatements for emergencies, promotions, and experiments). Legal and technical controls further lock
in closure (e.g., DMCA= 1201Pstyle anticircumvention applied to paywalls). Theresa M. Troupesn|tOs
lllegal to Cheat a Paywall: Access Rights and the DMCAOs Anticircumvention Pro@i@iry.U. L. R#$
325, 325 (2015). To be sure, reversals do occur, and many outlets temporarily dropped paywalls for COVID-
19 coverage before restoring them, but these are exceptions. Once closed, content generally remains closed
absent a compelling shock. Mark Jacbbgcal News Outlets Drop Paywalls for Pandemic Stories, but Gain
Digital Subscribers AnywaW4. U. L)3. N#4+ | &(*(%*($HMar. 25, 2020) https://localnewsinitiative.no
rthwestern.edu/posts/2020/03/25/digital-subscriptions-v]hiss://perma.cc/R2X6-RNJR


https://dl.acm.org/doi/epdf/10.1145/3366423.3380217
https://perma.cc/5W7W-6RF6
https://perma.cc/5W7W-6RF6
https://localnewsinitiative.northwestern.edu/posts/2020/03/25/digital-subscriptions-virus/
https://localnewsinitiative.northwestern.edu/posts/2020/03/25/digital-subscriptions-virus/
https://perma.cc/R2X6-RNCR
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materialize’® Accordingly, the at-risk tier marks the point at which the three-part
test for contingent licensing is most consistently satisped.

Importantly, the at-risk designation is dynamic. Producers may enter or exit
the category as market conditions evolve. A formerly marginal outlet that secures
stable funding or develops a reliable licensing market may transition to baseline
status. Conversely, baseline producers facing sharp revenue declines due to changes
in search algorithms, platform policies, or audience behavior may become newly at
risk. Any policy framework must therefore be capable of updating classibcations
regularly and with minimal frictior{?

C. Transitional Content

Transitional content occupies the middle ground between stable baseline
sources and genuinely at-risk material. It consists of works or datasets whose
economic position, legal posture, or distribution model is beginning to shiftin ways
that could, over time,laect their availability for Al training® Such changes may
stem from new monetization strategies, alterations in ownership, or early moves
toward gating, i.e. developments that signal potential vulnerability but do not, at
present, make withdrawal likely.

Because transitional content can move in either direction, toward stability
or toward risk, it warrants more active monitoring. Timely observation enables
policymakers and market actors to identify when a sourceOs trajectory has shifted
enough to require reclassibcation. This tier is distinct from at-risk content, where
barriers to licensing or policy intervention are more pronounced by dePnition.

8 SeeJacob Alhadk, Cooper Cuene & Max Del Readljmits of Algorithmic Fair Use19WI"# . J. L.
T$%#& A&™ (, 49D51 (2024) (observing that payment of licensing fees presents a substantial barrier to
small, start-up model developers and that concentration of large developers, and potentially less innovation,
would result). Because they operate at the economic margin, they often lack dedicated legal or licensing sta
and cannot justify the upfront expense of contract negotiation for a single developer. Developers, for their
part, cannot feasibly pursue individual agreements with large numbers of such producers, especially when
the value of any one source is uncert&@i.Jacob VictorReconceptualizing Compulsory Licens&aS!) .
L. R$*. 915, 91516 (2020) (noting the transaction costs problem within the context of music licensing with
many musical artists).

9 Infra Part IV.A.

80 Cf. James BoyleThe Second Enclosure Movement and the Construction of the Public Dasgdin
& C+)'$,- . P&+.". 33, 33Db34 (2003) (conceptualizing progressive enclosure of formerly open resources as
legal, technological, and social conditions evolve). By analogy, publicly accessible inframarginal content may
migrate behind paywalls as the environment changes; the Row can also run in reverse if conditions loosen.
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Because transitional content is identiPed early, before the economic pressure to gate
becomes acute, transitional content is generally easier to license or address through
targeted agreements, which reduces the need for heavy-handed intervention at the
outset.

One might object that all content is transitional, given a long enough horizon.
But that view is too broad to be operationally useful. The framework draws lines
based on observable changes that matter for near-term training access, not on
hypothetical long-run shifts. In this sense, OtransitionalO identibes a debnable
subset of content whose future availability is meaningfully in Rux. Monitoring
Is appropriate across all tiers, including baseline content, but the intensity of
monitoring should vary with proximity to a tipping point. Transitional content
warrants closer attention because small changes in incentives can more readily shift
it toward at-risk status where the timing pressure to remunerate and avoid gating is
theoretically immanent.

At-risk content remains the more pressing policy challenge because itinvolves
producers facing the highest transaction costs and bargaining frictions, making
voluntary agreements !dicult to secure. This is why the proposed contingent
licensing mechanism is tailored to the at-risk tier. It provides genuinely endangered
producers with a means to maintain viability without disrupting the property rights
or market positions of more stable sources. Transitional content could migrate
into the at-risk category if conditions deteriorate, but that movement is neither
automatic nor presumed. The value of the transitional designation is that it Rags
content for closer observation while preserving space for market solutions before
any regulatory tools are triggeréd.

i
WI" CH$%&S$' ($%L &) ($*&S$' ?

Parts | and Il showed that the primary pressure point in the training-data
ecosystem lies with at-risk producers, sources whose works remain socially
valuable but are increasingly vulnerable to withdrawal as substitution, gating, and
transaction costs accumulate. When these producers exit, the resulting contraction
cannot be bset through fair use or voluntary bargaining alone. Part Il therefore

81 For examples of baseline and at-risk conteeg infraPart III.D.
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turns to the institutional question, i.e., how to preserve access to high-value,
economically fragile content without disrupting markets that already function well.

A narrowly tailored contingent licensing framework @&s one approach. It
supplies a predictable fallback that preserves access to socially valuable content
when bilateral negotiation is impracticable, while minimizing intrusion into
markets that function well on their ov. The analysis that follows considers
how such a fallback operates, the conditions under which it should apply, and why
extending licensing beyond those limits would be premature.

A. Contingent Licensing as a Bargaining Floor

A contingent license functions as a bargaining 3oor. It reduces the transaction
costs that prevent mutually benebcial exchanges by standardizing terms and
aggregating demaritf. This mechanism is aimed at cases where producers are
willing to license but cannot feasibly negotiate separately with multiple developers,
and where developers cannot identify or contractiently with a large number
of small or heterogeneous sour@éBy o! ering a low-friction alternative, the
fallback preserves access to content that might otherwise disappear from the
training pool.

A central feature of this [3oor is its opt-out structure. Producers retain
full discretion to withdraw their works from the licensing pool and pursue
bespoke arrangements, ensuring that the fallback does not operate as a back-
door compulsory license. Developers gain a reliable access channel when bilateral
negotiation is impractical, while producers maintain control over participation and
terms.

82 For a historical example of legal intervention used to address large-scale coordination failures in content
licensing in early radio broadcastinggeVictor, supranote 78, at 915D16. As a compulsory regime, the
analogy is imperfect, but it illustrates how fallback mechanisms can stabilize access when transaction costs
render bilateral negotiation infeasible.

83 SeeJane C. Ginsburdrair Use for Free, or Permitted-But-Paig29B!"#!$!% T!&' .L.J.1383, 1386
(2014) (noting that licensing schemes reduce the transaction costs associated with negotiating numerous
small deals, while still allowing for voluntary agreements, whitteis exibility).

84 victor notes that the original goal of promoting broad distribution of protected works through
compulsory licensing has largely been supplanted by a focus on the minimization of transaction costs. Victor,
supranote78, at 915D16.
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E! ective design depends on accurate price calibr&fdfthe fallback price
Is set too low, content producers will opt out, and the mechanism will fail to prevent
the withdrawal of socially valuable content. If it is set too high, Al developers will
avoid the regime and attempt individual negotiation or forego access altogether,
recreating the very transaction-cost barriers the fallback is meant to address. When
calibrated correctly, however, the fallback operates as a form of insurance. It
reduces uncertainty for marginal producers whose continued openness depends on
securing some predictable return, and it preserves room for higher-value deals for
producers with greater bargaining leverage. A well-set price stabilizes supply at the
margin without distorting markets that already functidreetively.

Yet the same feature carries a countervailing risk. When the licensing 3oor
sits close to a content producerOs opportunity cost, the incentive to seek higher-
value arrangements may diminish. Producers with limited brand recognition or a
narrow market reach may see little benebt in negotiating individually if the Roor
o! ers a guaranteed, low-friction payout. Over time, this dynamic can shift the
composition of licensing activity. Large, well-positioned producers continue to
negotiate bespoke terms, while smaller ones default to the fallback and seldom
pursue direct bargaining. This bifurcation may Beagent if the fallback price
approximates what marginal producers could obtain through negotiation, but it can
also dampen competitive dynamics if the fallback becomes the dominant mode of
exchange rather than a safeguard against market failure.

Designing the Roor level is therefore a delicate exer?§dé set too low, it
will fail to prevent the withdrawal of socially valuable content; if set too high, it
risks entrenching a one-size-pts-all market that displadesreintiated bargains.
The appropriate calibration should preserve the fallbackOs insurance function for
producers near the margin while maintaining meaningful upside for those able
to negotiate above it. Striking that balance is not merely a matter of economic
modeling. It will require iterative adjustment as market conditions evolve and as

85 SeePasquale & Hunsupranote 14, at 236042 (discussing benchmark pricing of Al training data);
Sobel,supranote 26, at 92-93 (noting the dicult of ascertaining price). The challenge for any licensing
scheme, including the one proposed in this Article, is to identify ‘agient price in the absence of clear
market signals that arise from bargainisgeArmen A. Alchian,Information Costs, Pricing, and Resource
Unemployment7 EI"# . [#$%&'(109, 109 (1969) (emphasizing the need for information that arises from
real-world exchange to accurately discover prices).

86 Real-world bargains should be approximated where possSelAlchian, supranote85, at 109.
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producers and developers respond to the regime in ways that may not be fully
predictable ex ante.

It should be clear that accuracy in this dimension is central to the frameworkOs
succes$! The purpose of the Roor is not to dictate prices for all transactions, but
to provide a credible baseline that lowers search and negotiation costs and thereby
makes voluntary agreements more lik&\if a reliable price cannot be set, either
because the underlying information is thin or because costs vary too widely across
producers, then a contingent framework should not be applied; poorly calibrated
intervention can be more distortive than no intervention &tall.

B. Excluding Baseline and Transitional Content

It may seem benign to extend the contingent licensing scheme to all producers,
including baseline and transitional ones, on an optional §8sidter all, these
producers could accept the statutory Roor or decline it in favor of private
arrangements. But even a voluntary 3oor is not costless. Its availability can shift
expectations and distort incentives, alter bargaining strategies, and reshape markets

87 Note that administrative costs, including the costs of acquiring information to seést prices, must
be considered as well. If these prove to be prohibitive the contingent licensing scheme fails on welfare
grounds See infraPart IV.

88 A related way to preserve participation incentives is to allocate pooled licensing revenues
probabilistically rather than proportionally by means of lottery-style distributions when individualized
accounting would exhaust the very funds it seeks to allocate. Online creator economies already function this
way. Most YouTube or Substack contributors receive little or nothing, yet participation persists because the
prospect of an outsized return sustains aggregate supply. A contingent-licensing pool could emulate this logic
by distributing a small share of total receipts through weighted draws among veribed at-risk contributors,
thereby maintaining expected value while avoiding high administrative cost. Such probabilistic rewards
would not track precise contributions but would achieve statisticalcgency by providing enough of an
expected paybto keep marginal producers engaged. The idea echoes classic law-and-economics treatments
of uncertain recoveryseeSaul LevmoreProbabilistic Recoveries, Restitution, and Recurring Wrordgs
J. L. 9"#3%& '(), ') BX* (1990). Applied here, the same logic justiPes modest randomness in payout
design: when the goal is to sustain socially valuable production rather than to achieve distributive precision,
probabilistic mechanisms can preserve incentives at lower cost than universal micropayments.

89 This point will be further elaboratedfra Part IV.

9 As mentionedsupranote 26, existing scholarship proposes blanket licenses. This approach is largely
taken by the Copyright Act of 1976 as welleel7 U.S.Corn 111, 114, 115, 118, 119, 122, 511 (providing
for compulsory mechanical licenses for the creation of hew sound recordings of non-dramatic musical
compositions; the distribution of phonorecords to the public; satellite and cable retransmissions; and non-
interactive digital performances of sound recordings, i.e., streanseg)alsdGinsburg,supranote83, at
1432D33 (cataloging the various forms).
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in ways that are counterproductive where voluntary exchange already functions
well.

Consider incentive distortion. If a guaranteed licensing payment were
available to all producers, some who currently keep their content openly accessible
might instead gate it to qualify for compensation, reducing the supply of
freely available training dat¥: That outcome would run directly counter to the
frameworkOs core aim of preserving openness wherever market incentives already
support it.

A further concern is administrative. Licensing requires resources to set terms,
monitor compliance, and recalibrate prices as conditions ch&rgetending the
scheme to producers who are not at risk of exit would expand the volume of covered
works without a corresponding benebt, making the system more complex and
resource-intensive to operate. Broader coverage would also increase the frequency
and dl culty of price-setting and eligibility determinations, raising the likelihood
of error and iné ciency.

Extending coverage could also entrench large baseline producers in ways
that disadvantage smaller or newer creafdiSven with an opt-out, a guaranteed
Roor may function as a de facto revenue stream for incumbents, reinforcing their
market position and narrowing diversity in the content ecosystem. At the same time,
broad inclusion would dilute the resources and administrative attention available to

91 SeeCass R. Sunsteileciding by Defaultl62U. P . L. R"'#. 1, 17D24 (2013) (observing that defaults
alter behavior via inertia, endorsemehteets, and loss aversion, thereby shifting market expectations); Mark
A. Lemley, Intellectual Property Rights and Standard-Setting Organizati®g<C!$%4&L. R"#. 1889, 1960
(2002) (noting that default rules promulgated by standard setting organizations can create false expectations).

Monetary incentives, such as licensing income, can crowd out norm-based compliance and reframe
conduct as a priced optio®seeUri Gneezy & Aldo RustichiniA Fine Is a Price 29J. L"I$  S)* . 1,

1 (2000) (observing that a small bne for late pickups of children from daycare increased lateness of parents
consistent with substitution of Pnes for non-monetary penalties such as shame).

92 |n the context of administering collective management systems, Oowners of rights authorize collective
management organizations to monitor the use of their works, negotiate with prospective users, give them
licenses against appropriate remuneration on the basis of*asigsiem and under appropriate conditions,
collect such remuneration, and distribute it among the owners of right®®!$, F%-./0, C/$$"-(%o#"
MILI™2"1(/&  CI3,0%'+(!1* R"$!("™* R%'+(. 17 (2d ed. 2002).

93 SeeHerbert HovenkampAntitrust and the Patent System: A Reexaminat#éhO+%/S(. L.J. 467,
469D70 (2015) (discussing the ways that patent and related intellectual property protections can reinforce
incumbency and impede competition).
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support genuinely at-risk creators, whose contributions are most likely to disappear
without targeted intervention.

Absent systemic gatintf, extending the scheme more broadly could also
weaken its legitimacy. A mechanism narrowly focused on preventing the loss
of socially valuable content is easier to justify, both politically and legally, than
one that extends to well-resourced producers whose incentives already support
continued openness. The narrower and more targeted the intervention, the
stronger the case that it is necessary and proportionate.

C. Why Not Compulsory Licensing?

A universal compulsory licensing scheme could, in theotyeroseveral
advantages. It would ensure continuity of access to a broad spectrum of training
inputs, reducing the risk that valuable datasets disappear due to shifting incentives
or individual producer decisior®S. By guaranteeing that baseline, transitional,
and at-risk content remains available on uniform and predictable terms, such a
scheme could blunt concentratiohexts that arise when only a few developers
secure exclusive rights to key resources. Broader access might also preserve
diversity in model development, easing the tendency toward a small number
of dominant architectures trained on idiosyncratically gated corpora. Finally,
compulsory licensing could simplify contracting and reduce transaction frictions,
particularly where numerous small producers are otherwiSecwli to reach,

% For a debnitionsee supranote 70. While it is important to anticipate the possibility of systemic
gating, the evidence to date does not suggest it has reached a level that justibes immediate, across-the-
board licensing. The current landscape is marked more by isolated acts of gating, often by high-proble
platforms or publishers, than by the kind of widespread, coordinated withdrawal that would threaten the
overall quality and diversity of training data. Treating systemic gating as a live but premature risk keeps
the policy response proportionate, preserving 3exibility to escalate only if access losses become persistent,
pervasive, and demonstrably harmful.

%9 The legitimacy of exceptions in international copyright law has long been tied to proportionality. Article
9(2) of the Berne Convention requires that limitations on exclusive rights be conbned to Ocertain special
cases,0 avoid conRict with the Onormal exploitationO of a work, and not Ounreasonably prejudiceO the rights-
holder. By insisting that exceptions be narrowly tailored and justiPed, the three-step test rel3ects the intuition
that interventions are more defensible, politically and legally, when directed at specibc risks rather than
applied broadlySeeBerne Convention for the Protection of Literary and Artistic Works art. 9(2), Sept. 9,
1886, as revised at Paris, July 24, 193111"#$% D&'. N& 99-27.

96 SeeJacob VictorReconceptualizing Compulsory Copyright LicengesS$#(. L. R") . 915, 915D16
(2020).
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allowing developers to plan longer training cycles with greater conbdence in data
availability®’

However, across-the-board compulsory licensing carries signibcant
drawbacks. Foremost is the risk of eroding property rights on a broad scale.
By requiring all producers to make their works available for Al training on bxed
terms, such a regime would deprive creators of meaningful control over how
their works are use®f That loss is not merely symbolic. Control over licensing
terms can shape how producers position themselves in the marketplace, cultivate
audience relationships, and capture downstream value.

Moreover, compulsory licensing carries a nontrivial risk of chilling
innovation in both content creation and Al development. If license terms are mis-
calibrated, that is, if they are too favorable to developers or too burdensome for
creators, then either side may face reduced incentives to *R/&sparticular, a
regime in which creators cannot withhold access, even strategically, may dampen
the incentive to produce distinctive, high-value works, narrowing the diversity of
inputs available for future model§°

From an administrative perspective, a universal compulsory licensing regime
could, in some respects, be simpler to administer than a contingent, at-risk-only
scheme. Because it would apply across all content categories, there would be
no need to identify, monitor, and periodically reassess which producers qualify
as at-risk or whether triggering conditions have been met. Eliminating those
eligibility determinations could reduce complexity and lower the potential for
disputes, allowing the licensing authority to focus on setting and enforcing uniform
terms. At the same time, administering royalty collection and distribution across
a much larger pool of participants could generate its own burdens, and the net
el ect on administrative costs would depend heavily on implement&idaven if
the balance ultimately favored universal licensing on administrative grounds, the
€" ciency concerns outlined above would remain decisive.

971d.

98 SeeBerne Conventiorsupranote95.

99 SeeVictor, supranote96, at 944, 988.

100 |n comparison, a well-calibrated licensing regime that provides an opt-out, discussed in Part III.C,
supra captures broader benebpts insofar as information and administration costs are low.

101 see infraPart IV,
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D. Contemporary lllustrationsGearspacand The New York Times

To this point, the analysis has shown that the case for intervention turns on
di! erentiating content that is genuinely vulnerable to withdrawal from content
produced by stable actors with independent incentives to remain accessible. That
distinction becomes clearer when applied to concrete contexts. The examples
that follow, one near the at-risk margin and one bPrmly within the baseline tier,
demonstrate why a uniform licensing regime would be overbroad and that a targeted
intervention must focus on sources for which withdrawal is a predictable market
outcome rather than a strategic choice.

Gearspaceis a long-running forum dedicated to professional audio
engineering and music production, and exemplibes content that sits near the at-
risk end of the spectruf? Its contributions are narrow in scope, highly technical,
and the product of decades of cumulative community knowlé&@although the
forumOs revenue model is stable enough for now, it lacks the diversibed income
streams of a major media organization. If site operators were to restrict access to
web crawlers due to concerns over uncompensated Al use, the impact on Al training
would be disproportionate. Models tuned for audio production assistance could
lose a key corpus of domain-specibc expertise, degrading niche capabilities in
ways that are di cult to restore once the data is gone. Under a contingent licensing
regime,Gearspacecould benepbt from standardized licensing terms that preserve
access while providing modest compensation, ensuring that its value as a training
input is not lost through market exit or prohibitive negotiation costs.

By contrast,The New York Timdges at the opposite end of the risk spectrum.
It is a baseline producer of content that is widely read, highly trusted, and
supported by stable, diversiPed revenue streams. Its recent decision to gate content
from Al crawlers, enforced through technical measures and litigaftbdpes not
refRect a risk of market failure, but rather a stratedioré to enhance bargaining
leverage. UnlikeGearspace the Times has strong, independent incentives to
continue producing and distributing content, reinforced by its subscription model,
institutional reputation, and established market position. Extending a compulsory

102 SeeGI"#$%"&!, https://gearspace.corfittps://perma.cc/4LUM-TBTH(last visited Feb. 16, 2026).

103 SeeG!"#$%"&!, https://gearspace.com/boaftittps://perma.cc/K7PK-8UBLlast visited Feb. 16,
2026). A simple search of the forum displays rich and detailed content that goes back at least a decade.

104 See supranote13.
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https://gearspace.com/board/
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or contingent license to such a producer would not preserve endangered supply; it
would instead interfere with a functioning market in which the producer is capable
of negotiating access on its own terms.

The contrast between these two cases underscores why a uniform approach
to Al training access would be both overbroad and! inent. GearspaceOs
vulnerability refR3ects structural fragility. It possesses limited resources, relies on
volunteer contributions, and cannot pursue alternative monetization paths readily.
The Times by contrast, has the resources and institutional stability to negotiate
licensing terms without risking the viability of its output. A contingent licensing
framework is therefore suited to preserving access in the former case while
respecting property rights and bargaining autonomy in the latter.

Taken together, these examples show thaecfive policy must track
underlying economic conditions. Intervention is warranted only where withdrawal
Is a predictable market outcome, not where producers already possess the capacity
and incentives to negotiate access on their own terms. A contingent licensing
framework ref3ects that distinction, directing support to vulnerable sources without
disrupting stable markets or altering incentives where they already function.

\Y
LI"#$ DI%&™ #( |)*$))I'+#+&,

A licensing regime, no matter how well-justibPed in principle, should be
implemented only if it can operatd &iently. Its benebts must outweigh both
the informational demands of implementation and the administrative burdens
of ongoing operation. This constraint is especially important for a contingent
or fallback framework, which depends on accurate classibcation of content
types, timely monitoring of availability,!ecient price-setting, and enforcement
mechanisms that preserve rather than distort existing market incentives. As Part
[l explained, the case for intervention arises primarily when transaction costs
make voluntary bargaining infeasible. The design choices that follow proceed from
that assumption and evaluate how a contingent licensing system could function in
practice under those conditions.

105 The Timesrecently closed its Prst licensing deal with Amaz8eeJaspreet Singiyew York Times
Partners with Amazon for Its First Licensing DeRl"#!$%, May 29, 2025https://www.reuters.com/busine
ss/retail-consumer/new-york-times-amazon-sign-ai-licensing-deal-2025-(5t8%://perma.cc/6 7F2-
2T27].


https://www.reuters.com/business/retail-consumer/new-york-times-amazon-sign-ai-licensing-deal-2025-05-29/
https://www.reuters.com/business/retail-consumer/new-york-times-amazon-sign-ai-licensing-deal-2025-05-29/
https://perma.cc/67F2-2T27
https://perma.cc/67F2-2T27
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A. Information and Classibcation Requirements

A contingent licensing framework relies on accurate, up-to-date information
about the content it is meant to support. At a minimum, the system must be able to
distinguish at-risk sources from those that can negotiagetvely on their own,
and it must do so in a way that is transparent, predictable, and resistant to strategic
manipulation. This requires clear criteria for classibcation and mechanisms for
updating those classibcations as market conditions change.

Classibcation cannot rest solely on producer declarations or static indicators.
Some sources may appear stable but face declining viability over time; others
may present themselves as fragile to obtain favorable terms. A workable system
therefore must rely on observable signals such as patterns of withdrawal, shifts
In access policies, or documented failures in voluntary negotiations, rather than
subjective assessments of vulnerability. The goal is to identify circumstances in
which access to a socially valuable input is at genuine risk of disappearing.

Price-setting presents a related informational challenge, but one that is
manageable in practice. The objective is not to determine the intrinsic value of
each individual work, but to approximate the level of compensation necessary
to keep marginal producers from withdrawing access. For many at-risk sources,
this information is accessible: operating costs for community forums, technical
archives, and niche publishers, such as hosting, storage, moderation, and basic
std' ng, can be estimated with reasonable accuracy using public data, industry
benchmarks, and comparable-market analyses of the kind antitrust and regulatory
agencies routinely perform. Where continued availability depends on covering
these relatively stable minimum-viability costs, a fallback price can be set to
ensure that participation remains economically feasible without displacing higher-
value negotiations for producers with stronger market positt8%§he calibration
exercise therefore does not require precision in any microeconomic sense; it

106 pemand-side indicators can also inform calibration. Antitrust and regulatory agencies routinely
approximate the value of inputs by examining downstream PrmsO revenues, scale, or competitive incentives,
and similar methods could be used here to estimate developersO willingness to pay for continued access
without requiring precise attribution of a datasetOs marginal contribution to model performance.

As already noted, lottery-style payouts to content creators could be deployed to encourage higher levels of
participation.See supranote88.
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requires a credible R3oor capable of preventing supply collapse among structurally
fragile sources while preserving room for market-driven bargaining above it.

Accurate price-setting is only part of the institutional design. A viable
framework must also incorporate monitoring and enforcement mechanisms to
ensure that the terms of the license are observed in practice. A contingent license
must ensure that participating producers actually make their content available
under the specibed terms and that developers comply with the conditions attached
to use. These obligations need not be onerous, but they must be clear enough to
prevent opportunistic behavior and light enough to avoid deterring participation.
Enforcement mechanisms should focus on detectable breaches, including improper
withholding, misuse of licensed material, or failures to report use, rather than on
intrusive oversight of day-to-day activity.

A licensing system that cannot eiently meet these informational and
administrative requirements should not be implemented. Its value depends on
the ability to function reliably, adapting to changes in the content ecosystem
without imposing excessive burdens on producers, developers, or the institutions
responsible for administering it.

B. Institutional Options

Multiple institutional pathways could support a contingent licensing system,
each with distinct advantages in scope, Rexibility, and enforceability. These models
are not mutually exclusive, and any implementation should remain modular so that
only the elements needed to address demonstrated market failures are activated.

A statutory pathway'bers the clearest legal foundation. Congress could enact
a narrowly tailored contingent license, drawing structural guidance from existing
regimes such as the mechanical license for musical compositions, but limiting its
scope to content that meets strict eligibility criteria and clearly depPned rate-setting
rules. Such a framework would provide legal certainty and lower transaction costs,
while still requiring careful calibration to ensure that it does not extend beyond the
market failures it is designed to addré8s.

107 seeVictor, supranote96, at 927D30 (explaining that compulsory licensing for musical compositions
was justibed by the impracticability of individualized negotiation and the public value of broad access
to protected works). The Copyright ActOs rate-setting criteria similarly emphasize balancing access, fair
return, and minimal disruption to existing industry structureel7 U.S.C.o 801(b)(1)(A)P(D). By
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Alternatively, a limited administrative body or collective rights organization
could manage the licensing process. Institutions such as ASCAP, BMI, or the
Copyright Clearance Center provide models for aggregating rights and distributing
royalties, though at a much larger scale and foedént types of work$®® A more
modest analogue could identify eligible at-risk content, collect fees, and distribute
compensation using standardized criteria rather than granular usage tracking. This
approach can scale and adapt to changing conditions but would require ongoing
coordination across diverse content categories and careful constraints to ensure
that it remains narrow, modular, and limited to contexts where voluntary licensing
has failed.

Judicial mechanisms could also play a limited transitional role. Courts have at
times responded to recurring copyright disputes by articulating presumptive rules
or structured remedies that reduce uncertainty across similart&s$es. training-
data context, courts could recognize a harrow presumptive license for gated content
that meets debned criteria, such as limited substitution risk, demonstrated public
value, and unsuccessful attempts at voluntary negotiation. Although courts are not
well suited to designing or administering a licensing system, they can help stabilize
expectations and reduce litigation pressure while legislative or administrative
solutions develop.

Each institutional pathway carries tradeso statutory approaches risk
rigidity, administrative models require sustained resources, and judicial
mechanisms can yield uneven results. Hybrid options, such as limited legislative
authorization for a registry paired with judicial presumptions in recurring

contrast, compulsory licensing for noncommercial broadcasters rested primarily on reducing transaction
costs rather than on dissemination. Vicgupranote96, at 945. These rationales illustrate the economic logic
behind targeted intervention when voluntary licensing becomes infeasible, though the contingent framework
proposed here is narrower in scope and focused solely on at-risk content.

108 gee, e.g.Kristelia A. Gar®a,Facilitating Competition by Remedial Regulatjdi BI"#!$!1% L. &

TI&' . J.183, 194 (2016) (describing the ASCAP blanket license).

109 For instance, courts engage in rate setting when they attempt to approximate the fair market value of a
license for performance rights organizatioedn re Pandora Media, Inc., 6 F. Supp. 3d 317, 353 (S.D.N.Y.
2014) (quoting Am. SocQOy of Composers, Authors, & Publishers v. MobiTV, Inc., 681 F.3d 76, 82 (2d Cir.
2012),a! Od785 F.3d 73 (2d Cir. 2015)). In other instances, courts can compel copyright owners to license
but leave rate-setting to the parties subject to judicial veriPcation that licenses Oare easily accessible [and]
reasonably priced.O Cambridge University Press v. Becker, 863 F. Supp. 2d 1190, 1237 (N.D. Ga. 2012),
revOd sub ngnCambridge University Press v. Patton, 769 F.3d 1232 (11th Cir. 2@b#) alsdGinsburg,
supranote83, at 139798 (describing judicial compulsory licensing).
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disputes, are also plausible. Analogous coordination tools exist in other domains,
including patent poold? and fair, reasonable, and non-discriminatory (FRAND)
licensing!1 which address fragmentation by facilitating access to essential inputs
while preserving private incentives to innovate. Although the legal structures
di! er, the underlying challenge of enabling scalable access without collapsing
bargaining autonomy is similar. Whatever form is adopted, the central aim should
be to maintain contingency, minimize market distortion, and provide clear legal
footing for the narrow circumstances in which intervention is warranted.

C. Global Considerations

Although grounded in U.S. law, any contingent licensing must remain
compatible with international obligatio$? Under the Berne Convention and
TRIPS, limitations and exceptions must be conbned to special cases, avoid
conf3ict with normal exploitation of works, and refrain from causing unreasonable
prejudice to the legitimate interests of rights-holdéfsA narrowly tailored,

110 seeJosh Lerner & Jean TiroleE! cient Patent Pools94 Al . E'#$. R%&691, 700002 (2004)
(explaining that patent pools bundle complementary patents, reduce transaction costs, and avoiding blocking
rights by resolving overlapping claims).

111 geeCarl ShapiroNavigating the Patent Thicket: Cross Licenses, Patent Pools, and Standard Setting
1 I1$$#&(#S P#O & E"#$. 119, 122 (2001) (observing that standard-setting organizations commonly
require patent-holders to license essential technologies on FRAND tesegsglso Intellectual Property
Rights E,- . T%*%"#!!. . S('$/-/. 1$.(. (ETSI), https://www.etsi.org/intellectual-property-rights
[https://perma.cc/YC7A-L6VW(last visited Feb. 16, 2026). ETSI requires Standard Essential Patent
holders to commit to licensing on FRAND terms to ensure interoperability in global technology standards.

112 see, e.gMattias Rattzen, Location Is All You Need: Copyright Extraterritoriality and Where to Train
Your Al 26 C#*! . S"). & T%"Q L. R%&175, 175 (2024) (noting divergence of copyright rules across
the United States, the EU, the U.K., Japan, Singapore, Australia, India, Israel, Oand many more countriesO
and that Othere is therefore a high likelihood that the same type of training activity would be considered
copyright infringement in some countries but not in others.O); Matthew Sag & Peterkhé&/Globalization
of Copyright Exceptions for Al Training’4 E#-+ L. J. 1163, 1168, 1212 (2025) (observing a lack of
harmonization but signs of an emerging global equilibrium that permits, in some instances, unauthorized use
of copyrighted works for training).

113 seeBerne Conventionsupra note 95 (limiting exceptions to cases that are limited in scope, do
not conf3ict with normal exploitation of the work and, do not unreasonably prejudice the rights-holder);
Agreement on Trade-Related Aspects of Intellectual Property Rights art. 13, Apr. 15, 1994, 1869 U.N.T.S.
299 (incorporating a similar Othree-step testO for limitations and exceptions to exclusive rights).


https://www.etsi.org/intellectual-property-rights
https://perma.cc/YC7A-L6VW
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market-failure-triggered mechanism limited to at-risk content can plausibly satisfy
these standardg?

Global approaches vary. The EU allows text and data mining for research
while allowing commercial rightsholders to opt-6tikwhereas China often relies
on state-backed mechanisms to facilitate acé&sFhe United States need not
harmonize with either model, but should avoid creating obstacles to cross-
border training or inconsistencies that complicate international deployment. A
transparent, nondiscriminatory, U.S.-focused system would minimize friction and
reinforce the legitimacy of any contingent licensing system.

Over time, reciprocal or federated licensing arrangements could emerge
across jurisdictions, whether through mutual recognition of rights or coordinated
registries for at-risk content. Although such developments are speculative, they
illustrate that a narrowly tailored contingent framework is compatible with
international law and adaptable td @érent legal environments.

CI"#$%&!"

The shift toward Al-mediated access has reconbgured the economics of
online content in ways that copyright doctrine alone cannot address. To date, fair
use continues to permit large-scale training, yet its permissive scope does little to
sustain the underlying supply of high-value inputs when the incentives that once
supported openness begin to erode. As Parts | and Il showed, the resulting pressures
fall unevenly across the content ecosystem. Baseline producers remain viable
under a wide range of conditions, while at-risk creators face growing incentives
to withdraw. Transitional sources fall between these poles, signaling where market
stress may soon become acute. Any governance response must therefore distinguish

114 cf. Kaigeng Li, Hong Wu & Yupeng DongCopyright Protection During the Training Stage of
Generative Al CI"#3%&' L. & S&($")%* R&+, Nov. 2024, at 1, 18 (suggesting that remuneration rights
are consistent with international intellectual property treaties).

115 seeDirective (EU) 2019/790 of the European Parliament and of the Council of 17 April 2019
on Copyright and Related Rights in the Digital Single Market and Amending Directives 96/9/EC and
2001/29/EC, 2019 O.J. (L 130) 92. Article 3 permits text and data mining for research; Article 4 provides
for owners of data to opt-out.

116 see China Accelerating Development of Large Language Modgk$.  (Jun. 14, 2023)https://en
glish.news.cn/20230614/52ef051d78414df9a5f2f1d94b605c55/c[httpk://perma.cc/Y4AKW-36Q33
(reporting on large-scale state funding for LLM infrastructure and models).


https://english.news.cn/20230614/52ef051d78414df9a5f2f1d94b605c55/c.html
https://english.news.cn/20230614/52ef051d78414df9a5f2f1d94b605c55/c.html
https://perma.cc/Y4KW-36G3

264 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW Vol. 15:2

among these very Herent positions rather than treating Otraining dataO as a
homogeneous resource.

Contingent licensing loers one tool for doing so. Properly designed, it can
operate as a narrow, fallback mechanism that activates only when three conditions
converge: the content is demonstrably valuable for training, withdrawal is the
rational outcome absent remuneration, and bilateral negotiation is blocked by
transaction costs or collective-action frictions. A system meeting these criteria does
not displace fair use, impose compulsory terms on stable producers, or convert
open access into a default licensing market. It preserves what already works,
intervenes only where failure is demonstrable, and respects the basic structure of
incentives that support continued content production.

As Part IV emphasized, any licensing mechanism must be able to classify
content reliably, set prices at a level that stabilizes supply without distorting
markets, and operate with administratiVveaency. Where those informational and
operational demands cannot Beaently met, the case for intervention collapses;
the welfare-maximizing outcome is non-intervention. But where the conditions are
satisbed, a contingent license can prevent the disappearance of socially valuable
inputs that models cannot easily substitute for or reconstruct once withdrawn.

Training data governance thus reframes the debate. Rather than focusing on
the limits of fair use or the propriety of large-scale scraping, it directs attention to
the economic conditions that determine whether critical content remains available
at all. The governance challenge is not to guarantee universal access or to suppress
strategic gating; it is to ensure that the loss of fragile but essential sources does
not degrade the quality, diversity, and reliability of generative Al systems in ways
that undermine long-term social welfare. A contingent, evidence-based licensing
fallback that is narrow in scope, modest in ambition, and grounded in market
failure, could @ er one path toward that goal.
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The Nazi conbscation of art is recognized as one of the biggest displacements
of artworks in history: Between 1933 and 1945, an estimated 150,000 pieces of
art were plundered in Western Europe and nearly half a million in Eastern E@rope.
The Nazi government deemed modern and abstract art, works by Jewish artists or
that depict Jewish subjects, or any pieces critical of the government as Odegenerate
artO that must be taken awayo facilitate the spoliation, the Nazi government
passed a law Orequiring Jews within the Nazi Reich with more than 5,000
Reichsmarks in property to periodically declare and inventory assets, including art

1 SeeH).&!% F)/'$*1 |, T,) LI+&MO+)0":T,) N$7' Cl*+#%$.4 &! S8)$/ &,) W!%/6 3 G%)$&)+&
W!I%5+ 12 A%&3 (Tim Bent & Hector Feliciano trans., BasicBooks 1997) (Oln twelve years ... as many
works of art were displaced, transported, and stolen as during the entire Thirty Years War or all the Napoleonic
Wars.O).

2 Benjamin E. PollockOut of the Night and Fog: Permitting Litigation to Prompt an International
Resolution to Nazi-Looted Art Clainé3H!0+. L. R)( . 193, 196 (2005).

3 Emily J. Henson, CommenThe Last Prisoners of War: Returning World War 1l Art to Its Rightful
OwnersNCan Moral Obligations Be Translated into Legal Dutigs?D) P$0/ L. R)( . 1103, 1105D6 (2002).
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collections.®Nazis also systematically put one spouse in a concentration camp and
forced the other spouse to liquidate remaining assets by coercing them to exercise
a power of attorney.Moreover, deprived of income and access to bank accéunts,
many Jewish art collectors resorted to selling their collections at discount prices to
support their living or raise funds to escape.

While € orts to restitute unlawfully lost art during the Nazi era began
soon after the end of WWII, the lack of records rendered many such attempts
unsuccessfuff. In recent years, increasing awareness of the restitution issue and
new research resources have given rise to a series of litigations in major art centers
such as New York, where the original owner or their heirs challenge the title of the
current possessor, usually a good-faith purchaser, for the reemerged lost artwork.
However, adjudicating these claims requires courts to delineate legal boundaries
within historically complicated contexts. The varying outcomes of Holocaust-
related art restitution litigations and the constantly evolving legal landscape have
injected signibcant uncertainties into the art market.

In April 2026, Congress passed the Holocaust Expropriated Art Recovery
Act of 2025, amending its 2016 predecessor to better accommodate claimants by
eliminating all procedural obstacles, ensuring that Holocaust-related art restitution
cases are decided on the merits al8igis amendment is poised to signibcantly

4 Jennifer Anglim Kreder,The New Battleground of Museum Ethics and Holocaust-Era Claims:
Technicalities Trumping Justice or Responsible Stewardship for the Public THuUst? . L. R#$ 37, 48D9
(2009).

5 1d. at 49.

6 Seezuckerman v. Metro. Museum of Art, 307 F. Supp. 3d 304, 308 (S.D.N.Y. 2018) (OThe Nuremberg
Laws formalized a process of exclusion of Jews from GermanyOs economic and social life. It ushered in a
process of eventual total dispossession through what became known as OAryanizationO or OArisierung,0 prst
through takeovers by OAryansO of Jewish-owned businesses and then by forcing Jews to surrender virtually
all of their assets. Through this process all Jewish workers and managers were dismissed, and businesses and
corporations belonging to Jewish owners were forcibly transferred to non-Jewish Germans, who OboughtO
them at prices'o cially Pxed and well below market value.O).

’ Kreder,supranote4, at 49D50.

8 SeePollock,supranote?2, at 198 (2006) (Oln the modern era, the end of the Cold War opened Eastern
bloc borders and permitted the release of many previously classibed documents. Additionally, it is projected
that more art will resurface in the near future as the generation who lived through World War 1l passes on.
Despite numerous attempts to resolve Holocaust-era claims, however, the problem of looted art remains.O).

9 SeeHolocaust Expropriated Art Recovery Act of 2025, S. 1884, 119th Cong. (2025)s://www.
congress.gov/bill/119th-congress/senate-bill/1B&&s://www.congress.gov/bill/119th-congress/senate-
bill/1884] (Othe bill limits the defenses that may be asserted against civil claims or causes of action, including


https://www.congress.gov/bill/119th-congress/senate-bill/1884
https://www.congress.gov/bill/119th-congress/senate-bill/1884
https://www.congress.gov/bill/119th-congress/senate-bill/1884
https://www.congress.gov/bill/119th-congress/senate-bill/1884
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disrupt the existing legal framework and market behavior. To understand the
changes it may introduce, it is worth examining the current framework and the
market dynamics it has shaped.

This paper examines past Holocaust-related art restitution litigations in New
York courts, analyzes their impact on the art market, and evaluates the bndings
against the changes introduced by the 2025 amendment. Part | of the paper begins
by establishing the historical context through an overview of the international
and U.S. laws designed to advance the restitutioores. Part Il then details the
New York courtsO specibc approach and evaluatesdtsieeness. As part of the
evaluation, Part Ill of this paper contrasts the New York approach with European
frameworks to address certain criticisms. Part IV highlights a signibcant recent
development: the criminal systemOs intervention in Holocaust-related restitution
cases. Finally, Part V evaluates how various market constituentsNcollectors,
dealers, auction houses, and museumsNhave adapted to the evolving legal rules.

Ultimately, this paper argues that the pre-amendment New York framework
strikes a balance between justice for victims and art market stability, while
creating incentives for parties to facilitate Holocaust-related restitution. However,
the framework also has two shortcomings: brst, purchasers bear a disproportionate
burden and risk while dealers and auction houses bear too little, an imbalance
the 2025 amendment is likely to exacerbate; second, the rigid application of the
laches defense risks barring legitimate claims by good-faith claimants, a problem
the amendment addresses but at the cost of potentially encouraging opportunistic
behavior among prospective claimants.

|
Cl'#$%# &' HI()y+# -RS(H$- A R$#a+1I" LY,

A. Non-Binding International Agreements

Starting in 1914, organizations and countries have worked to address the issue
of Nazi-plundered art, advocating for the return of these artworks to their original

by prohibiting defenses based on the passage of time, including equitable defenses such as laches (i.e.,
unreasonable delays); and discretionary bases for dismissal that are unrelated to the merits of the claim,
including international comity (i.e., deference to the laws of other countries).O).
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owners through statements, conferences, and agreefle@ise of the most
inBuential ¢ orts was the Washington Conference. In 1998, the U.S. assembled the
representatives of forty-four nations in Washington, D.C. to Oshare information and
discuss solutions to the continuing problem of restoring lost property to the victims
of the Holocaust and their heir$!@he participating countries unanimously signed

the Washington Conference Principles on Nazi-Conbscated Art (OWashington
PrinciplesO), a non-binding set of guidelines urging governments, museums, and
other relevant entities to facilitate the identibcation and return of Nazi-conbscated
art.1?

In 2009, the U.S. State DepartmentOsc® of Special Envoy for Holocaust
Issues held a series of meetings in Prague to assess the progress made since the
Washington Conference and to evaluate the contemporary practices in provenance
research and restitutioff. The declaration resulted from the conference, known
as the OTerezin Declaration,0 encouraged the forty-seven participating nations
(many of which had participated in the Washington Conference) to engage in
Ointensibed provenance researchO and to Ofacilitate just and fair solutions with
regard to Nazi-conbscated artO within their respective legal syStémportantly,
the Declaration further calls upon both governmental and private actors to resolve
disputes Oon the facts and merits,O rather than through legal technicalities, such as
statute of limitations issu€e's. Similar to the Washington Principles, the Terezin
Declaration is also non-bindintf.

10 SeeMatter of Art Inst. of Chicago, 2025 NY Slip Op 50617(U), 9919 (Sup. Ct.) (recounting all the
international advocacy and legislativieats for Holocaust-related art restitution from 1941 to 2016).

11 0" ce for the Special Envoy of Holocaust Issues, Washington Conference Principles on Nazi-
Conbscated Artl).S. D" Gt $%SH&#! (Dec. 3, 1998)https://www.state.gov/washington-conference-
principles-on-nazi-confiscated-gfittps://perma.cc/VYNG6-EJVE[hereinafter Washington Principle]

12|d. oa 3, 5D6.

13 0" ce for the Special Envoy of Holocaust Issues, 2009 Terezin Declaration on Holocaust Era Assets
and Related Issuebl.S. D" Gf $9S#&#! (June 30, 2009https://www.state.gov/prague-holocaust-era-
assets-conference-terezin-declarafiotips://perma.cc/52X2-RHTKhereinafter Terezin Declaration].

14 Jillian E. MeaneyFrom Platitudes to the Passage of the HEAR Act: How Procedural Obstacles in
U.S. Courts Have Prevented the Restitution of Nazi-Expropriated Art and Congréss@st& Provide a
Resolution'( U. F)&. J.L. & P+. P$)® 371, 377 (2017).

15 Terezin Declaratiorsupranote13.

16 |d.


https://www.state.gov/washington-conference-principles-on-nazi-confiscated-art
https://www.state.gov/washington-conference-principles-on-nazi-confiscated-art
https://perma.cc/VYN6-EJVE
https://www.state.gov/prague-holocaust-era-assets-conference-terezin-declaration
https://www.state.gov/prague-holocaust-era-assets-conference-terezin-declaration
https://www.state.gov/prague-holocaust-era-assets-conference-terezin-declaration
https://www.state.gov/prague-holocaust-era-assets-conference-terezin-declaration
https://perma.cc/52X2-RHTK
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B. Holocaust Expropriated Art Recovery Act

In 2016, the U.S. Congress enacted the Holocaust Expropriated Art Recovery
Act (OHEAR ActO) to advance the goals set out in the Washington Principles
and Terezin Declaratiol. The Act establishes an operative six-year statute of
limitation for claims seeking the recovery of lost cultural properties due to Nazi
persecution from 1933 to 1945 The statute of limitations only begins to run after
the rightful owner obtains actual knowledge of facts giving rise to the cldifthe
Act does not repeal or pre-empt existing statute of limitations. Instead, a claimant
may rely on either the applicable state or federal statute of limitations or the HEAR
Act, whichever d ers more time?°

In April 2026, Congress passed the HEAR Act of 2025, which expands upon
its 2016 predecessor by removing a range of defenses based on passage of time
including laches, so that Holocaust-related art restitution claims can be decided
solely on the merit$! Because each jurisdiction has its own approach to such
claims, how courts will implement the 2025 amendments in practice remains to be
seen.

I
WI'#$%8& (% P)$%*$+,-" $% #- C.))-%' N-/ Y()O F)I1-/()0

Because of the non-binding nature of the Washington Principles, each
jurisdiction has integrated the Principles in its legal systeinedintly. This
section will evaluate the"ecacy of the Washington Principles in New York court
decisions from three perspectives: procedural law, substantive law, and equity
claims. The analysis reveals that although the courts frequently acknowledge
the Washington Principles and the casesO horriPc historical context, New York
courts have generally refrained from providing special accommodations for the
original owners in substantive or equitable rulings. Nonetheless, illuminated by
the Washington Principles, New York courts lift certain procedural burdens for the

7 Holocaust Expropriated Art Recovery (HEAR) Act of 2088, . L. N#. 114D308ga 3 & 5, 130 Stat.
1524, 1524.

181d. a5,

19 d.

20 Herbert |. LazerowHolocaust Art Disputes: The Holocaust Expropriated Art Recovery Act of,2016
51,1$%6&L( . 195, 232 (2018).

21 HEAR Act of 2025,supranote9.
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original owners. Lastly, this section will also discuss New York courtsO remedies
for good-faith purchasers who lose their titles to the heirs of original owners.

A. Procedural Law

In addition to applying the HEAR Act, New York courts have established their
own unique way to calculate the statute of limitations for replevinNthe claims that
victimsO heirs usually pursue to recover their lost artNin order to better protect
the victims. The foundational case for Holocaust-related art restitution litigation in
New York, Solomon R. Guggenheim Found. v. Lupeltlines the framework for
recovering a stolen artwork under New York law:

New York case law has long protected the right of the owner whose
property has been stolen to recover that property, even if it is in the
possession of a good-faith purchaser for value. There is a three-year
Statute of Limitations for recovery of a chattel. The rule in this State
Is that a cause of action for replevin against the good-faith purchaser of
a stolen chattel accrues when the true owner makes demand for return of
the chattel and the person in possession of the chattel refuses to return it.
Until demand is made and refused, possession of the stolen property by
the good-faith purchaser for value is not considered wrongful. Although
seemingly anomalous, ald@rent rule applies when the stolen object is

in the possession of the thief. In that situation, the Statute of Limitations
runs from the time of the theft, even if the property owner was unaware
of the theft at the time that it occurred.

In other words, the three-year statute of limitations does not start running
until the original owner or their heir makes a demand to return the artwork and
the current possessor refuses that demand. The demand-and-refusal framework
al ords é ective protection to the true owners without unduly disrupting the market.
This is because, brst, the demand-and-refusal framework provides the potential
claimants a reasonable opportunity to receive notice of the acquisition of the stolen
work.%3 Otherwise, a stolen workOs title can be automatically legitimized if a buyer

22 solomon R. Guggenheim Found. v. Lubell, 569 N.E.2d 426, 429 (N.Y.1991) (internal citations omitted).
Note that New York law dierentiates the cases of possession by a thief and possession by a good-faith
purchasers. This paper only discusses the latter scenario as it is the case of most Holocaust-related artwork
title disputes.

23|d. at 430.
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simply waits for the statute of limitations to run out. This way, heirs will never
have the opportunity to take action to recover the work before their rights are
extinguished. The demand-and-refusal mechanism is particularly useful when the
paintings are sold in the private market between private collectors. Navigating the
obscure private sales is an impossible task, and requiring claimants to do so would
Oobscure [New York lawQOs] straightforward protection of true owffers.O

In addition, the frameworklaords current possessors d lem and encourages
private resolution. The framework gives the current possessor a fair opportunity to
receive notice about the claim and conduct their own research. This is particularly
crucial in the context of Holocaust-related art title disputes as the cases often trace
back to transactions from decades ago. Allowing both parties to develop their
repositories of evidence maximizes the information available to resolve the dispute.
Where the evidence strongly favors one side, the parties can reach @aene
resolution without resorting to litigation. Given the high volume of transactions
in the New York art market, this also serves to reduce unnecessary strain on the
courts.

The New York framework is crafted with the recognition that ONew York
enjoys a worldwide reputation as a preeminent cultural cef®eACrordingly,
New York has a strong interest in preventing New York from becoming Oa haven
for cultural property stolen abroa#fvhile avoiding excessive market uncertainty.
The demand-and-refusal mechanism accomplishes both.

Because of the special demand-and-refusal rule, the HEAR Act of 2016 has
minimal utility in Holocaust-related restitution litigations in New Yofk.The
framework only starts tolling the limitations period relatively 1&feand sending
the demand to return entails the claimantOs actual knowledge of their possessory
interest. Therefore, the only scenarios where the HEAR Act can extend the statute
of limitations for a claimant in New York is when the claimant brings the lawsuit
over three years after the demand is refused but within six years of actual discovery.

24 |d.

251d. at 431.

26 1d. at 430

2" For a more comprehensive discussion on the impact of HEAR Act lierdit jurisdictionssee
Lazerow,supranote 20, at 245P7 (explaining derences in the actOs practidaéets in New York, New
Jersey, and California).

28 |d. at 245.
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Given that a lawsuit usually follows soon after the refusal, the HEAR Act extension
is not used frequent§?

It is unclear how New York will adapt its procedural law in response to the
HEAR Act of 2025. The demand-and-refusal rule serves an important function:
it provides the current possessor with notice and a safe harbor within which to
assess and respond to a potential claim. Removing this framework could introduce
signibcant uncertainty into the art market.

Under the old rules, the delay in tolling does not mean a claimant can
indePnitely delay making demand for return after discovering the location of the
lost work. As discussed later in this section, New York courts uphold the equitable
doctrine of laches, a defense eliminated by the 2025 amendment.

B. Substantive Law

In Holocaust-related restitution cases, New York courts strictly adhere to the
rule of law in their determination of substantive contract and property claims. The
heirs must brst show they have a legitimate possessory interest in the disputed
painting, which heavily relies on provenance records and sale documents tracing
back decades. Because of the passage of time and loss of records in war and
emigration, this could be an exceedingly challenging task. For instance, in the
2024 caseRobert Owen Lehman Foundation, Inc. v. Wiére court refused to
determine whether Dr. Heinrich ReigerOs heirs had a possessory interest in the
disputed paintingPortrait of ArtistOs Wifley Egon Schielé® Although the records
showed that Dr. ReigerOs collection catalog included a reference to OPortrait of
Edith Schiele, watercolor,0 the description did nbtaently establish ownership
of the disputed artwork because Schiele had made multiple paintings of the same
or similar subjects! Neither could the expert witness, Eyal Dolev, a professional
provenance researcher, reach a certain conclusion about whether the disputed

2 1d.

30 Robert Owen Lehman Found., Inc. v. Wien, 2024 NY Slip Op 51041(U), 29930 (Sup. Ct.). The claim
was dismissed based on laches.

311d. at 28 (detailing the expert witness testiPed that there were at least two paintings depicting the artistOs
wife that could have been the work in the Rieger collection: D1h0®s://nycourts.gov/reporter/webdocs/
ROLFvWienlImagel2.pdf D1908,https://nycourts.gov/reporter/webdocs/ROLFvWiemagel.pdf).


https://nycourts.gov/reporter/webdocs/ROLFvWien_Image12.pdf
https://nycourts.gov/reporter/webdocs/ROLFvWien_Image12.pdf
https://nycourts.gov/reporter/webdocs/ROLFvWien_Image12.pdf
https://nycourts.gov/reporter/webdocs/ROLFvWien_Image12.pdf
https://nycourts.gov/reporter/webdocs/ROLFvWien_Image1.pdf
https://nycourts.gov/reporter/webdocs/ROLFvWien_Image1.pdf
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painting was the one that once belonged to Dr. ReigerOs collé€titre court

refused to make a factual determination because the passage of time had resulted
in Odeceased witnesses, faded memories, lost documents, and hearsay testimony of
questionable value’®

Once a possessory interest is established, the plamtist show that the
work was taken away from their ancestor through illegitimate means, and thereby
prove that the current possessor lacks a good title over the artwork. Like most legal
systems in the world, New York upholds the fundamental principlaesho dat
quod non hab&iOone cannot convey greater rights in property than one #as.O
Therefore, the focus of restitution lawsuits is on characterizing the nature of the
transfer between the original owner and the alleged illegitimate transferee. There
are two main categories for such relationships: direct theft and separation due to
duress.

1. Direct Theft

Because a seller can only pass the title they own, a thief cannot transfer good
title to subsequent buyePS.A subsequent purchaser, however innocent, always
loses to the original owne¥

This rule has been"armed in restitution case¥. Menzel v. Listspecibed
that the Nazi governmentOs seizure of artworks is within the meaning of theft and

32d. at 28D9 (Dolev testiPed that in 2014, the heirs Prst thought that either D1709 or D1719 belonged
to Dr. Rieger. Then, Dolev conducted provenance research on D1908 on behalf of the heirs when they were
approached by the ChristieOs and asked if the heirs had claims for the painting.).

33 1d. at 29 (internal citation omitted).

34 SeeDan Klerman & Anja ShortlandThe Transformation of the Art Market: Law, Norms, and
Institutions 23T!"#$"%&'() 1*+,&$&"-L., 219, 221 (2022) (noting that a thief cannot transfer a more secure
version of a title than the one they possessed).

35 Saul Levmore Variety and Uniformity in the Treatment of the Good-Faith PurchadérJ. L".()

%,/&"-, 43, 57D58 (1987).

36 SeaMlenzel v. List, 2d 300, 316 (N.Y. Sup. Ct. 1966) (ONo title could have been conveyed by [the Nazis]
as against the rightful owners. The law stands as a bulwark against the handiwork of evil, to guard to rightful
owners the fruits of their labors.O).

37 See, e.g., Lubelb69 N.E.2d at 429 (ONew York case law has long protected the right of the owner whose
property has been stolen to recover that property, even if it is in the possession of a good-faith purchaser for
value.O)Reif v. Nagy 175 A.D.3d 107, 129 (1st Dept. 2019) (quoting Bakalar v. Vavra, 619 F.3d 136, 141
(2d Cir. 2010) (OArtwork stolen during World War 11 still belongs to the original owner, even if there have
been several subsequent buyers and even if each of those buyers was completely unaware that she was buying
stolen goods.O).
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pillage, and the Nazi government has acquired no title to such proffelrythe

case, the plainti sought to recover a painting by Marc Chagall, which she and her
husband left in their apartment when they 3ed the expanding Nazi power, and was
later seized by the Nazi governmeiitThe court rejected the argument that the
painting was abandoned by the plaintAbandonment is depPned as Oa voluntary
relinquishment of a known right®OThe relinquishment here by the Menzels

in order to Ree for their lives waso more voluntarythan the relinquishment of
property during a holdup®® The Menzelcourt accordingly found the original
owner to be Othe sole and rightful owner of the paintittg.O

Forty years after théMenzel decision,Vineberg v. Bissonneftea Rhode
Island decision relying heavily on New York precedents, claribed that transfer to
a Nazi-& liated party can also constitute théftin Vineberg the original owner
was ordered by the Nazi government to immediately sell the inventory of his art
gallery through a government-approved dealer. The original owner consigned most
of his inventory, including the work in dispute, to an approved auction house.
The consigned items were sold at far-below-market prices, and the proceeds of
the auction were never delivered to the victithBecause the original owner
relinquished the property involuntarily and never realized the proceeds from the
auction before he Red, the court ruled that the consignment constitutedxheft.

1.1. Entrustment Exceptidf

One exception to theemo datprinciple is the entrustment rule. The rule
specibes that if the original owner entrusts goods to a merchant who deals in goods

38 See Menzel9 Misc. 2d at 30708 (pointing out that property acquired by Nazi seizure met the

standard of pillaged property for which title is not obtained).

391d. at 301.

401d. at 305.

41 1d. (emphasis added).

42|d. at 316.

43 See generallyineberg v. Bissonnette, 529 F. Supp.2d 300 (D.R.l. 2007) (asserting that Nazi authorities
forcing the sale of the paintings was the equivalent of theft).

441d. at 302D03.

45 |d. at 307 (analogizing the caselenze).

46 Another established exception t@mo datprinciple in New York is that Ovoidable titleO exception,
which allows a person with a voidable title to transfer a good title to a good faith purchaser if the original
owner of the goods was induced by fraud or deceit to transfer the goods to the person.d ReQ3(1).

This paper will not discuss this exception because it is irrelevant to art restitution cases.
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of the kind, such as consigning an artwork to an art dealer, the merchant has the
power to transfer the original ownerOs title to a buyer in the ordinary course of
busines$’ New York courts have upheld this exception for lost artworks of the
Nazi-era, Pnding that the good-faith purchasers have a proper title even when the
original transaction between the original owner and the dealer was Rawed. For
instance, the First Department of New York Supreme Court Appellate Division
has barred restitution claims regarding the painttigisse in Kragerty Edvard
Munch?#8 which was left by the original owner, Professor Curt Glaser, to his
brother Paul Glaser, an art dealer, after Professor GlaserOs family escaped Nazi
Germany® Paul sold the work within the following years without consulting
with Professor Glaser. Despite Professor GlaserOs disappointment at his brother for
being a Odisloyal administratorO for selling the paintings, the court ruled that the
entrustment exception applied and Paul Glaser had the authority to transfer good
title to the good-faith purchase.

1.2. New York Does Not Recognize tarket OvertException

One important distinction between New York and Civil Law jurisdictions
is that New York does not recognize thmarket overtexception’l Under
the exception, public markets enjoy Ocleansing powersO: if a good-faith buyer
purchases stolen goods in a public market at fair market price, the buyer can legally
possess the goods, and the original owner cannot recover the stolen goods without

47 Seel.C.C.a 2-403(2): OAny entrusting of possession of goods to a merchant who dgalsdsof
that kind gives him power to transfer all rights of the entrustea tauyer in ordinary course of busine3s
(emphasis addedyee alsdJ.C.C.a 1-201(9), a Obuyer in ordinary course of businessO is a person, other
than a pawnbroker, who buys goods in good faith , lacking the knowledge that the sale violates the rights of
a third party, in the business of selling goods of that kind.O

48 See alsowertheimer v. CirkerOs Hayes Stor. Warehouse, 300 A.D.2d 117 (N.Y. 2002), for another
example with similar fact pattern and holding. The court dismissed the claim to recover a painting allegedly
misappropriated and sold by an art dealer entrusted by the Wertheimer family when they 3ed the Nazi
occupation of France.

49 Matter of Peters, 34 A.D.3d 29, 30D31 (1st Dept. 2086 alsoNertheimer v. CirkerOs Hayes Stor.
Warehouse, 300 A.D.2d 117, 11719 (1st Dept. 2002), for another example with a similar fact pattern and
holding. The court dismissed the claim to recover a painting allegedly misappropriated and sold by an art
dealer entrusted by the Wertheimer family when they Red the Nazi occupation of France.

50 d. at 31, 35D36.

51 For detailed discussions on the distinctions between common law and civil law jurisdictions on the
matter, see Michelle I. Turner, The Innocent Buyer of Art Looted During World War 82 VI"# . J.
T$"%"&'(") L., 1511 1534 (1999);see alsd_evmore,supranote 35, at 61 & nn.61D62 (noting that
the exception existed at common law England, but it does not apply in the United States).


https://www.law.cornell.edu/ucc/2/2-105#Goods_2-105
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reimbursing the good-faith purchaser with the paid pPreélong Kong law, for
Instance, recognizes the title of a good-faith purchaser if they acquired the stolen
goods without notice of defect in title in an open market in the ordinary course of
business2 Many common law jurisdictions also recognize good-faith purchasersO
good title to stolen goods if the original owner does not Pnd the stolen goods or
the thief within a period of tim&* Hong Kong law requires the original owner to

act within six years of identifying the current possessor, if the current possessor is
not the brst purchaser from the thref.

2. Duress: Forced Sale or Gift

Due to the complicated history behind the art lost during the Nazi-era, many
original owners sold or left their property to parties nétlated with the Nazi
government, such as dealers, friends, and family members. Those scenarios are not
covered by direct theft, and the parties usually invoke duress to void the disputed
transactions. Courts have applied economic duress and third-party duress in those
cases, and have relied on the original ownerOs voluntariness and the fairness of the
transaction in determining those cases.

2.1. Third-Party Duress

Third-party duress allows a party to void a contract if their assent has been
induced by the duress of a third person, rather than by the opposing party in the
contract®® In the context of lost art in the Nazi-era, courts have only recognized
third-party duress where the original owner was directly coerced by the Nazis
with imminent threatNin particular, where the original owner executed a power of
attorney to transfer their property under the coercion of the NdzisReif v. Nagy

52 Levmore,supranote35, at 55.

53 Sale of Goods Ordinance, (2018) Cap. 8&4 (H.K.) (OWhere goods are openly sold in a shop or
market in Hong Kong, in the ordinary course of the business of such shop or market, the buyer acquires a
good title to the goods, provided he buys them in good faith and without notice of any defect or want of
title on the part of the seller.(3ee also SteveBallagherOPurchased in Hong KongO: Is Hong Kong the
Best Place to Buy Stolen or Looted Antiquitie82 11" G J. C#'$%&H#P%'(., 479 (2017) (explaining the
introduction of section 26 of the Sale of Goods Ordinance).

54 Turner,supranote51, at 1534.

55 Limitation Ordinance, (2020) Cap. 2495 (H.K.); Gallaghersupranote53, at 491.

56 Restatement (Second) Of Contracts (202QY5 cmt. E (Am. Law Inst. 2020).

57 See, e.g.Reif v. Nagy, 175 A.D.3d 107 (1st Dept. 2019) (rejecting the idea that one signing a power
of attorney at a death camp was executing the document voluntarily); Bakalar v. Vavra, 619 F.3d 136, 148
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the original owner, Fritz Gmbaum, was forced to execute a power of attorney in

favor of his wife, Elisabeth Gmbaum, while imprisoned in a concentration camp.

The First Department expressly rejects Othe notion that a person who signs a power
of attorney in a death camp can be said to have executed the document voluntarily,0
and bnds that the power of attorney was Oa product of duress,0 and Oany subsequent

transfer of the artworks did not convey legal titRe.O

However, courts have been less sympathetic to the original owners when
the duress came from a party that does not have direct association with the Nazi
government. Five years after tiReif v. Nagydecision,Bennigson v. Solomon R.
Guggenheim Foundatiodlaribed the requirements for a contract to be voidable
under third-party duress and explained in detail why the principle did not apply
to the case. lBennigsonthe original owners, Mr. Karl Adler, sold the disputed
painting to a dealer, J. Thannhauser, at a discounted price in order to fund their
Right from Nazi occupatioR? The claimants, heirs of Mr. Adler, argued that the
urgency to sell in order to escape allowed the dealer to take advantage of him and
deprived Mr. Adler of a fair sale. The claimants alleged that this pressure imposed
by the Nazi government constituted third-party duress.

The court rejected this theory and dismissed the case at an early stage,
Pnding that the sale failed to meet all requirements for third-party duress. First,
the claimant failed to allege the nexus between Mr. AdlerOs decision to sell and
a direct threatening consequence. The court distinguished the present case from
Sherman v. Shermaa precedent the claimants relied on, where the court annulled
a marriage under third-party duress. The plaimi Shermarwas Othreatened with
the loss of his life and with imprisonment in the jail in the city of New Ydrke
did not then and there marry the defendé@ffi.In contrast, the claimants did not
allege any direct consequences conditioned on the sale to J. ThannHdtisers
insu' cient to simply allege Oa coercive environment created by Nazi GermanyOs

(2d Cir. 2010) (Korman, J., concurring) (OThe power of attorney, which [the original owner] was forced to
execute while in the Dachau concentration camp, divested him of his legal control over the Drawing. Such
an involuntary divestiture of possession and legal control rendered any subsequent transfer void.O).

58 Reif 175 A.D.3d at 129.

59 Bennigson v. Solomon R. Guggenheim Fouid Misc. 3d 995, 999 (N.Y. Sup. Ct. 2024).

60 1d. at 1019D20 (citing Sherman v. Sherman, 20 N.Y.S. 414, 414 (Ct. C.P., NY County 1892)).

61 1d. at 1020 (OTo wit, the [Amended Complaint] does not contain allegations of a similar nexus between
Mr. AdlerOs decision to sell the Painting to J. Thannhauser at that time or at the price that he sold it, any direct
consequence had he chosen not to do so, and/or J. ThannhauserOs knowledge of any such consequences.O).
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appropriation of Mr. AdlerOs livelihood such that Mr. Adler needed money and that
J. Thannhauser, as an opportunistic buyer, took advantage of this sitU&tion.O

Second, a third-party duress claim to void a contract is barred when the
plaintil Os opposing party gives value to the contract in good $itthe court
cited federal court precedefifsand the Second Restatement of Contracts, which
provides that:

There is, however, an important exception [to third-party duress] if
the other party has, in good faith and without reason to know of the
duress, given value or changed his position materially in reliance on the
transaction ... so that the other party is protected if he has made the
contract in good faith before learning of the durss.

Here, the claimants acknowledged that the J. Thannhauser bought the painting
for 6,887 Swiss Francs or approximatély,552%6 They also did not allege that
the dealer knew of any direct consequences Mr. Adler would have faced had he not
sold the paintings to J. Thannhau§éherefore, having given value in exchange
in good faith, the art dealer executed a valid contract with Mr. Adler.

Third, the claimants failed to allege that the dealer knew of or consented to any
direct consequences had Mr. Adler not completed the sale. Under New York law,
Oduress by other than the opposing party to a contract cannot constitute compulsion
su' cientto void the contract, although there is an exceptiban the promisee had
knowledge of or consented to the third partyOs act#hslaving failed to allege
any knowledge, consent, or association that J. Thannhauser had with the Nazis, the
claimant cannot meet the requirement for third-party duress even if there was direct
threat from the Nazi§?

62q.

63 |d. at 1020D21.

64 See id.at 1020024 (applyinfylaian v. Town of Huntingtqrd59 Fed. Appx. 25 (2d Cir. 2012) and
Oquendo v. CCC Terek11 F. Supp. 3d 389 (S.D.N.Y. 2015), two cases that the claimant relied on in their
amended complaint.).

65 Restatement (Second) Of Contracts (2080)75 cmt. e (Am. Law Inst. 2020) (partially quoted in
BennigsorB4 Misc. 3d at. n.7).

66 Bennigsor84 Misc. 3d at 1021.

671d. at 1022D23

68 1d. at 1022 (citingOquendgl11 F. Supp. 3d at 409) (internal citation omitted) (emphasis added).

69|d. at 1021D23.
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Lastly, Mr. Adler did not promptly repudiate the sale. New York law requires
that Othe person claiming duress must act promptly to repudiate the contract or
release or he will be deemed to have waived his right to do’$da0 Adler
accepted the proceeds from the sale. Moreover, when the Guggenheim Foundation
inquired Eric Adler, Mr. AdlerOs son, about the disputed paintingOs provenance in
1974, Eric did not indicate that the painting had been sold under duress or mention
his potential possessory interest if{Because both Mr. Adler and his heirs failed
to repudiate when presented with the opportunity, their ratiPcation implies that they
waived the right to assert the voidability of the contr&tt.

Having been discussed in detail only Bennigsonthe third-party duress
theory is largely untested in Nazi-era art restitution cases. Currently, the rule only
permits plainti s to void the original transfer in narrowly debned circumstances.
Moreover, the prompt repudiation requirement poses an additional hurdle for heirs,
many of whom could be genuinely unaware of their potential interest in artworks
until after the current possessor inquires.

2.2. Economic Duress

Under New York law, Oto void a contract on the ground of economic duress,O
a plaint! must show that a transaction was Oprocured by means of (1) a wrongful
threat that (2) precluded the exercise of its free wifl.@ew York law demands
a Owrongful threatO to be a threatening conduct Ooutside a partyOs legét rights,0
and the threat must come from one of the parties to the transdCtlomportantly,
Opressure exerted from general economic conditions is not enough to allege
duress.®® Courts have noted that because Oan element of economic duress is
present when many contracts are formed,O a flagsteking to void a contract
based on economic duress Obears a heavy buffien.O

701d. at 1023 (quotingdquendo111 F. Supp. 3d at 409).

11d. at 1010.

721d. at 1010 & 1023-24.

73 Zuckerman v. Metro. Museum of Art, 307 F. Supp. 3d 304, 318 (S.D.N.Y. 2618928 F.3d 186
(2d Cir. 2019).

4 1d.

5 Bennigson214 NYS.3d at 645.

76 Zuckerman307 F. Supp. 3d at 319.

T1d. at 318D109.
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Courts have strictly applied these rules in determining title disputes of art lost
due to Nazi persecution. Euckerman v. Metropolitan Museum of A307 F. Supp.
3d 304, 219-20 (S.D.N.Y. 2018), the court rejected the economic duress theory to
recover a Picasso painting sold by the original owner, tHenh&nns, in order to
fund their escape from Nazi occupatiéhThe L manns started theid erts to
liquidate the painting in 1937 After negotiating multiple undesirablé ers with
the notorious art dealer C. M. de Hauke, who was later identiPed a$ ekiea by
the U.S. State Departmeffi,the Le manns eventually sold the painting in 1938
to the Paris art dealerseite Perls for U$13,20081

The court dismissed the case because the allegations did not meet the
standards for economic duress. First, the claimant was unable to plead a Owrongful
threatO by the art dealer in the 1938 transaction. The claimant argued that the
Le! manns Owould not have disposed of this seminal work at that time but for the
Nazi and Fascist persecution to which [they had] been subje8athi@ condition
was insu cient to prove economic duress because the counterparties, the Perls and
Rosenberg, who did not have any association with the Nazis, did not wrongfully
threaten the Lemanns to self?

Second, the claimant failed to allege that the hnns sold the painting
by force that Oprecluded the exercise of their free #filhe Le manns spent
two years Oexploring the possibility of selling [the painting] with dealers in
Paris.® They negotiated with several potential buyers to Oimprove their leverage
to maximize the sale price before ultimately accepting therofrom Perls
and Rosenberd®In the meantime, the painting was stored in Switzerland for
safekeeping’ The court pointed out that the claimant OconRate[d] therzsnsO
need Oto raise as much cash as possibleO with!theahes having Ono other

8 d.

?1d. at 311.

80 |d.

811d. at 312 (U.S$12,000 after a standard ten percent selling commission).
82 d. at 319.

83 |d. at 320.

84 1d. (internal quotation omitted)

851d. at 3109.

86 4.

87 |d.
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alternative® and found that the Llemans demonstrated free will in the negotiation
process.

Similarly, theBennigsorcourt also refused to bnd economic duress because
J. Thannhauser was Onot alleged to have connection to the Nazis as a collaborator
or otherwise.®y In addition, the decision claribed that O[gleneral economic
conditions or even the economic pressure felt during the undeniably horribc
circumstances of the Nazi (or Fascist) regime are nbtcsent to prove duress
where the counterparty played no part in producing the economic pres$fires.O

2.3. Gift

Robert Owen Lehman Foundation, Inc. v. Wpeesents a peculiar case where
the original owner, Karl Magnder, left his art collection in the possession of a
close friend, Etelka Homan?! Karl and Etelka were allegedly planning to get
married, but no evidence could ascertain the nature of the relationship between the
two.92 The plaintl challenged the legitimacy of the transfer, which the defendant
claimed was a giff3

The court rejected the gift theo. Under New York law, to make a valid
inter vivos gift, three elements must be present: Othe intent on the part of the
donor to make a present transfer; delivery of the gift, either actual or constructive
to the donee; and acceptance by the dofe€The element of donative intent
presupposes that the donor possesses the mental capacity to mak@&TdittO
is, the donor must be able to make a voluntary transfer without consideration or
compensatiod! OThe proponent of a gift has the burden of proving each of these
elements by clear and convincing evideng&.O

88 |d. at 320.

89 Bennigson214 NYS.3d at 646.

9 |d. at 645.

91 Robert Owen Lehman Found., Inblg. E2019008883, 2024 WL 3803311, at *9910 (NY Sup. Ct. Aug.
1, 2024).

92d. at *9.

9 d. at *35D36.

% |d.

9 |d. at *36.

9 1d. (citing Spallina v. Giannoccaro469 N.Y.S.2d 824 (4th DepOt. 1983)).

97

g,
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Here, Karl left his art collection to Etelka without specifying the int&ht.
He was forced to execute a power of attorney on October 21, 1941, which did
not include the collection, and was murdered by the Nazis two days!8ftBue
to KarlOs silence on the nature of the transfer, the court found that the record
was Obereft of clear and convincing evidence that Karl had the intent to make a
present transfer to Etelkd® The defendant could not prove by a preponderance
of evidence Othat the gift was voluntary and understandingly made by [Karl],
uninBuenced by fraud, duress or coercié??Therefore, Etelka and subsequent
possessors of the disputed painting never acquired good title. The court accordingly
ordered the restitution to the heirs of K&PE

In short, despite the horribc history of the Holocaust, the New York courts
have strictly applied its substantive laws and closely scrutinized the facts of each
case. When an original owner could not possibly have made a voluntary transfer,
the court protects the victim under theories of direct theft or invalid gift. When
the original owner chose to sell a painting without imminent threat, the court
recognizes the contract and upholds the sale. In this way, New York provides a
level of predictability in the complicated cases of Holocaust-related art restitution,
assuring the stability of the art market while upholding justice for the victims.

C. Equity Claims

The HEAR Act of 2025 precludes laches and all other defenses based on the
passage of timé% Because the 2025 Act has not yet been applied in practice,
the following analysis draws on New York court decisions under the 2016 HEAR
Act. Although no longer good law, these cases nonetheless remain instructive: it
illuminates the incentives New York courts sought to create and rel3ects how those
choices have shaped the dynamics of the New York art market.

9 1d. at*9 (OThe exact circumstances of the transfer from Karl to Etelka are unknown. The record reveals,
however, that the transfer to Etelka occurred only after Karl tried unsuccessfully to sell the artworks to Pnance
his departure from Vienna, and the transfer was made in the context of his persecution by the Nazis, even if
Karl had alleged additional motives in making the transfer to Etelka.O).

100 Id.

1011d. at *36.
102 g

103 1d. at *42.
104 seeHolocaust Expropriated Art Recovery Act of 2025ipranote.
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Before the amendment, New York courts have expressly rejected
incorporating the HEAR Act and the Washington Principles to equity claims,
notably laches? The doctrine of laches is Oan equitable bar, based on a lengthy
neglect or omission to assert a right and the resulting prejudice to an adverse
party.3% Under New York law, a defendant can raise a laches defense if they can
show that (1) there is an Ounreasonable delay in commencing the suitO that (2)
caused prejudice against the defenddft.

In the context of restitution cases, laches accrues when a party knew or should
have known about the opportunity to make a claftfln Zuckermanthe court
found that the plaintis unreasonably delayed in bringing their claims because the
Le! manns knew to whom they sold their collection and the painting in dispute had
later been acquired by Omajor public institutionf§P®loreover, the Metropolitan
Museum of Art, the paintingOs current possessor, published the provenance of the
painting, listing OP. LemannO as a prior owner since at least 1967. Yet, none of
the Lé mannsO heirs had demanded the return of the painting until 2010.

OA defendant has been prejudiced by a delay when the assertion of a claim
available some time ago would be inequitable in light of the delay in bringing
that claim.®0 In particular, courts have found prejudice against the defendant in
cases where important witnesses died during the plddstidelaj!! Moreover, a
long passage of time itself can constitute prejudice because of the inevitable faded
memories and disappearance of recdrtfs.

105 Bennigson214 N.Y.S.3d at 643 (Olaches is an available defense to claims revived under the HEAR
ActO); Zuckerman v. Metro. Museum of Art, 928 F.3d 186, 190 (2d Cir. 2019).

106 Reif v. Nagy175 A.D.3d at 130.

107 Zuckerman928 F.3d at 193Robert Owen Lehman Found. In2024 WL 380331 at *25.

108 7yckerman 928 F.3d at 193see alspRobert Owen Lehman Found. In€024 WL 380331 at *25
(citing Bakalar v. Vavra, 819 F.Supp.2d 293D94, 304 (S.D.NY 2@ 1J, 500 F.AppOx 6 (2d Cir. 2012)).

109 Zuckerman928 F.3d at 193D194. The painting was brst acquired by the MoMA and then the Met.

110 Id.

111 gee, e.gid. at 194D95. (Pnding that the defendant has been prejudiced because thiespleaitid
sixty years to bring their claims. During the lapse of time, brst-hand witnesses deceased. There was no
available witnesses to testify whether the initial sale between thenbaans and the art dealer was voluntary.).

112 5ee, e.g.Solomon R. Guggenheim Found. v. Lubell, 550 N.Y.S.2d 618, 621 (App. Div. 1890y
569 N.E.2d 426 (N.Y. 1991 uckerman928 F.3d at 194.
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However, O[tlhe mere lapse of time, without a showing of prejudice, is
insu cient to sustain a claim of lache$®The prejudice requirement is often
invoked to bar defenses by bad-faith actors. For exampleR#iev. Nagycourt
rejected the defendantOs laches defense because he was already on notice of the
plainti" Os claim when he purchased the painting in dispdteurther, ONagy (the
defendant) purchased the Artworks at a substantial discount from the price sought
by SothebyOs prior to the claim being publicized, and he obtained insurance for
the very purpose of insuring title against plairgd claims'® Having sui ered
no change in position, the court determined that Nagy was not prejudiced despite
the death of important witnesses, which happened after the initial sale but prior to
NagyOs purchas®

Other than the cases involving opportunistic buyers like Nagy, New York
courts are often unsympathetic to dilatory claimartsThe Bennigsoncourt
dismissed the case because the plaiiasserts without appropriate explanation
that it was only in 2013 that plairitiBennigson learned for the prst time that his
family might have a possessory interest in the painting at issue,0 80 years after
the initial sale and 47 years after the Guggenheim Foundation reached out to Eric
Adler to inquire his familyOs connection to the paintif§jThe court found that
the plaintl' failed to exercise due diligence in ascertaining his potential possessory
interest in the work after GuggenheimOs inquiry, as well as in pursuing the claim.

Laches deters bad-faith behaviors and urges claimants to pursue their claims
in a timely fashion. The latter is particularly signibcant for Holocaust-related
restitution cases given the inherent long lapse of time between the contested
transaction and the opportunity to bring a claim. Once a claimant learns of their

113 Reif v. Nagy175 A.D.3d at 130.

1141d. at 130D131.

115 |4

116 1d. at 131 (OThBakalarcourt pointed to Mathilds death as a prejudice. Mathilde, and other witnesses
had died well before Nagy purchased the Artworks. In any event, as we already discussed, Mathilde could not
have shown she had good title to the Artworks and her testimony would not have been probative . .. Oalthough
the decedentOs testimony may have shed light on how he came into possession of the (artwork), we can
perceive of no scenario whereby the decedent could have shown that he held (good) tifin@ Satter
of Flamenbaum, 1 N.E. 3d 782, 784 (N.Y. 2013)).

117 See, e.9., Zuckerma®28 F.3d at 196Bennigson214 N.Y.S.3d at 644.

118 Bennigson214 N.Y.S.3d at 644D45.
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potential interest, further delay will only compound an already scarce evidentiary
record.

That said, this approach can unduly burden good-faith claimants. When
determining Ounreasonable delay,0 New York adopts a rigid standard. The courts
are unsympathetic to claimants who lack access to information about their
possessory interest until the current possessor publicizes their possession of the
contested work. Under this standard, a current possessor who makes an inquiry
before the claimant has had a reasonable opportunity to discover their interest can
el ectively secure broad immunity against future claims. The 2025 amendment
resolves this edge case, but in doing so, it also removes the incentive to bring
claims promptly. This risks enabling unreasonable delay by claimants with weak
cases, who may opportunistically postpone litigation in hopes of obtaining more
favorable evidence, even where none is likely to emerge and the prolonged wait
will further obscure the historical record.

D. Remedies for Good-Faith Purchasers

Once a plainti prevails on their restitution claims, the current possessor
must return the artwork, usually without reimbursem&tThe New York legal
framework for art restitution cases between an heir and a good-faith purchaser
has been famously characterized as Oa classic zero-sum gameO and as a Obattle[]
between two innocent victims of a theft?®

One way a good-faith purchaser can mitigate their loss is through a breach of
implied warranty of title claim against the party who sold the artwork to them. The
Uniform Commercial Code (OU.C.C.O) provides that the seller of goods gives an
implied warranty that Othe title conveyed shall be good, and its transfer rigkftful,O
and a merchant seller who regularly deals in goods of the kind impliedly warrants
that Othe goods shall be delivered free of the rightful claim of any third petéon.O
New York courts have applied this rule in the art restitution contexiiémzel v.

119 seeDeborah DeMottArtful Good Faith: An Essay on Law, Custom, and Intermediaries in Art Markets
DI"# L. J.,607, 611 (2012) (OPrior scholarship characterizes the United States as unusual but not unique
among nations in ... not requiring that a successful claimant reimburse a good-faith purchaser as a condition
of obtaining the return of a stolen object.O).

1201d. at 618.

21 y.c.c.e2-312(1)(a).

122 y.Cc.C.n 2-312(3).
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List, the jury found for the good-faith purchaser, List, on his claim against the Perls
Galleries, from which the painting was purchased, in the amount of the restituted
paintingOs current market value plus the cost of ListOs unsuccessful action against
Menzel123

However, the remedy is not always available to good-faith purchasers due to
the procedural constraints and unpredictability of the art market. The paper will
discuss the potential issues of breach of warranty claims in detail in the last section.
In short, a good-faith purchaser who loses their works to a rightful owner is usually
left uncompensated.

E. Evaluating the New York Approach

The New York approach advances the objectives set out in the Washington
Principles and the HEAR Act in three ways. To begin with, it balances equity with
market stability. New YorkOs strict application of substantive law provides market
participants with reliable standards for assessing the risk of potential disputes. The
demand-and-refusal mechanism further serves as a riskridar possessors: it
gives fair notice of potential claims that may not have been discoverable at the time
of acquisition, and bers an opportunity to resolve disputes privately, allowing for
greater Rexibility and less reputational harm.

Second, inaccessibility of information is a major obstacle to most Holocaust-
related art restitution cases. New York courts address this problem by creating
incentives for potential claimants and possessors to preserve or uncover more
evidence. Under laches, claimants must pursue claims in a timely manner to
minimize the loss of evidence over time. Buyers must conduct reasonable due
diligence to avoid acquiring artworks with problematic titles. Moreover, the
demand-and-refusal rule encourages current possessors, when contacted by a
claimant for restitution, to conduct further research and develop their own account
of facts. With evidence developed from both perspectives, it is easier to determine
the true ownership of the artwork. If each sideOs bndings point to the same party,
the parties can resolve the dispute without resorting to costly litigation.

Lastly, the New York approach! @rs a reasonable framework to navigate
the zero-sum nature of art title disputes. Taken together, the New York legal

123 Menzel v. List, 246 N.E.2d 742, 743 (N.Y. 1969).
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mechanisms implicitly impose negligence-like duties on the litigants, forming
a quasi-negligence-based model for Holocaust-related art title dispdtes.
Specibcally, a claimant must demonstrate diligent search to prevail, even if the
underlying facts support restitution. If the duty is not fulPlled, the current possessor
gets to keep the painting to minimize the disruption caused by involuntary
dispossessiof?® provided they have not acted in bad faith. Where the claimant
does prevall, the resulting burden on the current possessor, while not ideal, is
a reasonable compromise. Under the modiPed annulment theory of corrective
justice, a victimOs wrongful loss must be remedied, but need not be remedied
by the wrongdoet?® This view of corrective justick’ is particularly apt for
Holocaust-related art restitution, given that the Washington Principles, the Terezin
Declaration, and the HEAR Act all emphasize prioritizing recovery for vict#¥s.

In short, the New York approach deters illicit trade while ensuring market
stability, creates incentive to maximize available information, and provides a
reasonable remedy solution for the zero-sum art title disputes. However, the current
law has notable shortcomings. The current laches rule disfavors claimants who
genuinely lack access to learn about their possessory interest after the current
possessor publicizes their possession of the work, which could bar valid claims
for innocent claimants. Moreover, in practice, the New York framework exposes

124 see SchwarRethinking the Laws of Good Faith Purchag@C!"#$ . L. R%& 332 (2011). The article
provides an economic analysis of the incentives that a negligence-based regime for good-faith purchasers
creates for each party in a title dispute, in particular the original owner and the good-faith buyer. In most
Holocaust-related art title disputes, the original owners already passed away and could not have made a
meaningfully di erent choice given the historical circumstances. It is therefore not useful to consider the
incentive for the original owners in this paperOs context. Instead, this paper appropriates Schwartz and ScottOs
model and analyzes the incentives created for the claimants (who are usually not the original owner) and the
good-faith art collector under New York framework.

125 |d. at 1354D1356.

126 see generallyules ColemarThe Mixed Conception of Corrective Justi@@I!( L. R%&431 (1991-

1992).

127 As opposed to the relational view, which focuses on the duty the wrongdoer owes to the victim and
repairing the wrongdoing even if the wrongdoing proximately leads to a better result for the \Betamd.

128 5ee, e.g.Washington Principlesupranote 11 (OResources and personnel should be made available
to facilitate the identibcation of all art that had been conbscated by the Nazis and not subsequently
restituted.O); Terezin Declaratisgypra note 13 (ONoting the importance @éstituting communal and
individual immovable property that belonged to the victims of the Holocaust (Shoah) and other victims
of Nazi persecution...0); HEAR Act of 201€jpranote 17 (OTo provide theictims of Holocaust-era
persecution and their heirs a fair opportunity to recover works of art conbscated or misappropriated by the
Nazis.O).
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good-faith purchaser disproportionate risk, which will be addressed in detail in
Part V.

Another common criticism of the New York decisions is its inf3exibility
in the face of the catastrophic history of the Holoca#8tAs this section
demonstrates, New York courts strictly uphold the rules of contract and property
laws in Holocaust-related art restitution cases. This approach has been criticized
as Oevasivé® and even Oimmoral® Commentators often cite European laws
and restitution cases as comparison to advocate for more Rexible and claimant-
favorable reforms3? However, given the reasons discussed in the following
section, the European frameworks are generally inapplicable to the market reality
in the U.S., and do not necessarily generate the most favorable outcomes for the
claimants.

1
A ClI"#$%$&'() L)*+: WS+,*-&!I*  PY%™*'#/)+™* EO0%!#)$* L$1

Many European jurisdictions have recently reformed their laws to facilitate the
restitution of artworks involuntarily separated from their owners during the Nazi

LOWI"#$ 108&'() R%(**+*1, O"-.'[*1, (WJRO) U.S. Museums Fail to Address Holocaust Stolen
Art Claims, https://art.claimscon.org/advocacy/u-s-museums-fail-to-address-nazi-era-stolen-art-claims/
[https://perma.cc/8SSF-RHGKOOIt is immoral that seven decades after the fall of the Third Reich, stolen
works of art B some from owners who perished in the Holocaust D still hang in museums across the United
States,0 Ronald Lauder, chairman of WJRO and president of the World Jewish Congress (WJC), said. He
has called the artworks Oprisoners of warQ that were stolen during the greatest displacement of art in human
history. The WJC is a WJRO member-organization.O).

130 gee, e.g Elisabeth K. Pomerog)Unlawfully LostO Artwork from the Nazi Takeover: Redebning Forced
Sales in the Holocaust Expropriated Art Recovery Act of 2QL16N.0% FI"%((* J. B+(. & | ,*%## P'I1.

L. 468 (2021) (argued that the current New York framework has been criticized for failingtd @nough
protection to the heirs and the legislators and courts have failed to do everything to facilitate fair and just
compensations for the victims and their heirs.); WJB@pranote129.

131 WJRO supranote129. (OOltis immoral that seven decades after the fall of the Third Reich, stolen works
of artNsome from owners who perished in the HolocaustNstill hang in museums across the United States,0
Ronald Lauder, chairman of WJRO and president of the World Jewish Congress (WJC), said. He has called
the artworks Oprisoners of warQ that were stolen during the greatest displacement of art in human history. The
WJC is a WIRO member-organization.O).

132 see, e.g.Pomeroysupranote 130, at 488 (using a French restitution as comparison to the NY court
cases); Catherine Hickley, Did the Nazis Force an Art Sale? The Question Lingers 88 Years Later., N.Y.
Times, https://www.nytimes.com/2021/07/06/arts/design/nazis-art-forced-salegtttps://perma.cc/5
LZT-8H3G] (comparing the approaches and decisions in the U.S. jurisdictions and European jurisdictions
regarding the restitution of paintings sold in the same auction).


https://art.claimscon.org/advocacy/u-s-museums-fail-to-address-nazi-era-stolen-art-claims/
https://art.claimscon.org/advocacy/u-s-museums-fail-to-address-nazi-era-stolen-art-claims/
https://perma.cc/8SSF-RHCK
https://www.nytimes.com/2021/07/06/arts/design/nazis-art-forced-sales.html
https://perma.cc/5LZT-8H3G
https://perma.cc/5LZT-8H3G
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eral33To name a few, the French Parliament unanimously passed Law No. 2023-
650,134 which grants authority to the Commission for the Restitution of Property
and the Compensation of Victims of Anti-Semitic Spoliation (OCIVSO) to return
Nazi-looted art in public collections without additional case-by-case parliamentary
approvall®® Germany has announced that starting in 2025, all Nazi-looted art
restitution claims against a public museum are to be brought to a dedicated
arbitration court, instead of an advisory commission, to overcome the statute of
limitations obstacle and ensure the enforceability of the decidi#'s’

133 see, e.g.Justine ChenRedePning Restitution: FranceOs Legal Shift on Nazi-LootedCR#ti$
%&BSHL'(  (July 25, 2025), https://itsartlaw.org/art-law/redepning-restitution-frances-legal-shift-on-nazi-
looted-art/ pttps://perma.cc/47BH-KW\4explaining the &ect of a new law in France that allows public
institutions to return artwork without parliamentary approval).

134 L 90%™+! , LOI"j ,-,. -/0- (2023),https://www.legifrance.gouv.fr/jorf/articlgp/ IORFARTIO0
0047874542https://perma.cc/AAVO-REV[Y

135 The Law mainly responds to the legal barrier to restitution Oprinciple of inalienability,O which is a
constitutional rule that public collections are permanent and cannot be altered or diminished without a
legislative changeSee generalfChen; Dawn Lui,The Legality of Stolen Cultural Property Reparation:

A Case Study of FranceOs New Heritage C8#e\"13$!(2 L. R!3. (Dec 10, 2023)https://www.standrew
slawreview.com/post/the-legality-of-stolen-cultural-property-reparation-a-case-study-of-france-s-new-
heritage-codé¢https://perma.cc/X8DQ-PYN6

136 previously, the title disputes over unlawfully lost artworks during the Nazi era were adjudicated by
Beratende Kommission NS-Rauhgam advisory commission that issued non-binding recommendations.
Museums have barred claims based on statute of limitations. The new Arbitration Court for Nazi Looted
Property will use Rexible solutions and issue binding decisi@e® generallyMatthias Weller,German
OAdvisory CommissionO to be Replaced by an Arbitration FramB®@arR9A$#8& L'(  (Mar. 20, 2024)ht
tps://ial.uk.com/german-advisory-commissihttps://perma.cc/37F6-Q60RPierre ValentinGermany
Announces a Major Reform of the Process Aimed at Resolving Claims to Nazi-Loqtet 44%6*25!§Oct.

15, 2024) https://www.Peldpsher.com/en/sectors/art-law/art-at-law/germany-announces-a-major-reform-
of-the-process-resolving-nazi-looted-@nttps://perma.cc/7Y5A-9Y J8Catherine HickleyGermany
Approves Tribunal to Decide Nazi-Looted Art ClaiiysY. T*6!2 (Jan. 9, 2025https://www.nytimes.com/
2025/01/09/arts/germany-nazi-looted-art-restitution-panel.fittps://perma.cc/RRM6-S5R7

137 Many European countries have established an arbitration system to address involuntarily lost artworks
during the Nazi-eraSee, e.g.Riah Pryor,Art Arbitration Panel in The Hague Steps up a Gear to Tackle
Complex DisputeA$#N!(27'7!'$  (May 8, 2020) https://www.theartnewspaper.com/2020/05/08/art-arbi
tration-panel-in-the-hague-steps-up-a-gear-to-tackle-complex-diginites://perma.cc/4YRV-JQ48
Laura Gilbert,New Tribunal Aims to Provide Expertise and Impartiality for Art Dispue$# N!(27'7!$
(May 7, 2018) https://www.theartnewspaper.com/2018/05/07/new-tribunal-aims-to-provide-expertise-
and-impartiality-for-art-disputefhttps://perma.cc/5SFKU-R8$%Florian Schidt-GabainThe New Swiss
Committee for Cultural Heritage with a Burdened Pas$#L'(8!$ A22&+*#!1(A73$ 9, ,-,0 ), https://ww
w.artlawyersassociation.com/post/the-new-swiss-committee-for-cultural-heritage-with-a-burdened-past
[https://perma.cc/CI5J-VEIN
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https://www.legifrance.gouv.fr/jorf/article_jo/JORFARTI000047874542
https://www.legifrance.gouv.fr/jorf/article_jo/JORFARTI000047874542
https://www.legifrance.gouv.fr/jorf/article_jo/JORFARTI000047874542
https://www.legifrance.gouv.fr/jorf/article_jo/JORFARTI000047874542
https://perma.cc/AAV9-REV7
https://www.standrewslawreview.com/post/the-legality-of-stolen-cultural-property-reparation-a-case-study-of-france-s-new-heritage-code
https://www.standrewslawreview.com/post/the-legality-of-stolen-cultural-property-reparation-a-case-study-of-france-s-new-heritage-code
https://www.standrewslawreview.com/post/the-legality-of-stolen-cultural-property-reparation-a-case-study-of-france-s-new-heritage-code
https://perma.cc/X8DQ-PYN6
https://ial.uk.com/german-advisory-commission/
https://ial.uk.com/german-advisory-commission/
https://perma.cc/37F6-Q6DR
https://www.fieldfisher.com/en/sectors/art-law/art-at-law/germany-announces-a-major-reform-of-the-process-resolving-nazi-looted-art
https://www.fieldfisher.com/en/sectors/art-law/art-at-law/germany-announces-a-major-reform-of-the-process-resolving-nazi-looted-art
https://perma.cc/7Y5A-9Y38
https://www.nytimes.com/2025/01/09/arts/germany-nazi-looted-art-restitution-panel.html
https://www.nytimes.com/2025/01/09/arts/germany-nazi-looted-art-restitution-panel.html
https://perma.cc/RRM6-S5R7
https://www.theartnewspaper.com/2020/05/08/art-arbitration-panel-in-the-hague-steps-up-a-gear-to-tackle-complex-disputes
https://www.theartnewspaper.com/2020/05/08/art-arbitration-panel-in-the-hague-steps-up-a-gear-to-tackle-complex-disputes
https://www.theartnewspaper.com/2020/05/08/art-arbitration-panel-in-the-hague-steps-up-a-gear-to-tackle-complex-disputes
https://www.theartnewspaper.com/2020/05/08/art-arbitration-panel-in-the-hague-steps-up-a-gear-to-tackle-complex-disputes
https://perma.cc/4YRV-JQZ8
https://www.theartnewspaper.com/2018/05/07/new-tribunal-aims-to-provide-expertise-and-impartiality-for-art-disputes
https://www.theartnewspaper.com/2018/05/07/new-tribunal-aims-to-provide-expertise-and-impartiality-for-art-disputes
https://www.theartnewspaper.com/2018/05/07/new-tribunal-aims-to-provide-expertise-and-impartiality-for-art-disputes
https://www.theartnewspaper.com/2018/05/07/new-tribunal-aims-to-provide-expertise-and-impartiality-for-art-disputes
https://perma.cc/5FKU-R8S9
https://www.artlawyersassociation.com/post/the-new-swiss-committee-for-cultural-heritage-with-a-burdened-past
https://www.artlawyersassociation.com/post/the-new-swiss-committee-for-cultural-heritage-with-a-burdened-past
https://www.artlawyersassociation.com/post/the-new-swiss-committee-for-cultural-heritage-with-a-burdened-past
https://www.artlawyersassociation.com/post/the-new-swiss-committee-for-cultural-heritage-with-a-burdened-past
https://perma.cc/CJ5J-VESN
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Many European laws have broader debnitions of Oinvoluntary lossO that
support restitution. For instance, the Netherlands assumes Oinvoluntary loss of
possession ... if the loss of possession occurred in the Netherlands after 10 May
1940, in Germany after 30 January 1933, or in Austria after 13 March 19380 for
private individuals belonging to a persecuted grétflf the claimant is the heir
of an art dealer belonging to a persecuted group, involuntary loss of an artwork
in the dealerOs inventory is assumed if there are supportive indications, including
Oinvoluntary sale,0 Osale in which a promise to deliver a passport or safe-conduct
formed part of the transaction,0 and Osale at a price signibcantly lower than the then
market value £3° Moreover, Oregardless of the capacity of the original owner and
regardless of the country and time of loss D provided it occurred after 30 January
1933 b involuntary loss of possession will also be deemed to have occurred if the
involuntariness is duciently plausible, for example because the original owner
needed the proceeds to bPnance his escape from the Nazi régthBeause of
the broad debnition, the Dutch Restitution Committee has ordered returns in cases
that would not have been possible in New Yofk.

France similarly has restituted artworks in cases that would not have prevailed
in New York. Although French law does ndt er a debnition of Oinvoluntary loss,O
CIVS president Michel Jeannoutot has claribed that O[e]ven if a painting was paid
for at a normal, market price, if the motive of the sale is to escape anti-Semitic
persecution, we consider it an item which should be restituted, because itOs a forced
sale.&2 CIVSOs decisions have been in accordance with MeannoutotOs statement.

138 g i#g%e&™ (1 )'( *+! Y%(-(,-., [+ (+H+0"(/+( , Vereiste van onvrijwillig bezitsverlies
[Assessment Framework3.1] (2021),https://zoek.b cielebekendmakingen.nl/stcrt-2021-20304.html
[https://perma.cc/ZF88-NM@Bsee alsorhe NetherlandsO Restitution Po@@&0!&™0 H+-I"1+
ALl+($2 %3 *+N+I*+'0"(/# , https://english.cultureelerfgoed.nl/topics/c/cultural-goods-ww2-1933-
1945/restitution-policy-in-the-netherlanfigtps://perma.cc/NY9R-MXME

139 Assessment Framewos3.2.

1401d. 0 3.3.

141 Hickley, supra note 132 (OThe Dutch Restitutions Committee, the Prussian Cultural Heritage
Foundation in Berlin, the Museum Ludwig in Cologne, and the city of Basel all concluded that GlaserOs
collection was sold because of Nazi persecution and agreed to return or compensate for the artworks in their
collections. However, American museums, such as the Metropolitan Museum of Art and the Museum of
Fine Arts, Boston, repeatedly rejected GlaserOs heirsO claims, even though the artworks were sold in the same
auctions.O).

142 Devorah LauterFranceOs New Restitution Law for Nazi-Looted Art Reveals the CountryOs Inconsistent
E! orts in Dealing with Its Complicated PasARTN+4# (Oct. 9, 2023) https://www.artnews.com/art-
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https://english.cultureelerfgoed.nl/topics/c/cultural-goods-ww2-1933-1945/restitution-policy-in-the-netherlands
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In 2021, CIVS ordered the restitution of a Gustav Klimt painting to the heirs of its
original owner, who was forced to sell the painting to survive the persectftion.

However, it is important to note a signibcant distinction between European
jurisdictions and New York, as well as other U.S. jurisdictions. Most publicly
available restitution cases in Europe are handled by dedicated government
entities, and the claimant-friendly laws and cases all focus on artworks in public
collections** For instance, French restitution laws are designed surrounding
Musees Nationaux Bcumeration (MNR), a database of approximately 2,200
artworks recovered and returned from Germany after WMADue to the lack
of provenance records, these artworks are currently entrusted to the care of
the national museums of Frant®.In other words, these works are currently
Oownerless.O The same distinction between public and private current possessor
also exists in the Netherlands. Under Dutch law, a private current possessor can
raise amarket overtdefense upon showing good-faith acquisition, the State
(i.e.,the owner of public collections) is barred from raising the deféfié&V/hen
the disputed work belongs to a public collection, there is no risk of harming an

news/news/new-french-restitution-law-nazi-looted-art-complicated-history-123468 11t 3¢:
/lperma.cc/6HIX-6VXY.

143 seeCReturn of a Work Looted by the Na@#1!" ## §0%"&, https://www.musee-orsay.fr/en/ar
ticles/return-work-looted-nazis-19781bttps://perma.cc/3BNH-ZS7Alast visited Nov. 19, 2025);
Aurelian Breedenkrance to Return Klimt Painting to Rightful Heirs After Nazi-Era S3NeY. T()#" (Mar.

15, 2021),https://www.nytimes.com/2021/03/15/arts/design/france-klimt-painting-restitution.htmil
[https://perma.cc/LM27-NUWK Note that the original owner sold it for Ofar below market price.O

144 Many private disputes in Europe are resolved through arbitration. However, these proceedings are
usually conbdential, and information is not publicly available. The paper does not discuss these cases because
it cannot fairly evaluate their!ectiveness or compare their assessment framework with the New York
framework.

145 (Biens Musges Nationaux &uperation (MNR)OM (*("+#%# $# ,&C!, +1%# , https://www.culture.go
uv.fr/nous-connaitre/organisation-du-ministere/le-secretariat-general/mission-de-recherche-et-de-
restitution-des-biens-culturels-spolies-entre-1933-et-1945/biens-musees-nationaux-recuperation-mnr
[https://perma.cc/4V8Y-RCT](last visited Nov. 19, 2025). For instance, 2023 reform only concerns
artworks in public collectionSeeL-(* j ./.0 -12/, https://www.legifrance.gouv.fr/jorf/articl®/JORFAR
T1000047874542https://perma.cc/AAV9-REV[?

146 (Biens Musges Nationaux &uperation (MNR)Osupranote145,

147 SH8&+"3-1%&*+ 4&* SH+K-*(*6%(76 $#HYN#$#%,&*$#* supranote 138 at 7 (OCurrent owners
can invoke acquisition in good faith. However, governments have a signibcant responsibility to redress
injustice, regardless of the method and circumstances of the acquisition. An appeal to good faith by the
State is inconsistent with the pursuit of redress. Therefore, the State will never invoke good faith in the
acquisition process. The decision does not preclude local governments from invoking good faith. It is up to
local governments to decide whether to invoke acquisition in good faith.0).
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innocent good-faith purchaser. In contrast, most cases in the U.S. are brought
against a private party (i.e., non-government entitié$) rigorous adversarial
process is needed to avoid harming the innocent.

Consequently, these European precedents are fundamentally incompatible
with the reality of the U.S. landscape. European restitution frameworks are largely
designed to address works in public collections that were directly acquired through
looting or duress by the Nazis. In contrast, private American defendants are
typically good-faith purchasers who neither participated in the atrocities nor
exploited the victimsO circumstances. The U.S. government was not a perpetrator
of the Holocaust and never obtained artworks through antisemetic conbscation.
Therefore, the European model involving a specialized state restitution tribunal for
claims against a government-owned collection is inapplicable to the U.S. Ifa U.S.
public institution possesses a work with a defective titleNfor instance, acquired
from an illicit dealerNthe claimant may simply pursue a standard civil action under
existing legal framework&?*®

Notably, European jurisdictions have considered the public interest in
accessing art as a factor in determining whether to return a disputed'®ork.
As a result, the outcome does not always favor the claimants. For instance,
the Restitutions Committee of the Netherlands rejected the application to return
a Wassily Kandinsky painting despite Pnding that the loss was not proven to
be OvoluntaryO or not linked to the Nazi reglffeThe current possessor, the
Amsterdam City Council, argued that Othe work has important art historical value

148 Although museums such as The Met or The Guggenheim serve a public purpose and receive government
funding, they are private non-probt organizations and should be distinguished from the national museums in
the French example and the State in the Dutch example.

149 catherine HickleyWhat Constitutes Art Sales Under Duress? A Dispute Reignites the Qugstién
TI"#$ (Mar. 15, 2021) (Gary Timterow, the director of the Museums of Fine Arts, Houston, responded to the
discrepancy between the American and European approaches to Holocaust-related art restitution: Oa private
American institution ... is not bound by the same moral criteria as the German government .... European
governments which participated in the atrocities against the Jews Haseedt standards . ... The museum,
by contrast, is guided by centuries of property law.0).

150 See, e.g. Tabitha Oost,From OLeader to PariahO? On the Dutch Restitutions Committee and
the inclusion of the public interest in assessing Nazi-spoliated art claitt€) J. Q&)*  P)+, .
2021;28(1):55-85.

151 OBinding Opinion Regarding Painting with Houses by Wassily KandinBiH&! & (& !+65""1 & &##,

(Oct. 22, 2018)https://www.restitutiecommissie.nl/en/recommendation/bild-mit-hausern-by-wassily-
kandinsky/[https://perma.cc/2XU8-K906
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and is an essential link in the limited overview of KandinskyOs work in the
[Stedelijk] MuseumOs collectiofP€Finding that the applicants have insaiently
contested the City CouncilOs point, the Committee ruled that the interest in
restitution does not outweigh the public interest in retaining the work in the
Stedelijk Museunt>3

\Y;
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A recent decision from the Criminal Term of the Supreme Court of New
York 0" ered an important development for Holocaust-related art restittion.
The Antiquity Tracking Unit (OATUQ) of the Manhattan District AttorneylOseO
(ODANYO) brought a case against the Art Institute of Chicago (OAICO) for criminal
possession of stolen property and conspiracy to launder stoléR®afhe case
involves an Egon Schiele paintingussian War Prisonevhich once belonged to
the collection of the Austrian cabaret artist Fritz@baum°® Finding that Othere
IS no documentary evidence whatsoever thatwbaum dispossessed himself
of any of his Schiele artworks;& the criminal court granted the prosecutionOs
application for a turnover order and ordered that the drawing be relinquished to the
heirs of Genbaumt°8

The case also developed new factual Pndings Ritétv. Nagythe Geinbaum
heirsO brst attempt to recover the Schiele collection. In AICOs Memorandum of Law
in Opposition to the PeopleOs Application for Turnover Over, the museum included
new bndings and research by the Austrian government, which supported the theory
that GenbaumOs Schiele collection was never seized by the Nazis, and remained
in the possession and disposal of the fartiDepending on the court or juryOs

152 Id
153 Id

154 See generally Art Inst. of ChN.Y.S.3d 816 (Crim. Term 2025).

155 1d. at *34.

156 1d. at *1.

1571d. at *2.

158 |d. at *38. The court ordered return in a civil forfeiture proceeding.

159 RespOtOs Mem. OppOn to Appl. For Turnover Order HOPZ 3 artlawpodcast.com/wp-content/uplo
ads/2025/07/The-Art-Institute-of-Chicago-Response-Filing-Part- [igtis://perma.cc/7Z24S-S2QW
https://artlawpodcast.com/wp-content/uploads/2025/07/The-Art-Institute-of-Chicago-Response-Filing-
Part-2.pdf[https://perma.cc/RBL7-28CK
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Pnding of the theoryOs truthfulness, this fact could legitimize all the subsequent
sales of GanbaumOs Schiele paintings.

ATUOs intervention is signibcant in several respects. First, this marks the
UnitOs initial entry into the realm of Holocaust-related art restitution. Outside the
present case, the ATU has primarily focused on investigating and prosecuting
illegally excavated antiquities smuggled into the U.S. markets, with most recovered
works slated for repatriation to their countries of orig®d.The Genbaum case
thus presents a rare instance in which the Unit restitutes recovered artworks to a
private party rather than to a state government.

Second and relatedly, ATU ectively adopts the European approach where
the government handles restitution claims on behalf of the victimsO heirs. This
alleviates the litigation cost on the heirs, and provides them with a second chance
to pursue recovery in addition to bringing the civil claims on their own. By taking
on the Genbaum case, the New York City government assumes responsibility in
restoring the injustice that happened in heatient place and time.

Lastly, the ATUOs theory of the case helped overcome the procedural barriers
in a civil litigation. The title dispute oveRussian War Prisonewas originally
litigated as a civil case in the Southern District of New York. The district court
dismissed the plairtiOs claims for replevin and conversion on the grounds that
the statute of limitations had expired in 2009Nthree years after AIC refused the
plaintil Os demand to return in 2088.The HEAR Act also did not revive the

160 see, e.g..A. Bragg Announces Return Of Nine Antiquities To Poland And,@ily'#$$!"  D%&$
ASRO @ () : P+&8&R+,+1&+&(Oct. 22, 2025)https://manhattanda.org/d-a-bragg-announces-return-of-
nine-antiquities-to-poland-and-italjfttps:/perma.cc/PB44-3UQYOD.A. Bragg Announces Return Of
Two Paintings To Peru@!"#!$$!"  D%&B$O @ () : P*+&8R+,+!&+&(Feb. 16, 2024)https://manhatta
nda.org/d-a-bragg-announces-return-of-two-paintings-to-jattps://perma.cc/NKH3-QYB4 OD.A.

Bragg Returns Two 7th Century Antiquities to Chin¥JO#1$$!" D%&RSD & () : P+&&R+,+1&+&
(May 9, 2023),https://manhattanda.org/d-a-bragg-returns-two-7th-century-antiquities-to-china/
[https://perma.cc/U4TD-4P§5

161 Reif v. Art Inst. of Chj.2024 US Dist LEXIS 34493, at 5 (S.D.N.Y. 2024) (OThe relevant New York law
isN.Y. C.P.L.R.a 202 which provides that, where a cause of action accrued outside New York, the shorter
of the statute of limitations of either New York or the state where the cause of action accrued must apply.
In this case, the cause of action accrued in lllinois, which has a bve-year statute of limitations. Thus, New
Yorkls shorter, three-year statute of limitations applies.O) (internal citation omitted).
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claims because Othe plairgiknew of their claims after 1999 and failed to bring
their claims during the three years that their claims were timé&g.0

By contrast, criminal possession of stolen property is considered a
Ocontinuous!anse.O For such enses, the statute of limitations only begins to
run when the bense terminates, not when it statté.Here, AIC continuously
possessedRussian War Prisonerwhich is still considered stolen property to
datel®4 The statute of limitations Ohad not even begun to toll until the artwork
was seized by this Court on September 12, 20%3The court further emphasized
that the recovery of stolen property is not constrained by the statute of limitations
even if it runs out®® Although an expired limitation period Omay provide relief
from prosecution for a thief, the lapsing of a criminal statute of limitations does
not clear title to a stolen item. The statute of limitations applies to the person, not
the property.&’

Similarly, the conspiracy charge is also deemed as a continuirense
because the Oconsistent failure to investiBatgsian War Prisonés provenance
ples in the face of art industry standardsO demonstrates a Ocommunity of purpose
amongst the co-conspirators that sustains the theory of a continuing conspiracy
beginning when Russian War Prisoner was taken by the Nazis and continuing
until the present dayt¥ The criminal court explicitly addressed the discrepancies
between the civil and criminal determination of statute of limitations and concluded
that Oany argument to impose a civil statute of limitations upon this application [for
a turnover order] is unavailing:&

16219, at 5.
163 Matter of Art Inst. of Chicagp2025 NY Slip Op 50617(U) at 31.

164 |d. at 32.
165 Id.

166 Id

1671d. at 32.
168 |

169 |, at 33.
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Although controversial/® ATUOs intervention has been provereetive
so far. The G#inbaum heirs have recovered eleven Schiele drawings from their
possessors with the help of ATUL AIC is the only remaining possessor resisting
restitution and has bled an appeal regarding the seiziReisdian War Prisoner

Vv
MI"#$% 1&1(% 1)* %+$ R,-$.,/ A"%M!"#$% C,).%0%1$)%.

The New York restitution cases, discussed in the previous sections, have
profoundly reshaped the practices in the art market. Since thel 188 decision,
the market has become increasingly aware and mindful of the historical background
and legal issues behind Holocaust-related art loss. The law has in many ways
changed the industry norms. For instance, Menzel v. Listcourt specibcally
rejected Klaus PerlsO argument that he complied with the art trade customs
when he bought the painting from a reputable Parisian gallery without inquiring
whether the gallery had good titlé2 The court recognized that Perls might have
accurately described the secretive customary practice in the art trade, but a dealerOs
compliance with customs trumped neither the rule of property law nor the dealerOs
implied warranty to the buyér’® The Menzelcase éectively heightened the
standard for acceptable due diligence in the art trade and compelled a change in
industry norms.

170 seg, e.g.Thomas Kline, ONew York Court Validates District Attorise§eizure of Schiele Work from
Art Institute of Chicago,@!" L#$%&!" A" @ (Jun. 27, 2025https://www.artlawyersassociation.com/po
st/new-york-court-validates-district-attorney-s-seizure-of-schiele-work-from-art-institute-of-chicago
[https://perma.cc/7ZHL-43H{criticized that the ATU improperly intrudes into the civil-law domain
despite operating within the criminal justice system, and that the Unit has abused its authority to Ocoax
or coerce agreements with museums and private collectors across the U.S. to turn over objects of cultural
property.O).

171 seeOD.A. Bragg: Eleventh Piece Of Nazi-Looted Art Returned To Relatives Of Frimb@um,O
DANY P!&" R&)&#'&' (July 26, 2024https://manhattanda.org/d-a-bragg-eleventh-piece-of-nazi-
looted-art-returned-to-relatives-of-fritz-grunbauphttps://perma.cc/U37A-Y76)Y

172 seeMenzel v. List, 49 Misc. 2d 300, 303 (Sup. Ct. NY1966) (OPerls testiped that he bought the painting
in July 1955 from Galerie Art Moderne in Paris 82,800 in French francs. He further stated that title was
not warranted in writing or orally to third-party defendants; that Galerie Art Moderne is one of the leading,
most representative, reputable galleries in Paris, as is Perls Galleries in New York; and amongst such galleries
the d er of sale of any painting is in and of itself, in the custom of the trade as between galleries, warranty of
title. Art galleries of such standing assume, without the necessity of inquiry, thatearobsale constitutes
a representation of authenticity and good title.O).

173 See id. see alsdeMott, supranote119, at 620.
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Additionally, the establishment of Art Lost Registry (OALRO), a centralized
database of potential claims of unlawfully lost artworks, has fundamentally altered
the dynamics in the art market. The ALR was founded in 1990 by a group
of major auction houses, art dealers, and specialist insurers in response to the
rise of stolen art title disputes and scandals in the 19803 he foundation
of ALR aims to prevent the Ocirculation of stolen art and antiques in the open
market and encourage the amicable resolution of disputed titles with original
owners or their insurerss® With the advent of this centralized registry, the
trade is no longer an exclusive domain where information is shared only among
insiders. Any potential claimant or a prospective buyer can register or look up the
provenance issues of an artwdr®. ALR searches provide a much cheaper and
faster means of conducting due diligence than prior methods. Before, one must
commission a professional provenance researcher to access historical records and
other professional platform<€/ Because more and more potential claimants and
researchers have registered with the database, ALR search has been incorporated
into the standard art market due diligence process as a minimum requirefhent.

As perhaps the most important art market and cultural center, New YorkOs
legal framework hects not only parties within its geographical boundaries. For
instance, particularly in the high-end art market, buyers from around the world
Bock to New York. Art collectors and investors outside of New York and the U.S.
often seek to exhibit their collections in the City to enhance the value of their works
and, ultimately, sell them in New YorkNthe market with the most well-capitalized
buyers, constantly setting record-breaking prit@s he evolving legal framework
in New York d ects the norms and decisions of all constituents in the global art
market.

174 Klerman and Shortlandupranote34, at 230.

175 |d.

176 |d. Moreover, the ALR also represents victimsO heirs in locating lost works and negotiating their return,
typically on a contingent-fee basiSee id.(OThird, if the ALR locates a missing object and the registrant
recovers the registered work themselves, the registrant is contractually required to pay the ALR a location
fee equal to a small percentage of the workOs value (usually 5%). Fourth, for a somewhat larger percentage
(usually 10% but negotiable on high-value art) the ALR will negotiate and/or litigate on behalf of a registrant
either for the return of the stolen object or for monetary compensation in return for removing the object from
the database.O).

177 Klerman & Shortlandsupranote34, at 234.

178 |d, at 233.

179 see idat 226D29, for more detailed discussion on the globateof New York art market and law.
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The following subsections outline how the pre-amendment New York
framework has aected the behavior of derent types of art market participants,
including private collectors, art dealers, auction houses, and museums. The
discussion bPnds that in practice, buyers are exposed to signibcant risks, whereas
dealers and auction houses, as seasoned repeat players and gatekeepers of
information, often bPnd ways to insulate themselves from risks of subsequent title
disputes.

A. Private Collectors

Because New York does not recognize good-faith purchaser defense, a private
collector cannot protect themself from title disputes if a piece in their collection
later turns out to have tainted provenance, even if the collector exercised due
diligence at purchase. Nonetheless, there are several ways that a collector can
mitigate the risk of potential litigation: provenance and lost art registry research,
implied and expressed warranties, and insurdfiee.

1. Provenance and Lost Art Registry

Before purchasing a piece of work, a collector should perform provenance
research to determine the risk to the purchase. Although professional provenance
research might be too time consuming, lost art registries, with the most well-known
one being ALR, are useful and convenient resources for collectors to attain basic
knowledge of the risk associated with their purchases. Although passing a registry
search does not guarantee a good title, the registries help s¢reegomd amount
of works with tainted history.

2. Implied and Express Warranties

As discussed above in Part 11.D, a buyer of a work with problematic title can
seek damages from the seller for breach of implied warranty of title under 3&.C.
However, there are several obstacles in a good-faith purchaseOs way for successfully
establishing a breach of implied warranty claim.

The brst obstacle is the statute of limitations. Under U.C.C., the statute of
limitations of a breach of warranty claim is four yeaf$,and this period cannot

180 see generally.azerow,supranote20.
181 See supranote121; Lazerow,supranote20, at 216D217.
182 g5ee U.C.Cr 2-725; N.Y. U.C.Cr 2-725 (2024).
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be extended by the parties through contf&@tHowever, most title issues are
only discovered long after the purchd$é,and almost always past the four-year
limitation period!8® Second, because artworks are highly volatile assets, the value
of a piece of work at the purchase and at the time that a title dispute arises might
vary drastically. Therefore, collectors likely will not be able to recover the fair
market value of the work at the time they lose the work in a title disptfién

other words, even if a good-faith purchaser gets compensated through breach of
warranty, they can still duer economic injury from the loss of the probt they would
have collected between their purchase and the time of dispute.

An express warranty can cure some of the uncertainties of implied warranty
of title, but usually not to the collectorOs advantage. For example, the parties could
include an express warranty that provides a future promise to compensate the buyer
at the workOs fair market value at the time the buyer loses the work due to a title
dispute. Yet, such a clause imposes high transactional cost and is unlikely to be
agreed upon by sellet§’ In addition, a seller may use an express warranty to
disclaim their responsibility for any potential title disputes. U.C.C. permits a seller
to preclude such a warranty of merchantability claim by informing the buyer Othat
the person selling does not claim title in himself or that he is purporting to sell only
such right or title as he or a third person may ha\#.@rt dealers and auction
houses often adopt this approaéf.

There are other complications that will @ct the viability of a breach of
warranty claim. To begin with, both implied and express warranties are vulnerable
to the bankruptcy of the sellé?? At the time a collector loses title to an artwork

183 |d. This rule applies to both implied and express warranty.

184 See, e.g.Doss, Inc. v. ChristieOs, Inc., 2009 U.S. Dist. LEXIS 88882 (S.D.N.Y. 2009) (OAccording to
N.Y. U.C.C.u 2-725 (Statute of Limitations in Contracts for Sale) a claim for breach of warranty must be
commenced within four years of tender of delivery of the goods.O). Note that the statute of limitation claim
was not raised in Menzel, Operhaps because the case predated New YorkOs adoption of theSge@l€).0
DeMott, supranote119

185 |_azerowsupranote20, at 216 (The author claimed that he O[has] found no case in which a purchaser of
art that was allegedly stolen during the Holocaust discovered that possibility within four years of purchase.O).

18619, at 217.

187 |d.

188 y.C.C.n 2-312(2).

189 geeinfra Part V.A.

190 |_azerow,supranote20, at 215.
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to its rightful owner, the seller may simply no longer be in busirt@$sloreover,
enforcing the rights under express or implied warranties will require the collectors
unreimbursable legal fees, even if they prev&lLastly, it is not uncommon for
collectors to buy from foreign sellef$3 The international and multi-jurisdictional
aspect further complicates the cd&é.

3. Insurance

In general, insurance does not cover the loss of artwork due to someone elseOs
superior title!®> Moreover, as noted in thReif v. Nagyopinion, if a title dispute
doestake place, the court deems insurance as an unfavorable factor to the purchaser,
because it suggests bad-faith or opportunistic behaV#8rs.

4. What Happens if a Title Dispute Arises

When a potential title issue arises, the collector will face tremenddusLdiy
selling the work in major marketS’ Reputable auction houses would withdraw a

191 DeMott, supranote119, at 621.

192 |_azerow,supranote20, at 217.

193 4.

194t is worth noting that the Holocaust Claims Processinga®@ (OHCPOO) of the New York State
Banking Department helps connect U.S. claimants with European jurisdictions. Originally established to
assist Holocaust victims in reclaiming deposits from Swiss banks, the HCPO now also assists claimants in
recovering unlawfully lost artworks that remained in Europe. Most of the artworks recovered by HCPO,
unlike the ones in lawsuits, are of modest Pnancial value but of great emotional and/or spiritual meaning to
the original ownerSeeHolocaust Claims Process, N.Y. DepOt of Fin. Sghttps://www.dfs.ny.gov/consu
mers/holocaustlaims[https://perma.cc/EXF2-LKVD

195 |_azerow,supranote 20, at 217D18. In addition, the author discussed that although it is possible to
insure a piece of work against loss due to title dispute, the insurance is expensive and dbes st cient
reimbursement for the collectorOs loss. Olt is now possible to buy ownership insurance from at least one
company, but it is not cheap. The one-time premium varies from 1.75% to 6.75% of the amount insured if
the company is willing to insure you. The face amount does not change with inRation.O See also DeMott at
626 (OOne insurer, Aris Title Insur Co., has been selling art-title insurance since 2006. ... Aris has sold only
around a thousand policies [between 2006 and 2012], however. Art title insurance has not displaced custom
transactional practice, through which dealers and auction houses rely, as discussed above, on ¢onsignors
warranties.O).

196 Reif v. Nagy175 A.D.3d 107N.Y. App. Div. 2019).

197 Klerman and Shortlandupranote34, at 234.


https://www.dfs.ny.gov/consumers/holocaust_claims
https://www.dfs.ny.gov/consumers/holocaust_claims
https://perma.cc/EXF2-LKVD
https://plus.lexis.com/api/document/collection/cases/id/5WHS-VWP1-DY33-B3M3-00000-00?page=129&reporter=3325&cite=175%20A.D.3d%20107&context=1530671
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piece found to have tainted provenarté®and sophisticated buyers would tend to
avoid risking their money and reputation on the work.

The changes in norms and attitudes in the art trade and in the society at
large have encouraged current possessors of works with tainted history to make
settlements with original ownet$? The aforementioned Fritz @nbaum Schiele
Collection illustrates this trend: eleven out of the twelve works that the heirs
of Granbaum demanded were returned voluntarily by their posse¥¥b@&ne
reason for current possessors to compromise is to avoid the time- and money-
consuming litigation thatloers no guarantee of a favorable ruling. Various cases
have shown that current owners can mitigate their economic losses by settling
with claimants. For instance, the Allentown Art Museum and the heirs of Henry
and Hertha Bromberg, the original owners of the painttogtrait of George the
Bearded, Duke of Saxomywho Red Germany in 1938, agreed to sell the painting
at ChristieOs and share the proceeds of the auctiofP$aleis model has become
a customary practice. The ALR, which alsbears services to negotiate on behalf
of the claimants once a lost artwork is found, usually resolves title disputes with
private collectors by suggesting sharing the sale proceeds between the current
possessor and the claimar$s.

Another consideration is the risk of reputational harm, especially in cases
involving famous artworks and celebrity collectors. The case of Marilynn Alsdorf
o! ers a great example. Known as Othe queen of the Chicago arts community,0
Alsdorf initially intended to defend her ownership of Picasstbsme en Blanc
when faced with a lawsuit alleging that the work had been stolen by the Nazis and
challenging her good titlé?® However, due to the prominent status of both the
painting and herself, the case drew extensive domestic and international attention,
with media coverage encompassing her acquisition history and the FBIOs seizure of

198 |d, (OReputable auction houses tend to immediately withdraw artworks if the ALR highlights a concern
and only proceed with a sale after its resolution. This puts pressure on possessors to settle even when legal
claims are weak or debatable.O).

199 See generally idat 235D241.

200 See supranote171

201 Graham BowleyMuseum to Part with Cranach Portrait Sold as Owner Fled the Nagiy. TI"#$
(Aug. 26, 2024)https://www.nytimes.com/2024/08/26/arts/design/cranach-portrait-nazis-allentown-
museum.htm[https://perma.cc/3DXB-CDZS

202 Klerman and Shortlandupranote34, at 234.

20319, at 235.


https://www.nytimes.com/2024/08/26/arts/design/cranach-portrait-nazis-allentown-museum.html
https://www.nytimes.com/2024/08/26/arts/design/cranach-portrait-nazis-allentown-museum.html
https://www.nytimes.com/2024/08/26/arts/design/cranach-portrait-nazis-allentown-museum.html
https://www.nytimes.com/2024/08/26/arts/design/cranach-portrait-nazis-allentown-museum.html
https://perma.cc/3DXB-CDZS
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the painting at her apartmefft* Facing mounting negative publicity and seeking

to protect her standing as a Ogenerous philanthropist and discerning and scrupulous
art collector,0 Alsdorf ultimately abandoned her defense despite her conbdence in
the validity of her title??> She eventually settled with the heir of the original owner

for $6.5 million, the market value of the paintirfg®

Ultimately, the New York legal framework! ers limited recourse to a good-
faith purchaser once a rightful owner establishes title. Collectors can control the
risk of title dispute through rigorous pre-purchase due diligence and, when claims
arise, mitigate the economic loss by pursuing 3exible private settlements rather
than litigation.

B. ArtDealers

Art dealers serve as the primary gatekeepers of information in the art trade,
functioning as the critical Olock and sluiceO that controls the Row of artworks,
legitimate and illegitimate, into the open mark8f As intermediaries, they create
a bu er between buyers and sellers who often remain anonyRf8udealers
are also often the most knowledgeable participants in this opaque system: they
leverage specialized expertise and exclusive connections to access information
unavailable to outsiders, while shaping the terms of the®4lerestigious dealers
have immense bargaining power in deals, and the buyers often have to blindly rely
on the dealer in order to proceétf

204 Id
205 Id

206 Martha Lufkin, $6.5 Million Settlement to Heir for Stolen Picassdl" N#$%& &#!(Sept. 1, 2025),
https://www.theartnewspaper.com/2005/09/01/dollar65-million-settlement-to-heir-for-stolen-picasso
[https://perma.cc/LA34-4TDE

207 DeMott, supranote119, at 623 (OAn actor performing a OlockO function deals with illegitimate as well
as legitimate actors, and by operating the lock enables an object, like a ship, to pass OupwardO as water enters

the closed lock, emerging at a higher level of value and market reputability.O).
208 Id.

209 Id

210 seeMenzel v. Listsupranote 172, at *303. Even after thélenzeldecision, art dealers continue to
dominate the trade. The legal battle between the Russian Oligarch Dmitry Rybolovlev and the Swiss art dealer
Yves Bouvier illustrate the enormous bargaining power a dealer has in the often opaque art tranSasions.
Vincent Noce Dmitry Rybolovliev and Yves Bouvier Settle Nine-Year Legal Felid N#$%& &#!(Dec. 8,
2023),https://www.theartnewspaper.com/2023/12/08/dmitry-rybolovlev-and-yves-bouvier-settle-nine-
year-feudhttps://perma.cc/R3AT-FHKX ORybolovlev, who is the owner of the Monaco football club, had
accused Bouvier of swindling him out bfL..1bn from the 2bn sale of 38 works of art between 2003 and


https://www.theartnewspaper.com/2005/09/01/dollar65-million-settlement-to-heir-for-stolen-picasso
https://www.theartnewspaper.com/2005/09/01/dollar65-million-settlement-to-heir-for-stolen-picasso
https://perma.cc/LA34-4TDE
https://www.theartnewspaper.com/2023/12/08/dmitry-rybolovlev-and-yves-bouvier-settle-nine-year-feud
https://www.theartnewspaper.com/2023/12/08/dmitry-rybolovlev-and-yves-bouvier-settle-nine-year-feud
https://www.theartnewspaper.com/2023/12/08/dmitry-rybolovlev-and-yves-bouvier-settle-nine-year-feud
https://www.theartnewspaper.com/2023/12/08/dmitry-rybolovlev-and-yves-bouvier-settle-nine-year-feud
https://perma.cc/R3AT-FHKX
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Because of their critical role in the art market, the New York courts hold art
dealers to a higher standard. Instead of simply performing the duty to facilitate
sales between parties, they are legally bound to ask the hard questions about
the legitimacy of a sellerOs title and reject pieces that raise red?¥éagew
York courts re& rmed theMenzeldictum on the insu ciency of dealerOs trade
customs on various occasions. In a later case, the Appellate Division found that a
dealer demonstrated bad faith for failing to inquire into a sellerOs good title while
purporting to act as the sellerOs agéfeven though the failure to inquire was
consistent with the trade customs.

In theory and by default, art dealers are held liable for any title defects
when selling to a good-faith purchaser. However, as noted previously, a dealer
can disclaim the implied warranty of title if they use specibc language indicating
that they are selling only the rights they or the consignor possesses. In such cases,
the dealer is absolved of liability, and the risk of a title defect shifts back to the
purchaser.

C. Auction Houses

Unlike art dealers who facilitate private sales, auction houses are more
transparent forums focusing on public sal&New York used to have special
regulations on auction houses that imposed mandatory warranty of title and
required them to reimburse the buyer if the title turns out to be defettfvehe
regulations were repealed in 2022 to stimulate the post-Covid ecofiSmgs a
result, auction houses have adopted the same strategy as art dealers. For example,
ChristieOs October 2023 Conditions of Sale provides:

2014. Bouvier has always denied any wrongdoing, claiming he acted as a dealer, free to set his own probt
margins, and not as an agent.O).

211 see supraote172(rejecting art dealer Klaus PerlsO defense that he complied with the art trade customs
assuming good title when he bought the disputed painting from a reputable Parisian gallery.).

212 seePorter v. Wertz, 416 N.Y.S.2d 254, 256, 259 (1st DepOt 1876421 N.E.2d 500 (N.Y. 1981).

213 DeMott, supranote119 at 624D25.

214 SeeN.Y.C., N.Y., Admin. Codez 2-124 (repealed 2022).

215 seeRules of the City of N.Ya 2-123 (repealed)attps://codelibrary.amlegal.com/codes/newy
orkcity/latest/NYCrules/0-0-0-1633fhttps://perma.cc/ES8J-DSENAnny Shaw,New York City
Removes Rules Governing Auction Houses in Bid to Stimulate Busikiessl#$%& &#!(May 4, 2022),
https://www.theartnewspaper.com/2022/05/04/new-york-city-removes-rules-governing-auction-houses-
in-bid-to-stimulate-businegttps://perma.cc/3XYF-Y6L6


https://codelibrary.amlegal.com/codes/newyorkcity/latest/NYCrules/0-0-0-16336
https://codelibrary.amlegal.com/codes/newyorkcity/latest/NYCrules/0-0-0-16336
https://codelibrary.amlegal.com/codes/newyorkcity/latest/NYCrules/0-0-0-16336
https://codelibrary.amlegal.com/codes/newyorkcity/latest/NYCrules/0-0-0-16336
https://perma.cc/ES8J-DS3N
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https://perma.cc/3XYF-Y6L6
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Except as set forth in paragraphs E1 [SellerOs Warranties] and E2
[Authenticity Warranties] above, neither the seller nor the ChristieOs
group makeany other warranty, express or implied, oral or writtemth
respect to the |ot16

In addition, auction houses require consignors to provide warranty oftitle.
Although consignment agreements are generally not publicly available and might
vary from consignor to consignor, auction houses usually include a section of
OsellerOs warrantiesO in their conditions of sale:

For each lot, the seller gives a warranty that the seller:

(a) is the owner of the lot or a joint owner of the lot acting with the permission
of the other co-owners or, if the seller is not the owner or a joint owner of the
lot, has the permission of the owner to sell the lot, or the right to do so in law;
and

(b) has the right to transfer ownership of the lot to the buyer without any
restrictions or claims by anyone el$&

Importantly, the conditions also limit the amount of damages the buyer can
recover if the warranty of title is breached:

(c) If either of the above warranties are incorrect, the sslel not have to pay
more than the purchase pri¢as debned in paragraph F1(a) bel@a)d by
you to us The seller will not be responsible to you for any reason for loss
of probts or business, expected savings, loss of opportunity or interest, costs,
damages, other damages or exper$es.

Free from the mandatory warranty and the obligation to reimburse, auction
houses insulate themselves from the risk of defective titles. Should a claim arise

216 ChristieOs New York Conditions of SaleE3 ONo Implied Warrantiesttps://share.google/YvX
OH6XDNYBRwelvZ [https://perma.cc/S5QM-GMZK see alscSothebyOs Retails Conditidmgps:
/lwww.sothebys.com/en/retail-terms-conditigh$tps://perma.cc/VEA9-F83PSothebyOs Private Sale
Conditions,https://www.sothebys.com/en/sothebys-private-sale-conditions-of-business-for-buyers
[https://perma.cc/NFA4-3NFHcontaining similar language).

217 seeDeMott, supranote 119, at 626.

218 ChristieOs New York Conditions of Sadepranote216, | E1.
219 Id.
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within the four-year statute of limitations, the buyer can seek remedy from the
consigner; once that period lapses, the risk falls squarely on the buyer.

D. Museums

Although both museums and private collectors have been involved in
restitution cases as defendants, the former play a more complicated role in the
art world. A key distinction is the museumOs public mandate: to provide access
to art, d er educational resources, and act as stewards of cultural hetffage.
Consequently, a museumOs response to New YorkOs evolving legal framework and
shifting societal attitudes is uniquely propelled and constrained by these competing
public obligations.

1. Association of Art Museum Directors (AAMD) and American Alliance of
Museums (AAM) Guidelines

Building on the Washington Principles and the Terezin Declaration, the
AAMD and AAM, two of the most inBuential museum associatiéfis have
established specibc guidelines to help member institutions operationalize these
goals. These guidelines assist museums in resolving claims by reconciling
the interests of claimants with the museumOs bduciary responsibilities to the
public 222 Emphasizing the role of museums as cultural and ethical stew#tds,

220 see e.g.All O #$ A%8BM'I()  D*%!, Professional Practices in Art Museuni2011 ed.)https:
/lcms.aamd.org/sites/default/files/document/Professional%20Practices%202011%20rev%Z0@d?.23
[https://perma.cc/2ZZM-262A

221 For instance, both the Met and Guggenheim Museum ‘afe@ged with both AAMD and AAM. The
Associations facilitate the circulation of artworks between member museums, usually through loaning, and
set guidelines that member museums have to follow. If a member museum fails to comply, the Associations
can impose sanctions, including requiring all other member museums td ccol@borations with the
sanctioned museum.

222 A1l O #$ A%&M'I()  D*%!, Report of the AAMD Task Force on the Spoliation of Art During the
Nazi/World War Il Era (1933D194%June 4, 1998)https://www.obs-trafPc.museum/sites/default/bles/r
essources/bles/AAMDeportspoliation.pdf[https://perma.cc/QB4B-WU J@accessed November 26,
2025);A) . A+£#SM'I()! , Unlawful Appropriation of Objects During the Nazi Efilov. 1999, amended
Apr. 2001) https://www.aam-us.org/programs/ethics-standards-and-professional-practices/unlawful-
appropriation-of-objects-during-the-nazi-efhttps://perma.cc/CVJ2-N6\4

223 see e.g.id. (OWhen faced with the possibility that an object in a museumOs custody might have been
unlawfully appropriated as part of the abhorrent practices of the Nazi regime, the museumOs responsibility to
practice ethical stewardship is paramountO; OTheir stewardship duties and their responsibilities to the public
they serve require that any decision to acquire, borrow, or dispose of objects be taken only after the completion
of appropriate steps and careful consideration.O).
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the guidelines mandate enhanced provenance research to ascertain clear title,
heightened due diligence for future acquisitions and I6&hand increased public
accessibility to museum record® In particular, both the AAMD and AAM
require members to alert the public upon discovering credible evidence of unlawful
appropriatior?2® Furthermore, to ensure equitable and appropriate outcomes, the
guidelines explicitly suggest that museums should be willing to waive available
legal defenses when facing valid claifts.

The Guidelines present a!dirent vision of the Opublic interestO served
by museums than the one articulated in the Dutch court deci$foRather
than focusing solely on public access to specibc works of art, the AAM and
AAMD position museums as ethical role models that help shape public sentiments
surrounding Holocaust-related art restitution. In this view, a museumOs function
derives not only from its collections, but also from its actions.

2. Loaning Art and Government Immunity

Museums rely on loans from collectors and other museums to ensure the
diversity and quality of their programs. Despite the broad reach of New York
courts??®both federal and New York local laws ard immunity to loaned objects,
and lenders should not be deterred from loaning their artworks to New York
museums for exhibition.

The federal Immunity from Judicial Seizure Statute provides that no state or
federal court or government in the U.S. shall seize any art or cultural property
imported from a foreign country for temporary custody of a U.S. cultural,
educational, or religious institution for related non-probt purgd8&he New

224 Museums can face litigation if a gift has gained tigee, e.g.Rosenberg v. Seattle Art Museuh24
F. Supp. 2d 1207 (9th Cir. 2000).

225 geeAll O#$ A%&AM'I()  D*%] supranote222 see alsdd) . A++ #$M'I()!  , supranote222

226 Id.

227 SeeA) . A+ #SM'I()! |, supranote220.

228 See supranote 150,

229 For instance, New York asserts jurisdiction oRerssian War Prisonewhich has been in the custody of
AIC in Chicago, because the drawing brieRRy passed through New York 70 yeaemgdexander Herman,
Why New York Can Be a Risky Place for Dealers and Museums to HQIA%&N(,!-.-(% (Sept. 4, 2025),
https://www.theartnewspaper.com/2025/09/04/why-new-york-can-be-a-risky-place-for-dealers-and-
museums-to-hold-afhttps://perma.cc/N6B5-DTG5

230 See22 U.S.Ca 2459.https://www.state.gov/immunity-from-judicial-seizure-statute-22-u-s-c-2459
[https://perma.cc/JUW9-L83H
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York Art and Cultural A airs Law extends protection for both international and
domestic non-New-York lenders, providing that O[n]o process of ... any kind of
seizure shall be served or levied upon any work of Pne artO that entered New York to
be held under the supervision of a museum, university, or other nonprobt institution
for the purpose of cultural, educational, or charitable purpé¥€Bhe government
immunity laws protect cultural exchanges and ensure the vitality of New YorkOs
cultural scene.

3. New York Labeling Law

In 2022, New York State enacted legislation requiring museums to display
placards acknowledging any artworks known to have been stolen during the Nazi
era232 This law reinforces the museumOs public function: beyond serving as a
cultural repository, museums also act as ethical stewards. By institutionalizing
these disclosures in the display rooms, the law enhances transparency, marking
a critical step toward ethical curation where historical injustices are openly
recognized.

E. Looking Forward: New Practices in the Art Market

In short, New YorkOs Holocaust-related restitution decisions have drawn the
marketOs attention to the issue of unlawful art loss and prompted practice changes
among market participants to address the complicated historical aftermath of Nazi
plundering. Besides the heightened market awareness itself being a meaningful
success, the framework has also urged the market to develop ultra-legal means to
repair the historical wrongs sered by the victims and their heirs.

At the same time, the market response presents a notable limitation of the
current New York framework: art dealers and auction houses possess the greatest
knowledge of a workOs provenance information, yet the current law allows these
key intermediaries to easily insulate themselves from liabilities, exposing innocent
good-faith purchasers to disproportionate risks. Therefore, regulation targeting
market intermediaries is needed to alleviate the risks and burdens of good-faith
purchasers.

231 NLY. Arts & Cult. Al . Law @ 12.03 (2024).
2825,117, 202192022 Leg., Reg. Sess. (N.Y. 2021).
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New York courts frequently note in their opinions that their decisions are
inBuenced by the recognition that ONew York enjoys a worldwide reputation as
a preeminent cultural centé®®and prompted by the interest of New York in
Opreventing the state from becoming a marketplace for stolen goddsd2ed,

New York has developed a framework that ensures justice for the victims without
unduly discouraging legitimate market activities. The framework has also spurred
changes in real world practices in the art market: having become increasingly
aware of the Holocaust-related title issues, the market has created more accessible
platforms for information exchange and more [Rexible means to resolve title
disputes.

However, there are two major drawbacks of the pre-amendment legal
framework. First, the current law and the market practice expose art buyers to
heavy burden and disproportionate risk. Not only are they expected to conduct
independent provenance research before purchasing a piece of art, since the dealers
and auction houses are proven to be unreliable sometimes, but they also will bear
the full risk of losing the piece without compensation if a claimant successfully
establishes their case. Imposing such burdens and risks can undermine the vitality
of the art market in the long ruf?°® The art trade Odepends upon a measure, in fact
in a high dosage, of security surrounding ... purchasersO acquisti®Bsi®to
the sheer volume of artworks unlawfully acquired during the Nazf&rbuyers
are highly likely to encounter them when collecting art. Resources such as ALR
are useful but not comprehensive, and most of the works in the market do not have
complete provenanc&® Given the power imbalance and information asymmetry

233 |_ubell, 569 N.E.2d at 431.

234 See, e.gBakalar v. Vavra2010 U.S. App. LEXIS 18343, *145 (2d Cir. 2010).

235 patricia Youngblood ReyharA Chaotic Palette: ConRict of Laws in Litigation between Original
Owners and Good-Faith Purchasers of Stolen, Mit'# L. J.955, 1028 (2001).

236 1.

237 seePollock,supranote2 (noting that Nazi forces plundered more than 150,000 artworks from Western
Europe and more than 500,000 from Eastern Europe).

238 See, e.gProvenance and Collections ReseaR#%6& #()&U&Y%*AS( M!+#!, , https://artmuseum.pr
inceton.edu/art/our-collections/provenance-and-collections-resgatph://perma.cc/8BVF-BHHRFOlt
can be di cultto determine the complete provenance of many works of art. Objects are often bought and sold
anonymously before arriving at a museum; past owners may die without disclosing where they obtained the
works in their collections; dealers do not always make known the sources of their holdings; and the records


https://artmuseum.princeton.edu/art/our-collections/provenance-and-collections-research
https://artmuseum.princeton.edu/art/our-collections/provenance-and-collections-research
https://artmuseum.princeton.edu/art/our-collections/provenance-and-collections-research
https://artmuseum.princeton.edu/art/our-collections/provenance-and-collections-research
https://perma.cc/8BVF-BHHG
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between buyers and intermediaries, it is inequitable to place the burden and risk
solely on the former. Over time, the current framework may produce a chilling
el ect on collecting. The 2025 amendment will likely exacerbate this trend by
removing time-based defense for current possessors.

Moreover, uncertainties incentivize owners to keep the artworks out of the
public sight. Despite the immunity laws, owners might still hesitate to loan their
collections for exhibition because of potential reputational dam?Because
immunity laws do not extend to for-probt activiti&® uncertainties can drive the
art market to rely more on private safs.A shift towards the private realm will
make it even more Hicult for the victims and their heirs to locate their lost 1.

To better protect the interests of good-faith art collectors, the legislature
should enact regulations targeting intermediaries in the art market. For one, New
York should reinstate the mandatory warranty of title for auction sales and require
auction houses to reimburse buyers where title proves defééfive.

Second, the New York courtOs rigid application of laches can be harsh
on good-faith claimants who simply lacked information about their potential

of dealers and auction houses are often incomplete. For all these reasons, gaps in provenance are common,
especially for works whose acquisition can date back decades or even centuries.O).

239 See supranote 203 (noting that renowned collectors are willing to abandon strong cases to avoid
potential reputational damage).

240 See supranote 230D31(noting that Government Immunity only covers objects loaned for non-probt
purposes).

241 |In private sales, artworks are not subject to third-party scrutiny. With only the seller, buyer, and dealer
involved, there is no independent party to identify and 3ag potential title issues. Problematic works are
therefore less likely to be discovered by potential claimants, and parties may proceed with a sale even with
knowledge of provenance issusge alsdReyhansupranote235, at 1041 (OThe diligence required of the
purchaser presumably makes the sake of stolen art on the open market mouét dind the discovery of
defects more likely.O).

242 Id.

243 See supranote 213 In addition, U.S. Congress is currently pushing for more regulations in the art
trade.SeeArt Market Integrity Act, S. 2400, 119th Cong. (2028)tps://www.congress.gov/bill/119th-
congress/senate-bill/2400/tex{gtps://perma.cc/36C9-UENZHowever, enacting meaningful regulation
on dealers and auction houses has proven enormouslyutti These intermediaries have repeatedly and
successfully lobbied against legislativesgts to impose greater oversight on the art maigeg, e.gGraham
Bowley and Zachary Small).S. Study Finds Further Regulation of the Art Market Not Needed, Now
TI"#$ (Feb. 4, 2022)https://www.nytimes.com/2022/02/04/arts/design/art-market-regulation.html
[https://perma.cc/D63B-GILQTIm SchneiderWho Knew the Art Industry Spends Millions of Dollars on
Washington Lobbyists? (and Other Insigh&sYo&i#&(Feb. 4, 2022)https://news.artnet.com/market/gray-
market-art-lobbying-millions-20733g#ittps://perma.cc/6UMK-S3UM
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claim, and may bar otherwise legitimate claims. As occurred@&mnigson

the court dismissed the case simply because substantial time had passed or
because key witnesses were no longer available, without giving the claimant a
chance to further develop their evidence through other sources. Given the chaotic
circumstances the victims faced during the Nazi era, heirs often face extraordinary
obstacles in discovering the location of their familyOs lost art, and even conbrming
whether they hold a valid possessory inteféétin light of these challenges,
laches should not apply where a claimant can demonstrate that they uncovered
previously unavailable material evidence during the period of delay, and have
brought the lawsuit promptly after the discovery. Such evidence may include newly
discovered information establishing a possessory interest, or provenance evidence
that signibcantly strengthens a restitution claim. The AIC cases demonstrate that
the defendant is not necessarily disadvantaged simply because more time has
passedNthe Museum found favorable evidence through further archival research,
which was unavailable wheReif v. Nagywas litigated?*®

The HEAR Act of 2025 addresses this obstacle by eliminating laches and
all time-related defenses entirely. While this will benebt good-faith claimants
who discover their claims late, it also risks encouraging opportunistic behavior:
claimants with weak cases may strategically delay litigation in search of more
favorable evidence, even when further evidence is unlikely. Such delays would
further obscure an already complicated case.

244 Sed azerow,supranote20, at 202 (OBecause so many people were displaced after the war, a question
remains over who might be the current heir of someone who owned artwork that was expropriated.O).
245 See supranote159
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Since the COVID-19 pandemic, the world has come to appreciate the critical value of
semiconductor chips (OchipsO). Countries around the world have prioritized access
to these chips in their!erts to improve national and economic security, whether
through onshoring chip-making capabilities, forming alliances to share chip-producing
resources, or restricting the export of their chips to geopolitical adversaries. The Chip
Security Act (CSA) is the most recent legislation proposed in support of socts e
proposing the implementation of geolocation tracking technologies for covered chips.
This note critiques this bipartisan bill, arguing that the CSA may be well-intentioned,
but is nevertheless poorly framed. By contextualizing the bill in the broader technical
and legal landscape concerning geolocation technologies, it focuses on the ambiguous
language and lack of enforcement mechanisms that may not only fail to achieve their
security objectives, but also actively harm the U.S. chip industry. By recognizing these
issues, | ber several technical and enforcement recommendations to reframe the
bill, so thatNif enactedNthe CSA may provide a nuanced balance between bolstering
economic security and protecting against cybersecurity risks.

' J.D. Candidate, New York University School of Law, 2027; M.Sc. in Social Science of the Internet,
University of Oxford, 2024. | am incredibly thankful to Professor Judith Germano, whose guidance and
support made this note possible. | am also thankful to the Notes Committee of the NYU Journal of Intellectual
Property and Entertainment Law for their editorial support, especially Elyse Cox and Jessica Mintz for their
exceptionally helpful comments.
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Semiconductor chips (OchipsO) are the foundational building blocks of the
technological age, powering nearly every electronic device around the orld.
Major disruptions to the chip supply chain caused by the COVID-19 pandemic
underscored their critical importance; factory shutdowns, stay-at-home orders,
and other logistical constraints in key chip-producing countries revealed severe
bottlenecks that led to widespread chip shortgg@isce the pandemic, chips have
been at the forefront of national economies worldwide: the U.S. alone exported
approximately$56.8 billion in semiconductors in 2024, making it the sixth
most exported good by the counfrydowever (and even more importantly), the

1 Semiconductors are fundamentally materials that can act as both electricity insulators and conductors.
These materials are then used to create integrated circuits (otherwise known as chips) capable of performing
complicated calculations and storing daBeeM™!($& R$"'+ H&(* Y"2-, SP1"%*+2)%0 [1*+2, .

A, O. & O3/%0+E%*., Cl"#H#"- 1*: TI$ P%,")".$ 11#() %/ )!$ S$1"%*+2)%0 1*+2,)04 %* )!$
A130"(* W9%05/%0'$ (*+ H%E6F$+$0(&I*+2,)04 1*$%)".$, W'"&&*0$(,$ D%13$,)" J07,6 (2021),
https://www.semiconductors.org/wp-content/uploads/2021/05/SIA-Img2021-FINAL-May-19-
2021.2.pdf[https://perma.cc/VN7A-GE2 see also Semiconductors: Powering the Modern Wot(l @
S". F%2*+, https://www.nsf.gov/impacts/semiconductfinstps://perma.cc/3463-26lHast accessed
Dec. 6, 2025).

2 See, e.gCl0", M"&&S$OC!"# W(0: T!$ F'-1)/%0)!$ W%O0&Y M%,) CO™)"(& T$'1*%&%-4 17-18
(2022) (noting how the pandemic provided Ojust a glimpseO of how vulnerable the globalized chip supply
chain is).

3 S$1"%*+2)%0 1*+2, . A,, B, SB1"%*+2)%0, P%6$0A1$0"( Q E%*%1™ S)0$*-)! , N()"%*(&
S$20M4, (*+ T$!1*%&%-4 L$(+$0,!"# (2026),https://www.semiconductors.org/wp-content/uploads/
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revelation of these bottlenecks has since triggered a global race towards economic
security in this space. Countries around the world have initidtedts to reshore

their chip-developing capabilities, andNin cases where this is not possibleN
develop more restrictive alliances to share chip resodrddse impacts of such
Initiatives are even more pronounced for Al-powering chips. As the global race for
Al dominance has accelerated since the 2022 launch of ChatGPT, the demand for
Al chips has also skyrocket@dEvery country hopes to lead (and thereby control)
the Al industry, and now both businesses and governments are exploring ways to
do so through hardware (including chips) as well as software.

As part of this push for control, several countries have introduced
geopolitically-motivated regulations concerning cHipehe U.S. specibcally has
passed several legislationsexting chips, whether we consider the monumental
CHIPS and Science Act of 2022 (OCHIPS ActO), or the various export control
measures preventing the distribution of leading-edge chips to U.S. adversaries.

2026/03/SIAStandardIindustryonePage02c48.pdf[https://perma.cc/89LV-APT2see alscAnn Cao,
ChinaOs Chip Exports Surge 73% as Al Demand Fuels Semiconductor CBov@t#$S M%&#"# P%()
(Mar. 10, 2026) https://www.scmp.com/tech/big-tech/article/3346073/chinas-chip-exports-surge-73-ai-
demand-fuels-semiconductor-growttittps://perma.cc/D7HZ-GXH{providing evidence of how China
has similarly increased its export of chips in recent years).

4 See, e.g.Samer Bahou, Christian G. Dieseltla% Chih-Wen Liu, Eighteen New Semiconductor Fabs
to Start Construction in 2025, SEMI Repqr8EMI (Jan. 7, 2025)https://www.semi.org/en/semi-pr
ess-release/eighteen-new-semiconductor-fabs-to-start-construction-in-2025-semi-fe{ipsts
/Iperma.cc/E4W6-BA9N(connecting fab construction trends with growing onshoring and nearshoring
priorities); Emily Benson, Japhet Quitzon & William A. Reins&gcuring Semiconductor Supply Chains in
the Indo-PacibPc Economic Framework for Prosper@y&. *%8S)&$)+", & 1#)3 S)./ ., (May 30, 2023),
https://www.csis.org/analysis/securing-semiconductor-supply-chains-indo-pacibc-economic-framework-
prosperity[https://perma.cc/7THGA-ZJHRexploring alternative chip partners to China in the Indo-Pacibc
for the U.S.).

5 SeeOndrej Burkacky et al.Generative Al: The Next S-curve for the Semiconductor Industry?
M, K"#(+0 & C% (2024),https://www.mckinsey.com/industries/semiconductors/our-insights/generative-
ai-the-next-s-curve-for-the-semiconductor-industijy#tps://perma.cc/NSHS-AJUC

6 Seelason WilcoxJ.S. Al Chip Policy: A Post-Recission Foreca@8$1+&B%))( (July 23, 2025)https:
/lwww.bakerbotts.com/thought-leadership/publications/2025/july/us-ai-chip-piiitys://perma.cc
/3PDN-3LT9 (addressing more recent trends in U.S. chip policy under the Trump Administrasiea);
also Mary Thornton,The Critical B ort to Combat lllicit Chip DiversionS+2",%#/.,)%& I#/.( . A(( @
(Oct. 11, 2024)https://www.semiconductors.org/the-critical-effort-to-combat-illicit-chip-diversion/
[https://perma.cc/26N5-P9G(acknowledging industry-driven initiatives to adhere to national policies on
chip exports).

’ See, e.g CHIPS and Science Act of 2022, Pub. L. No. 117-167, 136 Stat. 1366 (2022); Implementation
of Additional Export Controls: Certain Advanced Computing and Semiconductor Manufacturing Items;
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The Chip Security Act (H.R.3447/S.1705, later referred to as Othe CSAQ) is
the most recent iteration of such regulations. This bipartisan bill was proposed
on May 15, 2025, and has been referred to the House Committee on Foreign
Al airs at the time of writing. Its main purpose is to further support export
control & orts by enabling geolocation tracking of covered cHipghile the billOs
purpose is understandable in our current geopolitical climate, its execution is
heavily misguided? Its ambiguous language and lack of enforcement mechanisms
expose it to various challenges, particularly in the cybersecurity space. Therefore,
this note argues that the CSA in its current form is well-intentioned but poorly
framed, opening up the possibility for this legislation to not only fail to achieve its
objectives, but also harm the U.S. economy and national security.

This note will proceed as follows. After providing an overview of the CSA
and its main provisions, the note surveys the current technical landscape of
geolocation technologies. By highlighting the cybersecurity weaknesses they face,
it demonstrates how enforcing the billOs provisions as they currently exist may result
in serious harm for the U.S. chip industry. The note then turns its attention towards
the U.S. legislative landscape pertaining to chips. While there are many instances
in which legislations complement each other and provide a more holistic approach
to chip regulation, there are also several key issues they fail to address collectively.
Finally, this note brings these critiques together to propose certain amendments to
the CSA. By including both technical and enforcement-related revisions, it hopes
to provide a means for the CSANif enactedNto valuably contribute to the U.S.
legal landscape on export controls.

Supercomputer and Semiconductor End Use; Entity List Modibcation, 87 Fed. Reg. 62186, 62188b9 (Oct.
13, 2022).See alsdNo Advanced Chips for the CCP Act of 2025, H.R. 5022, 119th Cong. (2025) (a more
recent proposal for chip exports specibcally targeting the CCP).

8 SeeActions on H.R. 3447, 119th Cong. (202B6)tps://www.congress.gov/bill/119th-congress/house-
bill/3447/all-actionghttps://perma.cc/3538-DSHB

9H.R. 3447, 119th Conge 2(4)D(5) (2025) (proclaiming how geolocation-driven chip security
mechanisms can improve compliance with export controls, help detect smuggling, and streamline the
legitimate exports of chips).

10 SeePaul LekasThe Chip Security Act is the Wrong Approach to Preventing Chip DiverSIt#$%&'
&1(" . 10*+ . A+£D, (July 25, 2025)https://www.siia.net/the-chip-security-act-is-the-wrong-approach-
to-preventing-chip-diversiorfhttps://perma.cc/Q6NN-KD@Rcommenting that the proposal is simply
seeking Oan easy solution to a complex problemO).


https://www.congress.gov/bill/119th-congress/house-bill/3447/all-actions
https://www.congress.gov/bill/119th-congress/house-bill/3447/all-actions
https://perma.cc/3538-DSHB
https://www.siia.net/the-chip-security-act-is-the-wrong-approach-to-preventing-chip-diversion/
https://www.siia.net/the-chip-security-act-is-the-wrong-approach-to-preventing-chip-diversion/
https://perma.cc/Q6NN-KDQF
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The CSA has two broad objectives. First, it seeks to capitalize on the
security and economic benebts of U.S.-developed Al chips, constraining such
benebts to Othe United States and allies and partners of the United StatesO.
Second, it aims to strengthen existing export controls by preventing the Odiversion,
theft, and other unauthorized use or exploitationO of those chips by adversaries,
thereby maintaining U.S. national security and technological competitivéfiess.
To achieve these goals, the CSA would require that Oany covered integrated circuit
product [must be] outbtted with chip security mechanisms that implement location
veribcation, using techniques that deasible and appropriate on such date of
enactmentbefore it is exported, reexported, or in-country transferred to or in a
foreign countryO (emphasis add&dTredible information about a chipOs location
that does not conform to its license or authorization must be reported to the Under
Secretary of Industry and Security.

The bill includes two additional provisions related to these requirements.
First, chip security mechanisms are broadly debned to include Osoftware-,
Prmware-, or hardware-enabled security mechanism[s] or a physical security
mechanism® Second, as the entity responsible for enforcing the CSA,
the Secretary of Commerce (Othe SecretaryO) must conduct post-enactment
assessments to identify additional security mechanisms to add or replace existing
onest® These assessments must account for the feasibility, reliabiliggteveness,
cost, and vulnerabilities of such additioh’s.

The Secretary has three other responsibilities of particular relevance to this
note. First, the Secretary may maintain Oa record of covered integrated circuit
products and include in the record the location and current end-user of each such
productd?® This is relevant insofar as various scholars have proposed the creation

11 H.R. 34470 2(2).
121d. 0 2(3).

131d. m 4(a)(1).
141d. o 4(a)(2).
151d. 1 3(2).

18 1d. o 4(b)(1)(A).
171d. o 4(b)(1)(B).
18 1d. a 4(c)(2).
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of a chip registry:® Second, the Secretary may also verify Oin a manner the
Secretary determines appropriateO the ownership and location of & @thijd,

the Act provides a cursory acknowledgement of cybersecurity concerns, stating that
in Oimplementing requirements for secondary chip security mechanisms[ ... ], the
Secretary shall prioritize conbdentialit§O.

[
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As noted above, the CSA requires that covered chips be btted with
geolocation mechanisms which use Otechniques théasible and appropriate
on such date of enactméht(emphasis addetf) The broad language of the bill
o! ers the advantage of [3exibly accommodating future technological innovations.
However, presuming the CSA is enacted before new geolocation technologies
are commercially available, this ambiguity raises a host of cybersecurity issues.
Current mechanisms, while in certain cases benepcial, have a well-documented
history of security vulnerabilities that could operate against the fundamental goals
of this bill. The following section focuses on these technical issues, highlighting
how geolocation technologies across three categoriesNasset-reported, topology-
based, and delay-basedNcould cause greater harm than good if implemented as
per the requirements of the CSA.

A. Asset-Reported

Asset-reported geolocation requires the asset (in this case, the chip) to use
external signals to calculate its locati&hThe asset then reports that location to
a trusted server for veribcatidA.The most common example of this is GPS: a

19 See, e.g Al'#$ BS%!! & O&&' A%SEH#L()%* (& VHS'+)%*(& +($ Al C™,! 29 (2024)https://
staticl.squarespace.com/static/64edf8e7f2b10d716b5balel/t/6670467ebe2a477eb1554f40/17186
34112482/Location%2BVeribcation%2Bfor%2BA1%2BChips.pudftps://perma.cc/RP98-7DRPB
E$)" G$-&#%/0 & M")"%#/ A'$0, Al C", S1-22/'&2 '&*( C"&%. P(*#&*'%/ P%*"!, Q-%&**'#!,
%&OC(-&*#$1#%!-$#! 59-61 (2023)https://staticl.squarespace.com/static/64edf8e7f2b10d716b5bale
1/t/651bb8a18f961e3333e3c¢1d7/1696315558319/Al+chip+smuggling+into+China+%5Bfinal%5D.pdf
[https://perma.cc/7669-QJRF

20 H.R. 3447a 4(c)(1).

2L 1d. @ 4(b)(3)(B).

22 1d. m 4(a)(1).

23 SeeB$%!! & A %S$&#supranoteld, at 13.

24 |d.


https://static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e1/t/6670467ebe2a477eb1554f40/1718634112482/Location%2BVerification%2Bfor%2BAI%2BChips.pdf
https://static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e1/t/6670467ebe2a477eb1554f40/1718634112482/Location%2BVerification%2Bfor%2BAI%2BChips.pdf
https://static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e1/t/6670467ebe2a477eb1554f40/1718634112482/Location%2BVerification%2Bfor%2BAI%2BChips.pdf
https://perma.cc/RP98-7DPB
https://static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e1/t/651bb8a18f961e3333e3c1d7/1696315558319/AI+chip+smuggling+into+China+%5Bfinal%5D.pdf
https://static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e1/t/651bb8a18f961e3333e3c1d7/1696315558319/AI+chip+smuggling+into+China+%5Bfinal%5D.pdf
https://perma.cc/7669-QJ2F
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receiver on the ground receives navigation messages from at least four orbiting
satellites, each containing the precise time of transmisSidhe receiver can then
calculate its distance in relation to each satellite, thereby estimating its own location
through multilateratior® As may be obvious by its pervasive use, GPS tracking is
very well understood at the technical le¢élFurthermore, it is extremely precise;
studies have shown that under optimal conditions, GPS and similar asset-reported
technologies have an accuracy range roughly between 3 to 100 rfieters.

However, asset-reported technologies are also notorious for their
cybersecurity vulnerabilitie® Most notably, civilian GPS systems are highly
vulnerable to spoobng attacks. By recording legitimate radio signals, an attacker
can replay identicalNbut higher powerNsignals in order to provide a false location
or cause a receiver to lock onto the spoobng signal instead (i.e., a seamless satellite-
lock takeoverf? This is achievable because civilian GPS systems are typically
unencrypted and insecure, which allows even unsophisticated adversaries to
easily launch spoobng attacks at minimal c8stechnical mechanisms do exist
to mitigate the spoofability of GPS and asset-reported systems. Auxiliary peak
tracking (APT) is one such example, providing the ability to counter seamless
takeover attacks and limit spoofability of an assetOs location to a one-kilometer
radius32 However, the k cacy of such techniques remains limited by the fact
that commercially-available chipsNeven those equipped with on-chip governance

25 Aanjhan Ranganathan, Hildulafsdettir & Srdjan Capkun,SPREE: A Spoobng Resistant GPS
ReceiverAl X"# (Mar. 17, 2016)https://arxiv.org/abs/1603.054¢8ttps://perma.cc/PTV6-HUJZ

26 |d.

27 SeeB!$%9%8 A $!&' , supranotel9, at 5.

28 See idat 4.

29 See idat 5 (noting how asset-reported methods have a history of manipulation by adversaries).

30 See, €.0 R$&($&$)*$& , B+%$,%-))"! & C$/01&, supranote25, at 3-5 (overviewing various types
of GPS spoobng attacks, as well as discussing seamless lock takeover); Nils O. Tippenhau@ret al.,
the Requirements for Successful GPS Spoobng AtteicRs. ., )* 34)* ACM C.&,..& C5/1) . &
C.552 @82 . 75, 81-82 (2011) (providing sample ranges for signal power, constant tiset,docation
0" set, and relative time"et to achieve a seamless lock takeover in their experiment).

31 SeeB!$%%& A$!&' , supranotel9, at 5 (estimating a cost of rough$200 to spoof a GPS system).
See alsR$&($&P)*$& , B+$,%-))"! & C$/01&, supranote 25, at 3 (noting how an attackerOs spoobng
signal can Otrivially overshadowO the lower power of a legitimate satellite signal).

32 SeeR$&($&$)*$& , B+$,%-)"! & C$/01&, supranote?25, at 5, 9 (Fig. 9).


https://arxiv.org/abs/1603.05462
https://perma.cc/PTV6-HUSZ
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mechanismsNare not yet designed to protect against actors with physical access
to them, let alone against those with a lot of resources at their disposal.

An obvious consequence of this vulnerability is that mandating asset-reported
systems could do little to restrict the illegitimate export of chips. Especially
given that well-resourced actors can currently bypass the security measures of
current on-chip governance mechanisms, these systems may give a false sense of
security: the government may believe it can readily track U.S.-developed chips,
all while their locations are actually being spoofed. There are two additional
consequences to note. First, spoobng attacks can sometimes cause permanent
damage to receive4.This should raise concerns about such attacks dismantling
underlying infrastructures and in turn resulting in further loss of chips. Second,
installing asset-reported mechanisms would create a digital, trackable footprint
for each chip®® With enough targeted attacks, adversarial actors could access the
location data of chips used in sensitive systems across the U.S. and &bfdars,
while asset-reported mechanisms would provide the American government with
greater transparency about chip locations, it could also give a similar amount of
visibility to its adversaries.

Another critical issue with asset-reported mechanisms concerns their
reliability. As mentioned above, GPS systems are highly accurate and precise.
However, such precision requires unobstructed signals from satéliifessuch,

GPS systems do not work well with tracking assets in indoor environments, which

3 See, e.g.O!" A#$I% T'& F"( & C#H)%* W"(+%$, S%,-$% G./%$!#*)% C+"0": U™l O! -C+"0
M%,+#!"&" (. M##L% N#(".'#) S%,-$"(2 R"3'4$.& Al & A5/#!,%5 C.&0-("'1 2 (2024),https:
/Is3.us-east-1l.amazonaws.com/Ples.cnas.org/documents/CNAS-Report-Tech-Secure-Chips-Jan-
24-bnalb.pdflhttps://perma.cc/QY4D-KKH7acknowledging this limitation as it applies to on-chip
governance mechanisms more broadBit seeR#I1#1#(+#! |, ®)#4'5 4("$ & C#03-! , supranote25, at
11D12 (providing technical recommendations for how to integrate SPREE into a modern GPS receiver with
minimal complications).

34 R#ILHIH(+#! |, ®)HA'5 4("$ & CHO3-! , supranote25, at 4.

35 Sealoseph HoefeXyhy Tracking The Location Of Al Chips Is a Mirage N and a RiE%,+P.) @.P$%"

(May 23, 2025) https://www.techpolicy.press/why-tracking-the-location-of-ai-chips-is-a-mirage-and-
a-risk/[https://perma.cc/AML5-YE7Enoting how tracking systems on chips will more likely broadcast
sensitive locations of chips than protect them).

36 See id.

37 Fahim Ahmed et al.Comparative Study of Asset Location and Trackibg P$.,%5"# M41 1138,

1139 (2020) (explaining that GNSS systemsNamong which GPS is a U.S.-owned constellationNdo not
work indoors because there is Ono direct line-of-sight between the antenna and satellitesO).


https://s3.us-east-1.amazonaws.com/files.cnas.org/documents/CNAS-Report-Tech-Secure-Chips-Jan-24-finalb.pdf
https://s3.us-east-1.amazonaws.com/files.cnas.org/documents/CNAS-Report-Tech-Secure-Chips-Jan-24-finalb.pdf
https://s3.us-east-1.amazonaws.com/files.cnas.org/documents/CNAS-Report-Tech-Secure-Chips-Jan-24-finalb.pdf
https://perma.cc/QY4D-KKP7
https://www.techpolicy.press/why-tracking-the-location-of-ai-chips-is-a-mirage-and-a-risk/
https://www.techpolicy.press/why-tracking-the-location-of-ai-chips-is-a-mirage-and-a-risk/
https://perma.cc/AML5-YE7E
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will often be the case with data centers potentially containing illicitly exported
chips3® There are alternative asset-reported mechanisms that are better suited
to indoor tracking, such as ultra-wide band and radio-frequency identip&tion.
However, these require additional reference points like beacons or anchors to help
triangulate an assetOs locafiBrGiven that using such systems would require
additional infrastructure, itis unlikely that they could be successfully adopted prior
to the enactment of this bill (at least, in an idealized timelHejherefore, asset-
reported mechanisms not only introduce a number of spoobng and cybersecurity
concerns, but they may also not bkeetive in the near future given current
technical and infrastructural limitations.

B. Topology-Based

Topology-based geolocation relies on the asset reporting measurements of
radio-frequency emitters within its range and widely deployed in the target
region?? These frequencies may originate from cell towers, Wi-Fi routers,
or similar radio frequency beacons, to name a fwBy combining those
measurements with information about both the known locations of the emitters
(typically acquired from public Whois databases, DNS records, or other
infrastructures) and the assetOs digital characteristics (such as an IP address or
Wi-Fi SSID), one can calculate the location of a given a$$&etwork-based
mobile phone tracking and geolocalization from an IP address are two common use
cases of topology-based mechanigtin addition to their & ciency advantage
of relying on existing digital infrastructure, these mechanisms are also highly
accurate. In certain cases, they maintain a margin of error between 50 to 500
meters?® Topology-aware methods even go a step further, incorporating round-

38 Bl & A"1$%, supranotel9, at 5.

39 Ahmed et al. supranote37, at 1140.

40 1d. at 1142-3 (describing how beacons and tags are necessary to assist with Bluetooth tracking indoors).

41 See generally idat 1143 (noting that the infrastructure for Bluetooth-powered tracking does not yet
exist and would be very costly to set up to ensure good signal).

2 BI"t#t & A"1$%), supranotel9, at 4.

43 1d.

44 See, e.qg.BI"'## & A"I1$%, supra note 19, at 15; Philippa Gill et al. Dude, WhereOs That IP?
Circumventing Measurement-Based IP GeolocatiarProcs. of the 19th USENIX Sec. Symposiatn?
(2010) (highlighting the potential use of proprietary or public databases of IP for location mappings).

45 BI'##t & A"1$%, supranotel9, at 15.

461d. at 4.
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trip time (RTT) measurements and network topology data to further increase their
accuracyt’

However, much like asset-reported mechanisms, topology-based methods are
highly prone to cybersecurity threats. To start, these mechanisms may also be easily
spoofed: attackers can either reroute geolocation pings through proxy networks, or
simply disable the pings entiref§. The level of ease is due to these mechanisms
relying on protocols and infrastructures (such as DNS) considered insecure
against technologically advanced actbtdAs a result, many of these topology-
based methods have long been victims of adversarial attdasditionally, the
reliance of these mechanisms on publicly available databases introduces another
cybersecurity concern through presenting a new angle for corruption by third
parties®® A similar issue arises for systems that rely on submitted data (like HTTP
headers) that could easily be falsiP8dlhus, perhaps even more so than asset-
reported systems, there are several ways in which topology-based mechanisms may
be manipulated.

In addition to how easy such corruption can technically be, it is more
concerning how subtly it can happen in comparison to asset-reported mechanisms.
For example, sophisticated adversaries like Infrastructure as a Service (laaS)
providers may capitalize on their control over multiple network entry points to
attack a geolocation systetNot only does this technique return a high-accuracy
forged result, but it is also much harder to detect using common metrics like region
size®* In addition, the highly-accurate topology-aware techniques mentioned
above may actually face a higher likelihood of covert tampering because of the
increased number of inputs one may manipulate (such as traceroute data and undns
entries)?® Thus, mandating the use of such geolocation mechanisms could in fact

47 Gill et al., supranote44, at 2.

48 SeeHoefer,supranote35.

9 BI't# & A"1$%, supranotel9, at 15.

50,

51 Gill et al., supranote44, at 11 (highlighting the possibility of database poisoning when geolocation
relies onundng.

52 SeeChristian Esposito et alQn Data Sovereignty in Cloud-Based Computatidnd@ding for Smart
Cities Applications6.31EEE 1$&%!$%& 'T)*$+# J.4521, 4525 (2019).

53 Gill et al., supranote44, at 15.

54 1d.

55 .



322 N.Y.U. JOURNAL OF INTELL. PROP. & ENT. LAW [Vol. 15:2

result in greater adoption of these manipulation tactics that do little to improve the
current export control situation.

Finally, topology-based mechanisms typically require the addition of physical
components (at the very minimum, an antenna to the die) to an asset for
geolocation purpose®.Much like with receivers in asset-reported mechanisms,
this addition provides another, physical avenue for adversarial actors to launch
cyberattacks against covered chips more easily. Studies have already explored
the various types of physical attacks adversaries may use, ranging from fully-
invasive modibcations to side-channel analysis attatksrthermore, the addition
of physical components may be technically infeasible, if not at the very
least burdensome. This is particularly the case for chips, given their already-
extreme compactnes8. Therefore, topology-based geolocation mechanisms are
not only easily spoofable and harder to detect, but they may also impose
additional requirements on manufacturers that are too technically challenging to
be economically viable.

C. Delay-Based

The Pnal categoryNdelay-based geolocationNis considered the most
technically relevant of the thréd It works by requiring a cryptographic challenge-
response between the asset and alandmark or series of landmarks (servers in known
locations)?® Once the asset sends a ping to the landmark, the RTT is used to
determine the maximum possible distance the transmission could have traveled
and the assetOs location by prdxilhere are two key components to keep in

56 BI"t# & A"1$%, supranotel9, at 5.

57 SeeGabriel Kulp et al. Hardware-Enabled Governance Mechanisms: Developing Technical Solutions
to Exempt Items Otherwise Classibped Under Export Control Classibcation Numbers 3A090 and?2A090
25 (RAND C&!' ., Working Paper No. WR-A3056-1, 2024jttps://www.rand.org/pubs/workingapers/
WRAS3056-1.htm[https://perma.cc/Y6R6-8UYMdescribing both physical and nonphysical attack vectors
that adversaries could pursue).

58 The Basics of MicrochipsASML, https://www.asml.com/en/technology/all-about-microchips/mic
rochip-basics(last visited Apr. 14, 2026) (noting how some features in the most advanced microchips are
merely a few dozen nanometers in size).

59 SeeBI"## & A"I$%, supranote 19, at 6 (indicating such relevance stems from its encrypted
communication and Orelative lack of reliance on public infrastructureO, thereby enhancing certain security
features).

60 See, e.gB!"## & A"I$%, supranotel9, at 15.

611d.; see alsoAidan OOGara et al., Hardware-Enabled Mechanisms for Verifying Responsible Al
Development 14 (2025) (unpublished manuscript), arXiv:2505.03742.


https://www.rand.org/pubs/working_papers/WRA3056-1.html
https://www.rand.org/pubs/working_papers/WRA3056-1.html
https://perma.cc/Y6R6-8UYV
https://www.asml.com/en/technology/all-about-microchips/microchip-basics
https://www.asml.com/en/technology/all-about-microchips/microchip-basics
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mind for delay-based mechanisms: (1) the delays combine with multilateration to
help determine the maximum possible distance; and (2) such techniques often use
a cryptographic proof of identity, such as a Trusted Platform Model (TPM) that
protects a unique secret key specibc to a Efip.

Delay-based mechanism$ @ a host of benebts not provided by the other
two categories. For starters, they place emphasis on system security and are
in turn considered more ‘icult to spoof and falsif§3 On a similar note,
these mechanisms are considered privacy-oriented and nonintrusive given their
capabilities to conbrm a chipOs location without overbearing surveiffanoe.
addition, given that such solutions are primarily software-based, they are easier and
relatively cheap to implemefi®. This makes them an appealing option for short-
term adoption, as well as longer-term maintenance given the ease of updating them.
Finally, although it is not necessarily as precise as the other two options, delay-
based geolocation is considered suently precise for export control enforcement,
establishing an upper bound on the distance and being capable of providing clear
evidence for whether a chip is in restricted territBy.

However, as much of an improvement as this mechanism seems to be from
a cybersecurity lens, delay-based methods still pose notable threats. First, while
traditional spoobng is harder to achieve given the cryptographic security measures,
it is not impossible if an adversary discovers and copies the secret privaté key.
That being said, an adversary may not even need to do that to achieve spoobng-
like €l ects; one may still be able to manipulate the response times to alter a chipOs
perceived location without the k&§.For instance, adversaries may use dark bber,

62 SeeEspositosupranote52, at 4525 See als®B!"## & A"1$%, supranotel9, at 20.

63d. at 1.

64 See, e.gKit Conklin, How the Chip Security Act Could Usher in an Era of OTrusted TradeO with US
Partners A&'. C()$*+' (Aug. 18, 2025)https://www.atlanticcouncil.org/blogs/geotech-cues/how-the-
chip-security-act-could-usher-in-an-era-of-trusted-trade-with-us-partfetps://perma.cc/6 UPA-
ABNH]; T+, F+#&T"( B)l-" & V+.%/CO+)/)I+ |, T%*0$('(-1 &( S%*)!% &0%I C0+25)22'L CO"+$:
AW(/+$- P2%! (2024),https://www.cnas.org/publications/reports/technology-to-secure-the-ai-chip-
supply-chain-a-primefhttps://perma.cc/U6LD-RKNB(including delay-based mechanisms under the
broad heading of HEMSs).

65 SeeF+#&B)!-" & CO+)))!+ , supranote64.

66 BI"t# & A"1$%, supranotel9, at 1.

67 0OGara et abupranote61, at 15 (noting how transferring the cryptographic key could undermine the
entire cryptographic protocol).

68 |d.


https://www.atlanticcouncil.org/blogs/geotech-cues/how-the-chip-security-act-could-usher-in-an-era-of-trusted-trade-with-us-partners/
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private terrestrial connections, or quicker out-of-band communication methods to
trigger faster response times that make a chip appear closer to a larftf@arkhe
opposite end of the spectrum, such actors may want to deliberately slow down the
transmission to increase the potential region size for the chipOs location. This may
In turn cause a party to have growing uncertainty about the geolocation estimation,
and perhaps even distrust its measurements to the trackerOs deftifinerst. there

are several technical means that have a spoobagt@nd may reduce thé eacy

of delay-based geolocation.

Second, the external landmark servers themselves are vulnerable to direct
attacks. Such attacks can be both physical and digital. To start with the former,
landmarks placed within striking distance of an adversary are at increased risk of a
malicious takeover through cyber-physical me&ahas for the latter, landmarks
may be subject to distributed denial of service (DDoS) attacks on their clock
or timestamp systems, which could in turn cause them to misreport thd RTT.

As such, landmark servers function as another avenue for adversaries to launch
attacks against these geolocation systems, either through overloading their network
tra' ¢ or attacking the physical landmark itself. Therefore, while it is certainly
the most promising approach of the three for balancing economic security and
cybersecurity concerns, delay-based mechanisms still pose several signibcant
cybersecurity challenges that complicate their adoption, whether on account of
an adversaryOs ability to manipulate response times or through introducing a new
physical vulnerability.

Il
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The CSA not only raises several technical issues, but it also provides minimal
novel value from a legal standpoint. The text itself is incredibly sparse. For starters,
it mandates the implementation of location veribcation on chips without discussing
how it would actually enforce compliance. The closest we get to that information
is a vague statement that the Secretargy verify Oin a manner the Secretary

69 See id, see alsdB!"## & A"1$%, supranotel9, at 6.

0 BI"## & A"1$%, supranotel9, at 22 .See als@sill et al., supranote44, at 7D8 (discussing the technical
means of increasing the reported region size of delay-based mechanisms).

" 0OGara ext abupranote61, at 15.

2 Seeid.; see alsB!"## & A"1$%, supranotel9, at 26.
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determines appropriateO the location of a covered chipnagchaintain a record

of covered chipg2 Additionally, the bill provides a notibcation requirement for
those who identify violations of the Act, but provides no insights into what
sanctions or repercussions noncompliant actors might’fagéere is arguably
some value to the Secretary reports mandated by the bill, given the importance of
keeping abreast with recent technological developments in the industry. However,
beyond this, the bill provides little guidance on how it intends to actually remedy
the export control situation.

As such, this section turns to current legislative and regulatory initiatives
that impact the export or geolocation of chips. In providing an overview of their
scope, gaps, and overall ectiveness, this section achieves two objectives. First, it
will demonstrate ways in which the CSA builds on existing regulatory initiatives.
Second, it will highlight potential opportunities for a redrafting of the CSA to tackle
these geolocation issues from a novel angle.

A. Export Control Reform Act (ECRA)

The ECRA is a federal statute that imposes and enforces export controls on
technological assets, including Al-powering chipsAs part of this statute, the
Secretary of Commerce must maintain a list of controlled items, foreign persons
and end users that pose a threat to U.S. national security and foreign Solicy.
Additionally, the Secretary must Oestablish a procedure to license or otherwise
authorize the export, reexport, and in-country transfer ofO controlled §bods.
Finally, the Bureau of Industry and Security (BIS) has released several Interim
Final Rules (IFRs) regarding the ECRA and advanced chips, setting detailed
parameters to ensure chip movement is controlled. The most notable rules are
ECCN 3A090 and 4A090, which collectively control advanced computing chips
and technologies containing them, with the goal of preventing their proliferation
and minimizing the risk of their misuse in training Al systeffis.

3 H.R. 3447, 11% Cong.n 4(c)(1)-(2) (2025).

74 1d. ata 4(a)(2).

5 Export Control Reform Act, 50 U.S.@r4801D4852 (2018).

6 1d. at= 4813(a)(1)D(2).

71d. ate 4815(a).

8 Implementation of Additional Export Controls: Certain Advanced Computing and Semiconductor
Manufacturing Items; Supercomputer and Semiconductor End Use; Entity List ModiPcaijona,note
7, at 62188-9.
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The ECRA is perhaps the most relevant legislation to the CSA due to the fact
itis referenced at multiple points throughout the CSA, either to provide certain key
debPnitions, or to clarify the scope of those who are required to notify the Secretary
of violations/® The framing of the CSA likely seeks to address the noncompliance
issues the ECRA has faced, as there has been a history of pervasive Al chip
smuggling since its enactmetft Additionally, mandating geolocation tracking in
the CSA attempts to resolve the lack of post-export visibility mechanisms that
plagued the ECRA! The ECRA also blls a number of gaps that are not addressed
by the CSA. For starters, it provides a criminal penalty against thosenntfiolly
commit a violatiorf? Furthermore, the ECRA requires exporters to conduct due
diligence in their operations, including reviewing publicly available information
and market dat83

However, there are notable gaps and issues that neither legislation addresses in
their current forms. For starters, the mens rea requirement for a criminal violation
under the ECRA may inappropriately incentivize a company to only perform the
minimum due diligence required to avoid legal expostfréhe complete lack of
any reference to this in the CSA means this remains a signibcant issue. Additionally,
the @ cacy of enforcing the ECRA is largely dependent on the BIS budget, one that
has majorly decreased over the past few years despite a substantial increase in its
responsibilitie$® Such resource constraints in turn mean that the BIS have limited
capacity to deal with smuggling cases. The CSA merely exacerbates this issue by
placing additional requirements on the Department of Commerce to fulbll. Thus,

79 H.R. 3447, 11¥ Cong.oe3(4)-(6), 4(a)(2) (2025).

80 EI"#$ Gloo&'()*+ &T", F'-.,C/%&."1"&0 Al C$"1S,%00*"&0H)- B'#/,')  N)."/&)* S#%!".2
PI"1"2 tA&UL+).'+ P¥23//45/' PI'6'&."&0 AIC$"1S,%00*'&0./.$" PRC5 (2025)https://s3.us-
east-1.amazonaws.com/pPles.cnas.org/documents/Countering-Al-Chip-Smuggling-Has-Become-a-Nati
onal-Security-Priority-CNAS-Working-Paper-2020-form@1125Final.pdf [https://perma.cc/5CLU-

GUTD] (exploring this in the specibc context of the PRC).

81 See Congress Considers Legislation to Shift Export Control Jurisdiction from the Department of
CommerceM/10)& L'("- , https://www.morganlewis.com/pubs/2022/11/congress-considers-legislation-
to-shift-export-control-jurisdiction-from-the-department-of-commdidéps://perma.cc/NVA8-C5RS
(Nov. 7, 2022) (noting the Department of CommerceOs and the BISOs lack of success in tightening restrictions).

82 50 U.S.C.04843(a) (2018).

83 Implementation of Additional Export Controls: Certain Advanced Computing ltems: Supercomputer
and Semiconductor End Use; Updates and Corrections, 88 Fed. Reg. 73458, 73468 (Nov. 17, 2023).

84 G1%&'()*+ & F"-., supranote80, at 8.

85 GI%&'()*+ & A"+, supranotel9, at 16.
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while the combination of these bills provides sanctions and punishments against
those who violate export controls, they still leave important questions around
accountability and enforceability unanswered.

B. 18 U.S.Cre 1030: Computer Fraud and Abuse Act (CFAA)

The CFAA is a criminal statute that primarily targets computer crime. At its
core, it prohibits someone from accessing a compuiéthGut authorizatioror
exceed[ing] authorized acceSsto obtain information (emphasis add&}.he
recentVan Burendecision further claripes the scope of Oexceeding authorized
accessO, providing a gates-up-or-down framework that limits the inquiry to whether
someone had the right to access the computer in the brst §lastile the
statute does not explicitly refer to or cover semiconductors, its debnitions of
Ocomputer® and Oprotected computersO are broad enough to potentially include
these chips (at least in certain circumstan&&#dmittedly, chips themselves are
not OinformationO, which appears to be what the statute is primarily aimed to
cover. However, one could argue that their use in training information-generating
Al modelsNand potentially to the detriment of U.S. national security and foreign
relationsNis sulcient evidence that they should be covered by this stafttite.

Extending the CFAA to cover chips would arguably be benepcial in providing
an additional legal means to pursue liability (one with clearly dictated penalties
no less)?® The geolocation requirements of the CSA may also help with the
enforcement of the CFAA in such situations, as the government could identify
violating parties and hold them accountable through both economic sanctions and
criminal penalties under this statute (jurisdiction-depending) more readily. That
being said, one potential issue that this strategy may face concerns the focus on
unauthorized OaccessO as opposed to Onfisuseé® a hypothetical scenario,
legitimate access is gained to a covered chip, then the CFAA would be rendered
irrelevant even if there is potential misuse of the chips. This is signibPcant given the

86 Computer Fraud and Abuse Act, 18 U.SeCL030 (a)(2).

87 \Jan Buren v. United States, 593 U.S. 374, 396 (208EE alsdDrin Kerr, The Supreme Court Reins
in the CFAA in Van BurerL!"#1$% (June 9, 2021 https://www.lawfaremedia.org/article/supreme-court-
reins-cfaa-van-burepnttps://perma.cc/YT7A-JSX[G

88 18 U.S.C.01030(e)(1)D(2).

89 1d. 21030(c)(4)(A)()(V).

90 1d. ©1030(c).

91 van Buren 593 U.S. at 403.
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White HouseOs recently-introduced policy of allowing certain chip exports to China
for receiving a percentage of the reverfdélherefore, the CFAA could provide
more robust legal structures to protect U.S.-developed chips, but only in specibc
circumstances.

C. CHIPS Act

The CHIPS and Science Act is the bPnal major legislation relating to the
security and export of chip® Enacted in 2022, the Act allocat&$2.7 billion
to revitalize the semiconductor industry in the U.S. and secure its supply chain
through supporting R&D, manufacturing, and workforce developriferithe
CHIPS for America Fund then allocat&39 billion to incentivize investment in
facilities for chip fabrication, assembly, testing, and packadmghile the CHIPS
Act and the CSA are both motivated by national security and economic security
objectives, they aim to achieve those goals in two distinct ways: the former seeks to
build up resiliency by investing in the domestic supply chain, while the latter seeks
to cement U.S. technological leadership through restraining the dissemination of
its chips.

The CHIPS Act admittedly has little to do with the enforcement of
export controls on existing chips, focusing much more on promoting specibc
industry policies. However, government-driven funding allocation may be critical
in supporting both innovation in geolocation technologies, and enforcement
initiatives by regulatory bodies like BIS. Both factors would be core to ensuring the
success of the CSA, and neither are addressed at all in the text of the bill. Therefore,
putting aside the critiques that the CHIPS Act has received from the international
sphere’® the questions around funding allocation from the CHIPS Act may be
critical in determining the long-term elcacy of the proposed CSA.

92 Lily Jamali & Osmond ChiaTrump Gives Nvidia Green Light to Sell Advanced Al Chips to Ghina
BBC (Dec. 8, 2025)https://www.bbc.com/news/articles/ckg9q635qpiaps://perma.cc/MP7J-DGXU

93 CHIPS and Science Act of 2028upranote?.

94 OMarkO Min Seong KirGhip Security: Reconciling Industrial Subsidies with WTO Rules and National
Security Exceptionl6 H!$& NI'O( S%). J.74, 76 (2025).

9 1d. at 94.

9 1d. at 78 (noting how countries like China had raised trade complaints against these subsidies at the
WTO).
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As the above discussion has hopefully shown, the CSA may be well-
intentioned but poorly executed. On the technical front, its mandates do not
consider the limitations and vulnerabilities of current geolocation technologies,
thereby potentially exposing chips to a wide variety of cybersecurity risks. On the
legal front, it provides little guidance on enforcement or penalties, leaving existing
statutes to (imperfectly) Pll in the gaps where possible. However, the CSA need not
be so passive in its legislative contributions. In light of the issues raised above, this
note provides critical recommendations for how we may revise the CSA. These
recommendationsNorganized into two overarching categoriesNseek to enhance
cybersecurity protections for covered chips, while also retaining the economic
security spirit that initially drove this proposal.

A. Technical Recommendations

There are several ways in which the CSA could be revised to provide chips
with stronger cybersecurity protections. Perhaps the easiest and most immediately
enforceable change could be a mandate to use technologies whose geolocation
mechanisms are at least as sophisticated as delay-based ones, if not more so. As
already mentioned, delay-based optioh&othe most robust security among the
mechanisms currently availabléFurthermore, given they are primarily software-
based, delay-based options are not only easily implementable, but also are more
suited to longer-term sustainability through upd&@f&Some experts have noted
that there are certain instances in which the other two methods may serve as
su' cient deterrence against malicious actors, thereby providing what companies
might see as more cost-ective alternative®? However, this should be considered
an exception more so than a norm; while the initial set-up and maintenance costs
for delay-based mechanisms may be higher, their stronger security measures should
be considered a valid investment in better ensuring economic and national security.

This type of legal formulation is not without its precedents. For example,
the loT Cybersecurity Improvement Act of 2020 notes that the Director of NIST

9 BI"t# & A"1$%, supranotel9, at 6.

98 0OGara et abppranote6l, at 7.

9 SeeB!"## & A"I$%, supranotel9, at 6 (noting how current asset-based and topology-based methods
could be secure enough if an adversary is Overy worried about being caughtO).
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must establish a series of guidelines and standards on appropriate agency use of
loT devices, including Ominimum information security requirements for managing
cybersecurity risks associated with such devid@8@Vvhile not as explicit as
mandating a specibc kind of technology as the baseline, it does require a more
active setting of a baseline than what the CSA currentlgre. Furthermore,

the loT Act provides exceptions to the prohibition of 10T devices that do not
meet such minimum requirements in the case of national security, necessity for
research purposes, or the existence of alternativelamctioe security method$!

This demonstrates the recognition that governments are aware of exceptional
circumstances that may warrant drent treatment, but nevertheless still opt to
establish a baseline minimum security standard as | have proposed for the CSA.
Therefore, rather than vague phrasing of Ofeasible and appropriate on such date
of enactment@? the statute could instead mandate by default an adoption of
delay-based geolocation mechanisms. As an exception, the CSA could allow a chip
provider to & er in writing a st cient reason for why one of the current alternative
methods should be adopted for their product.

In addition, the CSA could require that geolocation capabilities be btted
with tamper-proof and tamper-evident systems, both of which would provide
further layers of security. This technology is already available in certain contexts,
especially if the above recommendation for a delay-based mechanism default is
adopted (given their reliance on cryptographic identity proofs like TPI).
Furthermore, proposing the adoption of additional security measures is not legally
unheard of, as best demonstrated by the mandated shift towards Zero Trust
Architecture in federal information systems by Executive Order 1482&or
the purposes of the CSA, An additional security step could be to use threshold
cryptography, which involves splitting the storage of keys across several separate

100 Internet of Things Cybersecurity Improvement Act of 2020, Pub. L. No. 116-207, 134 Stat. 1002,
a4(a)(1) (2020).

101 1d. a7(b)(1).

102 4 R. 3447, 119 Cong.r4(a)(1) (2025).

103 geeNatQl Inst. of Standards & TecBec. Requirements for Cryptographic ModuEi®S PUB140-2,
29 (May 25, 2001)https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.140-2[pttps://perma.cc/Y GE6-
7NVH] (Thl. 2) (providing an overview of physical security requirements that are currently required).

104 Exec. Order No. 14,028, Improving the NationOs Cybersecurity, 86 Fed. Reg. 26363 (d) (May
17, 2021).
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systemd% This latter recommendation may alleviate some aforementioned
concerns about malicious actors stealing private keys. Thus, in a scenario where
delay-based systems are not in use, the CSA would benebt from explicitly
mandating a cryptography-based, tamper-proof security system for chips.

Tamper-evident systems may also help maintain chip security, ideally making
it harder for malware to compromise lower levels of the software si#ftRecure
boots are one such system, allowing a company to monitor whether a chip is
running legitimate Prmwar®’ However, Tamper-control mechanisms should be
used with caution. Their ability to shut down and limit parts of a chipOs technical
system could be exploited by adversaries to shut down legitimately located (and
perhaps even U.S. located) chii¥8.Therefore, given the major national security
concerns that could arise from that possibility, revisions in the CSA that explicitly
address tamper-evident systems should limit the capabilities and the control they
may have over a chip.

B. Enforcement Recommendations

In terms of non-technical revisions to the CSA, a centralized, government-
maintained chip registry could help further prevent spoobng attempts through
combining location veribcation with additional data contained by the registry, such
as corporate ownership or operational behavior #&&his is addressed in a very
vague fashion in the current version of the CSA, where the Secretary is given the
power to Omaintain a record of covered integrated circuit products that include in
the record the location and current end-user of each such prodd¢idwever, a
more explicit description of a chip registry in the CSA, including what data the chip
registry could contain, may be a valuable addition to export control legislations.

105 5ee, e.g.Tom Simonite;To Keep Passwords Safe from Hackers, Just Break Them intdvBitsT I"# .

RI$. (Oct. 9, 2012) https://www.technologyreview.com/2012/10/09/183378/to-keep-passwords-safe-
from-hackers-just-break-them-into-b[tsttps://perma.cc/DTU4-6 XD providing a relevant analogy to
password protection for the potential use of threshold cryptography).

106 Aarne et al. supranote33, at 18.

10719, at 13.

108 | yke 0OGradgongressO Proposed Chip Security Act Threatens to Create New Cyber Vulnerabilities
in U.S. Semiconductor€%& (& C)*1&+!",&-%) P(. § & L. (July 15, 2025)https://www.centerforcyber
securitypolicy.org/insights-and-research/congress-proposed-chip-security-act-threatens-to-create-new-
cyber-vulnerabilities-in-u-s-semiconductdhdétps://perma.cc/JAK3-AWHF

109 Conklin, supranote64.

10 H R. 34472 4(c)(2).
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Several other laws have sought to create similar requirements to this proposed
chip registry in separate cybersecurity contexts. For starters, EO 14028 provides
certain requirements concerning logging and retention of relevant data that
arguably function in a similar manner to a chip registry.In addition, the
proposed (though now dead) National Cybersecurity Protection Advancement Act
of 2015Nin its el orts to generally enhance the sharing of information related
to cybersecurity risksNsuggested the developed of automated mechanisms for
timely sharing of cybersecurity threat indicatdté. That being said, the chip
registry proposed here may face distinctive problems that raise similar national
security concerns as with tamper-evident systems. More explicitly, centralizing
information in a registry about U.S.-developed Al chips may provide an easy target
for malicious actors. After gaining that information, it may then not only be easier to
smuggle chips, but could also expose infrastructure-critical chips and data centers
to cyberattacks. As such, there would need to be additional provisions in the CSA
that ensure the security of such a registry, such as further technical measures or
proposals for public-private partnerships prioritizing cybersectitiy.

The Pnal recommendation for revising the CSA would be to include a
provision that grants additional funding to the BIS and Department of Commerce in
support of their initiatives to oversee implementation and enforcement of the CSAOs
requirements. As has already been mentioned, BIS has been severely underfunded
despite its large workload, which has undermined its capabilities to actually
enforce export controls This, coupled with inadequate due diligence, is a major
contributor to the current export control issues the U.S. faces. Resolving this gap,
as experts have noted, is critical for success on this frb¥itherefore, in order
to ensure that geolocation mechanisms are actuakycteve instead of a simple
waste of resources, the CSA should grant additional funding to the organization(s)

111 Improving the NationOs Cybersecurstypranote104, @ 8(b)D(c).

112 4 R. 1731, 114th Congr 3(g)(1) (2015).

113 5ee generallyJudith H. GermanoCybersecurity Partnerships: A New Era of Public-Private
Collaboration T!" C#3$ %&L'( & S") ., NYU S)! . %*L. 12 (2014) https://www.lawandsecurity.org/wp-
content/uploads/2016/08/Cybersecurity.Partnerships-Ihgtifs://perma.cc/9TL3-UVVR(providing
examples of successes with public-private partnerships in the cybersecurity space, as a means to advocate
for their increased use).

114 Grunewald & Aird,supranote19, at 16.

1151d.; see alsaGrunewald & Fistsupranote80, at 28D9.
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primarily responsible for monitoring and enforcing both the CSA and other relevant
export control statutes.

Cl"#$%&!"

This note has sought to highlight the issues with the CSA as it is currently
drafted, in the hopes that lawmakers may consider revising the CSA to better
address its cybersecurity vulnerabilities. The motivation for the bill itself is
understandable given the current geopolitical climate, and it is not within the scope
of this note to assess whether itars the right approach from an industrial policy
perspective. However, the CSAOs overly ambiguous language, failure to recognize
Issues with current geolocation technologies, and lack of explicit enforcement
measures within the text itself leaves much to be desired from a cybersecurity
standpoint. Other existing statutes on similar topics do nbtcsently resolve
these issues. If the CSA ever becomes enacted, it is important that these issues are
addressed at both the technical and legal enforcement levels, lest it become more
of an obstacle than a valuable asset. Of the many possible solutions experts could
devise, this note highlights four in particular that would not only raise minimum
cybersecurity standards, but also introduce additional on-chip security, centralize
tracking information, and provide additional funding to relevant regulatory bodies.
These proposals would likely succeed in reasonably easing cybersecurity concerns
while maintaining the competitive and economic security motivations that initially
inspired this bill. Therefore, if the CSA is to be a useful contribution to the export
controls landscape upon enactment, it should revise its provisions to more explicitly
address the cybersecurity concerns these geolocation technologies raise.



